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ABSTRACT

The global relevance of the COVID-19 pandemic created an environment primed for exploitation like none witnessed in the
age of the cybercriminal. Adversaries of every sophistication level — advanced state-aligned groups, large- and small-scale
crime-motivated actors, fraudsters and spammers of every variety — all pivoted to make use of COVID-19-related content
for their respective nefarious ends.

Proofpoint researchers had not observed the entire landscape pivot to using the same social engineering theme prior to
COVID-19. Over 30 known threat actors and many more unattributed threat clusters tracked by researchers used
COVID-19 themes in campaigns. But why was the pandemic such a compelling choice for threat actors?

Fundamentally, the fear, uncertainty and doubt around COVID among people all over the world created conditions in which
training and diligence broke down. This presented an opening for threat actors to exploit people.

Now in our third year living with COVID-19, we can look back and identify some key phases global societies moved
through. Initial periods required a great deal of dissemination of policy changes across a broad spectrum of organizations
including both country- and local-level mandates, as well as business-related guidelines. Lockdown, economic stimulus,
vaccine development and eventual deployment, the rise of variants creating new surges of illness — all these stages provided
threat actors with the content needed to exploit the human condition and produce engagement with malicious content.

In this paper, we will present the following:

* How cybercrime and advanced persistent threat (APT) actors leveraged the COVID-19 pandemic in social engineering
activity.

* How activity changed throughout the lifecycle of the global pandemic.
* What social engineering tactics were most effective.
* What we can learn from threat actor behaviours to defend ourselves moving forward.

This paper examines the wide array of COVID-19-related content threat actors have leveraged, how that use evolved
alongside real-world conditions, and how it fits into the overall picture of the threat landscape since the beginning of 2020.

METHODOLOGY

Proofpoint analysts conducted this research based on threat campaign data, or activity that has been manually analysed and
contextualized from January 2020 through to April 2022. Then, researchers broke down campaign data by multiple
variables including: threat type such as credential harvesting or malware; brands or organizations impersonated in email
lures; and lure theme such as safety, company operations, economic, vaccines, related to COVID-19.

For the purpose of this report, a campaign is defined as a time-bound set of related threat activity. This implies, even in
cases where no attribution is made, that the threats from a given campaign result from attacks perpetrated by the same
threat actor. Threats may be related by a variety of factors including distribution or hosting infrastructure, overlap in
message forensics such as header components, a common payload, or other facets.

It should be noted that while this analysis covers tens of thousands of campaigns and hundreds of millions of threats
overall, it is still only representative of a portion of the threat landscape. To that end, there is some inherent bias present in
the choice of what activity is campaigned.

Where click rates are denoted, be advised this does imply delivery of some number of threats. Proofpoint’s URL Defense
rewrites URLs in the message bodies of delivered emails allowing both for data gathering around clicks and post-delivery
mitigation actions. A single user’s click triggers additional detection processes which may lead to additional remediations
for the global customer base.

Proofpoint observed hundreds of millions of COVID-19-themed messages associated with business email compromise
(BEC) threats. However, due to how the campaign data is identified and reported, BEC threats are not included in this
dataset. It focuses exclusively on credential capture and malware threats.

This paper is organized to be a year-by-year analysis of threats to demonstrate how activity changed throughout the
lifecycle of the global pandemic. It also includes a section detailing the effectiveness of the variety of COVID-19 themes
observed during this period.

DEFINING SOCIAL ENGINEERING

Social engineering is used as an umbrella term that covers any attempt to manipulate an intended victim into taking some
action. Social engineering is the most important component of all cyber attacks originating via email. Whether the goal of a
threat actor is to directly perpetrate fraud, harvest credentials, or install malware, at some point a human being must be
coerced into taking an action on the actors’ behalf.

Effective email-based social engineering is about generating feelings within a user that drive them into engaging with
content. Something is urgent, someone is trustworthy, someone can help. The most effective methods prey on natural
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human tendencies and undermine instincts which raise an alarm that ‘something isn’t right’. Often, this means presenting
the intended victim with content they may already be familiar with or regularly interact with in their day-to-day jobs:
invoices, receipts, documents and spreadsheets. The content appears routine and therefore raises no alarm. A threat actor
might impersonate a trusted partner, or an authority figure such as a company’s executive.

Social interest is also frequently leveraged, no more so than throughout the COVID-19 pandemic. At the beginning of the
pandemic there was a collective desire for information around updated health guidelines, company policies, regional
mandates and safety measures. As we moved through 2020, people became more interested in what it meant for travel, and
information relating to vaccines. From 2021 and into 2022, as multiple variants emerged, people were very concerned
about spread in their communities. Email threat lures leveraged all of these concerns. Because of the universal relevance,
threat actors of every skill level pivoted to make use of COVID-19-related content.

Campaigns that featured COVID-19-related content were labelled based on the social engineering theme presented to
intended victims. In some cases, there was overlap between themes or multiple themes present. The themes are:

e Safety: content indicating that in order for the victim or victim’s loved ones to remain safe they need to take some
action. This extends to topics of personal protective equipment, sanitation, and governmental regulations around
maintaining safe spaces.

¢ Cure/vaccine: content at first highlighting the development of vaccines, and later the deployment of them. This
includes lures about vaccine appointments.

¢ Travel: content focusing on the impact of COVID-19 on travel, especially internationally. This includes governmental
regulations on border closings.

e Economic: content centred around economic relief, to include personal stimulus payments and government relief for
businesses. This extends to topics around disruption of global markets.

* Shipping/logistics: content insinuating disruption to supply chain, manufacturing, or the transportation of goods.
* Conspiracies: content pushing misinformation around the virus or the development and distribution of vaccines.
e Spread: content focusing on infection rates, positive tests, and the overall spread of the virus.

* Company operations: content masquerading as business communications from employer to employee, to include changes
to company policy around travel, customer interactions, work from home, and potentially termination of employment.

* Pass: content centred around proof of vaccination status by way of card or ‘passport’. Note this content was almost
exclusively themed around non-US countries.

¢ General: content which was vague, generic, and/or did not fit into one of the above themes.

2020

COVID-19 first emerged in December 2019 in Wuhan, Hubei Province, China. The virus quickly began to appear in
multiple East and Southeast Asian countries, including Thailand and Japan, before spreading globally. As the virus

Total Number of COVID-19 Related Campaigns in 2020

180 March 23 - 26: UK
announces first
lockdown, US passes
GARES financial relief

160
Apr 10: The U.S.

passes ltaly as the
global leader in

140 e COVID-19 deaths
coviD-19a
pandemic
. 120
& 'Apr 30: US
‘® launches Jan 18: U.S death
o “Operation Warp toll surpasses
E 100 Speed” for vaccine 400,000
3 Feb 23: Italy is a COVID development
preg hotspot, country locks
© down
5 80 Dec 30: AstraZenica
2 and University of
E Oxford's vaccine
] approved for
Z w0 Oct 31: UK emergency use in
Feb 11: WHO announces second the UK
announces the official Jun 8: World Bank lackdown in
novel coronavirus wans of major England Doc 14: US lssues
40 name, COVID-19 global recession aablons
S I COMD:19 sopten Us P authorization for
e ot 7: New
Jan 07: Chinese the first COVID-19
authorties Identity passes 200,000  Zealand declared vasing
20 - andisolate a novel deaths virus free
coronavirus as the
outbreak cause
0
2020-01 2020-02 2020-03 2020-04 2020-05 2020-06 2020-07 2020-08 2020-09 2020-10 2020-11 2020-12 2021-01

Date

Figure 1: Number of COVID-19 related campaigns and notable moments during the COVID-19 pandemic in 2020.
COVID-19 timeline data pulled from the US Center for Disease Control and Prevention [2] and the United Kingdom think
tank Institute for Government [3].
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propagated and countries began lockdowns to prevent spread, restricting visitors and international travel, threat actors
began leveraging COVID-19 as a theme at an accelerated rate. According to Proofpoint data, the number of
COVID-19-themed campaigns peaked in March 2020, shortly after the World Health Organization (WHO) officially
declared COVID-19 a global pandemic [1]. At its peak, one in four malicious messages was COVID-19 themed.

Cybercriminal actors

TA542, the threat actor Proofpoint associates with Emotet, was the first threat actor observed by Proofpoint making use of
COVID-19 themes, in late January 2020. Emotet is a prolific botnet and trojan that targets Windows platforms to distribute
follow-on malware. TA542 masqueraded as a Japanese government entity and leveraged COVID-19 safety measures in
emails to Japanese recipients. Notably, the threat actor used typical invoice-themed lures for English language targeting, but
COVID-19 was enough of a mainstream concern in Asia that it customized Japanese language lures for this audience.
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Figure 2: First Emotet COVID-19 lure used on 29 January 2020.

In this campaign, the messages contained macro-enabled Word documents which, if enabled by the users, downloaded and
installed Emotet. Emotet routinely downloads additional malware including the Trick. Often the subsequent payloads can
lead to ransomware.

During the initial months of the COVID-19 pandemic, Proofpoint researchers observed more threat actors leveraging
themes related to safety measures and company operations than other theme types. Safety-themed emails included
information on how to sanitize, use masks and other personal protective equipment (PPE), and safety measures announced
by government entities. Company operations themes often referred to disruptions to business due to COVID-19, business
continuity plans, and work from home policies.
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Figure 3: Number of campaigns associated with safety and company operations themes from 2020 to 2022.
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For example, in a March 2020 credential phishing threat targeting healthcare entities (see Figure 4), the threat actor used
emails with subjects such as ‘Clinical Update On Covid19’ that contained a Word document with an embedded URL that
leads to a phishing page designed to steal credentials.

SECURE ONLINE DOCUMENT

Uy

CLICK HERE TO ACCESS
VIA MICROSOFT PDF READER
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@ SAEA [ [ wemns DJW%.%‘ EEV Fv
Delete  Reply Reply Foward B awachment Move  Junk  Rules Reagjunread Categorise  Follow

to 3

Clinical Update On Covid19

b L {@= COVID19Memo.do...
= d09K8

<> Download All @ Preview All

Dear colleagues,

Please share with your teams ...

As we continue to increase infection control measures related to the 2019-Novel Corona virus (2019-nCoV), there are several lines of defense for presenting sick patients
who have a history of travel to the province of Hubei (including Wuhan) in China or contact with a sick traveler from Hubei Province in China to present for outpatient care /
‘outpatient areas or Day Care Surgery.

Although understanding of the 2019-nCoV virus is evolving, lessons learned from prior infectious disease challenges such as Severe Acute Respiratory Syndrome will
hopefully improve our state of readiness regardless of the number of cases we eventually manage in Country.

The steps you can take to protect yourself from the 2019-nCoV infection are attached in this email and all employees, including full-time or part-time employment, are
required to go through the attachment.

Regards,

President

“This email s directed in confidence solely to the person named above and may contain cenfidential, privileged or personal health information. Please be aware that this email may also be released o members
of the public under Ontarlo's Freedom of Information and Protection of Privacy Act f required. Review, distribution, or disclosure of this email by anyone other than the person(s) for whom it was originally
intended is sirictly prohibited. If you are not an intended recipient, piease noify the sender immediately via a return email and destroy all copies of the original message. Thank you for your cooperation.

Figure 4: COVID-19 safety-themed lure.

Also in March 2020, Proofpoint researchers observed the cybercriminal actor TA564 spoofing the Public Health Agency of
Canada to distribute Ursnif malware. These emails contained URLSs linking to a twice compressed macro-enabled Microsoft
Word document (e.g. Coronavirus_disease_COVID-19__461657952561561.doc), accessible only after passing a
CAPTCHA verification. If enabled, the macros downloaded and installed Ursnif.

@\ H2 0 +« » \: Coronavirus (COVID-19) Update # 49984 - Message (... =1 = B
) PublicHeakth Agency of Camac x| -0 Message v @
€ > X O Notseare | ® * O i From: Public Health Agency of Canada <publicheaith@maribelleoliva.cc Sent:  Mon 3/9/2020 10:01 AM
To:
&=
Subject: Coronavirus (COVID-19) Update # 49934
El
-

(34 |

March 9, 2020

Dear Parents and Guardians,

We are writing to provide you with another update from Public Health Agency of
Canada with regards to the novel coronavirus (COVID-19). Below, you will find an
updated letter from Medical Officer of Health, Dr. Eileen de Villa, with the latest
information:

Please read lefter from Medical Officer of Letter from Medical Officer of Health:

Health.

http://sausage-records.com/bnOkr

Thank you.

2020 Public Health Agency of Canada

. Public Health Agency of Canada . ~

aiting for wai-yi.com.

Figure 5: Email lure and spoofed Public Health Agency of Canada website.
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Figure 6: Macro-laden Microsoft Word document that downloaded and executed Ursnif.

In addition to the Canadian government, Proofpoint observed threat actors spoofing government entities in the United
States, United Kingdom, Japan, Italy, Philippines, Brazil, Spain and Turkey.

In April 2020, Proofpoint identified a German language credential theft campaign targeting German entities. The emails
contained the subject ‘FORRS COVID-19 Business Continuity’, with a German-language message about a business
continuity plan for the German firm FORRS. The emails contained URLs linking to an Outlook-branded page attempting to
steal login credentials.

FORRS COVID-19 Business Continuity - Temporary ltems
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FORRS COVID-19 Business Continuity

Markus RieB <markus.riess@forrs.de>
@ Wednesday, April 1, 2020 at 3:11 AM
Show Details
] FORRS Covid-19 Updates for ...

lpaf o] COVID-19 Update.pdf
BES 39K E.  39KE

2 Anlagen (78 KB)  Alle herunterladen  Alle auf OneDrive — FORRS Partners GmbH speichern.
Guten Morgen,

Im Anhang finden Sie Informationen zu unseren Business Continuity-Planen, um Sie wahrend dieser globalen COVID-19-
Pandemie, die sich auf unsere Geschaftstatigkeit bei FORRS ausgewirkt hat, effizient und effektiv bedienen zu konnen.

Viele GriRe
Markus RieR

FORRS

Mobile DE: +45 172 8 151 672
Mobile CH: +41 766 426 204
Phone: +49 6221 6479171
Email: markus.risss@forrs.de

(® ] fin]

FORRS Partners GmbH | Prinzregentenstr. 54 | 80538 Minchen | Germany

Gesch i Martin Of Markus Riek, irmili;

Vorsitzender des Aufsichtsrates: Emst Tandler

Sitz der Gesellschaft: Heidelberg, Amtsgericht Mannheim, HRB 724752

USt. ID-Nr.: DE 300430078 | Steuernummer: 32432/88502 | Finanzamt: Heidelberg

Figure 7: German language credential theft threat.

Threat actors also often preyed on people’s concern for their employment during the COVID-19 pandemic, especially in the
United States. In April 2020, the US Department of Labor announced that the unemployment rate had jumped to 14.7%, the
highest since the Great Depression [4]. Throughout 2020, threat actors used those fears to create lures related to job loss
and unemployment.
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For example, in June, Proofpoint identified TA800 masquerading as human resources representatives for targeted
companies distributing ‘termination’ emails. The messages contained URLSs such as Sendgrid and Constant Contact that
redirected the recipient to a landing page hosted on Google Docs. The landing page linked to a download of a BazalLoader
executable, which downloaded BazaBackdoor, which in turn downloaded Cobalt Strike.

° =]

Message

S R termination

Adam Smith HR <accounts@ppetalsp.com>
@ Monday, June 15, 2020 at 12:32 PM

Show Details

termination - Temporary Items

= ., good afternoon
There was an error with report, | am from
Because of COVID situation, please review
week.

You will get two weeks payout

s wessww Inc Notification

. HR department.
Employees Termination List for the next

Unsubscribe

Potomac Petals and Plants | 9545 River Rd, Potomac, MD 20854

Update Profile | About Constant Contact
Sent by accounts@ppetalsp.com in collaboration with

Constant Contact’, s

Try email marketing for free today!

Figure 8: TAS00 termination-themed lure.

While nearly all threat actors pivoted to COVID-19 themes at some point during the pandemic, some threat actors
incorporated COVID-19 into already existing and consistent social engineering themes. For example, in the spring of 2020,
TA2541 briefly pivoted to adopting COVID-related lure themes consistent with their overall theme of cargo and flight
details [S]. This is a cybercriminal threat actor that largely targets aviation and aerospace entities, among others.

From Athreya Tarapore <atarapore@rotanajetaes> v
Subject Cargo request HKG - DXB or AUH// ASAP

To undisclosed-recipients; i

© Reply % ReplyAll|v - Forward More v
17:02

Dear Charter Sales,

Origin:  HKG

Destination:  DXB or AUH

Date/Period:  ASAP

Payload: 30,400 kg

Commodity:  Face Masks and Medical equipment. Non DG
Additional notes:  Goods ready 15/4

Dimensions and packing details are attached below in the excel file

@ Preliminary Packing List Details.xls

Regards,

Athreya Tarapore
Marketing Executive

rojtana

NOVOTEL Gate Hotel

# Floor A2,

222, Al Magta Road, Khor Al Maqta Gate city,
|Abu Dhabi, United Arab Emirates

PO Box 54883

Tel  :+9712 4443366

Fax  :+9712 4447007

Mob :+971

Email : atarapore@rotanajet.ae

Website: www.rotanajet.com

Please kindly provide a price indication and availability for the following freight Charter enquiry.

Thanks in advance for your prompt reply as we look forward in receiving your best price quotation at your earliest possible.

Figure 9: TA2541 cargo flight lure including COVID-19 equipment themes.
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With the adoption of COVID-19 themes, TA2541 distributed lures associated with cargo shipments of PPE or COVID-19

testing kits and included information on coronavirus in emails related to travel and transportation.

As commercial travel remained restricted due to COVID-19, threat actors leveraged concern for the tourism industry using
travel-themed lures. In a campaign from November 2020 (see Figure 10), the threat actor masqueraded as the United

Nations World Tourism Organization, purporting to be hiring travel agents.

These messages contained a PDF with an embedded link to download a number of scripts, ultimately leading to the
installation of Koadic malware. The threat largely targeted the hospitality and travel, business services, and transportation
industries.

Unique in 2020 was the emergence and use of themes related to COVID-19 conspiracies, including that the virus was a

TRAVEL AGENT RECRUITMENT NOTICE - Temporary ltems
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TRAVEL AGENT RECRUITMENT NOTICE
© UNWTO <recruitment@unwto.org> Today at 12:32
To: O undisclosed-recipients;;

JOB NOTICE pdf
2 lsosks

1> Download All Preview All

Dear Sir/Madam,

As part of its vast work program, to best revive the tourism and civil aviation sector, d by this C irus (COVID-19)
crisis, the Joint Tnapection Unit (CCT) of the World Tourism Organization recruits travel agents of all categories around the world
regardless of race, mationality and gender.

Please find attached all

Best regards,

World Tourism Organization
Calle Poeta Joan Maragall 42
28020 Madrid, Spain

UNWTO

World Tourism Organization

Your mission will be fo:

Welcoming and advising the client: understanding expectations, selecting
products and services, and formulating proposals, arguments for making the:
sale areality.

Ensure an effective commercial relationship during the sales process (before,
during, and affer-sales)

Actively participate in the development of your fravel agency activity.
Carry out reservation and sale operations.

For more details on the desired profile, hiring conditions and contract terms,
click here.

Figure 10: UNWTO travel-themed lure.

hoax, or that it originated outside of Wuhan.
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Figure 11: Number of campaigns using COVID-19 conspiracy lures.
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In one example, a credential theft threat actor claimed COVID-19 was either a secret government world order weapon, or a
hoax. The email contained a link to a credential-harvesting website to steal email addresses and passwords. Another
recurring example featured an email claiming to know the ‘truth about COVID’ and its origination in the US. The message
contained Word documents that exploited CVE-2017-8570 in conjunction with OLE objects, to drop a PowerShell script
known as ‘Lemon Tree’ or ‘Lemon_Duck’.

= COVID-19 SECRET GOVERNMENT WORLD ORDER WEAPON,5G MIND CONTROL TECH OR JUST A HOAX - Temp...
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COVID-19 SECRET GOVERNMENT WORLD ORDER WEAPON,5G MIND CONTROL TECH OR JUST A HOAX

i i .com <COVID-19>
o Monday, April 6, 2020 at 12:27 AM

Show Details

There is an on going story about covidig being a by product
of the new Tech 5G that is being just released as a result
of the massive radiation it remits and the secret Government

of the world use this means to keep most people engaged while
the Mast is being insta]led....ﬂ
This new tech is the bringer of the Dawn of the One World Order

and a whole new way to control people through the new tech .|

There is also the story of covid1g being a secret weapon created
by the secret Government of the world to control the economy war

that is being ...

The secret ingredient and home cure for corvid 19 that they dont

want you to know.....
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= urgent.doc -
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Virus actually comes from United States of America

Figure 12: Conspiracy-themed credential theft (above) and malware (below) campaigns.

The number of credential harvesting or malware campaigns associated with conspiracy theories was lower than any other
theme identified by researchers, and conspiracy themes were not used for long periods of time. This suggests the
conspiracy themes were not effective lures and did not prompt consistent engagement from the victims. This is likely
because it was easier to leverage the conspiracy theme early, due to a lot of uncertainty and misinformation distributed in
the public sphere, but as people began to get a handle on the implications of the COVID-19 virus, conspiracy theories as
email lures became less convincing.
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APT actors

TA406, an actor aligned with the Democratic People’s Republic of North Korea (DPRK) [6], was the first advanced
persistent threat (APT) actor in Proofpoint data to use coronavirus themes, appearing before nearly every other criminal or
APT in February 2020.

=& =T
@ https://miz.govermentweb.site/uniquesighdSccb75cdff7ofi64b002 ~ @ O |::',B Corenavirus DPRK update ... ‘ in 5]

Sign In
Please resign-in for safety. ~
Username bruary 2020
Password
Outl
Introduction

The new coronavirus, named “2019-nCoV” was detected in Wuhan City in China at the end of the last
year. The WHO Country Office in China was informed on 31 December 2019 of cases of pneumonia of
unknown etiology (unknown cause) detected in Wuhan City, Hubei Province of China. From 31
December 2019 through 3 January 2020, a total of 44 case-patients with pneumonia of unknown
etiology were reported to WHO by the national authorities in China. During this reported period, the
causal agent was not identified. On 11 and 12 January 2020, WHO received further detailed
information from the National Health Commission China that the outbreak is associated with
exposures in one seafood market in Wuhan City. The Chinese authorities identified a new type of
coronavirus, which was isolated on 7 January 2020. On 12 January 2020, China shared the genetic
sequence of the novel coronavirus for countries to use in developing specific diagnostic kits. The first
case of 2019-nCoV outside China was reported in Thailand on 13 January 2020 (WHO 2019-nCoV
Situation Report 1, 21 January 2020).

Current status of the virus outbreak

As of 7 February 2020, the total number of cases tested positive for 2019-nCoV globally stands at

Figure 13: TA406 government-themed website purporting to distribute COVID-19 information impacting the Korean
peninsula.

Soon after, TA413, a Chinese APT, began using COVID-19 themes as well. In March 2020, Proofpoint observed multiple
emails with malicious RTF attachments sent to European diplomatic and economic entities. The messages impersonated
WHO and contained purported information about state preparedness and response to the COVID-19 pandemic.

Country & Technical Guidance - Coronavirus disease (COVID-19)
4
@ O —— 7 <tseringkanyaq@yahoo.com> 2 S ph Al | =3 Forsand

To m - : Mon 3/16/2020 10:28 PM

:JE 031616175051 _0WHO-COVID-19-Community_Actions-2020.1-eng.doc < :‘% 031616175051_0WHO-COVID-19-Community_Actions-2020.1-eng.doc -
1MB 1MB

Dear Sirfmadam

This is a message from the World Health Organization

All countries should increase their level of preparedneass, alert and response to identify, manage and care for new cases of COVID-19. Countries should prepare to respond to
different public health scenarios, recognizing that there is no one-size-fits-all approach to managing cases and outbreaks of COVID-19. Each country should assess its risk and
rapidly implement the necessary measures at the appropriate scale to reduce both COVID-19 transmission and economic, public and social impacts.

;EFERENCE NUMBERS

WHO REFERENCE NUMBER: WHO/COVID-19/Community_Actions/2020.1
[ e Se—

Biography of the Director

WHO TEAM

Department of Communications

Figure 14: TA413 phishing email.

Proofpoint previously published details on this threat [7].

Proofpoint researchers also observed TA407, also known as Silent Librarian [8], leveraging COVID-19 themes in 2020. In
May, Proofpoint identified a TA407 campaign targeting universities. The actor distributed emails with subjects such as
‘Protecting Yourself from COVID-19 Related Scams’ with a claim there was a problem with a database. The message urged
the recipient to click on the link to reactivate their account. The email further claimed failure to do so would result in
account access being permanently lost.
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From security@ 4 Reply | % ReplyAll |~|| # Forward || More v
Subject Protecting Yourself from COVID-19 Related Scams 5/12/20,1:29 PM
To
May 12, 2020

‘We encountered a problem with our database and a lot of records were either lost or compromised. This is due to a lot of unsolicited/phishing mails
some on campus student recently received that forced us to restore back our database. To update and enable us restore your account details in our
database, you must reactivate your account through following link.successful login will activate your account . Failure to do this will result in a loss of
your account permanently. Thank you for your co-operation.

‘We apologize for any inconvenience caused.
“Your sincerely,

Technical Support Team

Figure 15: TA407 COVID-19 themed lure.

TA407 conducted multiple similar campaigns in the summer of 2020.

2021

2021 saw the second full year of the global pandemic, and although it remained at the forefront of most people’s minds,
threat actors used pandemic themes considerably less compared to 2020. The total number of COVID-19 campaigns in
2021 was approximately 40% of the number of pandemic-related campaigns the year prior. Threat actor use of COVID-19
themes in 2021 appeared mainly driven by mainstream narratives around vaccines, corporate responses to vaccines and
masks, and the Delta and Omicron variants.

Number of COVID- 19 Related Campaigns Per Month 2021 - 2022
30

A

25 Nov 26: WHO classifies a
new variant, Omicren, as
a variant of concern.

Jan 18; U.S death
toll surpasses
400,000

Mar 15: Number of
weekly cases globally
increases for first time
since January 2022

Aug 3: Delta variant
93% of infections in
us
Dec 8: UK Omicron
spread forces England
to adopt “Plan B”
measures in response

Feb 27: US FDA
approves one-shot
COVID-19 vaccine
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Figure 16: COVID-19 campaign data from 2021 to April 2022. COVID-19 timeline data pulled from the US Center for
Disease Control and Prevention [2], the United Kingdom think tank Institute for Government [3], the World Health
Organization [9], and the New York Times [10].

The drop in the number of COVID-19-related campaigns from 2020 to 2021 is likely due to public reporting and user
education. People became more aware of threat actors using COVID-19 themes for malicious activities, and thus they
became less effective.

On average, Proofpoint observed over six million COVID-19-related threats per day through 2021. Spikes in COVID-19
themes occurred when new variants were announced, specifically Delta and Omicron in the summer and autumn,
respectively.
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Cybercriminal actors

January 2021 kicked off with a high-volume campaign spoofing the WHO, an organization commonly used by threat actors
associated with COVID-19 themes. The messages contained a URL which led to a fake WHO authentication page designed
to harvest user credentials. After POST action the user was redirected to a login page on careers[.]whol.]int.

¥ WORLD HEALTH ORGANIZATION <username@organizationname.tld>¥¥ To username@organizationname.tld £y

Top For: tld 1/14/21,12:08 AM

@‘}g World Health
Organization

COVID-19 VACCINE APPLICATION.

Dear [Usemname]

As the world is in the midst of a COVID-19 pandemic and as WHO and partners work together on
the response -- tracking the ic, advising on critical interventions, distributing vital medical
supplies to those in need--they are racing to develop and deploy safe and effective vaccines.

We are happy to anounce that a safe and effective vaccine has been found. COVAX (led by WHO,
GAVI and CEPI) will facilitate the equitable access and distribution of these vaccines to protect
people in all countries. People and countries most at risk will be prioritized (Europe expecially).
While we work towards rolling out this safe and effective vaccine fairly.

Kindly follow all procedures and fill out the application form with your accurate information in order
to receive your vaccine from your nearest approved health centers.
Note: This is a one time application, make sure all entered information is correct.

This email is sent by World Health

[username@organizationname.tid]

Organization only to

The information transmitted is intended only for the person or entity to which it is
addressed [username@organizationname.tid] and may contain proprietary, business-
confidential and or privileged material. If you are not the |mended remplem of 1h|s message

bocah sifind that

Figure 17: WHO-themed lure.

Throughout the pandemic, threat actors used legitimate health and safety organizations to add authenticity to their lures.
From January 2020 to April 2022 approximately 12% of campaigned threats using COVID-19 themes spoofed the US
Center for Disease Control and Prevention (CDC) or the WHO.

In many cases, threat actors would include the names or addresses of legitimate organization employees or resources to
further convince a recipient the email was legitimate. For example, in October 2021, researchers identified an email threat
masquerading as the CDC with the organization’s legitimate Atlanta, Georgia address in the email body. The attachments
were Excel documents containing macros which, if enabled, downloaded Cobalt Strike.
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Figure 18: Email threat masquerading as the CDC with an Atlanta mailing address.
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Notably, themes related to the spread of COVID-19, while popular at the beginning of the pandemic, fell between May
2020 and May 2021. However, with the appearance of the Delta variant and its rise to become the dominant variant in the
US in June 2021, threat actors pivoted once more to using COVID-19 emails purporting to contain information about the
spread of the virus, including potential infection rates.

Number of Campaigns With "Spread" Theme
20
18
16
14
12

10

Number of Campaigns

N N N N N N N O " "3 " " " Y " Y v 22
N N I G g g A g L
TR @Y PR FEE S TS Y

Date by Month

Figure 19: Number of COVID-19 campaigns using a theme related to virus spread.

For example, Proofpoint researchers identified a campaign in late May 2021 with messages that claimed a friend or relative
had recently tested positive for COVID-19 and was using an application to notify their contacts. These messages contained
a Dropbox URL which led to the BitRAT malware.

Someone that you Know has Covid

<«
0 Info <info@nadordental hu> ‘ O Reply ‘ © Repy Al | = Foruard |E

To Wed 5/26/2021 12:14 PM

(@) If there are problems with how this message is displayed, dlick here to view it in 3 web browser.

iy

Please Stay Safe!

One of your Friends or Relatives has recently Tested

Positive for COVID-19 and is using our Application to

Notify You! Please View the Report using this Code to
see who Tested Positive:

Doumload Report

Viewable on Windows Laptop/Deskiop only.
Available fo View using Mobile Devices on 07/27/2021

Please stay inside your home at this time. If you have had Contact with the.

Individual who Tested Positive within the past 7 days, please Contact your

Nearest Hospital and they will let you know the next sieps. Thank you, and
Stay Safe

WHO Headquarters, Avenue Appia, 20, 1211, Geneva 27, Switzeriand
+4122)79121 11

Figure 20: Email lure distributing BitRAT malware.

In September 2021, Proofpoint identified TA3546, also known as FIN7, leveraging COVID-19 themes to distribute the
GRIFFON malware.

VIRUS BULLETIN CONFERENCE SEPTEMBER 2022 13
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{Plain Text)

Message

Health Resources & Services Administration <HealthResources&ServicesAdm  Sent:  Wed 9/15/2021 5:27 AM
To:
Co

Subject: Obligations of vaccination companies

» |50

Due to the ongoing COVID-19 pandemic and the large number of unvaccinated people.The
United States Government according to Joe Biden recommendations urges the companies to
prepare the employees for updated vaccination scenario starts 10/2021. Each company should
establish a list of staff.

In the attached you can find a list of your employees who are vaccinated and also who needs to
get a vaccine. Please pay attention to the list if everything is filled correctly, if not please correct
and send it back.

Due to the fact that not everyone receives documents in attachments, the archive has a
password: 1234

Get Your Shot. Protect Others. -

o See more about: Health Resources & Services Administration.

Figure 21: TA3546 lure.

The messages purported to be from a Health Resources & Services Administration. The messages contained zipped
JavaScript attachments that installed the GRIFFON backdoor, which downloads additional code for system profiling.

From autumn to late 2021, Proofpoint researchers identified an increase in email threats targeting mostly North American
universities attempting to steal university login credentials. The threats typically leveraged COVID-19 themes including
testing information and the new Omicron variant.

- ' 5

VANDERBILT §7 UNIVERSITY

Sign On

Figure 22: Credential capture portal spoofing a university web page.

The phishing emails contained attachments or URLs for pages intended to harvest credentials for university accounts. The
landing pages typically imitated the university’s official login portal, although some campaigns featured generic Office 365
login portals [11].

APT actors
Proofpoint observed more APT actors leveraging COVID-19 themes in 2021 than 2020.

Early in 2021, Proofpoint researchers observed the Iran-aligned APT actor TA451 (APT33) using COVID-themed lures in a
phishing campaign against a US defence contractor. Masquerading as the WHO, the actor delivered malicious emails with a
link to a COVID19tracker[.]exe file. The executable reached out to download a batch script (iehchecker[.]bat) that
downloaded a PowerShell script (Update-KB4524147[.]ps1) with reverse shell capabilities.

By late 2021, Proofpoint researchers had observed several more APT actors using COVID lures in their campaigns. The
Russia state-sponsored TA421, publicly known as APT29, targeted various government entities worldwide with COVID
lures that delivered an HTML which constructed an ISO file that ultimately led to the delivery of Cobalt Strike.
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Due to the increase in the number of cases of COVID-19, the Embassy of the Republic of Turkey is being transfered to a state of isolation. Access to
the embassy territory is temporarily closed to visitors.
If you have been in contact with the embassy staff during the last weeks, please reply by return letter to receive detailed information about the status of
the illness of thes employee.

Figure 23: TA421 lure document.

Meanwhile, the Iran-aligned TA456, also known as Tortoiseshell, used Omicron COVID-19-themed emails in
reconnaissance and profiling campaigns targeting academics. And, in yet another campaign, an Indian APT actor, tracked
by Proofpoint as TA425, distributed emails with a COVID-19 booster shot lure targeting users in Pakistan. The landing
page in this campaign impersonated the Pakistani National Immunization Management System and hosted a
password-protected macro-laden Excel file which dropped xRAT — a legitimate remote administration tool.

Natehal -
# Immunization °
Management System

bt bl bas

Your registration form has been downloaded.

Please use PassKey Pakvac21 to open this form.

X -

Show all X

= RegVacForm888l..xlsm <~

Figure 24: Landing page spoofing Pakistani National Immunization Management System.
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Figure 25: Macro-laden Excel document used to download and execute xRAT.

In November 2021, TA406 revisited COVID-19 themes, with messages containing the subject ‘Article on DPRK during
COVID-19’. The messages contained links to an attacker-controlled domain likely used for credential harvesting.

2022

As the world entered the third year of the pandemic, threat actors continued to use it in social engineering. The total
number of campaigns in the first quarter of 2022 equalled the average number of campaigns per quarter in 2021.

Cybercriminal actors

The most commonly used themes were company operations and generic themes, meaning the threat actor did not include
specific references to things like vaccines, spread, or other specific information. Threat actors may just use the terms
‘COVID-19’ or ‘coronavirus’ in the email subject with either blank email bodies, or language unrelated to the subject line.

For example, in one credential phishing campaign researchers identified the following message examples:

Sender: “Covid-I13S510256246 [RECIPIENT]” <no-reply@castodial.]awsapps|[.]com>

Subject: Early Covid22 Updated Request Processed on Tuesday, January 25, 2022

The emails with COVID-themed lures contained attachments designed to harvest credentials for Adobe Cloud accounts.
After harvesting the credentials, victims were redirected to the Johns Hopkins Coronavirus resource centre.

Fa\
ADOBE CLOUD

Please Sign in, because you are
accessing sensitive covid
information

This service is free and secure for all
users

‘ Email ‘

Password

Download

Can't access shared documents?

Powered by Adobe Technology™

Figure 26: Adobe credential capture portal with generic COVID-19 theme.
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The most notable actor leveraging COVID-19 themes so far in 2022 has been TA542, Emotet. After the first Emotet
campaign back in January 2020 using COVID-19 themes, Emotet did not return to the pandemic lure themes until February
2022.

In early February, Proofpoint researchers identified an Emotet campaign leveraging Excel attachments or
password-protected zipped attachments containing Excel documents. The Microsoft Office files contained macros which, if
enabled, would download and install Emotet. The messages were replies to existing threads and contained ‘Covid results’
as attachment themes.

® B =)
Message @
m I 5] [ 5 vestna @u%vfﬁu & DEV Flju
Delete  Reply Reply Forward 2] anachment Move  Junk  Rules Read/Unread Categorise Follow
to All Up
| Today at 4:16 pm

COVID results.zip
141.7 KB

Download All + Preview All

COVID results.zip
Password: HTCLMeWSF

Open for details.

Figure 27: Sample Emotet COVID-19 theme lure.

Between January and April 2022, 13% of Emotet campaigns used COVID-19-themed lures. All these campaigns occurred
between February and March 2022, making up nearly a quarter of all Emotet campaigns in this time.

Although not as prominent as 2020, threat actors did use travel themes more in 2022 than 2021, in addition to pass themes.
For example, in February 2022, Proofpoint researchers identified credential theft campaigns using ‘Covid Passport’ lures
containing HTML attachments that redirect to a Microsoft credential harvesting page protected by a Google CAPTCHA.

In March 2022, Proofpoint also observed the threat actor TAS58 — which typically uses travel reservation theme lures to
target travel and hospitality organizations — leveraging a COVID-19 theme. This actor used virus-related messages
inconsistently in 2020 to 2021.

The Spanish language messages purported to relate to a hotel reservation that had been cancelled due to a positive
COVID-19 test. These messages contained URLs which downloaded a macro-enabled Microsoft Publisher file (requiring
Publisher 2016 or higher), which led ultimately to the installation of AsyncRAT.

From Isabela Botelhoo <contato@155hotel.com.br> €

Subject Cancelamento 2022-03-23 20:54
T I
E® To protect your privacy, Thunderbird has blocked remote content in this message. Options ¥ X
~
Buen dia,

Cancelé mi reserva porque se sospechaba que tenia Covid-19 pero, como me hice la prueba y
salié negativa, necesito reactivarla, simplemente no sé como hacerlo.

Me podrian orientar como rehacer o activar. Quiero que sea igual que en esta reserva, tanto en
fechas como en tipo de habitacion.

Reserva: https://admin.booking.com/hotel/hoteladmin/extranet_ng/manage
/booking.html?res_id=2616J89831&hotel_id=4429688&lang=pt-br&from_confirmation_email=1
Thttpslﬁadmin.hnﬂking.(nm/hntel[hnteladm\N’extranat_ng.fmanagefhnnkmg‘html |

Graciosamente;

ISABELA BOTELHO

Fax +51 09 3845-9599

W

() hitps//urldefense.com/v3/_http://links.155hotel.com.br/accounts/132446/messages/23/clicks/104453/59%envelope_id=11...

Figure 28: TA558 lure using a COVID-19 travel theme.
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The global relevance of COVID-19 continued to show itself in lure themes. In April, Proofpoint identified emails with

Spanish language COVID-19 vaccine lures, masquerading as the Spanish Ministry of Health, distributing the Bizarro
Banker via links to a zipped MSI file. The emails were geofenced to Spain.

Ministerio de Salud * N P
« C QO 8 https:/inotificacion.norwayeast.cloudapp.azure.com/entry L)
@
Minizizrio dz Salud
Registro:
Estamos generando tu recibo por solicitar tu dosis extra de vacuna.
No disponible para dispositivos méviles, tablets y smartphones.
© Ministerio de Salud
Figure 29: COVID-19 vaccine theme distributing the Bizarro Banker.
APT actors

The number of APT actors leveraging COVID-19 themes dropped significantly in the first quarter of 2022. Proofpoint

identified TA416 [12] distributing COVID-19 digital certificate themes. The messages were sent to European diplomatic
organizations.

CREDENTIAL PHISHING VS MALWARE

Proofpoint identified more than twice as many COVID-19-themed threats distributing malware compared to credential theft
campaigns. Overall, 29% of threats were credential phishing, while 71% were malware.

Number of COVID-19 Themed Campaigns Based on Type
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Figure 30: Total number of COVID-19-themed campaigns based on threat type.

However, in two theme categories — company operations and economic impacts — the total number of credential theft

campaigns reached near parity to malware. The economic themes included messages pertaining to governmental financial
aid and other economic support incentives.
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Figure 31: Number of credential phishing and malware campaigns for company operations and economic themes.

These results are not surprising. Most of the credential phishing threats associated with these themes attempted to steal
credentials for corporate accounts including O365 or personal or corporate banking credential information. Leveraging
government programmes as lure themes related to business continuity and financial support are likely compelling and effective
lures for credential theft as information typically must be shared in order to benefit from these types of programmes.

In one example, Proofpoint identified a credential phishing campaign purporting to be the US Small Business
Administration (SBA) COVID-19 relief program. The messages contained a URL which led to a fake DocuSign-themed
authentication page designed to harvest user credentials.

SBA Application No. 3311203435

. Reph & ReplyAll | —» Forward ‘
@ disastercustomerservice@sba.com “_) eply | ) Reply orwar

To Thu 1/14/2021 12:50 PM

(@) If there are problems with how this message is displayed, dlick here to view it in a web browser,

[—
S A U.S. Small Business
Administration

[i—

Coronavirus Relief Options

Here is the recent update for your Small Business Administration application. We need to you electronically sign your loan documents. This.
will speed up the process of your future, current and already approved loans. Click below to SIGN your loan documents.

Documents are automatically deleted from our systems within 24hrs.

Questions? We're here to help. Call us at 1-800-669-2955 | TTY/TTD: 1-800-877-8339.

J. Carranza
Office of Disaster Assistance
U.S. Small Business Administration

© Google DocuSign Inc. 2020

1]
2

usign2021/ufcheck. php L~ @G ® Yourimportant file x

Docuﬁ'yn% Progucts  Solutions  Pricing  Support  Resources Q | FREETRIAL | CONTACT SALES

] Office 365

M Gmail
YAHOO!

Other email

Figure 32: SBA theme lure and credential capture portal.
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LURE EFFICACY

Proofpoint assessed the most effective lure types — or which themes generated the most engagement with recipients — based
on click rate. That is, at least one recipient engaging in some way with the identified threat.

Based on available data, company operations themes had the highest click rate. These threats made up nearly 18% of the
total themes overall, but nearly 30% of the average click rate. The generic theme (non-specific references to the virus) and
economic theme (threats related to finances, aid, or bonuses) had higher click rates than threats related to safety and spread
of the virus, despite comparatively making up a lower percentage of the overall COVID-19 threat landscape.

Most Effective Themes By Click Rate
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Figure 33: Most effective lures by click rate.

Of the total number of threats that included click rate data, 42% of them were credential phishing campaigns while 58%
were malware. As noted above, a greater disparity existed between threat types overall. This suggests credential phishing
campaigns were more likely to convince a recipient to engage with them than malware campaigns.

A good example of effective company operations themed credential phishing is the following March 2021 campaign. The
messages contained a SharePoint URL purporting to host a document related to corporate policy and guidelines on
COVID-19.

Corporate Policies Final Compliance Request for

Rept &5 Reply All —> F d wae
@ Human Resources <mp3user@ntlworld.com= 3 Reply € Reply onwer

To Wed 3/3/2021 11:51 AM

@Tms message was sent with High importance.

Dear

This is the final compliance reminder for the acknowledgment of the reviewed corporate policies and guidelines.
we are all required to review and complete the compliance section of the policies and guidelines as below immediately upon receipt of this notice.

https://watsontruck-my.sharepoint.com/:w:/p/fsmith/

Please note that failure to complete the compliance section will be regarded as non-compliance of these guide and policies.
Regards,

Human Resources

This e-mail message, including any attachments, is for the sole use of and may contain confidential and privileged information. Any unauthorized review, use, disclosure or distribution is
prohibited. If you are not the intended recipient, please contact Trane HR by reply e-mail.

Figure 34: Company operations themed COVID-19 credential phishing email.
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The document contained a link which led to a fake Microsoft authentication page designed to harvest user credentials. This
campaign had a 56% click rate.

2 Sgnintoyouraccount X |+
€ | @ nups:000 backblazeb.com/fieogn Ive-com. ScB35edSogn hmiximrags SWedS8RctioYBmSB1 rmgeptz=S5modtySushLBGI6acyt. e 1y | O @ 2
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Figure 35: COVID-19 themed Word document and spoofed Microsoft credential capture web page.

Of the tracked threat actors that consistently used COVID-19 themes over time and demonstrated consistent click rates,
TA2722 frequently demonstrated effective message lures that enticed recipients to engage with the content of the email.

The threat actor TA2722 [13], which Proofpoint identified in 2021, used COVID-19 themes throughout 2021 and 2022 in
both credential theft and malware campaigns. Toward the end of 2021 and in early 2022, the actor focused on credential
theft campaigns using COVID-19-themes referring to the spread of the virus, using URLs in the email body leading to
credential capture web pages spoofing the Philippines government. In March 2022, the actor returned to distributing the
Remcos and Nanocore remote access trojans (RATs) via URLSs using multiple themes including COVID-19 vaccine
certificates purporting to be from the Philippines Department of Health.

From COVID-19@doh.gov.ph¥¥ 9 Reply|| © Reply All| v || » Forward || More v
Subject VACCINATION CERTIFICATE COPY 03:02
To username@organizationname.tld ¥
Good Day I
X ) From COVID-19@doh.gov.ph¥¥ © Reply | 9 Reply All| v | = Forward || More v

Please find attached is your "COVID-19 VACCINATION CERTIFICATE" for your reference.

Subject Covid-19 Data Cases 27 Jan,2022 Report 1/27/2022, 8:34 PM
© I v
i REPUBLIC OF THE PHILIPPINES
anks

REPUBLIC OF THE PHILIPPINES INTER-AGENCY TASK FORCE

Depertment o Health (DOFY FOR THE MANAGEMENT OF EMERGING INFECTIOUS DISEASES
The Department of Health (DOH) received notification from our locator conﬁrmin{pusiﬁve

COVID-19 cases with names in your location on 27 Jan,2022.

(5 covio-19 VACCIN... | 4 Please click on https://doh.gov.ph/positive-COVID-19/names-status=ym to check the official statement

with positive cases names in the locator.

Let us always continue to constantly remind our task force to stay alert, cautious, and disciplined in
observing COVID-19 preventive measures inside and outside.

Thanks
REPUBLIC OF THE PHILIPPINES
Department of Health (DOH)

Figure 36: TA2722 lures including vaccine certificate to distribute malware (left) and credential harvesting (right).

On average, TA2722 demonstrates a 21% click rate while using COVID-19 themes and masquerading as an official
government entity. When this group uses themes other than COVID-19, the click rate is 13%.

Of APT actors with the most clickable lures, TA407, also known as Silent Librarian, demonstrated the highest click rate. In
the following 2020 credential phishing example, the threat actor used subjects such as ‘Notice on Overdue Items’ or
‘Important notice’, which contained a URL leading to a credential harvesting attempt. It appeared to be coming from a
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spoofed or compromised university account. The message noted the university library had changed its loan policies in
response to COVID-19.
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Figure 37: TA407 lure and credential capture portal.
This campaign had a 76% click rate.

CONCLUSION
In conclusion, the evidence provided demonstrates multiple key takeaways for defenders and decision-makers:

* Threat actors are inherently opportunistic and will pivot to make use of what is perceived to be effective. The more
relevant a topic is to a certain victim population, the greater the likelihood an actor targeting that population will
attempt to exploit it. In the case of COVID-19, this was the entire world.

* Regardless of whether an actor’s objective was to perpetrate small- or large-scale crime, espionage, or support other
nation-state goals, COVID-19 provided a favourable backdrop by which to initiate operations.

e COVID-19 impacted many spheres of personal and business relevance and threat actors were extremely versatile in
their attempts to deliver social engineering content speaking to disruptions in essentially all of these spaces.

» People are more likely to interact with content that is related to their company operations, including business
continuity, human resources policies, or remote work programmes.

» Threat actors responded to major events in the COVID-19 pandemic including announcements of economic incentive
programmes and new variants with high infection rates, and incorporated these themes into message lures.

¢ Credential capture threats that mirror legitimate login portals from Microsoft and other organizations are effective at
garnering engagement.

* Based on click rate data, content using COVID-19 themes was more compelling than other lure types.

Finally, we cannot properly call this paper a post-mortem as we are, globally, still dealing with new waves of COVID-19
and a variety of after effects. Threat actors continue to leverage COVID-19-related themes regularly in the delivery stage of
their campaigns. It should be assumed that threat actors will continue attempting to capitalize on the topic for as long as it
stays socially relevant.

In the larger picture, defenders must recognize the diversity and creativity displayed by an entire ecosystem of
cybercriminals and state-aligned actors and use that to understand the current social engineering paradigm serving as the
initial vector for the vast majority of cyber attacks every day.
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