proofpoint.

Exploiting COVID-19: how threat
actors hijacked a pandemic

Daniel Blackford & Selena LLarson

Proofpoint

September 29, 2022 — o S




Daniel Blackford

Manager, Threat Research, Proofpoint
@dansomware

proofpoint.

Selena Larson

Senior Threat Intelligence Analyst, Proofpoint
Focus: Targeted cybercrime
@selenalarson



COVID-19 Threats: So What?

The COVID-19 pandemic created an environment primed for
exploitation like none witnessed before

In analyzing social engineering during the COVID-19 pandemic,
we can learn about how human behaviors can be preyed upon by
threat actors during major global events, and what methods were
the most effective
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Report Methodology

eBased on 700 campaigns manually analyzed and contextualized
by threat researchers

e Categorized by multiple variables such as threat type,
Impersonation, and themes

eRepresentative of a portion of the overall threat landscape

proofpoint.



Themes

Safety: includes topics of personal protective
equipment, sanitation, and governmental
regulations around maintaining safe spaces
Cure/Vaccine: highlighting the development of
vaccines, vaccine appointments, possible cures,
etc

Spread: relating to the spread of the virus

Travel: focusing on the implications of COVID-19
on travel

Economic: centered around economic relief
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Shipping/Logistics: insinuating disruption to
supply chain, manufacturing, or the
transportation of goods

Conspiracies: pushing misinformation around
the virus or development and distribution of
vaccines

Pass: centered around proof of vaccination
status by way of card or “passport.”

General: vague, generic, and/or did not fit into
one of the above themes



Themes

Number of Campagins by Theme, 2020 - 2022
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Timeline

Total Number of COVID-19 Related Campaigns in 2020
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Emotet First Used COVID-19

e First observed threat actor using COVID-
19 themes in January 2020 was
TA542/Emotet

e They pretended to be a Japanese
government entity and leveraged
COVID-19 safety measures in emails to
Japanese recipients

e TA542 used typical invoice-themed lures

for English language targeting in this
campaign
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Threat Actors Prey on Health Fears and Uncertainty

During the initial
months of the COVID-
19 pandemic, more
threat actors used
themes related to
safety measures and
company operations
than other theme types
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Dear colleagues,

Please share with your teams ...

As we continue to increase infection control measures related to the 2019-Novel Corona virus (2019-nCoV), there are several lines of defense for presenting sick patients
who have a history of travel to the province of Hubei (including Wuhan) in China or contact with a sick traveler from Hubei Province in China to present for outpatient care /
outpatient areas or Day Care Surgery.

Although understanding of the 2019-nCoV virus is evolving, lessons learned from prior infectious disease challenges such as Severe Acute Respiratory Syndrome will
hopefully improve our state of readiness regardless of the number of cases we eventually manage in Country.

The steps you can take to protect yourself from the 2019-nCoV infection are attached in this email and all employees, including full-time or part-time employment, are
required to go through the attachment.

Regards,

President

This email is directed in confidence solely to the person named above and may contain confidential, privileged or personal health information. Please be aware that this email may also be released b members
of the public under Ontario's Freedom of Information and Protection of Privacy Act if required. Review, distribution, or disclosure of this email by anyone other than the person(s) for whom it was originally
intended Is strictly prohibited. If you are not an intended recipient, please notify the sender immediately via a return email and destroy all copies of the original message. Thank you for your cooperation




Spoofing Health Entities

12% of campaigned threats
using COVID-19 themes
spoofed the US Center for
Disease Control and Prevention
(CDC) or the World Health
Organization (WHO) from
January 2020 through April
2022
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Top Information For: username@organizationname.tld

# WORLD HEALTH ORGANIZATION <username@organizationname.tld>t¥ To username@organizationname.tld ¥

1/14/21,12:08 AM

{7, World Health
Qv)) 7 Organization

COVID-19 VACCINE APPLICATION.

Dear [Username]

As the world is in the midst of a COVID-19 pandemic and as WHO and partners work together on
the response -- tracking the pandemic, advising on critical interventions, distributing vital medical
supplies to those in need--they are racing to develop and deploy safe and effective vaccines.

We are happy to anounce that a safe and effective vaccine has been found. COVAX (led by WHO,
GAVI and CEPI) will facilitate the equitable access and distribution of these vaccines to protect
people in all countries. People and countries most at risk will be prioritized (Europe expecially).
While we work towards rolling out this safe and effective vaccine fairly.

Kindly follow all procedures and fill out the application form with your accurate information in order
to receive your vaccine from your nearest approved health centers.
Note: This is a one time application, make sure all entered information is correct.

This email is sent by World Health Organization only to
[username@organizationname.tid]

The information transmitted is intended only for the person or entity to which it is
addressed [usemame@organizationname.tid] and may contain proprietary, business-
confidential and or privileged material. If you are not the intended recipient of this message
ou are hereby notified that any use, review, retransmission, dissemination,distribution




International Concerns

The global relevance of COVID-
19 meant actors sent threats in
many languages to
organizations globally

Proofpoint observed threat
actors spoofing government
entities in the United States,
United Kingdom, Canada,
Japan, Italy, Philippines, Brazil,
Spain, and Turkey
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Corona Virus Outbreak control - Temporary Items

Message

Corona Virus Outbreak control

@ undisclosed-recipients:;
Monday, March 16, 2020 at 4:18 AM
Show Details

@ Dr. Lucia Andresano (Italian Ministry of health) <arauca®@iguanaselsalvador.com>

E—?g CORONO VIRUS SA... |
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Incorporating COVID-19

Subject Cancelamento

Buen dia,

While nearly all threat
actors pivoted to
COVID-19 themes at

some point during the
pandemic, some threat
actors incorporated
COVID-19 into already
existing and consistent

Graciosamente;

ISABELA BOTELHO

Fax +51 09 3845-9599

From lsabela Botelhoo <contato@155hotel.com.br> ¥¥

E8 To protect your privacy, Thunderbird has blocked remote content in this message.

Cancelé mi reserva porque se sospechaba que tenia Covid-19 pero, como me hice la prueba y
salié negativa, necesito reactivarla, simplemente no sé cémo hacerlo.

Me podrian orientar como rehacer o activar. Quiero que sea igual que en esta reserva, tanto en
fechas como en tipo de habitacion.

2022-03-23 20:54

Optionsv X

/booking.html?res_id=2616J®9831| 5
Thhps:/

S O C i a I e n gi n e e ri n g @)  https://urldefense.com/v3/_http://link:

themes
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From Athreya Tarapore <atarapore@rotanajetae> ¥y
ect Cargo request HKG - DXB or AUH// ASAP

To undisclosed-recipients; ¥¥

Dear Charter Sales,
Please kindly provide a price indication and availability for the following freight Charter enquiry.

Origin: HKG

Destination:  DXB or AUH

Date/Period:  ASAP

Payload: 30,400 kg

Commodity: Face Masks and Medical equipment. Non DG
Additional notes:  Goods ready 15/4

Dimensions and packing details are attached below in the excel file

@ Preliminary Packing List Details.xls

Thanks in advance for your prompt reply as we look forward in receiving your best price quotation at your earliest possible.

Regards,

Athreya Tarapore
Marketing Executive

rotana
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Conspiracies Don’t Work

The number of campaigns associated
with conspiracy theories was lower
than any other theme identified by
researchers and Conspiracy themes
were not used for long periods of
time

This suggests the conspiracy themes
were not effective lures and did not

prompt consistent engagement from
the victims
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COVID-19 SECRET GOVERNMENT WORLD ORDER WEAPON,5G MIND CONTROL TECH OR JUST A HOAX

' interpharmauk@interpharmauk.com <COVID-19>
° Monday, April 8, 2020 at 12:27 AM
Show Details

There is an on goi ng story al abo tnovldt}h ing a by product
of the new Tech 5G that is be g] st released as a result
of the massive radiation it remits and the senret(]ovemmant

of the world use this mea t keep most people engaged while
the Mast is being instdled....ﬂ

This new tech is the bringer of the Dawn of the One World Order
and a whole new way to control people through the new tech ...!
There is also the story of covid19 being a secret weapon created

by the secret Government of the world to control the economy war

that is being....|

The secret ingredient and home cure for corvid 19 that they dont

want you to know......

skvm N7
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APT vs. Cybercrime

COVID-19 Campaign Volume, 2020 - 2022

Most COVID-19 themed emails
were associated with
cybercriminal activity

Multiple APT threat actors " Ferime
leveraged COVID-19 themes,
with most COVID-19 themes
used by APT occurring in 2021

= APT
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Credential Theft vs Malware

Number of COVID-19 Themed Campaigns Based on Type
120

100

Number of Campaigns

80

60

40

20 “

0 JIJJ‘_.L“ l_l-l.lJ.LL‘l-'J-l
ﬂ&q?@fﬁm"fi\m\ ANCARR AN A A

Q Q '\
X3 <<"’ @q’ vQ @7’* s°° & \}9 &K &S NS & 7T 06' T F
Date by Month

u Credential Phishing mMalware

Overall, 29% of threats were credential phishing, while 71% were malware
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Credential Theft vs Malware

Number of Campaigns Using Company Operations Theme

o -
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Number of Campaigns Using Economic Theme

Malware

TYPE
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The total number of credential theft campaigns reached near parity to malware
in two theme categories: Company Operations and Economic impacts
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What Worked?

Company Operations
threats made up
nearly 18% of the
total themes overall,
but nearly 30% of
the average click rate
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Effective Lures: TA2722

TA2722 has a 21% click
rate while using COVID-19
themes and masquerading
as an official government
entity

When this group uses

themes other than COVID-
19, the click rate is 13%

proofpoint.

From COVID-19@doh.gov.phvy
ect VACCINATION CERTIFICATE COPY

To username@organizationname.tld ¥¥

Good Day

Please find attached is your "COVID-19 VACCINATION CERTIFICATE" for your reference.

Thank From COVID-19@doh.gov.ph ¥¥ L] Reply % Reply All v || ~ Forward || More v
anks b — =
REPUBLIC OF THE PHILIPPINES 7 Covid-19 Data Cases ZT;an.ZOZZ Report 1/27/2022, 8:34 PM
Department of Health (DOH)
REPUBLIC OF THE PHILIPPINES
INTER-AGENCY TASK FORCE

FOR THE MANAGEMENT OF EMERGING INFECTIOUS DISEASES

The Department of Health (DOH) Management received notification from our locator conﬁrming:posirive
COVID-19 cases with names in your location on 27 Jan,2022.

B3 CcoVID-19 VACCIN... 4

Please click on https://doh.gov.ph/positive-COVID-19/names-status=ym to check the official statement
with positive cases names in the locator.

Let us always continue to constantly remind our task force to stay alert, cautious, and disciplined in
observing COVID-19 preventive measures inside and outside.

Thanks
REPUBLIC OF THE PHILIPPINES
Department of Health (DOH)



Key Learnings

e People are more likely to interact with content that is related to their Company
Operations, including business continuity, human resources policies, or remote work
programs.

e Threat actors responded to major events in the COVID-19 pandemic including
announcements of economic incentive programs and new variant strains with high
infection rates and incorporated these themes into message lures.

e Credential capture threats that mirror legitimate login portals from Microsoft and
other organizations are effective at garnering engagement.

e Based on click rate data, content using COVID-19 themes was more compelling than
other lure types.
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Key Learnings

e Regardless of whether an actor’s objective was to perpetrate small- or large-scale
crime, espionage, or support other nation-state goals, COVID-19 provided a favorable
backdrop by which to initiate operations.

e Threat actors are inherently opportunistic and will pivot to make use of what is
perceived to be effective. The more relevant a topic is to a certain victim population,
the greater the likelihood an actor targeting that population will attempt to exploit it.
In the case of COVID-19, this was the entire world.

e COVID-19 impacted many spheres of personal and business relevance and threat

actors were extremely versatile in their attempts to deliver social engineering content
speaking to disruptions in essentially all of these spaces.
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Questions?

@selenalarson

@dansomware
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