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Lapsuss$ Profile

Caracteristics

Financial

“Watch the world
burn”

Extortion without
Ransomware

Telegram

Motivations

Highlights

Known
Activities

‘\ 0.0 Suspects
—

2021-2022

17 year old in England aka “White
or “Breachbase” — Doxxed

7 people between 16 and 21 In
England (released)

Teenager residing in Brazil
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Greetings Hackers! This paste may be subject to editing by staff.

Let me introduce you to| ~ aka White / Breachbase. Originally starting his internet presence being obsessed with Minecraft
servers and fantasizing about being the next big hacker to walk the RIU streetz, he later become friends with Miku & other young people

that were involved in the selling/trading private @day community. | | slowly began making money to further expand his exploit collection.
After a few years his net worth accumulated to well over 308BTC (Close to 14 MIL USD). Of course things don't always go to plan, and he
gambled a large amount to impress like-minded idiots. The rest was left open in an RDP which was compromised, twice.[ Ipreviously

co-founded a group with Miku called 'Infinity Recursion’' (Early 2021). He is currently involved with a newly formed ransomware group, with
the name of 'Lapsus$' (https://vile.sh/white/IziGz.png)

jis currently 16 (at the time of posting) years old, still living with his parents & loves fishing with his uncle! Despite his family
having no idea of his huge net worth, he has the brain of a 8 year old with severe autism.

Doxbin was briefly owned by White, when he bought it from kt & Brenton in November 2021. In the matter of 3 months, he completely destroyed

any reputation the site had, along with breaking many functions that made Doxbin great. kt & Brenton decided to buy the website back (for 20%

of the cost previously). After the deal, White knew he made a mistake; he decided to lock the registrar account & steal the Discord vanity

in an attempt to get on kt's nerve. Which ultimately failed, as we got the vanity back within 2 hours. He then attempted to publicly

advertise a bounty of $100,000 for kt's dox on the main Doxbin Twitter (https://vile.sh/white/1SeSS.png). 5 hours later, kt gains access to the
Twitter account to start mocking White on his very awful internet security & opsec skills (https://vile.sh/white/AMynI.png). Due to kt not having
the ability to change the email/password on the account, the only option left was to forcefully suspend the account.

» [D] Email: admin@leaks.direct [/ Rocketreach
» [D] Creation Date: 2021-02-088 17:04:48 [ Twitter

» [D] <3 [1 Github

» [D] Status: Active \ Discord

» [D] Relevancy: Common \
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,. Microsoft

- MFA Fatigue
- Cracked Software Approve sign-in request

- Redline Stealer @ penyour Microsoft Authenticator app and
- Accessing Chrome Creds SE |

- Raw MFA registration

= Settings Q
General Actors |1 Events |6 Indicators |6 TTPs 13
Redline
Tool's First seen date: February, 2020 Tool's creation date i
Tool's Sandbox time: 301 Tool's modification d|

[ Report as generic in avclass [/ Malicious

Community identifiers

Redline Redlinesteal Redli 1l Reline Reli Obsidi I Obsidium

Description

RedLine is an infostealer written in C # that was first available for sale on a Russian underground forum. Its goal is to st ) 2.168.110.1  be7d@ondemand seesssse
such as login, autocomplete data, passwords, cryptocurrency wallet information, Discord tokens, and credit card data. |l
from Telegram chats, Steam, and VPN services such as NordVPN, OpenVPN, and ProtonVPN. RedLine supports all browsers based on Chromium and based on
Gecko.




aws

Sign in
L] L]
R AWS Skill Builder
unrestricted s. Learn more
Your new learning center to access
- 500+ free digital courses

Learn more

Root user email address

Microsoft Exchange RCE
Only to get an email account
Request for AWS Root user password reset

Amazon Web Services Password Assistance Recibidos x 2 &

Next

By continuing, you agree (o th
Agreement or other agreement fo

__, Amazon Web Services <pass: Daws.amazon.coms 14:55 (hace Ominutos) ¥ ¢ i aws

parami ¥
™ No se muestran las imagenes. Mostrar las imagenes a continuacién - Mostrar siempre imagenes de password-reset-noreply@aws.amazon.com
Greetings from Amazon Web Services

We received a request to reset the password for the AWS account associated with this e-mail address.
Reset password

hitps:/isignin.aws.amazon.comireseipassword ?type=RootUser&ioken=7 UoWaXNEhDyF3WGmMA GY4YinJdcivioiklX4-MNkXBeG4kBsK  will-AzPVHZWOK3OvqUXHBINTTbAZ TwSpjptVORISAIHKyT

gND748Tiht1Wg3oa20CUntg¥m7CcbmkiFT-enveYmOCYWW.JIsNJZJ) oKVUEDNjISYVD3arARSBRADAg5p6GZvljcqYpVUQQIZOgmu-hhWREgLTExL NCXFRL 7iMPIYE6xG327aHI gGPFKUBJFTT

R7RIQjo3QDMXLQOY IzhOBpyfFslithiBPFVJIRIOY3j2NBdF62avR 7Tbo2c\Wéke QIDAHNIUZrYKigXYckMu9vmHkrP9ABVRT2DSzh4 8tpwZMe2QEm98wligwScaT75UeqeXC New pﬂSSWOI'd

4A

1XTXnRYvJ1FEtiviOg

A

If clicking the link doesn't work, you can copy and paste the link into your web browser's address bar. You will be able to crg

Confirm new password
If you did not request to have your password reset, you can safely ignore this email. Rest assured your Amazon Web Servig

Amazon Web Services will never email you and ask you to disclose or verify your password, credit card, or banking accoun|
information, do not click on the link. Instead, report the e-mail to Amazon Web Services for investigation
For help and support, visit the AWS Support Center at htt) WS.amazon.com/support.

Reset password

Thank you for using Amazon Web Services.

Sincerely,
The Amazon Web Service Team



- Exposed Vulnerable Jenkins Box

- Leaks.direct

- AWS Credentials Access

- Access Keys / Instance Metadata

- AWS Enumeration and Data dump
- Account Takeover

ubuntu@ip-172-31-62-12:~$ curl http://169.254.169.254/1latest/meta-data/identity-credentials/
ec2/security-credentials/ec2-instance
{
"Code" : "Success",
"LastUpdated" : "2020-04-19T13:51:17Z2",
"Type" : "AWS-HMAC",
"AccessKeyId" : "ASIASA6IYBDLML7NRBWR",
"SecretAccesskey" : "gXjv8iCeWadh ",
"Token" : "IQolb3JpZ2luX2ViENb////////]//WEaCXVZLWVhc3QtMSIHMEUCIQCeiGuxRxhzxribi12gLAdxHia

WYWxWHSUez03TQ9w2 tAIgWEYARIXFYOCpT4CCCtbQpz j4EhZpbMiDtUIbPLPOtOEQYAMIT//// /] /] ]/ /ARABGGWAOTU

z0DQ4MTU4MzALDOYRIac6nkrEs+8LdyqcAyuL65EQ07+Gd2SEaAdgPqcugbzw/ChEyWgh4leqo12DXAL1C/mO1RPXBNG

PyczNZRZAbqjmsQ/FumNIC4KqZuQYpxrH7UU40XhPBmHZd6q2wbx8yWLPAEIOKOS5ckfqhTGZGIFKAZN+jcsx06dxmecIG » *

GR6NNCQ25Pz /MVVESkkNKw2mNvOUbaDGgKzQwoKDOCtyp70fU+swBEL129Vt21IxfmESEEY2adeiF1X5u9fLrSYXo1IXy leaks . direct.

VWMYE1ITBeicR3tnRnaxLG/JUIB8bItq9QPs7K5DGKN j88ICVVnMoDZcrcAqdevk004L1ImePuRPBPXaVVX1+ZWUHVM+

OW16E9EUNdUwWQgv94803mIKpSE /KiHbVRWEW /U5CHb6Qe214UgTi/Kejc+HoCaBOVEE /ZStvar1e+VZmwkK1hW4LLSXC
. " . .

61hRei+314cQRX3eTD1stwSMivZwAVAiLhDN55MSmWYq9,/ FowldePGdxhZlexsbPILozkhikgFzk=",
"Expiration" : "2020-04-19T20:21:54Z"

L. 2.l e ma e @ .

:~5 cat .aws/credentials
[default]
aws_access key id = aws_access key
aws_secret_access key = aws secret key(SECRET KEY!!

e wE wr W

p ListBuc
ListDistribw

b GetBuc
GetBuc

us-east-1

:~5 dig leaks.direct

<<>> leaks.direct

<<>> DiG 9.16.1-Ubuntu
global options: +cmd
Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id:
flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY:

28413
0, ADDITIONAL: 1

e W ws W

: OPT PSEUDOSECTION:

EDNS: version: @, flags:; udp: 65494

; QUESTION SECTION:
leaks.direct. IN A
;3 ANSWER SECTION:
300 IN A 104.194.10.104

; Query time: 388 msec

; SERVER: 127.0.0.53#53(127.0.0.53)
; WHEN: Fri Sep 23 14:50:21 -03 2822
: MSG SIZE rcvd: 57



- Nuclear Launch Detected - AWS Nuke s
- Github/ Gitlab data leaks B >
- Ngrok / FileZilla exfiltration - y I8

- Dropbox data and takeover S
[ Filezils

File Edit View

:= README.md o Username: 55w 4 Quickconnect | v =
= Clear quickconnect bar
Clear

sftp://New128leet.

aws-nuke

m@ i) release v2.19.0 | docker pulls 353k

Remove all resources from an AWS account.

Filetype Last modified Last mod

Development Statu

File folder

File folder

Caution! |7 files and 28 directories. Total s s Not connected

| Server/Local file Direction Remote file Size Priority  Status

Not connected to any serv

Be aware that aws-nuke is a very destructive tool, hence you have to be very careful while using it. Otherwise you
might delete production data.

We strongly advise you to not run this application on any AWS account, where you cannot afford to lose all| Queued files | Failed tansfers | Successful transfers

resources.



AWS Attack Demo
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window10 [Running] - Oracle VM VirtualBox

File Machine Help

&

Accounts  Buckets F
|2) Add New Account

E\'}New bucket Delete

Add New Account

‘:\I:Iy:' Enter new account details and click Add new account

Display name:

New Account

Assign any name to your account
Account type:

Amazon S3 Storage

Access Key ID:

Required to sign the requests you send to Amazon
Tasks (1) Permission

-|  Secret Access Key:
Task

Required to sign the requests you send to Amazon 53, see more details at hitps:f/s3

[] Encrypt Access Keys with a password:

Tumn this option on if you want to protect your Access Keys with a master pass

Use secure transfer (SSLITLS)

f checked. all communications with the storage will go through encrypted SSL

S channel




3 $ ./aws-nuke -c full.yml --profile default --no-dry-run
aws-nuke version v2.18.0.dirty - Thu Apr 28 09:06:07 UTC 2022 - aaB877dbc56140d408bef8c64f3a0d34f2172dbbc

Do you really want to nuke the account with the ID 695395027189 and the alias 'vbdemo'?
Do you want to continue? Enter account alias to continue.
> vbdemo

global - IAMInstanceProfileRole - assume_role_ec2_role -> assume_role_ec2_role - [InstanceProfile: "assume_role _ec2 role"”, InstanceRole: "assume_role_ec.
global - IAMSAMLProvider - arn:aws:iam::695395027189:saml-provider/AWSSS0_11d267b53f5cc61c_DO_NOT_DELETE -

global - IAMInstanceProfile - assume_role_ec2_role - [Name: "assume_role _ec2 role", Path: "/"] -

global - IAMVirtualMFADevice - arn:aws:iam::695395027189:mfa/root-account-mfa-device - Cannot delete root MFA device

global - IAMUser - ghost - [Name: "ghost"] -

global - IAMUser - lambda_test - [Name: "lambda_test"] -

global - IAMUser - terraform_admin - [Name: "terraform_admin"] -

global - IAMUser - vbdemo - [Name: "vbdemo"] -

global - Budget - Test Budget - [AccountID: "695395027189", BudgetType: "COST", Name: "Test Budget"] -

global - IAMLoginProfile - terraform_admin - [UserName: "terraform_admin"] -

global - IAMUserPolicyAttachment - lambda_test -> lambda_List - [PolicyArn: "arn:aws:iam::695395027189:policy/lambda List", PolicyName: "lambda List", U

global - IAMUserPolicyAttachment - terraform_admin -> AdministratorAccess - [PolicyArn: "arn:aws:iam::aws:policy/AdministratorAccess"”, PolicyName: "Admii
e: "terraform_admin"] -

global - IAMUserPolicyAttachment - vbdemo -> AdministratorAccess - [PolicyArn: "arn:aws:iam::aws:policy/AdministratorAccess”, PolicyName: "Administrator:
o"] -

global - IAMPolicy - arn:aws:iam::695395027189:policy/service-role/AWSLambdaBasicExecutionRole-2a28910c-0c8a-4f0d-b9e0-8e8f1dddfcf8 - [ARN: "arn:aws:iam.
vice-role/AWSLambdaBasicExecutionRole-2a28910c-0c8a-4f0d-b9ed-8e8f1dddfcf8", Name: "AWSLambdaBasicExecutionRole-2a28910c-0c8a-4f0d-b9ed-8e8fidddfcf8", Pt
licyID: "ANPA2D2GGBD24CYTERBSI"] -

global - IAMPolicy - arn:aws:iam::695395027189:policy/assume_role_ec2 - [ARN: "arn:aws:iam::695395027189:policy/assume_role_ec2", Name: "assume_role_ec?
ANPA2D2GGBD26Q77LTPYO"] -

global - IAMPolicy - arn:aws:iam::695395027189:policy/service-role/AWSLambdaBasicExecutionRole-a18b31d2-6ccb-44c4-8833-8f1e808451d6 - [ARN: "arn:aws:iam.
vice-role/AWSLambdaBasicExecutionRole-ai18b31d2-6ccb-44c4-8833-8f1e8608451d6", Name: "AWSLambdaBasicExecutionRole-a18b31d2-6ccb-44c4-8833-8f1e808451d6", Pt
licyID: "ANPA2D2GGBD2(Q4EQNM3TS"] -

global - IAMPolicy - arn:aws:iam::695395027189:policy/service-role/CloudTrailPolicyForCloudWatchLogs_6d8a5058-6361-48aa-a764-34d9f828a461 - [ARN: "arn:as
cy/service-role/CloudTrailPolicyForCloudiWatchLogs_6d8a5058-6361-48aa-a764-34d9f828a461", Name: "CloudTrailPolicyForCloudWatchlogs 6d8a5058-6361-48aa-a76:
service-role/", PolicyID: "ANPA2D2GGBD2QOHGM3ZDI"] -

global - IAMPolicy - arn:aws:iam::695395027189:policy/service-role/AWSLambdaBasicExecutionRole-aaac046f-ac92-449a-908d-844768345808 - [ARN: "arn:aws:iam.
vice-role/AWSLambdaBasicExecutionRole-aaac@46f-ac92-449a-908d-844768345808", Name: "AWSLambdaBasicExecutionRole-aaacO46f-ac92-449a-968d-844768345808", Pt
licyID: "ANPA2D2GGBD2QUYJBRXWP"] -

global - IAMPolicy - arn:aws:iam::695395027189:policy/assume_role_policy - [ARN: "arn:aws:iam::695395027189:policy/assume_role policy"”, Name: "assume_ro.
licyID: "ANPA2D2GGBD2SRFTXHSKD"] -

global - IAMPolicy - arn:aws:iam::695395027189:policy/lambda_List - [ARN: "arn:aws:iam::695395027189:policy/lambda List", Name: "lambda List", Path: "/"
T3IM6C256"] -

global - IAMUserAccessKey - ghost -> AKIA2D2GGBD2WBEGECTX - [AccessKeyID: "AKIA2D2GGBD2WBEGECTX", UserName: "ghost"] -

global - IAMUserAccessKey - lambda_test -> AKIA2D2GGBD237GU2RXE - [AccessKeyID: "AKIA2D2GGBD237GU2RXE", UserName: "lambda_test"] -

global - IAMUserAccessKey - terraform_admin -> AKIA2D2GGBD2ZL5BF7VS - [AccessKeyID: "AKIA2D2GGBD2ZL5BF7VS", UserName: "terraform_admin"] -

global - IAMUserAccessKey - vbdemo -> AKIA2D2GGBD2RTDDVAMU - [AccessKeyID: "AKIA2D2GGBD2RTDDVAMU", UserName: "vbdemo"] -

global - IAMRole - assume_role_ec2_role - [Name: "assume_role _ec2 role", Path: "/"] -

T o b =T T AR T LT E T o o o o b B ol T T T O N T A U = ap o s _pma ] T R g ) T hlovrmos o A I Y o o= o o= 1 0o P . T, TP P S N S R A I T ge_ ey | § S P I R | R



Event record nfo

"eventVersion”: "1.08",
"userIdentity": {
"type": "IAMUser",
"principalld": "AIDA2D2GGBD2QIMEPMIAM",

arn”: "arn:aws:liam::695395027189:user/vbd
"accountId": "695395027189",
"accessKeyId": "AKIA2D2GGBD2RTDDVAMU",
"userName": "vbdemo"

} ¥

"eventTime": "2022-09-29T16:53:01Z",

"eventSource": "s3.amazonaws.com",
"eventName": "CreateBucket",

"awsRegion": "us-east-1",
"sourcelPAddress": "82.142.85.165",
"userAgent": "[S3 Browser/10.5.7 (https://s3br

"requestParameters": {
"bucketName": "aws-logs-for-vbdemo",
"Host": "aws-logs-for-vbdemo.s3.us-east-1.

b

N mennneall amante™ s« 111

"eventVersion": "1.08",
"userIdentity": {

¥

"type": "IAMUser",

"principalld": "AIDA2D2GGBD2QIMEPMIAM",

"arn": "arn:aws:iam::695395027189:user/vbdemo",
"accountId": "695395027189",

"accessKeyId": "AKIA2D2GGBDZRTDDVAMU",
"userName": "wvbdemo"

"eventTime": "2022-09-29T10:02:37Z",
"eventSource": "s3.amazonaws.com"
"eventName": "DeleteBucketPolicy",

awsRegion": "us-east-1",

"sourcelPAddress": "82.142.85.169"
"userAgent": "[aws-sdk-go/1.42.45 (gol.17.9; linux; amd64)]",
"requestParameters": {

+

"bucketName": "vb-test-s3-bucket-5"
"Host": "vb-test-s3-bucket-5.s53.amazonaws.com",
"policy": "

"responseElements": null,
"additionalEventData": {

:I’:i

"SignatureVersion": "SigV4",

"CipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"bytesTransferredIn": @,
"AuthenticationMethod™: "AuthHeader",

"x-amz-1d-2": "Pwm4JOXPEG1GKkrLXqthKnzWtjOHNQ11gBuL+IG56¢S/mCzubtz4stQZ3IYNMBKFMBI7puCDMg50=",

"bytesTransferredOut": @



Deleted files

You can restore any deleted file below. Learr
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Personal account

Security

Version: 136.4 4345

DATAPACDCO1 San Andres, Argentina in r P 1P Address:

0S: Windows Server 2016

.ar g;tlab: WIN-BCCODC2TCEM

SQL_DESA

San Telmo, Argentina

LAPTOP

Oxford, United Kingdom

INnvolCce Tor admin@leaks.direct

t 3 weeks ago

taylor gerring October 3, 2021 12:53 AM G H1IGGSVM2N5QM
admin@Ileaks.direct
32927

Arg

PRODU( AMOUNT

fessional + Prorated Refund (3/10/2021 to 8/6/2022)

to &,

Analics Dropbox Professiona $135.76
archivedwl-172 Prorated Refund ($139.09)
FULL-LATESt.rar

Total




Dropbox International Unlimited Company

Park Place Floor 6

Receipt for admin@leaks.direct

Payment

Visa er

Description

Family Fayin

Total

Amount

Receip

SXBY

tiD




L.essons
l.earned




Attribution is hard
- TTPsoverlap
- Alliances/Affiliations/Splits

Threat Intelligence is key during Incident Responses
Take care of the weakest link: Humans
Cloud is great, but you need to configure appropriately

Unpredictable threat actors can be dangerous
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