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LAPSUS$ 
PROFILE



Known 

Activities
2021-2022

Suspects
17 year old in England aka “White” 

or “Breachbase” → Doxxed

7 people between 16 and 21 In 

England (released)

Teenager residing in Brazil

Motivations

Financial

“Watch the world 

burn”

Highlights

Extortion without 

Ransomware

Telegram
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Lapsus$ Profile
Doxxing

https://doxbin.com/upload/White
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Lapsus$ Profile
Timeline

DECEMBER, 2021

JANUARY, 2022

JUNE, 2021

MAY, 2021

FEBRUARY, 2022

Financial, Consumer

AR

Technology, Media and 

Telecommunications

US

Leaks, show off

Doxxing

TMT, Consumer

PR,US,BR

Technology, Media 

and 

Telecommunications

AR

TMT

PR,US

SEPTEMBER, 2021

Consumer

AR

SEPTEMBER, 2022

Suspect caught

TMT, Consumer

US

OCTOBER, 2021

Technology, Media and 

Telecommunications

AR

Public 

Sector, TMT 

BR

Public 

Sector

BR

MARCH, 2022

Look for insiders

Suspects caught

TMT, ERI

AR
TMT, 

Consumer

US, KR, AR

2021

2022



TTPs
Reconnais

sance

Resource 

Development
Initial 

Access
Execution Persistence

Discovery Credential 

Access

Defense 

Evasion

Privilege 

Escalation

T1583.001: Acquire Infrastructure: Domains

T1583.003: Acquire Infrastructure: Virtual 

Private Server

T1585.001: Establish Accounts: Social 

Media Accounts 

T1586.002: Compromise Accounts:: Email 

Accounts

T1588.001: Malware

T1588.002: Obtain Capabilities: Tool

T1133: External Remote Services 

T1078: Valid Accounts

T1190: Exploit Public-Facing 

Application

T1059.003: Command and Scripting 

Interpreter: Windows Command Shell 

T1072: Software Deployment Tools

T1098.001: Account Manipulation: Additional Cloud 

Credentials 

T1098.005: Account Manipulation: Device 

Registration

T1133: External Remote Services

T1136.002: Create Account: Domain Account

T1136.003: Create Account: Cloud Account

T1078.004: Valid Accounts: Cloud Accounts

T1078.002: Valid Accounts: 

Domain Accounts

T1078.004: Valid Accounts: Cloud 

Accounts

T1070.001: Indicator Removal on Host: Clear 

Windows Event Logs

T1070.002: Indicator Removal on Host: Clear Linux or 

Mac System Logs

T1550.004: Use Alternate Authentication Material: 

Web Session Cookie

T1562.001: Impair Defenses: Disable or Modify Tools

T1562.008: Impair Defenses: Disable Cloud Logs

T1564.006: Hide Artifacts: Run Virtual Instance

T1578.003: Modify Cloud Compute Infrastructure:  

Delete Cloud Instance

T1621: Multi-Factor Authentication Request 

Generation

T1003.001: OS Credential Dumping: LSASS 

Memory

T1003.003: OS Credential Dumping: NTDS

T1555.005: Credentials from Password Stores: 

Password Managers

T1555.003: Credentials from Password Stores: 

Credentials from Web Browsers 

T1016.001: System Network Configuration 

Discovery: Internet Connection Discovery

T1018: Remote System Discovery

T1069.002: Permission Groups Discovery: 

Domain Groups

T1069.003: Permission Groups Discovery: 

Cloud Groups

T1482: Domain Trust Discovery

T1021.001: Remote 

Services: Remote Desktop 

Protocol

T1021.004: Remote 

Services: SSH

T1021.005: Remote 

Services: VNC 

Lateral 

Movement

Lapsus$ Profile
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T1589.001: Gather Victim Identity 

Information: Credentials 

T1592.002: Gather Victim Host 

Information: Software

T1596: Search Open Technical 

Databases

T1597.002: Search Closed Sources: 

Purchase Technical Data



T1005: Data from Local System

T1039: Data from Network Shared Drive

T1114.003: Email Collection: Email 

Forwarding Rule

T1213.001: Data from Information 

Repositories: Confluence

T1213.002: Data from Information 

Repositories: Sharepoint

T1213.003: Data from Information 

Repositories: Code Repositories

T1530: Data from Cloud Storage Object

T1560.001: Archive Collected Data: Archive 

via Utility

Collection
Command 

and Control Exfiltration Impact Software

T1090.002: Proxy: External Proxy

T1105: Ingress Tool Transfer

T1219: Remote Access Software

T1567.001: Exfiltration Over Web 

Service: Exfiltration to Code Repository

T1567.002: Exfiltration Over Web 

Service: Exfiltration to Cloud Storage

T1485: Data Destruction

T1489: Service Stop

T1490: Inhibit System Recovery

T1491.002: External Defacement

T1529: System Shutdown/Reboot

T1531: Account Access Removal

S0002:Mimikatz

S0508: Ngrok

S0106: cmd

Redline

ADExplorer

DCSync

S3Browser 

Lapsus$ Profile
TTPs
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IR 
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IR Insights
Initial Access

- MFA Fatigue
- Cracked Software
- Redline Stealer
- Accessing Chrome Creds
- Raw MFA registration



Exchange Takeover for root control and… Nuke!

- Microsoft Exchange RCE
- Only to get an email account
- Request for AWS Root user password reset
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IR Insights
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Credential Access

- Exposed Vulnerable Jenkins Box
- Leaks.direct
- AWS Credentials Access
- Access Keys / Instance Metadata
- AWS Enumeration and Data dump
- Account Takeover

IR Insights
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Exfiltration and Impact

- Nuclear Launch Detected - AWS Nuke
- Github / Gitlab data leaks
- Ngrok / FileZilla exfiltration
- Dropbox data and takeover

IR Insights



AWS Attack Demo
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IR Insights
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IR Insights
AWS Attack Demo (Logs)
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Dropbox (1)
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IR Insights



Dropbox (2)

20

IR Insights



Dropbox (3)
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Lessons Learned
o Attribution is hard

- TTPs overlap
- Alliances/Affiliations/Splits

o Threat Intelligence is key during Incident Responses

o Take care of the weakest link: Humans

o Cloud is great, but you need to configure appropriately

o Unpredictable threat actors can be dangerous
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Thank you!


