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Introduction

Jono Davis

Technical Analyst

PwC NO

Been in the team for 3 years focusing 

on the APAC region and 

Ransomware

@Katechondic

• Come from a non-technical background

• Malware reverse engineering

• Very thankful for Sony XM3s

• Pretends to have a life outside of work

PwC Threat Intelligence

Strategic and Technical roles

Global

A team with members across the globe,  

tracking both espionage and crime 

threats across multiple regions

• Team members spread across 8 countries and 3 continents 

• Focus on both technical and strategic analysis

• Malware focused, event driven

• Conduct a variety of services outside of threat actor tracking



A summary of a story
How this investigation will be framed 
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Who is Red Dev 26?
An introduction to our threat actor of interest
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Red Dev 26
A Diamond Model Summary

Capability 

Red Dev 26 uses bespoke malware, which PwC tracks as 

ShellfLoader, as well as a shellcode backdoor which is run in 

memory. There are other codebase nuances that also help us 

identify this threat actor

Adversary 

Red Dev 26 is a China-based threat actor that displays unique 

TTPs and that allow PwC to readily identify its campaigns, 

separating it from other China-based threat actors. These 

include the use of “needless” strings that signal the human 

qualities of the operator.

Infrastructure 

Red Dev 26 reuses infrastructure for its campaigns

Victim

We assess Red Dev 26 victims are all based in and around 

countries within the the South China Sea and East China Sea 

region. On different C2 IPs, we have observed the same 

victim twice.



Analysing the threat
How we began investigating Red Dev 26
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And so our story begins...poorly

• February 2022 – a lure discovered with ASEAN themes

• Aligning with 2022 ASEAN Summit

• Activity resembled that from May 2021

• Initially attributed to both APT41, and Mustang Panda in open source
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A rabbit hole that pays dividends

• Still in February 2022 – a new theme, 

an older binary

• TTPs seem similar to Feb, worth 

investigating

• Signaturing of malicious ShellfLoader 

DLLs leads to 17 related campaigns 

(14 not seen before)

• 40% malware analysis, 60% YARA

• Further signaturing and pivoting finds 

one older sample from 2019 – pivots 

into other operations

Yara 

Signature

February 

2022 DLL

2019 sample 2021-2022 samples

Cobalt Strike Reverse Shell
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Piecing Together Red Dev 26 operations

• When placing samples in a timeline, 

we see an interesting picture

• 2019 appears to be an anomaly, with 

ties to other Cobalt Strike activity

• No known activity in 2020

• Resuming in 2021, lots of it – pace is 

notable

• Pace of operations is assessed to be 

consistent, in-line with geopolitical 

events

Red Dev 26 begins 

operations

2019

No operations

2020

Red Dev 26 

operations 

resume, large 

amount of 

activity, new 

TTPs

2021

Operations 

continue, 

discernible shift in 

targeting

2022
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Corresponding archives

All-in-
One_Pyidaungsu_Font.zip

2019-04-26 12:18:04

A compromised legitimate 

font package that was 

downloadable from 

government of Myanmar 

website

210615_Cabinet_Meeting

_Minutes.rar

2021-06-15 11:25:54

No indication as to which 

Cabinet this refers to

ASEAN Leaders_Meeting.rar

2022-02-08 00:18:04

Related to an ASEAN conference 

taking place on 16th February 

2022

PN POM 2022-2027 Publication.rar 

2021-11-08 10:20:16

Targeting individuals related to the 

Philippine Navy 

War Bullentin 6.00PM. EST june 

22.rar

2022-06-23 10:19:30

Assessed to be targeting a 

Thailand-based government entity

AFP SRDP Strategic Concept 

Plan.zip

2021-12-23 17:01:12

Almost certainly targeting 

Philippine government related 

entities

210831_21st Cabinet 

Meeting Minutes.rar 

2021-08-31 12:07:42

Assessed to be targeting 

Mongolia-based media 

outlet

Proposed Talking Points 
for ASEAN-Japan Summit.rar
2021-05-12 12:43:00
We assess this to be related to 

ASEAN-Japan summit, taking 

place in November 2021

NUG Meeting Report.rar 

2021-05-31 17:33:41

The National Unity Government 

(NUG) was formed in Mid-2021 as 

one side of the political sides of the 

Myanmar Civil War

Key Points and Strategy 

on China.rar 

2021-07-25 19:39:50
Uses China geopolitical 

themes, could be used as a 

lure for multiple entities 

Action Plan 2022.zip

2022-01-25 09:40:07

From victimology we assess 

this was aimed at 

Phillipines-based 

government entity

People Defense Force.rar

2021-06-23 15:08:20

The “People’s Defense Force” almost certainly 

refers to the military wing of the Myanmar 

National Unity Government (NUG) 

MOHS-3-covid.rar
2019-02-22 07:10:12
Likely targeting Myanmar using 

Ministry of Health (and COVID) themes

Philippines

Thailand

220509 - (Cabinet Meeting 

2022).zip

2022-05-09 15:28:14
Assessed to be targeting a 

Myanmar-based government 

entity

Myanmar



Technical Analysis
The codebase that makes up a Red Dev 26 threat
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And now for something, completely technical

Red Dev 26

Shellcode 

backdoor runs in-

memory

Malicious 

ZIP/RAR 

archive

Benign 

Executable

In-Memory 

Shellcode 

ShellfLoader 

DLL

C2 server

Spearphishing DropBox link

DropBox link 

presented to 

the target via 

unknown 

method 

Not SFX archive, user 

must interact with 

executable

Persistence 

mechanism 

deployed so the 

benign executable 

continues to be 

executed

Dll 

Sideloading

Backdoor capabilities 

include file upload and 

command shell
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What is 
ShellfLoader?

• Novel loader DLL 

with changing 

APIs

• Used to load 

resource which is 

stored within the 

binary 

• Used for 

persistence and 

defence evasion
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Next stage functionality

• Second stage malware is more 

sophisticated than ShellfLoader

– APIs loaded at runtime 

into a structure

– This structure is then 

called by another 

structure

• Functionality of shellcode is to 

download a resource from C2 in 

chunks, and decrypt it

• Final stage backdoor is a 

lightweight upload/download 

«reverse shell»



Changes made
Tracking Red Dev 26’s conscious choices
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The superficial changes
(That are more significant than you think)
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The superficial changes
(That are more significant than you think)
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The less superficial changes
(Just as significant as you think)
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The less superficial changes
(Just as significant as you think)



Tracking and uses
Turning a few slides into CTI gold
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What we can learn from Red Dev 26

• Understanding an espionage-

motivated threat actor takes time

• It is always worth investing in RE; 

scrub it clean

• Signature-based investigation (does 

not have to be malware)

• Be comfortable with your own 

definitions and understanding of 

activity

• Documentation of analysis in any 

form goes a long long way


