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MINAZUKI (⽔ 無 ⽉) = June
water of month

In Japan, the month of June in lunar calendar is called MINAZUKI
because itʼs the season for drawing water to the rice paddies or 
rainy season.

Operation MINAZUKI means APT campaign we identified in June

There are various theories about 

the origin of MINAZUKI..

Introduction (1/2)

What is MINAZUKI[1]



Introduction (2/2)

• Targeting Japanese companies related to electric entities in June 
2022 from August 2019 by an unknown Chinese APT actors

• This threat actors used a trending penetration method supply chain

• We have found four new types of malware
• InetDownLoader, CMTDownLoader, CmdPipeRAT and TinyCmdPipeRAT

• Using these malware and customized tools to achieve their goals

Operation MINAZUKI summary:

We introduce the TTP used by ”Operation MINAZUKI" to prevent
similar attacks in the future.



01
Attack overview



Operation MINAZUKI attack overview

c True target company

c

Affiliated company



02
Associated malware and tools



Malware comparison of "Operation MINAZUKI"

InetDownLoader CMTDownLoader CmdPipeRAT TinyCmdPipeRAT
File types 32bit EXE 64bit EXE 32bit EXE 64bit EXE
Compile time 2019/8/12 2021/12/7 2020/2/19 2022/4/18
PDB path Yes No No No
Connection Method HTTP (GET) HTTP (GET/POST) HTTP (GET/POST) TLS
Traffic data 
encryption No No RC4 + Base64 No

Hard-coded proxy 
information No Yes No Yes

C2 servers Compromised 
legitimate sites Malicious sites Malicious sites Malicious sites

C2 commands - - Yes No (Only remote shell)
Download and 
execute files

CMTDownLoader, 
CmdPipeRAT

TinyCmdPipeRAT, 
Bat File - -



1. InetDownLoader (1/3)

• Downloader
• PDB path contains Simplified Chinese
• Connect compromised legitimate Japanese website
• Download next stage malware, CMTDownLoader or CmdPipeRAT

下载者 : Downloader
周5出⼀次 : Every Friday [2] According to Google Translate 

PDB file path included in InetDownLoader



1. InetDownLoader (2/3)

(redacted)
Compare delimiter strings in red boxes, and if 
the strings match, decode encrypted payload
contained in blue boxes

InetDownloader download contents (readme.html) c

Next slide, decode encrypted payload

Delimiter strings

Delimiter strings



1. InetDownLoader (3/3)

Payload decode function of InetDownLoader

• The payload has encrypted by Base64, XOR and AES (128-ECB) with each encryption
key hard-coded into the malware itself

• This executable file is the second stage downloader "CMTDownLoader" introduced in 
the next section

• "vstnk.exe” is filename of "CMTDownLoader” 

Decode payload

Decoded payload (partial excerpt)



2. CMTDownLoader (1/2)

• Downloader
• Send file function (specific filename)
• Download bat file or TinyCmdPipeRAT
• Containing proxy information of the target company

ペイロードの前後に固有の⽂字列

CMTDownloader download contents

Compare delimiter strings in red boxes, 
if the strings match, decode base64 
strings in blue boxes and write this 
content to bat fileBase64 decode

CRC32 checksum of the decoded string is compared with downloaded 
contents value 0x5d11d23f, if the two values match, execute command

Delimiter strings

Compare CRC32 checksum



c

2. CMTDownLoader (2/2)

1. Load “c:¥programdata¥aaa.txt”*

2. Compress loaded data with Gzip

3. Encrypt compressed data with XOR

4. Encrypted data with URL encoding

XOR operation and XOR table

Encrypting process

• CMTDownLoader sends hard-coded file data with a specific file name to malicious site 
compressed and encrypted using HTTP GET request

*The path depends on the malware



3. CmdPipeRAT (1/4)

• RAT
• HTTP client written in Visual C++
• No persistence mechanisms
• Mutex is ʻ20190923#ʼ
• Copies console32.exe and cmd.exe.mui file to %APPDATA%
• Uses anonymous pipe to redirect to the child process's standard input/ouput handles [3]



3. CmdPipeRAT (2/4)

• C2 communication over HTTP
• Communication data is encoded by Base64 after itʼs encrypted by customized RC4

In Key Scheduling Algorithm(KSA), 
the S-box initialization starts with 0 [4][5][6], 
but in this code starts with 1.

1. Customized RC4

2. Format

Send HTTP request

3. Base64

Length (4bytes, little) Data
hard-coded key (0x20 bytes) 

Initialized S-box

Problematic code in CmdPipeRAT



3. CmdPipeRAT (3/4)

RC4
+

Base64

• Sending data:
• Signature (random hex value)
• Victim info

• Local IP address
• Proxy server address & port
• OS version
• Host name + User name

• Mutex + C2 server host

First HTTP request (Left:Plain data, Right:HTTP request)

• Charastristics of HTTP request 
• Signature is also set to content-type
• User-Agent is hard-coded
• Accept-Language is “en”



3. CmdPipeRAT (4/4)

• Receiving C2 Command:
• Command ID
• Signature (random hex value)
• Padding
• Length of argument
• Argument (encoding of file name is UTF-16)

Command ID Description

0x01 Sleep 2 sec

0x02 Sleep 20 sec (Default)

0x08 Start reverse shell session

0x09 Execute command on reverse shell

0x0A Kill reverse shell session 

0x0F Delete file

0x10 Get logical drive information

0x11 List files

0x12 Upload file

0x13 Download file

0x14 Set any sleep time

0x7F Initialize CmdPipeRAT

command example

In this command, they download 
“C:¥Windows¥notepad.exe” from victimʼs PC.



4. TinyCmdPipeRAT (1/3)

• RAT（Reverse Shell）
• Reverse shell written in C/C++
• No persistence mechanisms
• Compile time stamp is 2022-04-18 15:48:39 - UTC
• Containing proxy information of the target company

Uses the resource of language for Japanese. Creates file ”AppLock.log” as log data.
(Itʼs not deleted.)

Format is “mdHMS ¥t <Log>”.
First line means “Jun 10 22:37:44 Connection established”



4. TinyCmdPipeRAT (2/3)

• C2 serverʼs public key verify
• RAT verifies whether the last 16 bytes of serverʼs public key has the following values
• 38 88 F8 D5 20 33 08 0C 2F B6 D3 02 03 01 00 01

• pbData(BYTE) is a pointer to array of bytes that represents the bits [7].
• cbData(DWORD) is the number of bytes in the pbData array.



Communicate raw data
on TLS Tunnel

4. TinyCmdPipeRAT (3/3)

• C2 communication over TLS

The traffic of running TinyCmdPipeRAT in our closed environment

Victimʼs PC C2 server

Only “endshell” to terminate RAT



5. Customized frp tool

• Fast Reverse Proxy (frp)[8] is an open source reverse proxy function tool

We have confirmed frp v0.38.1, which is not present in the released version.
This frp(frpc_381.exe) does not display help messages that should be displayed when itʼs run.

Version information (Top: v0.38.0 / Bottom: v0.38.1)

Help message display (Top: v0.38.0 / Bottom: v0.38.1)



03
C2 traffic simulation (DEMO)



About DEMO

• Malware
• CmdPipeRAT
• TinyCmdPipeRAT

(We patched the binary of RAT to bypass the C2 serverʼs public key verifies)

• Closed environment to execute malware

Psudo-ExternalPsudo-Internal

NAT

Victimʼs PC
192.168.12.5

Fake C2 Server
192.168.12.12

Fake Router&DNS
192.168.12.1

Proxy
192.168.12.2

:10080



Remained artifact

Process tree

Ti
m

e

• Process Activity
• Console command is executed as a child process

• Windows event log (Sysmon)
• Process creation (Event ID :1)
• Process terminated (Event ID :5)
• No record PipeEvent (Event ID 16, 18)

• Proxy log

Proxy log

Tiny
CmdPipe
RAT

CmdPipe
RAT



04
C2 infrastructures



C2 Infrastructures (1/3)

This threat actors preferred to use specific hosting company (Constant Company)

Characteristic 
Registrant Information

[9]



C2 Infrastructures (2/3)

Whois History

c

Same string as 
registrant's name

[10]
Whois Lookup

We found the email address 
associated with the QQ service

Whois domain(neilpatel[.]jp) 
lookup results



C2 Infrastructures (3/3)

• This threat actors were provided a fake site and test pages on C2 servers
• In some cases, the payload has been removed from the site

Source code

Removed payload



05
Detection and Prevention



Detection and Prevention

• C2 traffic detection (in case CmdPipeRAT)
• Using Suricata[11] or snort[12]

• Using Splunk SPL[13] queries in proxy log

• Static and dynamic detection
• Yara[14]

• These malware can be detected By Yara rule (details will be introduced in the appendix)
• IoC

• CmdPipeRAT leaves characteristic artifact in %APPDATA%
• en-US¥cmd.exe.mui and console32.exe(cmd.exe)

• TinyCmdPipeRAT leaves characteristic artifact in same directory as this malware
• AppLock.log, CfgMgr.exe(cmd.exe), and ja-JP¥cmd.exe.mui

alert tcp $HOME_NET any -> $EXTERNAL_NET any (msg:"CmdPipeRAT C2 traffic detection!"; 
content:"User-Agent|3A| Mozilla/5.0 |28|Windows NT 6.1¥; WOW64|29|"; pcre:"/Content-Type¥x3a 
[a-z0-9]{12}/"; sid:1000001; rev:001;)

index=proxy "Mozilla/5.0%20(Windows%20NT%206.1;%20WOW64)" 
| search http_user_agent="Mozilla/5.0%20(Windows%20NT%206.1;%20WOW64)" 
| where len(http_content_type) == 12 | regex http_content_type="[¥d¥a-f]{12}"

We recommend deliberate testing and tuning prior 
to implementation in any production system



Conclusion

• Operation MINAZUKI uses the business "supply chain" to the original target 
company under water via affiliated company's network.

• We have confirmed four new types of malware at targeted organizations in 2022. 
So, Attacks using these malware may continue in other countries.

• We guess this attack campaign is probably attributed to Chinese APT actors called 
TICK based on the PDB path, C2 infrastructure and targeting entities, etc. But we 
have no clear enough evidence that tells this APT actors.

• The best way to prevent this threat actors are to detect and respond its attack, in a 
Cyber kill-chain process, as earliest as possible.
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Any Question?
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Appendix B – Yara rules (samples)

rule CMTDownLoader {

meta:
description = "CMTDownLoader"
author = "LAC Co., Ltd."

strings:
$code1 = {00 3C 21 2D 2D}
$code2 = {0D 0A 2D 2D 3E 00}
$str2 = "cmd /c echo" ascii
$str3 = ".exe" ascii
$str4 = ".bat" ascii

condition:
uint16(0) == 0x5A4D and (all of them)

}

For CMTDownLoader

rule InetDownLoader {

meta:
description = "CMTDownLoader"
author = "LAC Co., Ltd."

strings:
$str1 = "¥¥Release¥¥InetDownLoader.pdb" ascii
$str2 = "hello.exe" ascii

condition:

uint16(0) == 0x5A4D and ($str1 and $str2)
}

For InetDownLoader



Appendix B – Yara rules (samples)

rule TinyCmdPipeRAT {

meta:
description = "TinyCmdPipeRAT"
author = "LAC Co., Ltd.”

strings:
$str1 = "%s¥¥%s.mui"
$str2 = "endshell"
$str3 = "InitSecurityInte"
$mov_str1 = { 6D 33 32 5C C7 44 ?? ?? 

63 6D 64 2E C7 44 ?? ?? 65 78 65 00 } 
$mov_str2 = { 63 6D 64 2E C7 45 ?? ?? 

78 65 2E C7 45 ?? ?? 75 69 00 }
$mov_str3 = { C7 85 ?? 00 00 00 43 66 

67 4D C7 85 ?? 00 00 00 67 72 2E 65 66 C7 
85 ?? 00 00 00 78 65 }

condition:
uint16(0) == 0x5A4D and (all of them)

}

For CMTDownLoader
rule CmdPipeRAT {

meta:
description = "CmdPipeRAT"
author = "LAC Co., Ltd.”

strings:
$str1 = "%s¥¥yeah.htm" ascii wide
$str2 = "Mozilla/5.0 (Windows NT 6.1; WOW64)"
$str3 = "Content-Type: %02x%02x%02x%02x%02x%02x"
$rc4_key = { 20 4E 00 00 1E 2D 33 44 54 62 71 8E 9F AC BF CD D8 E3 F0 04 

EE FD 03 54 44 22 11 EE DF 1C 0F 3D 98 73 00 34 32 30 31 39 30 39 32 33 23 }
$mov_str1 = { C7 85 ?? FB FF FF 5C 63 6F 6E C7 85 ?? FB FF FF 73 6F 6C 65 

C7 85 ?? FB FF FF 33 32 2E 65 66 C7 85 ?? FB FF FF 78 65 }
$mov_str2 = { C7 85 ?? FB FF FF 5C 63 6D 64 C7 85 ?? FB FF FF 2E 65 78 

65 }
$mov_str3 = { C7 85 ?? FB FF FF 5C 65 6E 2D C7 85 ?? FB FF FF 55 53 5C 63 

C7 85 ?? FB FF FF 6D 64 2E 65 C7 85 ?? FB FF FF 78 65 2E 6D C7 85 ?? FB FF FF 
75 69 00 00 C7 85 ?? FB FF FF 5C 65 6E 2D 66 C7 85 ?? FB FF FF 55 53 }

$mov_str4 = { C7 85 ?? FB FF FF 5C 63 6F 6E C7 85 ?? FB FF FF 73 6F 6C 65 
C7 85 ?? FB FF FF 33 32 2E 65 C7 85 ?? FB FF FF 78 65 2E 6D C7 85 ?? FB FF FF 
75 69 00 00 }

condition:
uint16(0) == 0x5A4D and (all of them)

}

For CmdPipeRAT



Appendix C – MITRE ATT&CK techniques
Tactic ID Name Description
Execution T1059.001 Command and Scripting Interpreter: 

PowerShell
Execute some PowerShell commands to download malware

T1059.003 Command and scripting interpreter: 
Windows command shell

Execute malware and Windows commands using batch files

Persistence T1547 Boot or Logon Autostart Execution Execution of malware using Run key and startup folder
T1133 External Remote Services Unauthorized access by compromised legitimate accounts using 

VPN
Privilege 
Escalation

T1057 Process discovery Termination of a specific process
T1082 System information discovery Writes system information to a file

Defense 
Evasion

T1070.004 Indicator Removal on Host: File 
Deletion

Delete malware, batch files and compressed files to avoid 
detection

Credential 
Access

T1552.001 Unsecured Credentials: Credentials 
In Files

Get a file containing carelessly saved credentials in plain text

Discovery T1135 Network Share Discovery Network exploration using “net share” and “net view” 
commands

T1082 System Information Discovery File search by dir command
T1049 System Network Connection 

Discovery
Get IP address, port number and open port by netstat 
commands

T1057 Process Discovery Get process list information by tasklist command
T1087 Account Discovery Searching for users with the net user command



Appendix C – MITRE ATT&CK techniques

Tactic ID Name Description
Lateral 
Movement

T1021.001 Remote Services: Remote Desktop 
Protocol

RDP connection using frp

T1021.002 Remote Services: SMB/Windows 
Admin Shares

Distribute malware to devices in your organization using SMB 
connections

Collection T1005 Data from Local System Using cmd to collect information on infected devices
T1560 Archive Collected Data Compress data using 7z or gzip

Command And 
Control

T1132 Data Encoding Encrypt traffic using Base64 encoding
T1071 Application Layer Protocol Communicate with C2 server over HTTP and HTTPS
T1001 Data Obfuscation Encrypts traffic data with RC4, AES and XOR
T1102 Web Service Compromised legitimate sites and using them as C2 servers or 

attack tool repositories
T1090.001 Proxy: Internal Proxy Abusing Proxy configuration information in the victim's 

environment to communicate with the C2 server
T1572 Protocol Tunneling Tunneling connection using frp

Exfiltration T1041 Exfiltration Over C2 Channel Send stolen confidential information to C2 server



Appendix D – Indicator of compromise

Indicator description

www[.]000webhost[.]jp CMTDownloader and CmdPipeRAT C2

45[.]32[.]253[.]100 TinyCmdPiepRAT C2

www[.]vazuki.com CMTDownloader C2

www[.]qinqu[.]com CMTDownloader C2

www[.]bulkn[.]jp Malware distribution server

www[.]neilpatel[.]jp Malware distribution server

167[.]179[.]75[.]70 frp malicious server & C2 domain related IP 

45[.]32[.]39[.]9 C2 domain related IP 

45[.]76[.]102[.]109 C2 domain related IP 


