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Not so long ago…
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Sandworm APT (GRU Unit 74455)
A.k.a. ELECTRUM, Telebots, IRON VIKING, BlackEnergy, Quedagh, VOODOO 
BEAR

Attributed attacks:
● BlackEnergy (2015)
● Industroyer (2016) 
● NotPetya (2017)
● Olympic destroyer (2018)
● etc.

Source: https://www.gov.uk/government/publications/russias-fsb-malign-cyber-activity-factsheet/russias-fsb-malign-activity-factsheet 

Source: https://attack.mitre.org/groups/G0034/ 

https://www.gov.uk/government/publications/russias-fsb-malign-cyber-activity-factsheet/russias-fsb-malign-activity-factsheet
https://attack.mitre.org/groups/G0034/
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WhisperGate
Date: 13-14 Jan 2022
Targets: Government infrastructure
Discovered by: CERT-UA, Microsoft
Attribution: DEV-0586 (GRU)
Platform: Windows 64/32-bit
Delivery:

● Stage1.exe: MBR writer -> Disk wiper
● Stage2.exe: Trojan-Downloader -> Discord 

-> File wiper
Destruction:

● Wiping every 199th sector
● Filling files with ‘0x100000’ of ‘0xCC’ byte
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Public file sharing services
● WhisperGate (stage2.exe): Downloading a malware from the Discord 

CDN as an attachment
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Tbopbh.jpg / Frkmlkdkdubkznbkmcf.dll

http://www.youtube.com/watch?v=Vk8Di92C3JE&t=535
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Fileless execution
WhisperGate

● Stage2.exe downloads a .NET DLL (Tbopbh.jpg / Frkmlkdkdubkznbkmcf.dll) 
from Discord CDN and launches it via RuntimeAssembly without saving on 
disk.
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Using MBR to wipe data on physical drives

http://www.youtube.com/watch?v=d3hCu1ARK1s&t=4325
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HermeticWiper
Date: 23 Feb 2022
Targets: Government infrastructure
Discovered by: CERT-UA, ESET
Attribution: Sandworm
Platform: Windows 32-bit
Delivery:

● HermeticWizzard via WMI and SMB
● GPO

Destruction: 
- Via EaseUS driver
- The data is overwritten with randomly generated bytes
- Wipes MBR, MFT, system registry, $Bitmap and $LogFile on all 

drives, Windows Events Log
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Feb 24, Kharkiv. The Russian invasion starts

http://www.youtube.com/watch?v=soocgvMBf7I
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AcidRain
Date: 24 Feb 2022
Targets: Viasat KA-SAT modems
Discovered by: CERT-UA, SentinelLabs
Attribution: Sandworm (VPNFilter)
Platform: Linux and Solaris (ELF 32-bit MIPS)
Delivery: Supply-chain attack via a 
misconfigured VPN appliance.
Destruction: Overwriting data in flash memory 
on the modems
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IsaacWiper (Lasainraw)
Date: 24-25 Feb 2022
Targets: UA enterprises
Discovered by: CERT-UA, ESET, and 
Microsoft
Attribution: -
Platform: Windows 32-bit
Delivery: RemCom?
Destruction: Wipes the first 0x10000 bytes 
of each disk using the random data 
(Mersenne Twister PRNG).
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DesertBlade
Date: early March
Targets: a single Ukrainian entity
Discovered by: CERT-UA, Microsoft
Attribution: -
Platform: Windows 32-bit (Golang)
Delivery: GPO
Destruction: Iteratively overwriting and then deleting 
overwritten files on all accessible drives. Sparing 
the system if it is a domain controller.
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CaddyWiper
Date: 14 March 2022
Targets: UA orgs
Discovered by: CERT-UA, ESET
Attribution: -
Platform: Windows 32-bit
Delivery: GPO
Destruction: overwriting the first 1920 bytes of data 
with ‘0’ using ‘CreateFileW’ and ‘DeviceIoControl’ on 
from ‘\.\\\PHYSICALDRIVE[9-0]’
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DoubleZero (FiberLake)
Date: 24-25 Feb 2022
Targets: 
Discovered by: CERT-UA
Attribution: UAC-0088
Platform: .NET (C#)
Delivery: 
Spear-phishing attack with a ZIP archive containing the file "Вирус... крайне опасно!!!.zip" 
(translated from Russian: “Virus… extremely dangerous!!!.zip”).
Destruction: 
- NtfsControlFile( FSCTL_SET_ZERO_DATA )
- FileStream.Write( 4096 zero bytes )
- The wiper destroys HKCU, HKU, HKLM, HKLM\BCD in the System registry.
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Industroyer2 + CaddyWiper2
Date: April 1, scheduled for April 8
Discovered by: CERT-UA and ESET
Attribution: Sandworm
Platform: Windows 32-bit

CaddyWiper2 = 
AprilAxe | ARGUEPATCH (peremoga.exe = patched win32_remote.exe) + 
CaddyWiper (pa1.pay)
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Attacks on Ukrainian power grids
● 2015 - BlackEnergy v3 + KillDisk
● 2016 - Industroyer
● 2022 - Industroyer2 + CaddyWiper2
● 11 Sep 2022 - TEC-5 hit by “Kalibr” 

cruise missiles
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Conclusions
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Scorched earth practice
Wipers can cause a long-term DoS for critical 
infrastructure:
● Government services - WhisperGate
● Financial - WhisperGate
● Communication - AcidRain
● Energy sector (power grids, NPPs) - 

BlackEnergy, Industroyer (2) 
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Unselective: Tornado-S vs NotPetya and AcidRain
9K515 "Tornado-S" (S - Smerch) - modernized MLRS 
9K58 "Smerch". The system includes a modernized 
combat vehicle equipped with new fire control and new 
300 mm unguided rockets with a maximum flight range 
of up to 120 km, as well as an adjustable 9M542 rocket 
with a detachable high-explosive fragmentation or cluster 
warhead with a firing range of up to 120 km.

Wikipedia

https://docs.google.com/file/d/10Y0JFOjJQi5O7h-BHEmwe3tGGzSj392z/preview
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Unselective: Tornado-S vs NotPetya and AcidRain

● NotPetya - took down ALL infected 
computers IN and OUT of Ukraine.  Affected 
shipping giant Maersk.

● AcidRain - rendered ALL Viasat KA-SAT 
modems IN and OUT of Ukraine. 5,800 
Enercon wind turbines in Germany unable 
to communicate for remote monitoring or 
control.
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Misfire: IsaaWiper, Industroyer2
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S-300 vs NotPetya and HermeticWiper

● NotPetya - the patched version 
of Petya ransomware.

● CaddyWiper2 (via ArguePatch) - 
IDA Win32 remote debug server 
(win32_remote.exe)

● HermeticWiper - used the 
legitimate EaseUS disk 
management software 
capabilities.
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Summary

If you do a cyberweapon, please, do it well!
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Analysis of wipers on 

● ENG: ● UA: 

ada@nioguard.com
@Alex_Ad 

💛Thank you!💙

mailto:ada@nioguard.com

