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About Michael

Fast Facts

● Co-Founder, CTO and Head of 
Malware Research at 
Morphisec

● Noted speaker, having 
presented at multiple industry 
conferences, such SANS, 
BSides, and RSA

● Jointly holds seven patents in 
the IT space
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Me t h o d o lo g y

• Morphisec is an endpoint solution focusing on memory & runtime protection. 

• Installed in over 5,000 organizations, 9m+ endpoints. 

• Alert logs are collected from customers and analyzed by our Forensic team. 
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CTI w it h  ru n t im e  m e m o ry fo re n s ic s

“Cyber threat intelligence is all about knowing what your adversaries do 
and using that information to improve decision-making.”

https://medium.com/mitre-attack/getting-started-with-attack-cti-4eb205be4b2f

“Utilizing memory forensics during incident response provides valuable cyber 
threat intelligence. By both providing mechanisms to verify current compromise 
using known indicators and to discover additional indicators, memory forensics 
can be leveraged to identify, track, isolate and remediate more efficiently. “

https://www.sans.org/white-papers/34162/

Presenter Notes
Presentation Notes
STIX, short for Structured Threat Information eXpression, is a standardized language developed by MITRE and the OASIS Cyber Threat Intelligence (CTI) Technical Committee for describing cyber threat information. It has been adopted as an international standard by various intelligence sharing communities and organizations. It is designed to be shared via TAXII but can be shared by other means. STIX is structured so that users can describe threat:

STIX 1.0 (XML) was released in February 2014. It provided a standard framework, comprising 9 key constructs and the relationships
STIX 2.0 (JSON) In 2017, the upgraded version STIX 2.0 was released, which could be considered a paradigm shift in the approach with the merger of STIX and Cybox.
STIX 2.1 

https://medium.com/mitre-attack/getting-started-with-attack-cti-4eb205be4b2f
https://www.sans.org/white-papers/34162/
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Re p re s e n t a t ive  CTI STIX b u n d le  e xa m p le

Presenter Notes
Presentation Notes
Bundle – collection of STIX objects
How would you represent fileless attack without a file indicator / a url indicator / IP address / Domain 
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File le s s  In -m e m o ry t re n d

Fileless malware has seen dramatic increase over the past year, why?

• Things that are not landing on disk are much harder to detect
• Threat usually do not leave significant forensic evidence 

Fileless attack categories:

• Exploits – hijacking the flow of existing application
• Interpreter scripts – PowerShell, VBScript, JavaScript,…
• Code injections – executing implants or known tools from memory
• Lolbins – allowlisting bypass through proxy execution 

Can CTI provide good 
enough coverage?
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St a n d a rd  Ru n t im e  De t e c t io n  Flo w

Example of validation logic:

• System call executed on remote 
process or thread (remote 
injection)

• During the execution there is 
violation of stack (exploit)

• System call return address is 
outside of defined region (exploit or 
shellcode)

• System call parameters may 
indicate future shellcode execution 
(page execute)
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De t e c t in g  ru n t im e  p a t t e rn s  
Us in g  m e m o ry s c a n n e rs

Due to fileless nature of threats – memory scanners become popular.
More and more EDRs now started to monitor memory for potentially 
malicious code implants

Known drawbacks of memory scanners:

• Avoiding alertable states (Sleep)
• Encryption and obfuscation of pages and data
• Targeting minimal IOCs
• Impact on usability due to large scan surface
• Return address spoofing
• Targeting mostly executable private commit memory
• ROP execution

Popular memory scanners:

• Moneta
• Pe-sieve
• BeaconHunter
• Patriot
• BeaconEye
• MalMemDetect
• Volatility-Malfind

Highly recommend to review Kyle’s Avery presentation on avoiding memory scanners (Defcon 30th)

Presenter Notes
Presentation Notes
 This method has become popular with attackers in recent years because it means that nothing has to be written to disk and antivirus programs cannot scan the malicious files at all. As a result, defenders now also need to monitor memory for potentially malicious processes. More and more EDRs are therefore using so-called memory scanners.

Scanners are dependent on interruptible states – Sleep can be hooked (pages can be encrypted) , context switch can be misused,  - Avoiding Memory Scanners by Kyle Avery (Defcon)

https://media.defcon.org/DEF%20CON%2030/DEF%20CON%2030%20presentations/Kyle%20Avery%20-%20Avoiding%20Memory%20Scanners%20Customizing%20Malware%20to%20Evade%20YARA%20PE-sieve%20and%20More.pdf
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SentinelOne

Paloalto

Cybereason

Specifications

EDR e xt e n s io n s  fo r  p ro c e s s  ru n t im e  
o b s e rva b le s  d a t a  (STIX 2.1)
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Ru n t im e  d e t e c t io n  o f
Co n t i ra n s o m w a re

IOC
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Ru n t im e  d e t e c t io n  o f
Co n t i ra n s o m w a re

Malicious process behavior:

• When process tries try to load 
kernel32 &

• R8 register points to the hash 
value of “LoadLibraryA” 
(MurmurHash2A)

• This behavior mapped to attack 
pattern technique “Obfuscated 
Files or Information (T1027)”

Presenter Notes
Presentation Notes
Observed Data conveys information about cyber security related entities such as files, systems, and networks using the STIX Cyber-observable Objects (SCOs). For example, Observed Data can capture information about an IP address, a network connection, a file, or a registry key. Observed Data is not an intelligence assertion, it is simply the raw information without any context for what it means
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Ru n t im e  d e t e c t io n  o f
Me t a s p lo it  MSFve n o m  (6 .1.37 -d e v) im p la n t

IOC
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Challenges to present Metasploit / 
Cobalt?

• Is this malware or indicator? Do we 
have known URL or Hash or 
maybe only process behavior 
(observable-data)?

Metasploit process example behavior:

• Allocating memory for the implant 
(msfvenom) – size 3d00 
(address=0)

• One of the registers points to the 
implant within a temp memory

Ru n t im e  d e t e c t io n  o f
Me t a s p lo it  im p la n t
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Ru n t im e  d e t e c t io n  o f
Me t a s p lo it  MSFve n o m  (5.0 .8 8 -d e v) im p la n t
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So m e  s t a t s  fo r  c o b a lt -s t r ik e
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Ho w  t o  g e n e ra t e  ru n t im e  CTI

• Manual analysis + combination of offline memory scanners

• Enhanced visibility reporting feed (filtered ETW + memory visibility)

• Prevention + deception technology (Moving Target Defense)
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Fin a l No t e s

• Attack-patterns representing process behavior state have to be standardized, STIX 2.1 facilitates 
the change. 

• Techniques have been presented on how to improve detection based on process state without the 
need for memory scanning

• Infrastructure already exists to generate and utilize runtime CTI, this will significantly slower down 
the threat actors
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Re fe re n c e s

• https://oasis-open.github.io/cti-documentation/stix/intro

• https://media.defcon.org/DEF%20CON%2030/DEF%20CON%2030%20presentations/Kyle%20Av
ery%20-
%20Avoiding%20Memory%20Scanners%20Customizing%20Malware%20to%20Evade%20YARA
%20PE-sieve%20and%20More.pdf

• https://github.com/opencybersecurityalliance/stix-shifter/tree/develop/adapter-guide/connectors

https://oasis-open.github.io/cti-documentation/stix/intro
https://media.defcon.org/DEF%20CON%2030/DEF%20CON%2030%20presentations/Kyle%20Avery%20-%20Avoiding%20Memory%20Scanners%20Customizing%20Malware%20to%20Evade%20YARA%20PE-sieve%20and%20More.pdf
https://github.com/opencybersecurityalliance/stix-shifter/tree/develop/adapter-guide/connectors
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michael@morphisec.com
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