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About Michael -

Fast Facts

e Co-Founder, CTO and Head of
Malware Research at
Morphisec

e Noted speaker, having
presented at multiple industry
conferences, such SANS,

Michael Gorelik BSides, and RSA
Chief Technology Officer e Jointly holds seven patents in
Hieplalsee the IT space
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Methodology

* Morphisec is an endpoint solution focusing on memory & runtime protection.
» Installed in over 5,000 organizations, 9m+ endpoints.

» Alert logs are collected from customers and analyzed by our Forensic team.
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CTIwith runtime memory forensics

“Cyber threat intelligence is all about knowing what your adversaries do
and using that information to improve decision-making.”

https://medium.com/mitre-attack/getting-started-with-attack-cti-4eb205be4 b2f

“Utilizing memory forensics during incident response provides valuable cyber
threat intelligence. By both providing mechanisms to verify current compromise
using known indicators and to discover additional indicators, memory forensics
can be leveraged to identify, track, isolate and remediate more efficiently. “

https://www.sans.org/white-papers/34162/

( CYBER
iy
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Presenter Notes
Presentation Notes
STIX, short for Structured Threat Information eXpression, is a standardized language developed by MITRE and the OASIS Cyber Threat Intelligence (CTI) Technical Committee for describing cyber threat information. It has been adopted as an international standard by various intelligence sharing communities and organizations. It is designed to be shared via TAXII but can be shared by other means. STIX is structured so that users can describe threat:

STIX 1.0 (XML) was released in February 2014. It provided a standard framework, comprising 9 key constructs and the relationships
STIX 2.0 (JSON) In 2017, the upgraded version STIX 2.0 was released, which could be considered a paradigm shift in the approach with the merger of STIX and Cybox.
STIX 2.1 

https://medium.com/mitre-attack/getting-started-with-attack-cti-4eb205be4b2f
https://www.sans.org/white-papers/34162/

Representative CTISTIX bundle example
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Presenter Notes
Presentation Notes
Bundle – collection of STIX objects
How would you represent fileless attack without a file indicator / a url indicator / IP address / Domain 


Fileless In-memory trend

Fileless malware has seen dramatic increase over the past year, why?

« Things that are not landing on disk are much harder to detect

« Threat usually do not leave significant forensic evidence Can CTI provide good
enough coverage?

Fileless attack categories:

» Exploits — hijacking the flow of existing application

» Interpreter scripts — PowerShell, VBScript, JavaScript,...

» Code injections — executing implants or known tools from memory
« Lolbins — allowlisting bypass through proxy execution
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Standard Runtime Detection Flow

Example of validation logic:

« System call executed on remote
process or thread (remote
injection)

* During the execution there is
violation of stack (exploit)

« System call return address is
outside of defined region (exploit or
shellcode)

« System call parameters may
indicate future shellcode execution
(page execute)

© Morphisec Ltd., 2022 | CONFIDENTIAL

EDR hooks sys‘tem calls

EDR apphe_s basic validation

conditions not of a system call
met / jjondﬂﬁov\ met
Disregard or terminate EDR logs system call
thread /process/system call either through ETW or direct callback

et

EDR applies ML or rules
post detection of event sequence
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Detecting runtime patterns
Using memory scanners

Due to fileless nature of threats — memory scanners become popular.
More and more EDRs now started to monitor memory for potentially

malicious code implants Popular memory scanners:
* Moneta

Known drawbacks of memory scanners:  Pe-sieve
« BeaconHunter

« Avoiding alertable states (Sleep) o Patriot

« Encryption and obfuscation of pages and data « BeaconEye

« Targeting minimal IOCs « MalMemDetect

« Impact on usability due to large scan surface « Volatility-Malfind

« Return address spoofing
« Targeting mostly executable private commit memory
* ROP execution

Highly recommend to review Kyle’s Avery presentation on avoiding memory scanners (Defcon 30t)

CYBER
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Presenter Notes
Presentation Notes
 This method has become popular with attackers in recent years because it means that nothing has to be written to disk and antivirus programs cannot scan the malicious files at all. As a result, defenders now also need to monitor memory for potentially malicious processes. More and more EDRs are therefore using so-called memory scanners.

Scanners are dependent on interruptible states – Sleep can be hooked (pages can be encrypted) , context switch can be misused,  - Avoiding Memory Scanners by Kyle Avery (Defcon)

https://media.defcon.org/DEF%20CON%2030/DEF%20CON%2030%20presentations/Kyle%20Avery%20-%20Avoiding%20Memory%20Scanners%20Customizing%20Malware%20to%20Evade%20YARA%20PE-sieve%20and%20More.pdf

EDR extensions for process runtime

observables data (STIX 2.1)

Specifications
Property Name Type Description
type (required) string The value of this property MUST be process.
extensions (optional) dictionary The Process object defines the following
extensions. In addition to these, producers MAY
create their own.
windows-process-ext, windows-service-ext
Dictionary keys MU ST identify the extension
type by name.
The corresponding dictionary values MUST
contain the contents of the extension instance.
is_hidden (optional) boolean Specifies whether the process is hidden.
pid (optional) integer Specifies the Process ID, or PID, of the process.
created_time (optional) timestamp Specifies the date/time at which the process was
created.
cwd (optional) string Specifies the current working directory of the
process.
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Paloalto
extensions.x-paloalto-process.termination_code action_process_termination_code
extensions.x-paloalto-process.termination_date action_process_termination_date
extensions.x-paloalto-process.tid action_remote_process_thread_id
extensions.x-paloalto-process.instance_exec_time action_process_instance_execution_time
extensions.x-paloalto-process.execution_time actor_process_execution_time
SentinelOne

extensions.x-sentinelone-process.story_line_id
extensions.x-sentinelone-process.story_line_id
extensions.x-sentinelone-process.integrity_level
extensions.x-sentinelone-process.integrity_level

extensions.x-sentinelone-process.process_unique_id

Cybereason

extensions.x-cybereason-process.modules_from_temp
extensions.x-cybereason-process.unsigned_signed_version_module
extensions.x-cybereason-process.unwanted_classification_modules
extensions.x-cybereason-process.external_connection_evidence

extensions.x-cybereason-process.remote_address_evidence

<

srcProcStorylineld
tgtProcStorylineld
srcProcintegritylLevel
tgtProcintegrityLevel

srcProcUid

modulesFromTemp
unsignedWithSignedVersionModules
unwantedClassificationModules
hasRareExternalConnectionEvidence

hasRareRemoteAddressEvidence
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Runtime detection of
Contiransomware

oeee7ffd” fec3v4e3
007 ffd fe6c30d4e4q
eeee7ffd” fec3edes
oeee7ffd fec384eb6
oeoe7ffd” fec3ede7
oeee7/ffd” fec304e8
oeee7ffd fec304e9
oeee/7/ffd” fec304ea
eeee7ffd” f6c3e4eb
2eee7ffd” fec3edec
o7 ffd” fec3eded
oeee7ffd” fec304ee
0eee7ffd fec3vdet

e 7ffd fec384fe
oeee7ffd” fec3eafr7
oeee7ffd” fec3eafs
eeee’7ffd fec3e4a4+9
eeee/ffd fec3eafta
ooee7ffd fec3e4afb
Qeee7ffd fec3e4afc
o7 ffd” feéc3eafd
oeee7ffd” fec3v4afe
0007 ffd fec3eaff

KERNEL32 ! LoadLibraryAStub:

cc int
cc int
cc int
cc int
cc int
cc int
cc int
cc int
cc int
cc int
cc int
cc int
cc int
A48F 2589100600

cc int
cc int
cc int
cc int
cc i
cc

cc

cc

cc int

WWWwwwWwwwwwww

LoadLibraryA Hash
(MurmurHash2a)

= coadlLibrg

handle using

Custom Conti loader
tries to get Kernel32

20000047 b74feac9

cCCCCCCCC

cCCcCcCcCcCCcC

CCcCCCCCC
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cCCcCcCcCcCCC

2eee7ffd” f6c30500 cc int N

eeee7ffd” fec38501 int LoadleraryA

ey r -

Command

©2:000> dc rcx h

00000047 b74feas59 6e72654b 32336c¢c65 6c6c642e ccccccOO Kernel32.d1l1l....
ooeee4a’7 br7ateab9 CCCCCCCC CCCCCCCC CCCCCCCC CCCCCCCT o v s assosssasssnsns
00000047 b74fea’79 CCCCCCCC CCCCCCCC CCOCCOCCC OOCCCCCT v v v n e s ncnneneeen
oeeeee47 b74feas89 6174654e 32336970 6c6c0c642e ccccccB Netapi32.dl1l....
P0EV47 b74fea99 CCCCCCCC CCCCCCCC CCCCCCCC CCCCCCCT v v nmmvmmnsnsnnn=
20000047 b74feaa?9 ccCccccCcocC CCCCCCCC cococcccc @Bccccco s s
20000047 b74feab9 6c687049 69706170 6c6c642e cccccc®® Iphlpapi.dll....

LUSTOMIZE...

Raw args Func info

Reg Value

rax A7b74feas9

rcx 47b74feas9

rdx 47b74fec4l

rbx a

rsp 47b74fecb8

rbp a7b74fe6e0

rsi (=]
47b74fece8

EEEISFLEE

r9 4

rlie 20006290000

r1ll 47b7Afteeds8

rl2 =]

rl13 a

14 a

- e@@:143@

- P01:1168
-PB2:624
©03:2154

Source

oeeee47 b74fec38
247 br74feas9
D00 DOV
00000847 b74fflco
00007ff6 b3a9629d
076 b383co000
PP VBB
200000 2PV

:dec cryptor.exe

Addrs

[ threadpool.h

[ common.h
main.cpp
mrph.h

¥ queueh
Wbl

bl PECYPCOB
% cryptor_dll

"B References

aronoekKoB

Conti Source
MurmurHash2A

K% External Dependencies

Ll Wicxoanie daine

antihook:

b [ antihooksh
4 5] api

b getapi.cpp

b [ getapih

2 hash.cpp

P [B hashh
cryptor

4 @l
b chacha20
Heall _ _
eeee7ff6 b3aSdle8
cccccccc DDOORROT
cccccccc 000000 f
eeee7ff6  b3asdlbs
(S alal ol of of o S o o ol o ol =t = =
20000000 0RO
22000000 DDA
20200000 PR

cpp

cCcCcccCccCc CCCCCCCC
cccccccc 439c/e33
cccccccc” 439c7e33
cccccccc cCccccccc
cccccccc cccccccco
00000200 ©6293d84
20000000 VPR
00000000 ORRORREO

O
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LPVOID

DWOF

L WINAPI pCancello(

HANDLE hFile

CCCCCCcCC” CCCCCCCC
cccccccc cccccccc
cccccccc” 90000004
cccccccc  cccccccc
cccecceccc ccccceccc
00000~ PEEEAGa
PPOPBOPO” POREBROO
P00 PRRERERO
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: KERNEL32!lLoadlLib
: cryptor+9x90335
: cryptor+@x8ff5sb
: cryptor+0x89f2e
cryptor+Ox8968d
cryptor+0x1020de
cryptor+8x1179ee
KERNEL32!BaseThr
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sighting

Crypter.exe

-morphisec-process target

Obfuscated Files or Information

}J
{

"type": "file",
"id": "file--364fe3e5-blf4-5ba3-b951-2e5983b3538d"
"spec_version": "2.1",

"hashes™: {

: "MD5": "3d3388249c9678add3218400dee765e1",
"SHA-256": "5f3ae6e8d2ell8ed31e7c38b652F4e59Ff5

size": 1287686,
"name": "Crypter.exe",

"extensions": {
: "windows-pebinary-ext": {
g “pE_typE“: “e)(e“_,
"imphash": "7188fbccafb52d4abScc5ad42ca52da

Pl
, b
rocess ?
p \{
“"type": "process”,
"spec_version": "2.1",
"id": “"process--7@bl7c6c-93e5-4c80-8683-5a4d4e51f2cl”
"pid": 1211,

"binary_ref": "file--364fe3e5-blf4-5ba3-b951-ee5983b3
"extensions": {

"x-morphisec-process": {
/’/;,v'“target_ref“: "attack-pattern--b3de82b6-98
: "api_name": "loadlibrarya",
: "registers": {
"r8": "439c7e33",
"rcx_mem": "4b65726e656c33322e646c6c”

X

}
}

"type": "observed-data”,

Wammam tvmmes w15 40
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Legend

Runtime detection of
Contiransomware

Malicious process behavior:

* When process tries try to load
kernel32 &

* R8 register points to the hash
value of “LoadLibraryA”
(MurmurHash2A)

» This behavior mapped to attack
pattern technique “Obfuscated
Files or Information (T1027)"
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Presenter Notes
Presentation Notes
Observed Data conveys information about cyber security related entities such as files, systems, and networks using the STIX Cyber-observable Objects (SCOs). For example, Observed Data can capture information about an IP address, a network connection, a file, or a registry key. Observed Data is not an intelligence assertion, it is simply the raw information without any context for what it means


Runtime detection of
Metasploit MSFvenom (6.1.37-dev) implant

No prior disassembly possible R.. Value f
KERNELBASE !VirtualAlloc: rax| /{_—__— Naturg: rg::Aﬂl}ztcers of }
eeee7ff8 3dffeec® 4653 push rbx N
000078 3dff6ec2 4883ec30 sub rsp,306h rcx|@ /
000078 3dffeece 33db xor ebx, ebx rdx 3deee
0eee7ff8 3dffeecd 4889542448 mov gword ptr [rsp+48h],rdx el 2659022ab75 __ /
00007118 3dffeecd 48894c2440 mov gword ptr [rsp+40h],rcx rsp bf2c50cels
eeRe7ff8 3dff6ed2 4885c9 test rcx,rcx rbp @ (Nm a parame_ter,lbu: points to the]
0000718 3dffeeds 74ef je KERNELBASE !VirtualAlloc+@x26 (@00e7ff8 3dff6ee6) rsi 2659022ac7 mpen
eeee7ff8  3dffeed7 8bo@5bb902d0e mov eax,dword ptr [KERNELBASE!SysInfo+0x18 (@eee7ffg 3e2cff98)] rdi 7ff8407c5400
©0ee7ff8 3dffeedd 483bc8 cmp rcx, rax
rg8 103000

Command ﬂ
1 : 942> dc r\bx . Processes a.wc nreads . E
0000265 9022ab7552415a4d e5894855 20ec8348 048348 MZARUH..H.. H... joopisibe wscript.exe
P0EBR265 9022ab85 BM‘W!eB 81485bee ©@e5af3c3 48d3ffee ..... [H...Z....H --662:63d8 Eonhost exé
POEBR265 9022ab95 96'F8c3b-;""""q4,99693 5af46ad8 eeeedeff+ ...... I..j.Z.... ) )
POEBR265 9022abas 99999999% ""'“QQ,\_QBB@BBB@ (1% 1% 1% 1% M % 1 Calls i
99999265‘ 9922abb5 Bebal'FBe CdBQb ‘\qlbszl 685421Cd ....... ! .. L . !Th Raw args Funcinfo Source Addrs Headings Monvolatile regs Frame nums Source args More Less
99999265‘ 9922abC5 79297369 72676:\72\6_. ”‘16.F6e6e61 iS pr\ogr\am canno Beeeeebf‘ 2c50cel8 0PRRO265 90230954 KERNELBASE !Vir‘tualAlloc

. ' ~ . 00000abT 2c50ce20 0QVPOORY BPV36a8d BxOVPVV265 99230954
99999265‘ 9022abd5 65622074 6e757220 296e\6>\.” 4f44 t be run in DOS 0060BEbE" 2c50ce28 0O0AB26S" BOGOIBTO Ox36a8d
00ROO265 9022abe5 65646f6d Ba@dod2e 2OORO24 . "‘*-fllgge R 00000ebT" 2c50ce30 PRBBRBLT  2c50ce38 OXxPRBAB2E65" 80003870
1:042> lvprot rbx 1:042> u rbx 000008bT 2c50ce38 00009748 ccaa89b5 Ox00000EbT 2c50ce3s
BaseAddress: 00000265902223000 gbgooacs sazzau’> I o 1o 000000bf  2c50ce40 0POOB265 e7db52e0 BXx00OR9748  ccaad9bs
AllocationBase: 0000026580000000 0000265 90223075 55 push  rbp
AllocationProtect: 00008004 PAGE READWRITE 00000265 9022ab7d 48835020 sub FSE:NE 0000e0ebT" 2c50ce50 00RO7fT7 d12410a8 ©x00000265  9022ac75
Regionsize: 0000000000038000 GPooerce" sormshes seoooooese call  Geemeaccvemsaben 000000bf" 2c50ce58 00000000 00000000 0x00007ff7" d12410a8
State: 00001000 MEM_COMMIT coanozes sazzabsa 50 Po
Protect: 00000040 PAGE EXECUTE_READWRITE
Type: 00020000 MEM PRIVATE
1:042> da (rbx+5Be8) I0C
0000265 9023067d "@SUVWATAUAVAWH..83.D..H..%." I

CYBER
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observed-dal

refers-to

Momphisec Inc.

powershell.ex

observed

Metasploit

"type": "malware",
"spec_version": "2.1",

"id": "malware--ae560258-a5cb-4be8-8f85-013d6712295f",
"created_by_ref": "identity--508¢5a5e@-3b76-4d9f-b9el-8c46773c2¢f3",
"created": "2020-82-20T09:16:08.989Z",

"modified": "202@-82-20T09:16:08.989Z",

“name”: “"Metasploit”,

"description™: "Metasploit is a free penetration testing product that
Implant includes a wealth of functionality to the attacker, including
proxying, privilege escalation, mimikatz, port scanning and lateral m
"malware_types": [

"backdoor"
L
"1s_family": true
"type": "process"”,
"spec_version": "2.1",
"id": “"process--78bl7c6c-93e5-4¢80-8683-5a4d4e51f2cl",
"pid": 1211,

"name": “"powershell.exe",
"extensions": {

Command and Scripting Interpreter

"x-morphisec-process": {
"target_ref": "attack-pattern--b3d682b6-98f2-4fb@-aa3b-bsdfee
"api_name": "VirtualAlloc",
"registers": {
"rcx": "e",
"rdx": "3deee",
"rbx_mem": "4d5a4152554889e54883ec204883e4f0e8"
X
}
}

"type": "observed-data",

"spec_version": "2.1",

"id": "observed-data--cf8eaadl-6f4c-482e-89b9-9cd2d6a83chl”,
"created_by_ref": "identity--5@c5aSe@-3b76-4d9f-bIel-8c46773c2cf3",
"created": "2022-81-10T16:11:29.538Z",

"modified": "2022-81-10T16:11:29.538Z",

© Morphisec Ltd., 2022 | CONFIDENTIAL

Legend

Runtime detection of
Metasploit implant

Challenges to present Metasploit /
Cobalt?

» |s this malware or indicator? Do we
have known URL or Hash or
maybe only process behavior
(observable-data)?

Metasploit process example behavior:

* Allocating memory for the implant
(msfvenom) — size 3d00
(address=0)

* One of the registers points to the
implant within a temp memory

CYBER
) THREAT
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THREAT INTELLIGENCE PRACTITIONERS' SUMMIT M o R P H IS EC




Runtime detection of
Metasploit MSFvenom (5.0.88-dev)implant

Disassembly n Registers
Offset: @$scopeip Previous Next Customize...
Ho prior disassemblvy pos=sible
KERNEL3:Z | VirtualdllocStub: Feg Values
00007ff8" 3=Bd82f0 ABff2519870600 tr [EERNEL3IZ ! imp Virtualdlloc 8° 3294081031 ] d=:00007ff8" 3e940al0={EK
00007££8 3e8d827 oo int 3 rax | 980cH
00007££8° 3=BdBZE8 co int 3 roX I
00007££8° 3=B8d82£9 cc int 3 [ B 39000
D0007££8° 3=8dB2fa oo int 3 ——— | e
00007££8° 3=8d82fb cc int 3 - - = et
00007££8° 32882 oo int 3 The implant size changed, the rsp  d8ct9fdsds
00007££8° 3=8d82fd cc int 3 H b 2c9dcb3lceds
00007££8° 3=0d82fe oo int 3 behaviour stays the same S T
00007££8° 3=B8d82ff cc int 3
0D000D7££8° 3=28dB8300 oo int 3 e —
00007££8° 3=8d8301 cc int 3
00007££8° 3=28d8302 co int 3
00007££8° 3=8d8303 cc int 3 p T
00007££8° 32848304 cc int 3 e —
AANNTFFR" 22BAR2NC e R 2 - 000:8b70 procezp6i. eme
=" - 000:8df0
~ - 001:87b3
Command y n - 002 46£8
_ B = - 003: 4260
0:005> u rb= T - 004 76cc
00000229 deb3lbes 4dSa pop rld — " - 005:902c
000002c9 dchb3lbey 4152 push rl0 . . N
000002c3 " debilbed 55 push  rbp [ Different attack vector, dll hijack ] - 0064808
000002c9 dchb3lbea 43895 mow rbp. r=p - 007 7864
00000229 deh31bed 4883ec20 sub r=p, 20k 0083260
000002c3°dch31bfl 4883=4£0 and rsp, OFFFFFFFFFFFFFFFOL 009 9204
000002c9 dcb3lbEfs =300000000 call 000002c9 decb3lbfa DlD:2d4D
000002c9 dch3lbfa Sh pop rh= - '
0:005: db rbx 112
000002c%9 dchb3lbes 4d Sa 41 52 55 48 89 =5-48 83 ec 20 48 83 =4 f0 MZARUH. H.. H. ..
000002c9 decb3lbfs =8 00 . Calls
g:ﬂﬂiéd!vprot pDi(r?E%DDZ 9dcbh37000
AEFSAOCTESS . c-dc Raw args Funcinfo Source Addrs
AllocationBase: 000002c%zca10000 HY :
allocationProtect: 00000004 PAGE_READWRITE Additional pOSS_IbIE_IQC: return KERNEL32 | VirtualallocStub
ReglupSlze: 0000000000024000 I address (RS P) is within |mp|ant D=000002c9 deb27673
State: oooo1oo00 MEM COMMIT e O=x3168d
Protect : 00000040 PAGE EXECUTE_READURITE L RWX 0=000002c9° coal 3£d8
Type: ooozooo00 MEM _PRIVATE O=000000d8 " =f9fd48b8
0=z0000=adc c4ab3beb
0x000002c9 dcb31beb
0=z000000d8 cf9fdbin
NexNANATE££7 " A1 N~=2200

CYBER
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Some stats for cobalt-strike

Unique attacks by time

40

® Metasploit
@ CobaltStri...

35
30

25

20

2022-04-01 2022-05-01 2022-06-01 2022-07-01 2022-08-01 2022-09-01

Machines (Unique Count)

Attack Time per day
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How to generate runtime CTI —

« Manual analysis + combination of offline memory scanners
« Enhanced visibility reporting feed (filtered ETW + memory visibility)

» Prevention + deception technology (Moving Target Defense)
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Final Notes —

« Attack-patterns representing process behavior state have to be standardized, STIX 2.1 facilitates
the change.

Techniques have been presented on how to improve detection based on process state without the
need for memory scanning

» Infrastructure already exists to generate and utilize runtime CTI, this will significantly slower down
the threat actors

() CYBER
L ALLIANCE
© MOI’phISGC Ltd-/ 2022 | CONFIDENTIAL THREAT INTELLIGENCE PRACTITIONERS' SUuMMIT MORPHISEC




References —

* https://oasis-open.qgithub.io/cti-documentation/stix/intro

» https://media.defcon.org/DEF%20CON%2030/DEF%20CON%2030%20presentations/Kyle%20Av

ery%20-
%20Avoiding%20Memory%20Scanners%20Customizing%20Malware%20t0%20Evade%20YARA

%20PE-sieve%20and%20More.pdf

o https://github.com/opencybersecurityalliance/stix-shifter/tree/develop/adapter-qguide/connectors
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