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Presentation Notes
ABSTRACT
The story starts with a familiar beginning, Logs4Shell, but then takes some unexpected turns.  In doing some basic research into how these attacks are executed, and strategizing on how to detect attacks of this nature, I came up with some signals to look for in our logs.  In researching the logs within our SIEM (Security Information and Event Management) system, I found not only some new IOC's (Indicators of Compromise) that we not listed, at that time, in any of our Threat Intelligence feeds; but I also discovered some unexpected log sources.  In this talk I will talk about this journey that led to these novel discoveries.  I hope this presentation inspires people be aware of potential sources of intel.
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https://en.wikipedia.org/wiki/Log4Shell
CVE-2021-44228
Discovered: 24 November 2021
Patched: 6 December 2021
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OBSERVED

- Searching for “jndi” references in SIEM logs
* |dentified attacked hosts as subdomains of another domain in DNS
* Example: server.mayo.edu.come.other.domain

« Some noise reduction necessary (e.g. some SAAS offerings)

* “Other Domains”
« Typically, free public DNS request logging services
» Often new domains, various hosting
* DNS requests could represent attacked assets in near real time
« Can we mine these for blocking and/or alerting?
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Searching the long tail of data…
SAAS offerings typically become obvious at the front of the data (volume, naming, recognizable, registered)
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CONJECTURE

* Insecure by Design?
» Multi-Actor Coordination?
» Perhaps Bot/Scanners to find vulnerable

 Plausible Deniability / Burnable Initial Sources
* DNS request logging services for collecting hostnames
 Possible follow-up by others for more payloads
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SIEM SWIMMING

» Searched for our domains as subdomains of others
* Intentionally Broad Search
* Hosts, DNS, Processes, URLs, anything...

» Unexpected Finding: Email Logs
» Hosts were not vulnerable
* Hosts had error reporting enabled via emaill
* Error condition encountered was in the Subject of the email
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Discuss looking broadly because references could come from lots of different sources…
System Logs (e.g. Process Names)
URLs in Proxy Logs
DNS Requests
Security Clients (Host, Network, Other)
Other…
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CONCLUSIONS

* Inadvertent Honeypots
* Non-vulnerable systems with error reporting enabled & configured

*10Cs
* Blocking to detect & protect vulnerable assets
« One domain identified, was not yet listed in our Tl feeds (at that time)

* Theoretical Risk

 Circumvention/Amplification - What if one of our email processing
systems or email recipient clients had Log4J trigger off of an email?
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rce4.1aa.pw
Domain is no longer active
I think hosting was in AWS ??? (notes incomplete) 
https://en.wikipedia.org/wiki/.pw (Republic of Palau)
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