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• Current:

• Gigamon: CTI & Detections 
Lead

• Previously:

• DomainTools, Dragos: CTI 
Research

• Los Alamos National 
Laboratory: IR Lead

• US Navy: Stuff



Agenda

1. The Triton Event

2. Post-Triton Activity

3. Examining Responsibility

4. Developers, Actors, and Operators

5. Complex Attribution Concerns

https://cdn.costumewall.com/wp-content/uploads/2017/10/king-Triton.jpg
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Triton/TRISIS/HatMan
The Triton Event
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Triton/TRISIS/HatMan
The Triton Event
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Triton Attack Path
The Triton Event
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Triton And Safety-Instrumented Systems
The Triton Event

???
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Triton Intention?
The Triton Event
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Triton Result
The Triton Event
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Triton Responsibility
The Triton Event

???
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Triton Responsibility?
The Triton Event
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Triton-Related Cryptonyms
The Triton Event

XENOTIME Temp.Veles

???
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Follow-Up Actions
XENOTIME Post-Triton
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US Government Disclosure - OFAC
XENOTIME Post-Triton
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US Government Disclosure - OFAC
XENOTIME Post-Triton
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US Government Disclosure – Indictment
XENOTIME Post-Triton
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Overview Of Events
XENOTIME Post-Triton
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Identifying An Entity
TsNIIKhM and XENOTIME

TsNIIKhM

Mandiant

US Treasury 
Department

US 
Department 

Of Justice
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What Is TsNIIKhM???
TsNIIKhM and XENOTIME

https://www.thespacereview.com/archive/3709a.jpg

https://www.thespacereview.com/archive/3709b.jpg
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TsNIIKhM Operations
TsNIIKhM and XENOTIME

‘The Federal State Unitary 
Enterprise "Central 

Research Institute of 
Chemistry and Mechanics" 

(FGUP "TsNIIKhM") is 
subordinated to the 
Federal Service for 

Technical and Export 
Control

(FSTEC of Russia) and is one 
of the most dynamically 
developing advanced 

enterprises
of the country's military-

industrial complex.’

Explosives 
Research

Space 
Weapons

Autonomous 
Vehicles

Cyber 
Research

Advanced 
Chemistry
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TsNIIKhM & ADC
TsNIIKhM and XENOTIME

‘Conducting exploratory and 
applied research to substantiate 
and create means and methods 
for protecting critically important 

infrastructure facilities of the 
Russian Federation from the 

destructive impact of information 
and technological nature.’
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TsNIIKhM & ADC
TsNIIKhM and XENOTIME

‘Conducting exploratory and 
applied research to substantiate 
and create means and methods 
for protecting critically important 

infrastructure facilities of the 
Russian Federation from the 

destructive impact of information 
and technological nature.’

Website No 
Longer 

Available!
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TsNIIKhM Role?
TsNIIKhM and XENOTIME

Develop 
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Intrusion
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TsNIIKhM Role?
TsNIIKhM and XENOTIME

Develop 
Support 

Tools
Perform 
Intrusion

Execute 
TritonNo Mention 

Of Trit
on 

Development
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Triton & XENOTIME
Developers, Actors, & Operators

Develop 
Capability

Breach 
Target

Deploy 
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Triton & XENOTIME
Developers, Actors, & Operators

Develop 
Capability

Breach 
Target

Deploy 
Capability

Is It Realistic To 
Expect A Single 
Named Entity 

(“XENOTIME”) Is 
Responsible For All 

Phases Of Triton 
Event, And Post-Triton 

Activity?
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Unearthing An Ecosystem
Developers, Actors, & Operators
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Unearthing An Ecosystem
Developers, Actors, & Operators
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Triton, Revisited
Developers, Actors, & Operators

Cyber Operations - Especially Targeted 
Events - Are Extremely Complex!

Division Of Labor Among Various 
Parties To Achieve Outcomes

One "Actor" Is Rarely Responsible For 
Everything
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Triton, Revisited
Developers, Actors, & Operators

We Can Assess With High Confidence 
That The Triton Incident Represents A 
Collaborative Action Among Multiple 
Parties (Many Unknown At This Time, 
But Likely Linked To Russian Military 

Intelligence) Across Tasking, 
Development, And Intrusion Actions.
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So What Is “XENOTIME???”
Developers, Actors, & Operators

"XENOTIME" Is A Composite Of Multiple Entities

Range Of Actions Indicate Complex Interaction 
Between Organizations

We Still Do Not Know Critical Elements Of XENOTIME 
Activity
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Why Does This Matter?
Developers, Actors, & Operators

We Need To 
Improve 

Understanding Of 
Events

•Cyber Operations Are Not 
The Function Of Unitary Actors

•Greater Appreciation 
Needed For Cooperating 
Entities

Attribution Is Hard!

•Cyber Threat Attribution Is 
Already Complex

•Mix-And-Match Of 
Collaborating Organizations 
And Work Centers Make 
Matters Harder Still

Threat Intelligence 
Must Adapt To 

Complex 
Circumstances

• Unitary Attribution & 
Naming May 
Inappropriate

• CTI Needs To Expand 
Conceptions Of How 
Events Take Place



Joe.slowik@gigamon.com

@jfslowik

Thank you
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