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Triton/TRISIS/HatMan

The Triton Event
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The inside story of the world’s most dangerous malware

By Blake Sobczak | 03/07/2019 07:20 AM EST
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Triton/TRISIS/HatMan

The Triton Event
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THREAT RESEARCH Whitepaper

Attackers Deploy New ICS TRISIS: Analyzing Safety System
Attack Framework “"TRITON" and Targeting Malware

Cause Operational Disruption to © =i i
Critical Infrastructure

BLAKE JOHNSON, DAN CABAN, MARINA KROTOFIL, DAN SCALI, NATHAN BRUBAKER, CHRISTOPHER GLYER

DEC 14, 2017 | 14 MINS READ

CYBERSECURITY \
#MALWARE , & INFRASTRUCTURE D
. SECURITY AGENCY [

Alerts and Tips Resources

MAR-17-352-01 HatMan—Safety System Targeted Malware

The HatMan malware affects Triconex controllers by modifying in-memory firmware to add additional programming. The extra functionality
allows an attacker to read/modify memory contents and execute custom code on demand through receiving specially crafted network
packets. HatMan consists of two pieces: a PC-based component to communicate with the safety controller and a malicious binary component
that is downloaded to the controller. Safety controllers are used in a large number of environments, and the capacity to disable, inhibit, or
modify the ability of a process to fail safely can potentially result in physical consequences. This malware analysis report discusses the
components and capabilities of the HatMan malware and some potential mitigations. Media reporting also refers to this malware as both
TRITON and TRISIS. This report is available at: MAR-17-352-01 HatMan-Safety System Targeted Malware.




Triton Attack Path

The Triton Event
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Triton And Safety-Instrumented Systems

The Triton Event
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The Triton Event




Triton Responsibility

The Triton Event
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THREAT RESEARCH

TRITON Attribution: Russian
Government-Owned Lab Most

Likely Built Custom Intrusion
Tools for TRITON Attackers

FIREEYE INTELLIGENCE

OCT 23, 2018 | 7 MINS READ

#THREAT RESEARCH  #MALWARE

Overview

In a previous blog post we detailed the TRITON intrusion that impacted industrial control
systems (ICS) at a critical infrastructure facility. We now track this activity set as TEMP.Veles. In
this blog post we provide additional information linking TEMP.Veles and their activity
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Triton-Related Cryptonyms

The Triton Event




Follow-Up Actions
XENOTIME Post-Triton
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THREAT RESEARCH

TRITON Actor TTP Profile,
Custom Attack Tools,
Detections, and ATT&CK

Mapping

Threat Proliferation in ICS
Cybersecurity: XENOTIME Now
Targeting Electric Sector, in
Addition to Oil and Gas

@ By Dragos, Inc. 06.14.19

CAPABILITIES
TRISIS, custom credential harvesting, off the shelf tools

STEVE MILLER, NATHAN BRUBAKER, DANIEL KAPELLMANN ZAFRA, DAN CABAN

APR 10, 2019 | 14 MINS READ VICTIMOLOGY

0Oil & Gas, Electric, Middle East, US, Europe, APAC

#TTPS #THREAT RESEARCH #MALWARE

The most dangerous threat to ICS has new targets in its
sights. Dragos identified the XENOTIME activity group
expanded its targeting beyond oil and gas to the electric

Overview

utility sector. This expansion to a new vertical illustrates a
trend that will likely continue for other ICS-targeting
adversaries.

FireEye can now confirm that we have uncovered and are responding to an additional intrusion
by the attacker behind TRITON at a different critical infrastructure facility.




US Government Disclosure - OFAC
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We can do this. Find COVID-19 vaccines near you.

Treasury Sanctions Russ
Government Research
Institution Connected tc
Triton Malware

October 23, 2020

Washington - Today, the Department of the Treasury’s Office
Control (OFAC) designated, pursuant to Section 224 of the Col
Adversaries Through Sanctions Act (CAATSA), a Russian gover
institution that is connected to the destructive Triton malwar:

Triton Malware

In August 2017, a petrochemical facility in the Middle East was the target of a cyber-
attack involving the Triton malware. This cyber-attack was supported by the State
Research Center of the Russian Federation FGUP Central Scientific Research
Institute of Chemistry and Mechanics (TsNIIKhM), a Russian government-
controlled research institution that is responsible for building customized tools
that enabled the attack.

The Triton malware was designed to target a specific industrial control system (ICS)

controller used in some critical infrastructure facilities to initiate immediate

shutdown procedures in the event of an emergency. The malware was initially

deployed through phishing that targeted the petrochemical facility. Once the

— known also as TRISIS and HatMan in open source reporting — was designed

specifically to target and manipulate industrial safety systems. Such systems

provide for the safe emergency shutdown of industrial processes at critical

infrastructure facilities in order to protect human life. The cyber actors behind the
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US Government Disclosure — Indictment

FOR IMMEDIATE RELEASE Thursday, March 24, 2022

Four Russian Government Employees Charged in Two Historical Hacking Campaigns
Targeting Critical Infrastructure Worldwide

Defendants’ Separate Campaigns Both Targeted Software and Hardware for Operational Technology
Systems

The Department of Justice unsealed two indictments today charging four defendants, all Russian nationals who worked for
the Russian government, with attempting, supporting and conducting computer intrusions that together, in two separate
conspiracies, targeted the global energy sector between 2012 and 2018. In total, these hacking campaigns targeted thousands
of computers, at hundreds of companies and organizations, in approximately 135 countries.

A June 2021 indictment returned in the District of Columbia, United States v. Evgeny Viktorovich Gladkikh, concerns the
alleged efforts of an employee of a Russian Ministry of Defense research institute and his co-conspirators to damage critical
infrastructure outside the United States, thereby causing two separate emergency shutdowns at a foreign targeted facility.
The conspiracy subsequently attempted to hack the computers of a U.S. company that managed similar critical
infrastructure entities in the United States.

4. As set forth in greater detail below, GLADKIKH and co-conspirators known and
unknown to the Grand Jury, including TsNIIKhM and members of TsNIIKhM and ADC, prepared,
supported, conducted, and conspired to conduct computer intrusions using ADC resources that
targeted energy facilities in the United States and elsewhere. Between in or around May and

September 2017, they gained unauthorized access to the systems of a refinery outside the United

Case 1:21-cr-00442-CIJN Document 1 Filed 06/29/21 Page 3 of 17

States using techniques and tools designed to enable an attacker to cause effects including physical
damage, with potentially catastrophic effects, rather than merely causing a plant shutdown. In so
doing they triggered an emergency shutdown of that facility’s operations. Then, between in or
around February and July 2018, GLADKIKH and co-conspirators targeted a U.S.-based
company’s similar facilities with similar techniques and tools and attempted to gain unauthorized

access to its systems. Those 2018 attempts were unsuccessful.




Overview Of Events
XENOTIME Post-Triton
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Custom version of CryptCat
malware first identified, linked to
TsNIIKhM

CryptCat variant identified in malware testing
environment, again linked to TsNIIKhM

Latest possible start date for Triton event intrusion

First attempted use of Triton resulting in fault followed by
emergency facility shutdown

Second attempt to install Triton resulting in another fault
followed by emergency facility shutdown

XENOTIME entity begins reconnaissance of US
oil and gas entity

XENOTIME-linked intrusion reported by Mandiant at new,
unidentified facility

XENOTIME-linked reconnaissance reported by Dragos at
multiple electric utilities in North America

US Treasury sanctions TsNIIKhM over Triton incident

US Department of Justice indicts TsNIIKhM employee for
Triton incident and attempted breach of US oil and gas entity




ldentifying An Entity
TsNIIKhM and XENOTIME




What Is TsNIIKhMegee
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DeneparsibHoe rocynapCTBEeHHOE YHUTapHOE rnpearnpuaTmne «LleHTpasibHbIvi HayYHO-MUCC/1e40BaTeTbCKUA MHCTUTYT XUMUK U1 MEXaHUKU»
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TsNIIKhM Operations
TsNIIKhM and XENOTIME

‘The Federal State Unitary
Enterprise "Central
Research Institute of
Chemistry and Mechanics"
(FGUP "TsNIIKhM") is
subordinated to the
Federal Service for
Technical and Export
Control
(FSTEC of Russia) and is one
of the most dynamically
developing advanced
enterprises
of the country's military-
industrial complex.’

pAl



TSNIIKhM & ADC

TsNIIKhM and XENOTIME

—
«I_[eHTpaJILHLIH
Hay4YHO-HCCIIEI0BATEIbCKUIA

8(499)611-51-29 8(499)782-23-21¢ OBPATHAS CBfi3b

HUHCTUTYT XUMUU U MEXAHUKU»

O npeanpuatun
PykoBoacTBO
HanpaBeneHue featenbHoCTH
o Hay4Ho-
UCCNIef|0BaTENIbCKUI LIEHTP

HaHOTEXHOJIOr MM

[naBHas >> O npeanpuatvM >> HanpaBsieHWe AeATeNbHOCTM >> LIeHTp NpuKnaaHbIx pa3paboTok

LleHTp npuknagHbix pa3paboToK

MpoBeaeH1e MOMCKOBbLIX M NPUKNAAHBIX MCCEL0BaHUMA MO 060CHOBAHMIO M CO3AaHMI0
CpeACcTB M METOAOB 3alMTbl  KPUTMYECKM BaXKHbIX O6BLEKTOB  MHPPacTpyKTyp
Poccuickon degepaupm OT  AECTPYKTMBHOrO BO3AEMCTBMA MH(OPMALMOHHOMO M

TEXHOJIOrMYECKOro xapakrepa.

‘Conducting exploratory and
applied research to substantiate
and create means and methods
for protecting critically important

infrastructure facilities of the

Russian Federation from the
destructive impact of information

and technological nature.’
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TSNIIKhM & ADC

TsNIIKhM and XENOTIME
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D

CnaBHasa >> O mpeanpuATUMU H aBJieHue feATe/M D NPUKNALHbIX Pa3paboToK \
LleHTp npuk IX pa3paboTe

I'Ipose,qume NMOUCKOBbIX U UKN bl CCI‘Ie,D,OBaHMM no 060 aAHUIO
cpeacitB M MEeToA0B  3alUMThI a)KHbIX 06BEKTO

‘Conducting exploratory and
¢ wplied research to substantiate
and.2reate means and methods
for protecting critically important
infrastructure facilities of the
Russian Federation from the
destructive impact of information
and technological nature.’
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TsNIIKhM Role?
TsNIIKhM and XENOTIME
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Tritfon & XENOTIME

Developers, Actors, & Operators
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Triton & XENOTIME
Developers, Actors, & Operators —

s It Realistic To
Expect A Single
Named Entity
(“XENOTIME") Is
Responsible For All
Phases Of Triton
Event, And Post-Triton
Activitye




Unearthing An Ecosystem

Developers, Actors, & Operators
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Unearthing An Ecosystem

Developers, Actors, & Operators
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Triton, Revisited

Developers, Actors, & Operators
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Triton, Revisited

Developers, Actors, & Operators

We Can Assess With High Confidence
That The Triton Incident Represents A
Collaborative Action Among Multiple
Parfies (Many Unknown At This Time,
But Likely Linked To Russian Military
Intelligence) Across Tasking,
Development, And Infrusion Actions.




So What Is “XENOTIMEe¢g<e”

Developers, Actors, & Operators




Why Does This Matter?

Developers, Actors, & Operators

*Cyber Operations Are Not
The Function Of Unitary Actors

*Greater Appreciation
Needed For Cooperating
Entifies

*Cyber Threat Attribution Is
Already Complex

* Mix-And-Match Of
Collaborating Organizations
And Work Centers Make
Matters Harder Still

* Unitary Attribution &
Naming May
Inappropriate

* CTl Needs To Expand
Conceptions Of How
Events Take Place

35
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