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ABSTRACT

As in the tomb of Pharaoh Tutankhamun, aka King Tut, the threat landscape in Latin America is shrouded in mystery,
mostly because the evolution of malicious campaigns in the region doesn’t get much attention. The ATM attacks [1], the
banking trojans born in Brazil [2], and the Machete [3] cyberespionage operations all made the news — but there is more to
the story. Just as the archaeological excavations of King Tut’s tomb helped us understand life in ancient Egypt, the research
that we have carried out in the past five years contributes to a broader understanding of the threat landscape in Latin
America.

In recent years, that region has experienced a significant increase in the number and sophistication of malicious campaigns.
Whether it’s advanced social engineering techniques or improved multi-stage compromise chains, LATAM cybercriminals
have been upping their game.

In this presentation we will share details from our recent investigations, which confirm this trend. For example, Operation
Red Octopus [4], in which the cybercriminals’ phishing emails impersonated governmental entities from Ecuador, and
Operation Spalax [5], in which cybercriminals used steganography to deliver the Remcos RAT in disguise. Along with
these two, we have been tracking dozens of campaigns with particular characteristics in various countries of the region.

Next, we will draw from our experience in tracking these types of campaigns and will contribute our knowledge for the
understanding of the region’s malicious ecosystem. These contributions are made around three main topics: cybercriminal
motivation, diverse sets of techniques, and the differences between the operations across the countries in the region.

These topics demonstrate the shift from simple, opportunistic crimeware to more complex threats. Notably, we will look at
how their targets shifted from the general public to high-profile users, including businesses and governmental entities. We

will look at the persistence with which the cybercriminals update their tools again and again, introducing different evasion
techniques to increase the success of their campaigns. Finally, we will look at how they expanded their crimeware business
to countries outside Latin America, just as we have seen with the banking trojans born in Brazil.

INTRODUCTION

In the past five years, the ESET Research team has been documenting cybercriminal activity in the Latin American
region. Although the term ‘cybercriminal activity’ is normally associated with threat actors that operate globally, such as
botnet operators or ransomware groups, in this paper we use it to refer to campaigns and operations in which the vast
majority, if not all, of the victims are in Latin American countries. Additionally, it has been observed that the attackers
behind these operations are residents of the region, as indicated by certain characteristics discussed in the investigations
presented in this paper.

This paper is divided into four parts. The first part focuses on describing three regional operations that serve as examples to
illustrate the structure and modus operandi of threat actors in the region. Moving on to the second part, a summary is
provided of the analysis conducted on at least ten campaigns, utilizing the Cyber Kill Chain [6] framework. This analysis
aids in gaining insight into the similarities and differences within the Latin American threat landscape. The third part of the
document delves into one specific campaign and other instances of malware with unique characteristics that deviate from
the norm. This exploration showcases the continuous evolution of these operations in the region, highlighting exceptions to
the established patterns.

Finally, in the last section, the conclusions drawn from the research are presented, summarizing the key findings. It is
important to note that the paper relies solely on investigations carried out by ESET.

CASE STUDIES

In the following subsections we present a detailed analysis of three operations investigated in recent years. These
operations provide an overview of cybercriminal activity in the Latin American region.

Operation Spalax

Operation Spalax [5] occurred in 2020 and was strongly focused on Colombian entities, particularly government
institutions and private companies. In this operation, the attackers used targeted spear-phishing techniques impersonating
entities such as the SIMIT (a system for paying transit violations in Colombia) and the DIAN (the National Directorate of
Taxes and Customs).

Figures 1 and 2 show examples of the phishing emails used in Operation Spalax. The topics used for these emails were
diverse, but in all cases they were related to important personal events that require immediate action, for example:

* A notification about a driving infraction
* A notification to attend a court hearing

A notification of an embargo of bank accounts
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SIMIT tificacionesmultas@simit.org.co> Undisclosed-Redpients: (U
Notificacion De Foto Comparendo N° 2475569

€ This message was sent with High importance.

817/2020

Comparendo 2475568...
w] 53KB

o o
° .
simit
[ ]
: ®
. e
Sistema Integrado de informacién sobre

multas y sanciones por infracciones de
transito.

SECRETARIA DE TRANSITO
ACTA DE INFRACCION DE TRANSITO
Orden de comparendo N° 2473569

[¥] The linked
image cannot
be displayed.
The file may
have been

SENOR CONDUCTOR

Por este medio se le notifica a usted que presenta un comparendo por foto multa, valor de la sancién $ 975,800
{novecientos setenta y cinco mil ochocientos pesos)

COMPARENDO C701; Ley 4462 del 10 de septiembre del 2011: Conducir un vehiculo a velocidad superior a la
maxima permitida

Hemos adjuntado su comparendo donde encontrara fotos hora v lugar donde se origino su comparendo

« EVIDENCIAS: FOTOS, LUGAR Y FECHA DE LA INFRACCION

Figure 1: Example of phishing email used in Operation Spalax.

Wed 1/15/2020 215 PM
DIAN <correodirecto@diangov.co>
( Ultimo Aviso ) Procederemos can una orden de embargo a las cuentas bancarias encontradas a sur

To

) This message was sent with High importance.

¥ there are problems with how this message is displayed, click here to view itin a web browser.

Click here to download pictures. To help protect your privacy, Outlook prevented automatic dewnload of some pictures in this message.

= Estado de cuenta dian.rtf
o o
41 KB

Bogota D.C., 15 de enero de 2020

100220021- 13210
Consecutivo No. 2.668 641

Sefior(a)

Asunto: Procederemos con una orden de embargo a las cuentas bancarias encontradas a su
nombre

Respetado contribuyente,

Para lo de su conocimiento, nos permitimos informarle que nuestro sistema de informacion
inteligente ha detectado que el estade de su declaracion de renta con la direccion de impuestos
y aduanas nacionales DIAN se encuentran en mora de 180 dias por este motivo se ha
determinade proceder conforme lo estipula la ley Art.823 hasta 843-2.

Procederemos una orden de embargo a las cuentas bancarias encontradas a su nombre.
Adjuntamos la informacion y su deuda a la fecha con una clave la cual es : dian

No es necesario dar respuesta a esta comunicacion

COORDINACION DE CONTROL EXTENSIVO DE OBLIGACIONES

Figure 2: Example of phishing email used in Operation Spalax.

In most cases, these emails had an attached document containing a URL pointing to a malicious archive. The attackers used
different legitimate hosting services, such as OneDrive or MediaFire, to host their payloads.

Once downloaded and unzipped, the malicious file was responsible for decrypting and running a remote access trojan on
the victim’s computer. We observed three distinct types of droppers, which we describe in the following subsections.
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Malicious NSIS installers

As a measure to evade detection, these installers contain several benign files as well as two malicious files, an
encrypted RAT and a DLL used to decrypt and execute the malware. The DLL is executed with the legitimate binary
rundll32.exe.

Function fun
Return
FunctionEnd
Function fun
Return
FunctionEnd

Return
FunctionEnd
Function fun

Strlmp

Return

IntOp

IntCmp

SetOutPath

File

File "h .

SetOutPath A\remind\domains™
File "5@- tem.xml”
File "or nome . p.ally.keyboard.g
File ™

File ™

File ™

File

File ™

File "SERVERLib.d1l"

File "Sampl

SetOutPath

File

File

File ™

File "M

File ™

File

File

File .

SetOutPath N boutUs\errata”
File "defa b xml"

File o >

StrCpy % oonCataclysm,Uboats”
SetOutPath MP
Exec "rundll3 >
Quit
Return
FunctionEnd

Figure 3: NSIS script for one of the droppers, the malicious files are highlighted — Bonehead being the encrypted RAT, and
ShoonCataclysm.dll the dropper.

AgentTesla packers

These packers make use of steganography and other packers like CyaX to hide the RAT that ends up running on the
victim’s system. In addition, they use benign dead code as an evasion measure. The payload ends up being decrypted and
executed in the same address space, or injected into a new process.

Figure 4 (on the following page) shows the hard-coded configuration in the CyaX-Sharp packer.

Autolt droppers

The attackers also used Autolt packers that were heavily obfuscated and contained two shellcodes: one to decrypt the
payload, the other to inject it into a process. The payload is constructed by concatenating several strings and then invoking
a decryption function that uses a single-byte XOR algorithm. Figure 5 shows the concatenation of the payload.
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emory");
wUnmapViewOfSection");
"Createl 25

1 F531 EBSBSDAFS

$G = DECRYPT PAYLOAD($G,
RUN_PAYLOAD ()

Endfunc

Func RUN PAYLCOAD()
INJECT PAYLOAD(S5G, "a")
Endfunc

Figure 5: Concatenation of the payload.
During the course of Operation Spalax, the operators used different commodity malware as the final payload:
* Remcos, where most of the samples were from version v2.5.0 Pro.

* njRAT, where most of the samples were from version v0.7.3 (Lime Edition), but version v0.7.d (Green Edition) was
also used.

* AsyncRAT, where version v0.5.7B was used.

It’s important to mention that the NSIS installers, AgentTesla packers, and the malware used in this operation are not used
exclusively by these operators; they are also used by other cybercriminals in the region, and in some cases appear worldwide.

Finally, the attackers used extensive network infrastructure: during our research into Operation Spalax we discovered
approximately 70 different domain names used for C&C corresponding to at least 24 IP addresses. The IPs associated with
them came from Colombian ISPs in most cases, although the use of VPN services such as Powerhouse Management was
also seen. Regarding the domains used, they were registered with Duck DNS and DNS Exit.
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Operation Red Octopus

Operation Red Octopus [4] occurred during June and July 2022 and was strongly focused on victims in Ecuador,
particularly government entities and institutions in the healthcare sector. In this operation the attackers used spear-phishing
techniques, in most cases impersonating the Attorney General’s Office of the State of Ecuador using themes such as
lawsuits or judicial processes.

These emails contain a URL that leads the victim to download a password-protected archive hosted on Google Drive
Figure 6 shows an example of an email sent in the Operation Red Octopus campaign.

cam -

PROCESO JUDICIAL EMPRESARIAL ADMINISTRATIVO LLAMADO 1 FISCALIA GENERAL

ictures in this

CORDIAL SALUDO!
Medio de la presente le comunicamos que usted mantiene un TITULO EJECUTIVO LEGAL pendiente y siendo as{ una DEMANDA JUDICIAL

Le hacemos llegar esta notificacion
Juicio No:
5111

Casillero Judicial No: 29
Casillero Judicial Electrnico No: 29
Fecha de Notificacidn: 01julio 2022

https://drive.google.com/uc?
id=1edpSpupddgeregiyccucdsirfbrinvgt
Descarga de documentos clave: 7070 Bexport=download&authuser=0

Click or tap to follow link.

PROCESO JUDICIAL EMPRESARIAL ADMINISTRATIVO LLAMADO 1 FISCALIA GENE%L

FISCALIA GENERAL DEL ESTADO
—_—— e

ECUADOR

SaludosCordiales,

Figure 6: Example of a phishing email used in Operation Red Octopus.
The following are some examples of the names used for the downloaded archives (translated into English):
* Administrative lawsuit criminal trial
* Bank transfer proof attached
* Criminal process trial demand filed
* Prosecutor criminal process trial demand filed
In order to trick the victims into executing the malicious executable file, the attackers used the Microsoft Word icon.

The downloaded file is intended to execute malicious PowerShell code with administrator privileges. If the file is not
running with these permissions, it performs the following two actions:

1. Copies itself into the $TEMP$ folder, renaming itself as IntAnalyticsManager.exe.
2. Creates a windows folder (with a space at the end) in the victim’s root directory.

Into this last directory, it copies the official Windows Standalone Installer known as wusa . exe, together with a DLL named
WTSAPI32.d11. This DLL is hidden in the payload resources.

Having done this, the payload performs a UAC bypass by executing wusa . exe, which proceeds to load the fake
WTSAPI32.d11. This DLL can then run PowerShell code with elevated privileges.

[ Wusa.exe 149 K B.552 K BI96 Windows Update Standalon...  Mic
= ﬁ cmd exe 4,392 K. 43858 K 8916 Windows Command Processar Mic
[ conhost exe 0.07 7.236K 17.800 K 2532 Console Window Host Mici

= i Int&nalpticzid anager. eaﬁ 014 1.044 K 4568 K  B43B
= ﬁ cmd.exe 0.54 4,372 K 4 400K 1992 Windows Command Processor Mic
= =8 cmd exe Command Line: 4.208K 4136 Windows Command Processor Mic
(25 PING.EXE PE:P:U sers\ IR ppD ata'Local\ Temphlntinalyticstanager exe | 4,284 K| 8764 TCPAP Ping Command Mici
I ath: : ;
2 procespbd. exe £\ ser S oD athLocal T emptlntAnalyticsManager exe B6.580 K. 5100 Spzinternalz Process Explorer  Sysi

T

Figure 7: Payload execution via the Windows Standalone Installer.
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fc. 64’ -outfile $hello;

¥9JbnRlcmShbEFu SdGlic3ppcA=

Figure 8: Deobfuscated malicious PowerShell code.

The PowerShell payload downloads two files hosted on the instant message platform Discord. These files are:
» ADLL that modifies the behaviour of the Windows APIs AmsiScanBuffer and EtwEventWrite
+ AZIP file

This new ZIP file contains another executable file, along with other benign DLLs, which has several checks to determine
whether the file is being executed in a virtual machine or sandbox.

If these checks are met, it decrypts the final payload from its resources to copy it to the C: \ProgrambData\data directory,
and to maintain persistence it creates a scheduled task.

<?xml version="1.0" encoding="UTF-16"2
E(Tesk version="1.2" xmlns="http: /schemas.microsoft.com/windows/2004/02/mit/task" >
—] <RegistrationInfox
<huthorzMicroseft</Author:
<lIegcription-Windows Updater Service Don't Remove. Might Cause System Crash! </Descriptions
<URI>\WindowsUpdate</URI>
- </RegistrationInfao>
E—% <Principalss>
= <Principal id="Author":>
«UserTd>5-1-5-21-3322241994-4003299013-4203680332-500</User Id>
<LogonType>InteractiveToken</LogonTypes
<RunLevel-HighestAvailabhle</Runlevel:>
) </Principals
- </Principals>
-]  <sSettings>
<MultipleInstancesPolicy>Ignorelew</HultiplelnstancesPolicoy:
<DisallowitarcIfonBatteriesrfalse</DisallovicarcIfOnBatteriess
<StopIfGoingOnBatteries>false</StopIfGoingOnEatceriess
<hllowHardTerminate>false</hllowHardTerminate:
<BtartWhenivailablerfalse</3tartWhenivailablex
<BunonlyIfletworkavailable>false</RunOnlyIfetworkivailsble:
=] <IdleSettings>
<StopOnldleEnd>true</StopOnldleEnd:>
«RestartOnldlexfalse</RestarcOnldlex
e </ Idledetcingss
<illowdtarconbemandstrue</ Ll lonStar conDemand:
<Enabled-true</Enableds
<Hidden>true</Hidden>
<BunonlyIfldlerfalse</RunOnlyIfldlex
<WakeToRun>false</ Uake ToRun>
<ExecutionTiweLinit>PT0S</ExecutionTimelimit>
<Priority>7</Priority>
- </Sectings:
E <iztions Contexc="Author':

M

<Exec>
|<Cummand> "C:\Programbata\fc9kedx2nG. exe" </ Command: |
] </Execk
- <fhctionss
*I</'Task>

Figure 9: Scheduled task configuration used for the malware's persistence.

Lastly, of the samples analysed in Operation Red Octopus, it was found that the operators mostly used the malware known
as Remcos v3.4.1Pro, although we also saw that they used AsyncRAT v(.5.7B.

Operation Guinea Pig

Operation Guinea Pig [7] occurred during the month of March 2023 and, unlike the previous ones, was not strongly focused
on a particular country but spread to different countries in Latin America, including Mexico, Peru, Colombia and Ecuador.

Although in this operation the attackers also made use of phishing emails, they did not take many precautions to craft emails
that impersonate entities specific to each country; instead they chose to impersonate a well-known package delivery company.

Although this practice is very common in campaigns with a global reach, in this case the operators, in addition to writing
the content in Spanish, were unusually friendly. This can be seen by the beginning of the body of the email where it says
‘Buen dia amigo’ which translates into English as ‘Good morning, friend’, showing that the operators were not very
interested in creating a convincing or urgent email.
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undisi ents:

Atencidn al cliente de(DHL) ents
NOTIFICACION DHL EXPRESS DE PREARRIBO DE ENVIQ POR - BROKER Guia 8331724181

cién de entrega jpg.oce

LXPRFSS

buen dis amigo.

Ha habida un retraso en su envio debido 3 una direction de entrega NCOrrects ¥ no n0S QUStara enviar sus productos 3 una direccion incorrecta.
Consulte el archiva adjunto para confirm ar |a direction v, si la diraccion no 85 corrects, hay un espacio en blanco en el docum enta que debe
completar con su direccin de entrega correcta

complete la direccion de entrega corrects y enviemels lo antes posible para que podam os continuar con | entrega

Espero sus comentarios lo antes posible

Saludos

DHL USA v Latinoam érica

Rastree su envio con cualquiera de nuestros canales digitales
Saludos

IGracias por enviar con DHL Express!

deutsche post DHL, el grupo de correo y logistica

2022 @ DHL INTERNATIONAL GMEH ...
CORREO ELECTRONICO..DHL @ ENTREGA.COm

Figure 10: Example of a phishing email used in Operation Guinea Pig.

These emails contain an archive attachment, which in turn contains an executable file that uses the so-called ‘double
extension’ and also uses the icon of a well-known virtualization software.

Figure 11: Executable file abusing the so-called ‘double extension’.

This file is in charge of executing malicious VBS code, which invokes the PowerShell interpreter to download a malicious
DLL. In this operation, the operators abused the provider ngrok to host their malicious artifacts. This DLL is in charge of
downloading the AgentTesla RAT, which proceeds to inject the RAT through the process hollowing [8] technique into the
RegSvcs.exe process.

DISCOVERING THE THREAT ECOSYSTEM

Apart from the case studies described in the previous section, over the course of the past few years the ESET Research team
has documented different campaigns operating in the region, as can be seen in the following timeline.

Machete
(last ESET publication) Operation Spalax Bandidos at large Poisoned archives Operation Red Octopus ~ Operation Guinea Pig

23 Apr 2020 12 Jun 2021 3)an 2022 20 Mar 2022 29 Dec 2022
) ey )

) )
A ~7 s ~7 e -7

5 Aug 2019 12 Jan 2021 7 Jul 2021 15 Oct 2021 5 Jul 2022 13 Mar 2023

Victory Gate Maggots in Ecuador LuxPlague Operation Discordia Operation Absolute

Figure 12: Timeline of publications on attacks in LATAM, tracked by ESET.

Although each of these operations exhibits distinct characteristics, and it is not considered that they are associated with the
same threat actor, it is highly likely that multiple actors are involved. It is important to highlight that the malicious
operations analysed in this study are limited to specific campaigns exclusively detected in Latin America, rather than
encompassing massive campaigns primarily associated with global crimeware.
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To compare the characteristics of the analysed operations, we will use the seven stages of the Cyber Kill Chain framework
[6] as a reference to describe the threat ecosystem that both organizations and individuals face in Latin America and to
understand the similarities that exist.

Reconnaissance

Our analysis reveals that most of the malicious campaigns detected in the region target enterprise users, and even
government sectors. These campaigns demonstrate a remarkable degree of sophistication and a deep understanding of their
potential victims. The level of specificity and precision observed in these attacks suggests a high degree of targeting,
indicating that the threat actors possess detailed knowledge about their intended victims.

This emphasis on precision targeting showcases the evolution of cybercriminal strategies in the region, where attackers are
increasingly investing in research and reconnaissance to maximize the impact of their campaigns.

Weaponization

Regarding the tools used in malicious operations in Latin America, we have observed that RATs (remote access trojans) are
the preferred type of malware, in particular the njRAT and AsyncRAT families. To a lesser extent, in campaigns focused on
government entities, the use of other families, such as Bandook and Remcos, has also been detected.

In terms of the infrastructure used for the propagation of these campaigns, it is common to find the abuse of free
file-hosting services such as Google Drive, gulf-up, SpiderOAK, pCloud, or up-00, although there is a shift toward the
misuse of services like Discord and Archive.org. The use of compromised infrastructure of legitimate websites or the
purchase of infrastructure is less common in these types of campaigns.

Delivery

Given the approach of the analysed campaigns, it is not surprising that the main mechanism used by adversaries to reach
potential victims is email. Most of these campaigns are highly localized in different countries of the region and impersonate
recognized entities in each territory, mainly government or tax entities, although they are not focused on specific users
inside the targeted companies.

This approach suggests that the threat actors prioritize the broad impact of their operations rather than focusing on specific
individuals or roles within the targeted organizations. By employing this strategy, the adversaries aim to exploit any
weaknesses in the organization’s security defences and potentially exfiltrate sensitive information.

Exploitation and installation

In summary, the analysed malicious campaigns follow a common pattern in the exploitation and installation phases,
according to the Cyber Kill Chain model:

» These malicious campaigns consist of multiple stages involving the utilization of malicious components such as
downloaders and droppers, particularly in PowerShell and VBS. These components are used to carry out
modifications to the operating system, enabling the download, execution, and persistence of payloads, mainly RAT
malware.

* Modifications are made to system components, such as AmsiScanBuffer and EtwEventWrite, to allow smooth
execution of malicious artifacts.

» Campaigns often have long propagation and infection chains, starting with an email that runs a script to prepare the
system and download malicious components, all the way to the final payload that allows access to victim
information.

» The process hollowing technique, which hides the malicious code within a legitimate process of the operating system,
is repeatedly used to achieve the execution of processes in a stealthy manner.

» Obfuscation at multiple levels is common in all the malicious campaigns analysed, since scripting techniques are used
to drive the process of infestation.

* Persistence is mainly sought for the final payload, and the most common ways are via system scheduled tasks or
copying to the Startup Folder. Adding Windows registry keys is more commonly used for executing components
directly in memory, rather than for persistence.

Command and control

The way that the attackers establish command and control (C&C) with their victims is related to the type of malware used.
However, it is common to find abuse of dynamic DNS (DDNS) services, with DuckDNS and No-IP being the most widely
used.
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Actions on objectives

Since the malicious actors seek to deploy RATS, it is clear that their primary goal is to steal personal and financial
information. Although the region is not exempt from threats that can lead to extortion and blackmail, these are not
addressed in the context of the analysed campaigns, since they are part of more global campaigns that may eventually
affect users in the region.

Table 1 (on the following page) presents a concise summary of the key characteristics observed in the analysed operations,
organized according to the phases of the Cyber Kill Chain.

EXCEPTIONS TO THE RULE

With everything mentioned so far, a trend toward the use of commodity malware can be seen in the different campaigns or
operations discovered in the region, but there are certain cases where we see threat actors carrying out espionage campaigns
with more sophisticated malware.

An example of this is Operation Jacana, which occurred during the first half of 2023. Its main objective was to spy on
Guyanese government entities using undocumented malware that we have named DinodasRAT.

During the course of Operation Jacana, we saw that the operators had knowledge of the geopolitical activities of the
country and abused this knowledge to create specially crafted emails to deceive their victims.

In addition, DinodasRAT is malware written in C++ that can perform different actions on a victim’s machine, such as
listing running processes, executing commands with cmd . exe, and listing files and folders, among others.

Given the characteristics of Operation Jacana, we came to the conclusion that it is a more traditional espionage operation
rather than a financially-motivated information-stealing campaign like most other campaigns that affect the region.

ESET has also identified notable exceptions to the established patterns, particularly concerning the infamous banking
trojans. While these trojans predominantly target residents of Brazil, there has been a growing trend of their presence in
other Latin American countries. Additionally, instances of these banking trojans have even been detected in European
countries.

One characteristic that most banking trojans share is that they are developed in Delphi, but in recent years we have
discovered and documented two new banking trojans, known as Janeleiro [15] and Spy.Banker.FN, which have an
important difference: the use of the Microsoft NET framework. Although we do not have enough information to know
whether there is any relationship between these new banking trojans and those documented previously, this difference
could indicate that the operators are testing different programming languages or that new operators may be appearing with
their own toolsets, while usually in the rest of LATAM we see attackers using existing tools.

CONCLUSION
Based on our investigation we have reached the following conclusions.

First, the attackers behind all these operations or cybercriminal activities seem to be motivated primarily by financial gain.
Although it is true that many of the malware families used have functionalities to spy on their victims, given the number of
victims that we have seen in these operations and the variety of organizations targeted — for example, health organizations,
government entities, and private companies, among others — we think that they are more in search of the personal
information of victims to sell in underground forums or to compromise accounts for future campaigns. At the same time, it
is important to acknowledge that several countries in the region face challenges in achieving a consistent economic
standard for their population. While the specific reasons vary across each country, discussing them in detail falls beyond
the scope of this paper. However, we believe that these economic disparities could potentially influence the behaviour of
operators in the region.

Also, we have seen that these cybercriminal groups are actively looking into different techniques and ways for their
campaigns to be as successful as possible, whether that’s by sending very convincing emails to dupe the victim or seeking
to evade some security solution.

On the other hand, although there are cybercriminal groups, such as Blind Eagle [16], that exclusively target users in
Latin America, attributing these campaigns to a single group would not be technically accurate. From the analysis
proposed throughout the paper, we can conclude that there is more than just one group behind the propagation of this
type of campaign seeking financial gain. Although over the years there has been talk of other threats that affect the
region, such as banking trojans or the Machete APT group, we believe that our paper helps to give a little more visibility
into another part of cybercriminal activity. This is significant because it forms a crucial part of the cyber threat
landscape in the region.

Finally, Latin America is a region that needs to keep improving its cybersecurity defences since these types of
cybercriminal activity and espionage campaigns are not only going to continue through time, but may also increase in
sophistication.
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Operation

Cyber Kill Chain Phases

Reconnaissance | Weaponization Delivery | Exploitation Installation C&C Ac't tons on
objectives
Cloud storage: ngrok | Persistence: Scheduled task
Machete Government Hostinger Spear Script languages: Python Data
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Companies Payload: njRAT | AsyncRAT S Scheduled task TCP bat
pear . ) ata
Spalax [5] | Government Abused technologies: PDF | phishing Sc.rlph)t languages: VBS | Autolt DuckDNS exfiltration
sector RAR Privilege escalation: UAC
ypass
Cloud storage: N/A Persistence: System Folder |
RNE Windows Registry
Maggots in Companies paylond: VWO Spear Script languages: JavaScript | rer Data
EC P Abused technologies: BZ2 phishing PSHp EUages: Jav p DuckDNS exfiltration
Privilege escalation: N/A
Cloud storage: Google Drive Persistence: Windows Registry HTTP
Bandidos . Payload: Bandook Spear Script languages: JavaScript Data
10 Companies hishi No-IP filtrati
[10] Abused technologies: PDF | | PRSI | privilege escalation: Process service extiltration
RAR hollowing
Cloud storage: up-00 Persistence: System folder | HTTP
LuxPlague Companies Payload: njRAT Spear Windows Registry Data
[11] p Abused technologies: ZIP phishing | Script languages: PSH | VBS NO'I.P exfiltration
: service
Privilege escalation: N/A
. Digital Library: archive.org Persistence: System folder
Pmsqned . Payload: njRAT | AsyncRAT | Spear Script languages: PSH | Autolt | TCP Data
Archives | Companies hishi filtrati
[12] Abused technologies: DLL phishing Privilege escalation: Process DuckDNS cxhiltraion
hollowing
Social platform: Discord Persistence: Windows Registry
Discordia Companics Payload: njRAT Spear Script languages: PSH | VBS | TCP Data
[13] Abused technologies: DLL | phishing Privilege escalation: N/A DuckDNS exfiltration
ZIP
Social platform: Discord Persistence: System folder
Companies . .
Red Cloud storage: Google Drive | Spear Script languages: PSH TCP Data
Octopus g}e(c)::/::nment Payload: Remcos phishing  Privilege escalation: Process | con-ip.com  xfiltration
Abused technologies: RAR hollowing
Cloud storage: Google Drive Persistence: Windows Registry
Absoluta Companies Payload: AsyncRAT Spear Script languages: PSH | Bash | TCP Data
[14] Abused technologies: DOC | phishing Privilege escalation: Process DuckDNS exfiltration
RAR hollowing
Developer service: ngrok Persistence: System folder
Guinea Pig | Companics Payload: AgentTesla Phishing Script languages: VBS FTP Data .
exfiltration

Abused technologies: ZIP

Privilege escalation: Process
hollowing

Table 1: Cyber Kill Chain phases.
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