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Introduction
Why do we care about C2 frameworks?

Command-and-control (C2)
frameworks are systems used to
remotely manage and maintain access
to compromised devices and are widely
used by cybercriminals
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Turning the tables on C2 Frameworks
Three pillars of our research

%>

Polymorphism- Generation of Detection based on
based evasion large datasets machine learning
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A C2 framework menagerie
Which C2 frameworks did we choose?

C2 frameworks that support
implant customization, and
installed on Slingshot VM or Kali
Linux or actively used in the wild

john@ubuntu: ~

--arch string cpu architecture (default: amd64)
--canary string canary domain(s)
- -debug enable debug features
- -debug-file string path to debug output
--disable-sgn disable shikata ga nai shellcode encoder
- -dns string dns connection strings
--evasion enable evasion features (e.g. overwrite user space hooks)
--external-builder use an external builder
-f, --format string Specifies the output formats, valid values are: 'exe', 'shar
ed' (for dynamic libraries), 'service' (see “psexec’ for more info) and 'shellcode' (windows only
) (default: exe)
- --help display help
--http string http(s) connection strings
- -key-exchange int wg key-exchange port (default: 1337)
--limit-datetime string limit execution to before datetime
--limit-domainjoined limit execution to domain joined machines
--limit-fileexists string 1imit execution to hosts with this file in the filesystem
--limit-hostname string limit execution to specified hostname
--limit-locale string limit execution to hosts that match this locale

oan

-G,
-n,
-e,
-E,
F

FMNTxE XoT

Sliver implant generation is highly customizable

mwarep Confidential | © VMware, Inc.

Name License Slingshot Kali Inwhr:je
Cobalt Strike Commercial Y
Metasploit Open source Y Y
Sliver Open source Y Y
Brute Ratel Commercial Y
Godoh Open source Y
ShadOw Open source Y

Empire

Open source

Merlin

Open source

PoshC2

Open source

Covenant

Open source

Y

Y

We used leaked versions of Cobalt Strike and Brute Ratel as found on
VirusTotal and actively used by cybercriminals
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A C2 framework menagerie
Notable features: API support

< &

>_ Grunts

Templates

@ @ swaggerul x

A= Covenant x |+

O G https://127.0.0.1:7443/grunt/interact/3

Grunt: f452d4a38a

@ Info >_ Interact Efa Task = Taskings
Status Children

Active v
CommType ValidateCert UseCertRinning

HTTP v False False v
DotNetVersion Integrity Process

Net35 v Medium GruntHTTP

UserDomainName

DESKTOP-ES8

IPAddress

169.254.180.2

@ | @ swaggerul » 4= Covenant x4+ v S ©® €&

[«
]
1l

&« @, O G https://127.0.0.1:7443/swagger/index.html w7 )
- - -
Request URL

https://127.0.0.1:7443/api/grunts

Server response

Code Details

20 Response body
"jitterPercent": 10,
"connectAttempts"”: 5000,
"killDate": "2023-18-84T17:32:26.7166011",
"dotNetVersion":
"runtimeIdentifie

"integrity": "medium",
"process": "GruntHTTP",
"userDomainName": "DESKTOP-BSQP1L1",

OP1L1

UserName

John

Hostname

DESKTOP-B8QP1L1

Microsoft Windows NT 6.2.92(

operatingSystem

Microsoft Windows NT 6.2.9200.0",

"gruntSharedSecretPassword": "8x5Xi5GW/sAlArDAqaDnINhInCtdXjEKfTBPtIutSew=",

"gruntRSAPublicKey":
"PFJTQUt1eVZhbHVLPjxNb2R1bHVzPjV5L3hBZnNiYLhWUktFQWtrbVM1lbjRzQ0Y0cFFFeUpwSThasvVQd3VPMzN2a0R]j SEclaFpuRHBY
cWESSWI4QLF4UjEzakprVEJrbe9qVHMx0WhDdWk1NnFORj10eUdGdVplo2tNMeSYdVdXWjIrdks1dGdLL3ErNXACBTLmMGhmQ2pOYLFEN
2FVRES300FvemNxcHNRYWRBY1p6aXBselpgRmOxYi85TEx jNWSpNVF4cGLvYUVUakIFaVg50QnBCUZp2cWdQdVpOWVFaRHNNWEdvbUJzen
pqZOVFREIWSFprT0tER2ZQKOIRTWU3N2Zy cmMvOHZIWWOZNNnUraUxVdTZXVEQ2U3BBbmFyK3hpUU9XeGYzL294WnVzQ0hLRMZIWTZyR1E
ZT2NEdEXKWVoyN2Z0a2YoUVQwYLhVZ3I4aCt5MzhOR2R4d12ZeUolK3RIODENVXhLUTOSPCIND2R1bHVZP j xFeHBvbmVudD5BUUFCPCIF
eHBvbmVudD48L1ITQUt1eVZhbHV1Pg

"gruntNegotiatedSessionKey

"gruntChallenge": "OmEldA==",

"activationTime" 2023-09-12T13:36:40.8428827",

"lastCheckIn": 023-89-12T13:36:56.5029952",

"powerShellImport”: ""

bIXVEWY6Z658gyr6iRvpIFdBPd6X faUKNvE8y2Vsqg="

Response headers

Details of an implant in Covenant’s dashboard
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API call for available Covenant implants, executed in Swagger Ul

Cobalt Strike, Empire, and
Covenant provide API that allows
automation .




A C2 framework menagerie
Notable features: Cross-platform implants

Sliver, Godoh, Merlin, Metasploit, Brute Ratel, Covenant, Cobalt
PoshC2, and Empire implants Strike, and ShadOw implants
can be compiled for MacOS, Windows, and Linux can be compiled for Windows only

mwa re® Confidential | © VMware, Inc. 6




A C2 framework menagerie
Notable features: Malleable C2

Add HTTP Listener Flow Detalls

*Listener name auto-3a553d13 Request
*Listener bind host 169.254.1860.1 >
*Rotational hosts 169.254.180.1 [ same
*Port 443

*Useragent My custom User Agent
+ Add header

1d_dataBadgerPostRequestMy custom apppend data

+ Malleable post data

1 [1/5] [reverse:169.254.180.1:444] [#:443]
Flow: Edit Duplicate Replay Export Delete
0s windows Proxy: Help Back Events Options Intercept

*URI(s)

SSL Yes

Brute Ratel implant’s traffic, intercepted by mitmproxy

[ create random set of authentication

[ pie if €2 is inaccessible? (Initialization only)

PoshC2, Brute Ratel, Empire, Merlin,
and Cobalt Strike allow to change
implants’ network traffic indicators

Creation of an HTTP listener for Brute Ratel
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A C2 framework menagerie

Notable features: Evasive implants

Implants of Brute Ratel, PoshC2,
Merlin, and ShadOw can evade
detection

return S_OK;

4C: 8BDC mov rll,rsp 48:884424 30 |mov rax,qword ptr ss:|[[rsp+300
49:8958 08 |mov qword ptr ds:[rll+8],rbx 8320 00 and dword ptr ds:[rax],0
49:8968 10 |mov qword ptr [r11+101, rbp 33c0 XOor eax,eax

A0 0073 10 MOV gword pPor o lriiriel,raT c3 RER

57 push rdi CC int3

41:56 push rl4 09/ 3 18 MOV, QNOTO Pl o oo, cal
41:57 push r15 57 push rdi

48:83EC 70 |sub rsp,70 41:56 push rl4

4D: 8BF9 mov rl5,r9 4 IE‘ 2

41:8BF8 mov edi,r8d X

48:8BF2 mov rsi,rdx | HRESULT WINAPI AmS|ScanBufferStub(

48:8BD9 “bx, r .

48- 880D BD4 :}g:{, :Cji,llf\fzr HAMSICONTEXT amsiContext, e

48:8D05 B64|lea rax,qwon x

48:8BAC24 B|mov rbp,qwon PVOID bUffer’ ord ptr ds:[/FFC6C4F8048]
3%:%85@24 B|mov rl4,qwor] ULONG |ength, OFE]] ptr -‘;i:E?FFCGEiJIFSOLIB]

: 3BC cmp rcx,rax ord ptr ss:|rsp+Bt

- 74 23 je amsi.7FF( LPCWSTR ContentName, ord ptr ss:[irsp+B0jJ
524%D1c o gsszmg}ft?FEE HAMS|SESSION am5|se55|on’ §C6C4E38CA

48:8849 10 |mov rcx,qwor AMSI_RESULT *result) ptr ds:[rcx+1c],4
4C:8BCB mov r9,rbx FCHCAE38CA

49:8968 BO |mov gqword pt { ord ptr ds:[rcx+10]
4D:8973 A8 |mov gword pt * - .

44:894424 2imov dword p{ result = AMS'—RESULT—CLEAN' ptr ds:[rl1-50],rbp

Donut patches amsi.dll!AmsiScanBuffer (used by ShadOw and Merlin)

mwareb Confidential | © VMware, Inc.

Brute Ratel’s out-of-box evasion capabilities




A C2 fra mework menagerle sliver > armory install c2tc-domaininfo

Installing extension 'coff-loader' (v1.0.14) ... done!

NOtab|e features BUI|t-Iﬂ tOO|S Installing extension 'c2tc-domaininfo' (v0.0.7) ... done!

sliver > c2tc-domaininfo

Empire, Sliver, and MetaSDIOit have Successfully executed c2tc-domaininfo (coff-loader)

Got output:

massive libraries of built-in tools

access.offsec
DomainGuid:
msf exploit(msl7_e16_eternalblue) > run {AD65396A-F308-4655-8086-ED574DD95C37}
DnsForestName:
handler on 192.168.1.24:9001 access.offsec
Connecting to target for exploitation. DcSiteName:
Connection established for exploitation. Default-First-Site-Name
Trying exploit with 12 Groom Allocations. . ClientSiteName:
Ee1d_1g all but 11:5 f{ag"e1h of exploit packet De Fault-Eips t-Site-Name
g;?dz]dggléizhiﬂ;?etzu grooming DomainControllerName (PDC):
Closing SMBvl connection creating free hole adjacent to SMBv2 b \\SERVER.access.oFfsec
Sending final SMBv2 buffers. ) DomainControllerAddress (PDC):
Sending last fragment of exploit packet! \\192.168.162.187
Receiving response from exploit packet Default Domain Password Policy:
ETERNALBLUE overwrite completed successfully (0xCEG0000AED) ! Password history length: 24
Sending egg to corrupted connection. Maximum password age (d): 42
Triggering free of corrupted buffer. Minimum password age (d): 1
Sending stage (1189423 bytes) to 192.168.1.207 R . ) Minimum password length: 7
leterpreter session 3 opened (19 10001 -> 19 37 : 49166 t 2017-85 Account Lockout Policy:
Account lockout threshold: @
Account lockout duration (m): 30
Account lockout observation window (m): 30
[+] NextDc DnsHostName:

—

Enumerating Active Directory domain’s information with the help of the
Sliver’s extension package manager Armory

Penetrating a system with the EnternalBlue exploit in the Metasploit console

mwa re@ Confidential | © VMware, Inc.




A C2 fra mework menagerle sliver > generate --http 123.123.123.123 --canary josh.stats.supercazzola.com

Generating new windows/amd64 implant binary

Notable features: Quirky features sn. SRS 8 e

Implant saved to /fhome/john/OVERWHELMING LYMPHOCYTE.exe

8| OVERWHELMING_LYMPHOCYTE.exe

Offset(h) 00 01 02 03 04 05 O 07 08 0% QA OB OC OD QOE OF ecoded tekt
00SEEZ290 &F &C 6F 72 4D &F &4 €5 &C 01 OR 43 &F €D 70 €1 olo

+ Sliver embeds DNS canaries in implants o mo g oo alEI e

9 78 78 2E &A
- - =h . stats. super
Q0SEE2ZCO (61 T7A TA &F 6C 61 2E 63 6F &

30 66 45 EhilatWean. . .
OOSEEZD0 38 €B 73 76 39 01 0OA 44 34 52 57 6F €9 4B 47 41 8ksv9..D4RWoiKGR

° ° ° ° OOYEEZED 59 01 OA 44 39 79 54 SF 32 79 4C 76 75 01 OR 44 Y..D9yT_2yLvu..D

Y Shadow Can mlrror any Slte In real tlme OOSEE2F0 41 €2 53 50 €4 62 €7 77 €4 01 OA 44 43 €A 77 4F AbSPdbgwd..DCiw0
00SEE300 52 46 50 66 59 01 OR 44 44 53 52 4D 51 33 47 6C RFPfY..DDXRMQ3GL

O0SEE310 €7 01 OR 44 50 45 64 37 37 4C 70 71 38 01 OA 44 g..DPEd77Lpgs..D

009EE320 55 5F 71 56 61 42 68 75 59 01 0A 44 65 63 6F 64 U gVaBhuY..Decod

« Covenant allows for dynamic compilation

DNS canaries are deliberately not obfuscated to be

Of |mp|a ntS then resolved by the victim
* Merlin supports domain fronting X
 Godoh, Cobalt Strike, and Brute Ratel 2Lt LS

A? allowed.example  gyT: allowed.example /

support DoH (DNS-over-HTTPS) / HTTP

FOST / HTTP/1.1

Client— : _
Host: forbidden.example

With the help of domain fronting, one may hide the
target host within the HTTPS traffic
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C2F2: A C2 framework framework
Building a harness for automated implant generation

____________________

1. | ‘ - |' CS Receiver

]
s collect the result

slver 2-np|um‘ts con{r‘-ﬁs

t werker
agngratg Qon‘P‘»& _ 2 spaw earres ,
@ using sl ammaor ‘PCnbaJt Strike implosts configs Oﬁ'&‘t _]!:4:» ‘ Por job :
J/ . :

\

O * N | | ®

SR i

5w

i for '@pass config to submitter Submitter g:-f
@ s

PoshCd np|¢mts configs

I = Mer|n Receiver ]
Me,rl mfslan:‘ts qcn“}\sﬁ

LTI

Eiguod paqesaush Juols

@ fﬁad qon‘PIS- tgwf.‘a“[.g
@ read gemerated config

LI
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C2F2: A C2 framework framework
Config generator in action (ShadOw)

Configuration
onfiguration
onfiguration
onfiguration
onfiguratic
onfiguratic
onfiguration

' ratic
guratic

Configurati

(venv) boyarchi

{

out/shadOw/configs/SHADOW
out/shadOw/configs/SHADC
out/shadOw/configs/SHAD
out/shadOw/configs/SHAD
out/shadOw/configs/
out/shadOw/configs
out/shad0Ow/configs,
out/shad0Ow/c igs /Sl
out/shadOw/co gs/SHADC 3
out/shad0Ow/co gs/SHADOW-532
>ut/shadOw/configs/SHA

0
V.
0w

)1

|

0
O O
|

e e e e e Ll L

W o W

W
L

o
D O
(=)
|
=l M M W=D

o
|

1
[a))
|

Jannnnonn n

L) Ll L W
RN MNMMNMMNNDNNDN

EFRERREFRRERRERERER
o

o

L

sbs s s
O W O

o N

|

O
v O

|

X

wr et o of of of o of o o o
e U L
o o

.

X

}

(venv) bo
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C2F2: A C2 framework framework

Config generator (ShadOw) .« shadowC2implantConfig(C2ImplantConfig):

payload: ShadOwPayloadType
address: Host
port: pydantic.conint(ge=1, le=65535)
Implant configuration payload_format: Annotated[ShadOwPayloadFormat, \
fields pydantic.Field(alias="format")]
jitter: pydantic.conint(ge=0, le=100)
no_shrink: Annotated[bool, pydantic.Field(alias="no-shrink™)]
debug: bool
def synthesize(self) -> str:
cli = (
f"python3 {SHADOW_EXE_PATH} beacon "
f"--payload {self.payload.value} "
f"--address {self.address} "
f"--port {self.port} "
f'"--format {self.payload_format.value} "
f'"--jitter {self.jitter} "

) Combines configuration fields to
if self.no_shrink: a command line that builds an
cli += "--no-shrink " implant
if self.debug:
cli+="--debug "
Vmwal'e® Confidential | © VMware, Inc. return cli 13



C2F2: A C2 framework framework

Submitter, Receiver, and Worker in action (Brute Ratel)

-
(1)

O W

[ S <N

FA
~
p

'

DLL.bin

Service

-xf implant

—~

32f965 cd build/
f96/build$ 1ls

<
Hh
N

L
t-—1 e e e S S
b

I

to

0

.
-

-

= 0 W Hh
o t !

Aty

®

¢
v

o
t

]

2

w
ot ¢
(1))
2
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C2F2: A C2 framework framework
What did we learn?

o Cobalt Strike is straightforward tO K T -
automate with Aggressor Script y:jwflj”iu‘“ e

 CLI-based C2 frameworks e
Metasploit, Sliver, Godoh, St
ShadOw, Empire, Merlin, and
PoshC2 can be automated with
the help of Python’s subprocess,
pwntools or pexpect packages

 Brute Ratel and Covenant require i ey

protocol reverse engineering

Back vents Options nterce Filter Save flows

Implant generation in a C2 framework with custom Ul requires

reverse engineering (mitmproxy log of Brute Ratel)
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Detection approach based on machine learning
Building a deep learning model that operates on raw bytes

| Binary I ‘ by | bz| b3 | . | by ‘ by | byl b3 | . | b

=

‘ ‘ ¢ \ ‘ Classifiers ‘ Detected C&C

Framework
Input Raw Bytes Byte Padding Feature Linear
Extractor Classifiers Output
S R R R T e e e e R R R e e e e e R R R e e e e T ~\
’ \
/ - \
o Positional :
Kan 123 .. . .E Embedding I
K4 Il b, — I
’ |
/° I bZ > 2 |
b F 5 Dense | |
o ST —
I . = o Layers |
o o |
¢ . 3§
o |
b, I
\, | —
Feature Y - :
\
| Byte2Vec .
Extractor M y Convolutional Neural Transformer Encoder :
\\ Network /
~ ,/

mwa re® Confidential | © VMware, Inc. 16




Detection approach based on machine learning
Input dataset

[ — ]‘ ~10k C2 implants

C2F2 produced 9950 different PE
implants, across the 10 frameworks.

Input

~2k benignh executables

We collected 1980 benign PE
samples from various operating
systems’ basic installations.

~1k malicious executables

We also collected 1026 malicious PE
samples that we observed on our
customers’ networks or found on
VirusTotal.

mwa re® Confidential | © VMware, Inc. 17
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Detection approach based on machine learning
Input data

) (o |nfs] (5 EHP

Raw Bytes

The binary is taken as is

The binary is consumed without
parsing.

All raw bytes as input

The model takes raw bytes of the
binary without processing.
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Detection approach based on machine learning
Byte padding

) o o] | W

Byte Padding

=

>512KB binaries are cut

We only take the first 512KB of bigger
binaries.

<512KB binaries are extended

The size of the smaller binaries is
extended to 512KB by adding the
padding.
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Detection approach based on machine learning
Transformation of raw bytes

Byte2Vec applied to every byte

123 ... .E Byte2Vec produces a vector of

embeddings - representation of each byte

b, of the input based on value of the byte,

— position and values of the surrounding
bytes.

Output: 512K token embeddings

512K token embeddings are sent to the
input of the CNN all at once.

Byte2Vec

mwa re® Confidential | © VMware, Inc.
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Detection approach based on machine learning
Convolutional Neural Network

Output: 1K vectors with 100 values

Since Transformer Encoder is heavy on processing,
we had to reduce the dimensionality to 1Kx100

(derived experimentally).

Input: 512K token embeddings

CNN processes 512 embeddings in one go
with the stride of 512 (derived
experimentally).

Convolutional Neural
Network

21
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Detection approach based on machine learning
Transformer Encoder

Transformer Encoder captures
sequential features

Positional

Transformer Encoder is, like CNN, another Embedding
neural network. It performs best on
sequential data whereas CNN performs best
on sparse data.

Output: 1Kx100 vectors

Transformer Encoder does not reduce
dimensionality.

]

uonuaNy
peaH-nInAl

Transformer Encoder

mwa re® Confidential | © VMware, Inc. 22




Detection approach based on machine learning
Dense layers

1Kx100 embeddings — 12 classes

Dense

Dense layers convert 1Kx100 embeddings to —> Layers

the notation of the Classifiers.
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Detection approach based on machine learning
Classifiers

Malicious?

Benign? Classifiers

Cobalt Strike? Linear
Classifiers

Classifiers used to
classify the output

Metasploit?
Sliver?
Brute Ratel?
Godoh?
ShadOw?
Empire?
Merlin?
PoshC2?

Covenant?

mwa re® Confidential | © VMware, Inc. 24
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Detection approach based on machine learning

Output of a deep learning model

Offset (h)

00000000
00000010
00000020
00000030
00000040
00000050
Q00000860
00000070
00000080
00000080
000000RAD
000000BO
000000C0
Q00000D0
000000ED

- gadh
00000150
Q00001R0
000001B0
000001C0
000001D0
000001ED
000001F0
Q0000200
00000210
00000220
00000230
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00 01 02

03 04 05 06 O7

0%

OR

OB OC OD OE OF

B8
00
00

00
00
00

4D 5A|90

00
00
00

00 02 00 00 00
00 00 00 00 00
00 00 00 0O 0O
00 00 00 00 0O

00
00
0o
00

00
00
00
00

00 FF FF 00 00
00 00 00 00 00
00 00 00 00 00

00|80 00 00 0O

0OE
69
T4
6D

iF
T3
20
6F

ER
20
62
64

OE 00 B4 09 CD
T0 72 &F &7 T2
65 20 72 75 &E
65 2E OD 0D OA

B8
&D
63
00

01
20
6E
00

4C CD 21 54 &8
63 61 6E 6E &F
20 44 4F 53 20
00 00 00 00 00

50

43

00

o0 |4c 01 03 00

FA

81

4D 00 00 00

00

00

00

oo E0 ooloz2 o1

01

08

00 0OA

00

00

08

o

00

00 00 00 00 0O

00

00 40 00 OOIOO 00 40 00

04 00 00 00 OO0 00 L&
00 80 00 Ol

ii

28

00 00
0o 00 00 00

00 08 00 00 0O

oo 00 00 00

00 48 00 00 00

00 00 00 0O 0O

0a
00

00'00 20 00 00

00 00 0D 00 0O

2E
00
00

65
00
00

78 T4 00 00 00
DDIOO 02 00 00
00 20 00 00 &0

2E
00
00

T3
00
00

T2 63 00 00 00

DOlOD 0C 00 00

RE
00

00
00

DDIOO 40 00 00

00 00 00 00 00

00 40 00 00 40

oc
00

00
00

00
00

00 (00 &0 00 0O

00 00 00 00 00

2E
0o
00

L]
00
00

6C 6F &3 00 00

DDIDD 12 00 00

00 40 00 00 42

00

00

00

00 00 00 00 00

00

00

00 00 00 00 00

80
E4
00
00

28
20
00
00

0o
0o
00
00

00 00 0O 00 00
00 CO 06 00 0O
00 00 00 00 00
00 00 00 00 00

48
08
20
00

00
00
00
00

00 02 00 05 00
00 01 00 00 06
00 80 00 00 00

00 00 00 00 00

DOS header

DOS stub

ta directories

text section header

rsrc section header

reloc section header

text section

Detected C&C

Framework

Output
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Detection approach based on machine learning
Results of a deep learning model that operates on raw bytes

Precision and Recall for Multiple Labels . . . .
mmm Precision ngh preCISIOn, hlgh reca”

B Recall

Different builds of implants
contain totally different
configuration; therefore, we can
claim that the model is generic
enough even with high precision
that may look like overfitting.

S &

> - N2 > )
S & <c?' £ & & &
@wl 6"} c}‘ {Q
o
&

10

o

8

L]

Percentage
n
L=

I=
[

2

=

=]

Labels
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Conclusions
Benefits of large-scale generation of implants

C2 frameworks can be leveraged
against C2 frameworks

The generative, polymorphic nature of the
implant generation process is used to evade
detection but can also be leveraged to
generate large datasets for machine
learning.

OS architecture-independent
detection is possible

We have proven that it is possible to build a
robust deep learning model that operates
on raw bytes without parsing the binary
format.
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Thank You
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