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Introductions

Jono Davis
Technical Analyst
PwC

Been in the team for 4 years focusing 
on Ransomware-as-a-Service threat 
actors

@Katechondic

• Malware reverse engineering
• Confuses International Relations with Incident Response
• Always happy to discuss the Rugby World Cup
• Sorry for all the coughing

PwC Threat Intelligence
Strategic and Technical roles
Global

Threat research used by public and 
private sector organisations to protect 
networks, defend nations, provide
situational awareness & inform strategy.

• Team members spread across 8 countries and 3 continents 
• Focus on both technical and strategic analysis
• Cross-collaboration alongside intel partners 
• Support to IR, red teams, threat hunting teams etc.



Why are we here?
The agenda of this presentation
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The Exosphere
A top down view of our world (the RaaS ecosystem)
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Framing the RaaS Space - perspective
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Things are bad…real bad
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02
More actors than ever before
The number of consolidated actors in this space 
has grown by double (depending on how one 
measures “consolidated”)

04
Extortion is king
Whilst encryption is still a large part of the RaaS 
ecosystem, operators are starting to make a turn 
towards the “data” element being most important

2023 RaaS ecosystem

Lack of law enforcement presence 
Law Enforcement has not been the  omnipotent 

presence it once was to criminals - there is an 
emboldened sense of untouchability

03
Experience is transferred

Even as new programmes are created as older 
ones are  closed down, the experience of the 

members involved does not disappear

01
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Leak sites are 
being opened up 
to the public
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The Thermosphere
RaaS encryption binaries and what we can  learn 
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What makes a RaaS 
binary?

• RaaS binaries are a product, requiring a 
modicum of flexibility and ease of use

• The malware is a representation of a 
developer’s thought process

• Things I watch out for:
– Flags
– Filesize delimiters
– Trial and error “unique” functions
– Always start with version 1.0 of any 

binary
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BlackBasta
A consistent middle-of-the-pack RaaS binary
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BlackBasta, a fully fledged programme

● BlackBasta first appeared in 
April of 2022 after Conti collapse

● Conti and Basta highly likely 
share leadership (at least in 
2022)

● Basta leak site victims peak and 
trough over time, but have 
averaged 23.5 victims per month 
since Feb 2023 

○ Compare that with:
■ Alphv: 34.9
■ LockBit: 94.4
■ Royal/Blacksuit: 14.0
■ Karakurt: 3.4
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Relation between Conti and Basta
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V1.0 seemed like an early build
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V1.0 seemed like an early build
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V2.0 improved features substantially
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Flag Functionality

-bomb Active Directory access only, 
proliferates malware through 
wldap32.lib library

-killservices Kill specific services 

-forceprivate <key> Allows for the choice of a private key

-forcepath <folderpath> Encrypt files within a specific folder path

-nomutex Skips creation of the mutex 

-disablewhitelist Not fully functional; removed from 
newest version

-file <filepath> Encrypt a specific file

-threads <number> Launch with a specific number of 
threads
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But wait there’s more - ESXi and “3.0”
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Akira
The new darling child of the RaaS landscape
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Akira - too successful to be new?

● Akira first appeared in April of 
2023 seemingly out of nowhere

● Akira highly likely makes use of 
Conti developer/leadership

● Akira has become a 
“consolidated” ransomware 
programme with a potential 
political leaning

● Akira has reactive codebase 
developers, altering encryption 
mechanisms once it is proven to 
be flawed.
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Affiliate Management and political leanings
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Akira’s codebase links to Conti
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Akira’s codebase links to Conti

IcedID
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Akira’s codebase links to Conti

IcedID

Trickbot
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Akira’s codebase links to Conti

IcedID
Conti
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Akira’s codebase links to Conti

Bazar
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Akira has proven a malleable developer



Rhysida
A good example of a zero-to-ugh story
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Rhysida - the reality of the 2023 landscape

● A private RaaS appearing in 
May 2023

● Has observed success based on 
the leak site numbers

● The leak site itself displays 
victim data in a user friendly 
format; but bulk collection is not 
immediately possible.

● The codebase is not advanced, 
but proof that one merely needs 
a functional encryptor.
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Very few 
customisable 
options
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Flags set in a 
very “1.0” way



The Troposphere
How the affiliates are behaving and what we can do 
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Affiliate TTPs - the good, the bad, and the 
worrying

Initial Access Execution

Depending on the initial access 
vector, execution is being 
conducted through Domain/Local 
Account (i.e. scheduled tasks and 
modified GPOs).

Persistence is often achieved 
through legitimate accounts - either 
previously established or created 
during this phase.

This phase is often completed with the 
help of tooling; often offensive security 
tools (several entities will use their 
own tooling, but there is a lot of 
opportunity for detection here)

Initial access methods are 
becoming oriented away from 
phishing (sorry vishing stans). 
0days, externally facing vulns, 
legitimate credentials, third party 
compromise, and information 
stealers

This phase is often completed with 
the help of tooling; often often 
offensive security tools (several 
entities will use their own tooling, 
but there is a lot of opportunity for 
detection here)

Persistence Discovery/Credential 
Access

Command & 
Control
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Initial Access
Exploit

Legitimate credentials

Externally facing 
technology

- Open ports should be closed 

- Multi factor authentication implemented 
across all logins

- Automated and continuous vulnerability 
scanning of internet-facing infrastructure

- Oof, this one is tricky

- Patching at the instruction of the relevant 
vendor

- The following phases are easier to defend

- Strong/phishing resistant MFA to be 
implemented across all logins (including 
third parties)

- Monitoring for anomalous account logins

- Reducing session time 

- Moving to passwordless authentication

Special mention to Phishing/Vishing:
- Cybersecurity will always be a human problem

- It is the responsibility of the employer to ensure protocol 
is enforced, and that a sense of skepticism is given to all 
unknown requests

https://attack.mitre.org/techniques/T1133/
https://attack.mitre.org/techniques/T1133/
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Initial Access

Special mention to Phishing/Vishing:
- Cybersecurity will always be a human problem

- It is the responsibility of the employer to ensure protocol 
is enforced, and that a sense of skepticism is given to all 
unknown requests
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Command 
and Scripting 

Interpreter

Valid Accounts

Scheduled 
task/service

- EDR tools can monitor for newly created 
users that initiate a scheduled task

- Detection in place for users creating 
scheduled tasks on remote systems

- Antivirus goes a long way to detecting 
malicious bad 

- Tamper protection in place to prevent the 
switching off of anti-virus

- Restrictions in place for tools like 
PowerShell or certain file extensions from 
downloading files / WDAC and SmartScreen

- New accounts performing certain action -  
such as interacting with newly created files 
or “known bad registries” - should be 
flagged 

Execution
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OS Credential Dumping

Account Discovery

- Known offensive security tools should be 
denied on-disk for User Groups

- Monitoring for access to known Password 
directories/registry hives with EDR

- Files used as password stores - especially 
in Cloud environments - must be either 
encrypted or removed entirely (secret 
scanning)

- Implementation of Privileged Access 
Workstations, or PAM tools that provide 
session management

- Removing local admin privileges from 
standard users, and implementing tiering in 
AD

Brute Force

- Ensure that there is a limited number of 
password attempts for logins, especially 
services that by default have set credentials

- Monitoring for anomalous account logins

- Long, complex passwords on all accounts

Discovery/Credential 
Access
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Data 
encoding

Application Layer 
Protocol

- Outbound internet access for all servers 
restricted to an allow list by firewalls / web 
filtering tooling

- Alerts in place for known offensive 
exfiltration tools (e.g. WinSCP, RClone).

- Base64 encoded Headers to be flagged as 
severe

- Network detection in place for “common” 
malware traffic

- Significant one-way traffic flagged as severe

Command & 
Control
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Reduce your 
attack surface

Prevent Internet-facing weaknesses

Reduce the threat of phishing

Reduce attackers’ 
dwell time

Limit blast radius of 
unauthorised access

Prepare to respond to
and recover 

Automated and continuous vulnerability 
scanning of Internet-facing infrastructure  
with effective remediation processes 

Multi-factor authentication configured for all 
email and remote access accounts 

Web security tooling that restricts content 
and blocks malicious downloads

Email tooling that restricts attachments and 
scans for malicious content

Hardened endpoints to restrict execution of 
untrusted scripts and executables

Endpoint detection and response tooling 
deployed on workstations and servers

Centralised log collection and rules 
configured to detect common techniques 
used by ransomware groups

Security tooling (or detection rules) that 
monitors for anomalous use of privilege 
accounts 

Antivirus tooling that automatically 
remediates ‘commodity malware’ and is 
monitored for critical detections

Continuous monitoring capability that 
rapidly investigates and contains alerts, 
including out of hours

Host-based firewalls on workations 
configured by default to block inbound traffic 

Outbound internet access for all servers 
should be restricted to an allow list by 
firewalls / web filtering tooling 

Endpoint protection tooling that detects 
and blocks ransomware behaviours

Exercised cyber incident response and 
crisis management plans 

Restrictions that prevent the execution of 
untrusted Microsoft Office macros

Increase the cost of escalating privileges 

Controls to restrict and secure the use of 
accounts with domain administrator 
privileges  

Internal vulnerability scanning with 
effective remediation processes 

Proactive hunting and remediation of 
Active Directory hygiene issuesRegular ‘red teaming’ to validate detection 

and response capabilities 

Prevent standard day-to-day accounts from 
having local administrator privileges 

Network segmentation that restricts lateral 
movement from workstations

Ability to remotely perform forensics 
analysis and take containment actions

Cloud-based SaaS services for employee 
email and file-sharing 

IT Resilience (for ransomware failure mode)

Validated backups with tested recovery of 
infrastructure (e.g. Active Directory)

Verified protection of backups to prevent 
corruption or deletion by an attacker

Prioritised recovery plans for key business 
systems and applications

Playbooks for mass rebuilding of endpoints 
and servers at scale

Playbooks for rapidly isolating parts of 
network and managing the impact 

Ransomware Protection Framework

https://www.pwc.co.uk/cyber-security/pdf/responding-to-growing-human-operated-ransomware-attacks-threat.pdf
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