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FirePeony O)nTT

« aka SharpPanda
* China-nexus APT group
« CheckPoint published a report in June 2021

https://research.checkpoint.com/2021/Chinese-apt-gqroup-targets-southeast-
Asian-government-with-previously-unknown-backdoor/

« Targeting Southeast Asia, including Vietham and Thailand
« Using RoyalRoad RTF, 5.t Downloader, VictoryDIl, Soul Framework

— EXxpands target area including Japan and Europe starting in May 2023

© 2023 NTT Security Holdings All Rights Reserved


https://research.checkpoint.com/2021/Chinese-apt-group-targets-southeast-Asian-government-with-previously-unknown-backdoor/
https://research.checkpoint.com/2021/Chinese-apt-group-targets-southeast-Asian-government-with-previously-unknown-backdoor/

Past attack cases O NTT secutyHoans
2022/06 2022/12
== Thailand Indonesia
(Intelligence) (Gov)
2022/01 2022/07 2023/01 2023/07
= Vietnam = Vietnam == \/ietnam Unknown
(Gov) (Gov) (Police) (Japan?)

—~0~C —

2021/05 2022/03 2022/11 2023/05
Vietnam Unknown Unknown G7/G20
(Communist party) (Gov)
2021/12 2022/10
= Vietnam = Vietnam
(Defense) (Communist party)
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Case 1: Attack flow

Attack on Vietnam in January 2023

Template
—
Injection
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Case 1: Decoy file (O) NTT seouty olsngs
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Case 1: Template Injection (O) NTT seouty olsngs
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Case 1: RoyalRoad RTF
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@ NTT Security Holdings

159 v def decode_8291706f(enc_data):
160 print('[!] Type [8291786f] is Detected!")
161 print('[+] Decoding...")
162
163 key = bytearray(b"2Y1K77")
164 s = rc4_ksa(key)
165 dec_data = rc4_prga(enc_data, s)
166
167 return dec_data https://github.com/nao-sec/rr_decoder
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https://github.com/nao-sec/rr_decoder

Case 1: 5.t Downloader (O) NTT seouty olsngs

5.t Downloader sends the host's environment information to the C&C server, which
downloads and executes additional malware if targeted

Download Download
> ® —> ®
EXE

DLL Execute Execute EXE

5.t Malware Malware

Downloader

C&C Server
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Case 2: Attack flow O) NTT secury rotangs

Attack on G7/G20 in May 2023

Exploit Download

Execute DLL Execute

RoyalRoad 5.t
RTF Downloader

Template
—
Injection

EML

C&C Server
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Case 2: G7 Hiroshima Summit (O) NTT seouty olsngs

[Sending Finalized Text] G7+Partners FASS Meeting - Xytr— (HTML fiZ3)

P o N Iy ) Q @ELEIH

] B ~ = By #a - 5 k#gs BB B Lz Oz | A sm=asnf Q Z-i
v
[Sending Finalized Text] G7+Partners FASS Meeting
= & eECEE .
'G20 Indonesia' via UK Sherpa Office <sherpa.office@cabinetoffice.gov.uk> © &R © 2ACEE | - &
53% alannah.irwin@cabinetoffice.gov.uk; emil.levendoglu@cabinetoffice.gov.uk; jack.fitzgerald@cabinetoffice.gov.uk; sherpa.office@cabinetoffice.gov.uk; 2023/05/23 (X) 11:37

uk.sherpa@cabinetoffice.gov.uk; heulwen.philpot@cabinetoffice.gov.uk; isaac.virchis@cabinetoffice.gov.uk; Isabel.ayton@cabinetoffice.gov.uk; fil 91 &

[FINAL] Hiroshima Action Statement for Resilient Global Food Security_trackchanged.docx
50 KB

~

Best,
G20 Indonesia Sherpa Office

Ministry of Foreign Affairs, Republic of Indonesia
Jalan Taman Pejambon No. 6

Jakarta, Indonesia 10110

P:+62 21 344 1508

E: g20-indonesia@kemlu.qo.id

W: www kemlu.go.id

Coordinating Ministry for Economic Affairs, Republic of Indonesia
Jalan Lapangan Banteng Timur Nomor 2-4,

Jakarta, Indonesia 10710

P: +62 21352 1835

E: sherpa-q20@ekon.qgo.id

W: www.ekon go.id

You received this message because you are subscribed to the Google Groups “UK Sherpa Office” group.
To unsubscribe from this group and stop receiving emails from it, send an email to sherpaofficetunsubscribe@cabinetoflice.gowvuk.

To view this discussion on the web visit https://groups google com/a/cabinetoffice sov.uk/d/msgid/sherpa office/c64efacc4abi40d8b3ae030a1 d20faf1 %40kemlu.go id.
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Case 2: Decoy file

[FINAL] Hirashima Acti

ment for Resilient Giobal Food Security_trackchanged.doc
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Hirnshima Action Statement for Resilient Global Food Security<

We, the leaders of Japan, Australia, Brazil, Canada, Comoros, the Cook Islands, France, Germany, India,
Indonesia, Italy, the Republic of Korea, the United Kingdom, the United States of America, Viet Nam
and the European Union, reaffirmed that access to affordable, safe and nutritious food is a basic
human need, and shared the importance of working closely together to respond to the worsening
global food security crisis with the world facing highest risk of famine in a generation and to build
more resilient, sustainable and inclusive agriculture and food systems, including through enhancing
stability and predictability in international markets. Noting the key actions outlined in the UN Food
Systems Summit 2021 (UNFSS) and the 2022 Global Food Security Roadmap endorsed by over 100
country signatories as well as the G20’s efforts on global food security, we intend to jointly take the
following actions in cooperation with the international community to strengthen global food security
and nutrition and call on other partners to join us in these efforts¢’

a
1. Responding to the immediate food security crisis¢’

o

Global food security is threatened by multiple factors and risks such as the COVID-19 pandemic,
volatile energy, food and fertilizer prices, the serious impact of climate change and armed conflicts,
with disproportionate impacts on the most vulnerable, including women, children and persons with
disabilities. The war in Ukraine has further aggravated the ongoing food security crisis around the
world, especially in developing and least developed countries. We note with deep concern the
adverse impact of the war in Ukraine and stress that it is causing immense human suffering and
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Case 3: Attack flow O) NTT secury rotangs

Attack on Japan in July 2023

Template b Download
—_——— = —_——— e e e
Injection DLL Execute
\
\ RoyalRoad 5.t
\ RTF Downloader

\\\ T /
Y
L

C&C Server (Cloudflare Workers)
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Case 3: Japanese decoy file O)NTT securtyroisngs

mould.doc - B#E—F - 70 PC [CREHH - P Bx
T Aok E: >N FH LAFI~ ezTEY ELirdvwE 28 Er LT & A
o A K| Aa B E-=-5- |EE|R-|8|F|| s78 478 &7E »78 HTE » s7E 27E BT H
B T & x ¥ A : - H G =E= S EE|E = : 3 ] E 2 EEELF IS

MTR-F TAor B A5 HE IF(45— ~
BAREFYLUD 1 MEORS KR (F54 74— FRIR) AR IER BEEIBEIT
(BELLWOOD FIGHT TEAM)IZ 1R-56 #4 T KO BIT#BILT-, XREDFLHBFEL EHAE 2023/06/27 8:47
LT MMA Tl DEEP #E E{#H (L TL\AT S, [BreakingDown 1 Tld 4 L TLY
tze BEFEELACEFEBEEICRAA. BRASIIEDD, RUBKHY {ERE B 2023/06/27 8:46
FRYHLI-EZAIZHRIZEDNUFEELELN. FO2, FOEF/INHDUED %%H]E”E

HEEEZIT,TKO Blteiofz. HER.BLEOHFVEHLVES LTS
TEil, TaAVFIZ DN TV R EDFLBFOEAVYHEZZICL ZD—Uh

SEHITH- TN, HBIEF OBAARAEIEI ST, EOVASELEL TS BfiE 71—

E3IcbBA. BELHATIMe,  Fouk b EMKA RIS R T AL

ClEB e AEEESE T HBRTEERA A EAEEOVEERTT, — A ldE fERLE o SAM
EEREFOCSENERZEL T BT AT A>T HEMCA

[ PsLEERBECINTEnVRUBEWVE INIEITEFICb e AEBILE>THE =GR
BT =y—B L TLWMTERRICEBEEN RO TELMITFHE, WOLEEIL .
FTIHEDFERLEA->TIV ., BFILESRIIHESEROSF DL TIHEE EwEm

2T, WAWAIEIIENH D, EMLIFEBY EA>f-malHYNESIEER o SAM
tzo FAMRICHLWI &AL MBELENIEEEPAIE o TEEMHEL[Poh

—&Io TEDLNELFE () IERYESTULV =,

© 2023 NTT Security Holdings All Rights Reserved



Expansion of target

2022/01

= Vietnam
(Gov)

2022/06

= Thailand
(Intelligence)

2022/07

= \Vietnam
(Gov)

O)nTT

2022/12

Indonesia
(Gov)

2023/01

= \/ietnam
(Police)

Security Holdings

2023/07

Unknown
(Japan?)

- — — 1 — 1

Y
2021/05 2022/03 2022/11 2023/05
Vietnam Unknown Unknown G7/G20
(Communist party) (Gov)
2021/12 2022/160
= Vietnam = Vietnam
(Defense) (Communist party)
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Security Holdings

Similar case (1/2) O) N1T

Mustang Panda
« Initially, they primarily targeted Southeast Asia
« They began to expand their targets to Europe from around 2021

« The decoy files used the theme of Russia-Ukraine conflict, and we thought that
the purpose is to collect information related to that

https://services.gooqgle.com/fh/files/blogs/google fog of war research report.pdf
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Security Holdings

Similar case(2/2) O) N1T

The decoy file used in this attack on the G7/G20 was discussed at the G7
Hiroshima Summit

« The summit discussed the security sector, particularly Russia-Ukraine conflict

https://www.mofa.qgo.jp/mofaj/ecm/ec/page4 005920.html

— When it comes to matters of national importance, even APT groups that
previously targeted specific regions may change their targets and priorities

© 2023 NTT Security Holdings All Rights Reserved
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RoyalRoad RTF Weaponizer (O) NTT seouty olsngs

Tools shared in China-nexus' APT group

« |t generates an RTF file that exploits a vulnerability in Microsoft Office's

Equation Editor
« CVE-2017-11882, CVE-2018-0798, CVE-2018-0802

« The vulnerability being exploited is old

« Many APT groups used it.
« APT40, Goblin Panda, Tick, Tonto, TA410, TA413, TA428, FunnyDream ...

« There are some characteristics for each period and group

« It was very popular around 2020, but around 2023 it's rarely seen

« One of the few groups still using this tool is FirePeony

© 2023 NTT Security Holdings All Rights Reserved



RoyalRoad: General behavior ©) NTT

Security Holdings

It exports the malware that is encrypted.
It's also called "8.t" Dropper
because of the temporary file name used at that time.

— 7%

RoyalRoad RTF

© 2023 NTT Security Holdings All Rights Reserved

Drop Execute
- | gile
Decrypt EXE
8.t (Encrypted) Malware
Execute 9110
—
lele https://nao-sec.org/2020/01/an-
11e1 overhead-view-of-the-royal-road.html
Shellcode


https://nao-sec.org/2020/01/an-overhead-view-of-the-royal-road.html
https://nao-sec.org/2020/01/an-overhead-view-of-the-royal-road.html

RoyalRoad: Behavior by FirePeony @NTT Security Holdings

S
Create E

Scheduled Task

Drop Decrypt
- | :

DLL

Execute

RoyalRoad RTF 5.t (Encrypted) 5.t Downloader
Execute 90110
. 1010
1101
C&C Server
Shellcode
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Security Holdings

RoyalRoad: FirePeony unique features ©) NrT

« Encode file
- 4D A2 EE 67

> RC4 encode and the key is “123456". ‘ Both are FirePeony specific encodings
. 8291 706F Encoding is often common to other groups

»  RC4 encode and the key is “2YIK77”.

« Export file name
e “5.t” was used only first time ) .
Y Output file names are often fixed (e.g., “8.t”)
» After that random name is used
 Execute malware

+ By task scheduler ‘ Only FirePeony uses the task scheduler

© 2023 NTT Security Holdings All Rights Reserved



Template Injection

Casel: Only RTF Case2: DOCX — RTF

Traditional attacks using RoyalRoad mostly
use RTF alone and do not use Template
Injection

Most FirePeony attacks load RTF
files from DOCX files

FirePeony does not use RTF alone

© 2023 NTT Security Holdings All Rights Reserved
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Cae3: RTF —- RTF

RTF files may be loaded by
Template Injection from the other
RTF files

https://www.proofpoint.com/us/blog/t

hreat-insight/injection-new-black-
novel-rtf-template-inject-technique-
poised-widespread



https://www.proofpoint.com/us/blog/threat-insight/injection-new-black-novel-rtf-template-inject-technique-poised-widespread
https://www.proofpoint.com/us/blog/threat-insight/injection-new-black-novel-rtf-template-inject-technique-poised-widespread
https://www.proofpoint.com/us/blog/threat-insight/injection-new-black-novel-rtf-template-inject-technique-poised-widespread
https://www.proofpoint.com/us/blog/threat-insight/injection-new-black-novel-rtf-template-inject-technique-poised-widespread

Security Holdings

5.t Downloader O) N1T

It's an original simple downloader by FirePeony
* It constantly sends user information to the C&C server

 |If attackers are interested, they can send in additional malware
« VictoryDIl and Soul Framework are finally executed
It verifies download data with FNV-1A64

Fowler—Noll-Vo hash function ¥ 3 languages v

Article Talk Read Edit View history Tools v

From Wikipedia, the free encyclopedia

Fowler=Noll-Vo (or FNV) is a non-cryptographic hash function created by Glenn Fowler, Landon Curt Noll, and Kiem-Phong Vo.

The basis of the FNV hash algorithm was taken from an idea sent as reviewer comments to the IEEE POSIX P1003.2 committee by Glenn
Fowler and Phong Vo in 1991. In a subsequent ballot round, Landon Curt Noll improved on their algorithm. In an email message to Landon,
they named it the Fowler/Noll/Vo or FNV hash.[1]

https://en.wikipedia.org/wiki/Fowler%E2%80%93Noll%E2%80%93Vo_hash_function
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Timeline of 5.t Downloader

2021/09/18
== Add export function

Compile Time

2021/12/28

2021/04/01 ZVIXdW6y
RC4+Base64 C2 by TLS
123456 StartA
StartW

© 2023 NTT Security Holdings All Rights Reserved
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©) N1T

Collect NIC info  5555/05/12 2022/11/29
123abc OrpVjy3w
Obfuscate some Change UserAgent
APIs Change export function name

2023/05/08
xkYgv127
Obfuscation of the
entire code

Add export
functionC2 port:8081

2022/08/26

Expanding the scope of API obfuscation
Obfuscation of IP addresses and URLs



V| cto ryDl | @ NTT security Holdings

Backdoor reported by CheckPoint
« It's downloaded from loader and decrypted in its memory, and then executed

« The backdoor function has general backdoor functions such as file
manipulation, screenshot acquisition, and information acquisition and so on

Download Download
> >

DLL Execute DLL Execute DLL

5.t Loader VictoryDll
Downloader

https://research.checkpoint.com/2021/chinese-apt-group-targets-southeast-asian-government-with-previously-unknown-backdoor/
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Security Holdings

Soul Framework @NTT

Framework consisting of a loader called SoulSearcher and a backdoor called
SoulBackdoor

» It has been observed since around 2017
« Payload and Config are stored in the registry and loaded from there
« Three formats have been confirmed “Binary - XML+ Semicolon”

« SoulSearcher used an export function called StartW, which has the same name
as 5.t.Downloader

* LZMA compression algorithm

https://www.fortinet.com/blog/threat-research/unraveling-the-evolution-of-the-soul-searcher-malware
https://research.checkpoint.com/2023/pandas-with-a-soul-chinese-espionage-attacks-against-southeast-asian-government-entities/
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OPSecFail: Open Directory O NTT  secuyoangs

In 2021, OpenDir of C&C server was reported by CheckPoint

Index of /Surface

Figure 12: File listing on the server

$Decodestring=rca("123456", SRcaHex) ;
$O0utFile = "log.txt";
if(file_put_contents($OutFile,date("Y-m-d H:i:s").PHP_EOL,FILE_APPEND)==false)

return;

if($f = file_put_contents($OutFile,preg_replace( '/[*@-9a-fA-F:., ]/', ', $_SERVER['REMOTE_ADDR'] ).PHP_EOL,FILE_APPEND)

return;

if(3f = file_put_contents(3OutFile, $Decodestring.PHP_EOL,FILE_APPEND)==false)

return;

Figure 13: Fragment of the simple PHP code that logs the requests, found on the server
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OPSeckFail: Log File Analysis @NTT Securtty Holdings

There were some log files on the server in January 2023

° TimeStamp is UTC+7 Document Properties
. The first log == Likely attacker descreator el
) dcterms:modified 2023-01-05T07:10:00Z
* Singapore IP address dcterms:created 2023-01-05T07:10:00Z
« The recorded date and time are clearly earlier. cp:lastModifiedBy JOHN

* JOHN is also included in the creator information of the decoy file

2023-01-05 15:48:18

103.43.188.116

JOHN-PC*Host Name:JOHN-PC | &S Name:Windows 7 Ultimate OS Version:6.1.7601 System
type:X86-based PC User Name:John InternetInformation: NetworkCard:1

{622443D1-F43C-4BC8-B5B6-3CF9D707761C} Bluetooth Device (Personal Area Network)
ETHERNET AC-ED-5C-3D-2C-B3 ©.0.0.0 ©0.0.0.0 0.0.0.0 NetworkCard:2
{@8E640D3-35FC-4D47-88D8-D65EFECB56FF} Intel(R) PRO/10@@ MT Network Connection
ETHERNET ©0-0C-29-A1-BC-87 10.0.6.18 255.255.255.0 10.0.0.1 Antivirus:
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Relationship to other APT groups © ~rT

TAG-16 / FunnyDream / TA459 / Roaming Tiger
* China-nexus APT groups

 RoyalRoad RTF Weaponizer

« Targeting Southeast Asia

 Infrastructure overlap
45[.]197.133.23
»y  https://go.recordedfuture.com/hubfs/reports/cta-2021-1208.pdf
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Diamond Model O) NTT secury rotangs

Adversary
* Spear-phishing email FirePeony
* RoyalRoad RTF Weaponizer *» aka SharpPanda
* 5.t Downloader * China-nexus threat group
* VictoryDll * Active since at least 2021
* Soul Framework
Capabilities <----~qmmm -~~~ - Infrastructure
e Southeast countries * Don’t use domains
e Vietnam * Cloudflare Workers
e Thailand * Prefers to use Southeast Asian IPs
e Indonesia * AS 20473 (CHOOPA)
« Gov’t, Defense, Intelligence.. Victims * AS 16276 (OVH)

* AS 55720 (Gigabit)
* AS 56150 (Viet Solutions)
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Wrap-Up O)nTT

« aka SharpPanda

* China-nexus APT group

« They have been observed since at least May 2021

« Targeting Southeast Asia, including Vietnam and Thailand

« Using RoyalRoad RTF, 5.t Downloader, VictoryDIl, Soul Framework

— Expands target area including Japan and Europe starting in May 2023
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