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Infostealers
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Infostealers are a type of malware that collect 
sensitive data stored on infected machines 
and exfiltrate it to attackers’ infrastructure.

Data is collected from:
- web browsers (cookies, authentication 

data, banking data, extensions)
- installed applications
- cryptocurrency wallets
- stored files and documents
- emails
- etc.



Infostealer-as-a-Service:
goals and impacts
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● Cybercrime: lucrative goals 
● APT: advanced persistent threat
● Hacktivists
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The ecosystem is shaped by:
‒ structured activities
‒ associated services for each type of activity
‒ sharing of resources and knowledge
‒ a low barrier to entry
‒ specialised marketplaces

Russian-speaking 
infostealers ecosystem
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Malware-as-a-Service:
a ready to use model
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Malware-as-a-Service: 
ecosystem’s dynamics
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Malware-as-a-Service : 
an illustration of an infostealer advertisement 

11Source : XXS forum Source : chechire666_aurora Telegram channel



Traffers (from the Russian 
траффер) are threat actors 
specialised in redirecting traffic to 
massively distribute infostealers.
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A typical traffers team structure 
and its interactions
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Actors distributing infostealers leverage the following distribution 
channels and social engineering techniques:

‒ malspam
‒ malvertising (Ads + landing pages)
‒ phishing on social networks
‒ cracked software
‒ fake updates
‒ web pages imitating legitimate software sites
‒ documents related to corporate activities

Infostealers
distribution channels
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“911” infection chain 

15Example: on YouTube, search for “free download crack photoshop”
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Example: on Google, search for “download crack software” 

“SEO poisoning + cracked software”
infection chain



Example:
“Malvertising”
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Dedicated services 
associated with infostealer distribution
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Sale of stolen data
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Sources: SQLi Cloud, BreachedForum, Telegram



Sale of stolen data:
centralised platforms
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Source: Genesis Market



Sale of stolen data:
logs qualification

21Sources : XSS forum, LolzGuru
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Goals:
- identifying emerging infostealers
- assigning samples distributed in 

the wild to advertisements of 
Malware-as-a-Service on 
cybercrime platforms

- tracking and detecting known 
threats

Investigation and analysis
methodology
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Investigation and analysis
methodology
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Investigation and analysis methodology
Monitoring and capitalisation
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Goal: unveiling new infostealer families

- detecting weak signals related to the 
ecosystem’s evolution

- anticipate the adoption of an infostealer 
by the cybercrime community 

- monitoring the financial submissions of 
threat actors

Investigation and analysis methodology
Monitoring and capitalisation
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Investigation and analysis methodology
Proactively tracking of new samples
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Goal: tracking samples of emerging infostealers distributed in the wild

- tracking the distribution infrastructure leveraged to deliver infostealers
- Writing YARA rules for hunting purposes
- tracking sandbox analysis results
- tracking payloads distributed by popular loaders

Investigation and analysis methodology
Proactively tracking of new samples
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tracking the 
distribution 
infrastructure

Investigation and analysis methodology
Proactively tracking of new samples
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Writing generic YARA 
rules based on 
targeted data from:

- web browsers
- cryptocurrency wallets 

(software)
- cryptocurrency wallets 

(web extensions)

Investigation and analysis methodology
Proactively tracking of new samples



31

Tracking payloads distributed by loaders associated with Pay-Per-Install services

Example : a bot monitoring payloads distributed by GCleaner loader

Investigation and analysis methodology
Proactively tracking of new samples
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Investigation and analysis methodology
Pivoting on new samples
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Goal: estimation an infostealer family’s propagation

- pivoting on Command & Control (C2) infrastructure
- pivoting on samples

Investigation and analysis methodology
Pivoting on new samples
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Pivoting on Command & Control (C2) 
infrastructure:
- via C2’ URL patterns:

- POST requests
/http:\/\/[^\/]*\/[a-f0-9]{16}.php/

- GET requests
/http:\/\/[^\/]*\/[a-f0-9]{16}\/sqlite3\.dll/
/http:\/\/[^\/]*\/[a-f0-9]{16}\/freebl3\.dll/
/http:\/\/[^\/]*\/[a-f0-9]{16}\/mozglue\.dll/
/http:\/\/[^\/]*\/[a-f0-9]{16}\/msvcp140\.dll/
/http:\/\/[^\/]*\/[a-f0-9]{16}\/nss3\.dll/
/http:\/\/[^\/]*\/[a-f0-9]{16}\/softokn3\.dll/
/http:\/\/[^\/]*\/[a-f0-9]{16}\/vcruntime140\.dll/

Investigation and analysis methodology
Pivoting on new samples
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Pivoting on Command & Control (C2) 
infrastructure:
- via HTTP and HTML headers:

HTTP/1.1 200 OK
Date: <REDACTED>
Server: Apache/2.4.41 (Ubuntu)
Vary: Accept-Encoding
Content-Length: 145
Content-Type: text/html; charset=UTF-8

<html> <head><title>404 Forbidden</title></head> <body> <center><h1>404 
Forbidden</h1></center> <hr><center>apache</center> </body> </html>

Investigation and analysis methodology
Pivoting on new samples

Janvier 2023
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Investigation and analysis methodology
Linking new samples to advertised MaaS
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Goal: assigning samples distributed in the wild to Malware-as-a-Service 
advertised on cybercrime platforms

- comparing advertised technical characteristics with those observed in the wild
- assessing links between a MaaS and an infostealer family

Investigation and analysis methodology
Linking new samples to advertised MaaS
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- technical characteristics
- targeted data
- data exfiltration

Investigation and analysis methodology
Linking new samples to advertised MaaS
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Investigation and analysis methodology
In-depth analysis
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Goal: analysing the infostealers modus operandi

- to compare the technical characteristics announced by the developer and those 
observed during the reverse engineering process

- to provide documentation of the malware in order to improve the knowledge and 
coverage of the threat

- to write advanced YARA rules
- to identify similarities between this threat and other stealers in the ecosystem

Investigation and analysis methodology
In-depth analysis
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Anti-analyse (Jump in 
the middle technique)

Investigation and analysis methodology
In-depth analysis: reverse engineering

String and function 
obfuscation: RC4

Importing functions: 
API dynamic resolution



Reverse engineering:
network communications
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1. Web browsers
a. Cookies, passwords, credit 

cards number
b. Extensions

2. Applications
a. Messageries
b. Video games
c. Crypto wallets 

3. File grabber
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Investigation and analysis methodology
Tracking over time
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Goal: production of signatures and 
infrastructure monitoring heuristics

Investigation and analysis methodology
Tracking over time
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Conclusion: current trends 
and key facts
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Evolution towards the MaaS model as a 
sign of ecosystem maturity

Multiplication and professionalisation 
of the threat

Optimisation of operations

An ecosystem reactive to market 
developments

Infostealer-related actors as part of the 
"small scale" cybercrime



Thank 
you!
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