seKoid

Infostealers

investigating the cybercrime threat
within its ecosystem

Pierre LE BOURHIS
Livia TIBIRNA



Who
we are?

Threat & Detection Research (TDR) team,
Sekoia.io

Pierre LE BOURHIS
CTIl analyst

@plebourhis

Livia TIBIRNA
CTl analyst

@liviatibirna




Ssummary

Infostealers: definition,
context and impact

Overview of the
Russian-speaking
infostealers ecosystem

Identifying emerging
infostealers : investigation
and analysis

Conclusion : current trends
and key facts



Infostealers:
definition, context
and impact



Infostealers

@ Infostealers are a type of malware that collect
sensitive data stored on infected machines
and exfiltrate it to attackers’ infrastructure.

Data is collected from:
- web browsers (cookies, authentication
data, banking data, extensions)
- installed applications
- cryptocurrency wallets
- stored files and documents
- emails
- etc.
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Telegram: https://t.me/redline_market_bot
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URL: https://play.hbomax.com/page/urn:hbo:page:home
Username: cfuentes428@gmail.com

Password:

Application: Google [Chrome] Default

URL: https://login.live.com/login.srf
Username: nca8285@gmail.com

Password:

Application: Google [Chrome] Default

URL: https://www.roblox.com/login
Username: Shinzo_666

Password:

Application: Google [Chrome] Default




Infostealer-as-a-Service:
godls and impacts

o) Corporate Credentials Found: 9
. . & URL © Login & Password
® C y b e rc rl m e : I u c ra t Ive g o a I S https://akademi.thy.com/oturumac.aspx I @thy.com
1 https:/decfir.thy.com/! -bin/login.pl koc12

e APT: advanced persistent threat i et "

https://w3.airbus.com/H380/external/pw/airbus oc1?
o L .

e Hacktivists puserces e
https:/innovation.thy.com/my.policy koc12
https://dccfir.thy.com/oamsso-bin/login.pl koc12
https:/info.thy.com/my.policy koc12
https://turuncuhat.thy.com/CAisd/pdmweb.exe koc12
https://dcc.thy.com/oamfed/idp/samiv20 koc12

An Avoida ble Breach: Credentials of the infected employee, discovered in Hudson Rock’s database.

FBI Hacker Leaks Sensitive Airbus Data
@ Machine ID: TR969000B9C336C19E07DF0849B97D1D0A_2023_

08_21701_14_37_528177

#, Stealer Family: RedLine
¢ |P Address: 176.42. 1N
%k Malware Path: C:\\Windows\Microsoft.NET\Framework\v4.0.30

A HUDSON ROCK INVESTIGATION

319\AppLaunch.exe

Date Compromised: 2023-08-21 01:14:37
HudsonRock P
ks Last Time Added: 2023-08-21 11:56:23




Overview of the
Russian-speaking
Infostealers
ecosystem



Russian-speaking
infostealers ecosystem

(%) The ecosystem is shaped by:
- structured activities
- associated services for each type of activity
- sharing of resources and knowledge
- a low barrier to entry
- specialised marketplaces




Malware-as-a-Service:
a ready to use model

Malware-as-a-Service
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Malware-as-a-Service:
ecosystem’s dynamics

Infostealer families sold as a Malware-as-a-Service,
that Sekoia.io observed to be:

@® The most distributed in 2023
@® Known to be distributed in the wild

® Less distributed in the wild

Agrat Blacklce Cinoshi Agniane
bby BlueFox v2 ImBetter b1ack
Eternity DuckLogs Meow EasyStealer
Erbium Mystic Gotham
Gomorrah v5 Observer Lumar
Holdthismoney Phoenix Phemedrone
Icarus Stealc RisePro
LOLI Typhon Reborn v2 Serpent
Luca WhiteSnake
Lumma
Mini
Parrot
Psigo
Rhadamanthys
Typhon Reborn

2023 - 4

Amadey
Mars
Raccoon v1
Redline
Vidar

2022

Aurora
Prynt
PureLogs
Raccoon V2
Redox

AcridRain
Let'sTraff
Gambit
Mint

Offx
Space
Titan

AMOS

Meduza
Prysmax
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Malware-as-a-Service:
an illustration of an infostealer advertisement

stealc - cTunnep c rubkvmn HacTpoiikamu 1 yA06HOR afMUH-NaHe b0

& plymouth - © Jan 9, 2023 - T | stealc

0028

npogaxa || cTunnep

ESCROW AVAILABLE IN THIS THREAD!

Jumptonew = Watch

Jan 9, 2023 € N #

stealc - 3T0 Hepe3MAeHTHbIA CTUANEP C MMBKAMIA HACTPOVKaM cGOpa AaHHbIX U YA0OHOM agMuH-NaHenbio. Mpu Halero Mbl OnMp Ha CyuIecTBylolLe Ceiiyac Ha pitke Vidar, Raccoon, Mars, RedLine.

bung

stealc HanucaH Ha yucTom Cu ¢ UCToNb3oBaHKeM WInAPI (Bce thyHKLK B Tabnuuy P napa u3 mscrt Ans ctaba), cobupaerca noa TynkuT vi00.

AKTyanbHbli Bec 6unfa - 78kb (MOXET U3MEHSTLCSA B 3aBUCKMOCTM OT BEPCUM)

Bce pabouue cTpoku 0bchycLupoBaHb!

OpHa 13 HalLuX KtoYeBbiX 0coBEHHOCTel - Bee Nepedmucnesus Gpaysepos, Be6-nnarvHoB, 08 GepyTcs Hanpsmyto C Balliero y cepsepa. Bbl MoXeTe peakTipoBaTh B Gase AaHHbix cop Heobxoaumbix Gpay3epos. Be6-nnarukos u

KoLwenbkos Ge3 3ameHbl GIM'IAE cTunnepa.
BbILLEN HOBbIW NNArMH UK HAWAN

i nuuHo Bac? fo6: 3anuch B B/] U yXKe pacnpocTpaHsembiit 6ung stealc HaYHET ero cobuparb!

PECYIORY

AHa/0rM4Ho 1 ¢ Gpay3epamu, AECKTO - BaM He HYXHO X/1aTb, NoKa Mbl 1 He HyXHO C Hamn PECYHOLLMMM BAC M) MHaMu Ans cBopa, Bb! MOXETE 106aBITL UX CAMOCTOSTENLHO, He Co3jaBast
ypeHuuu cebe xe B

C [pyroi4 CTOPOHbI, Bbl MOXETE COKPaTUTL COOP TOMBKO 10 TEX MAArMHOB U 4TO Bam HYXHbl U He 3a01BaTb MECTO Ha JIUCKe.

stealc He reHepuUpYET apxuB Ha CTOPOHE KNMEeHTa, Kax/abli coGupaembii (haitn NepeaaeTcs Ha CepBep B OTAENHHOM 3anpoce - AaKe ec/in cpearupyet B X0Ts Gbl 4aCTb aHHbIX Yxe ByAeT Nexartb Ha cepsepe.

370 o4eHb BaxHas chy
byger.

[MoaToMy B CBOEM COpTE Mbl PEan30Ba/IY NEpPEfaUy Kaxaoro reHepupyenoro/cobupaemoro aitna Ha cepsep oTa cpasy nocne pa cpaiina.

TpocTbIMK CoBamy - cothT CoBpan /aHHble 0 CUCTEME U Cpasy Nepe/ian Ha cepsep, cobpan naponu 13 Gpay3epos 1 nepeaan Ha Cepsep U Tak Aanee no cnucky. EC/u Ha kakom To 3Tane B paHTaiiMe codhT ByieT noiimMan aHTUBIPYCOM, TO KaKas-TO YaCTb AaHHbIX
yxe ByaeT nexarb Ha cepsepe, a He yTepaHa.

- Mbl CaMu

BCE OCTOMHbIE BHUMAHIS PELLIEHUS Ha PbIHKE 1 Yallle BCETo aHTUBMPYCbI PEarpyloT B panTaiime Ha c6op dhaiinos rpabBepom. ECu K 3TOMy MOMEHTY Ha cepsepe He GyAeT /ora, TO B MPUHLMUNE ero yxe He

stealc no-ymonyaHuo 6 KONWYECTBO AAHHBIX

- Gonee 23 noggepxuBaembix Gpay3epos (Chromium, Google Chrome, Chrome Canary, Amigo, Torch, Vivaldi, Comodo, EpicPrivacyBrowser, CocCoc, Brave, Cent, 7Star, Chedot, Microsoft Edge, 360, QQBrowser, CryptoTab, Opera, Opera GX, Opera Crypto,
Mozilla Firefox, Pale Moon)

- Gonee 70 BeG-nnaruHos (MetaMask, TronLink, Opera Wallet, Binance, Yoroi, Coinbase, Guarda, Jaxx, iWallet, MEW CX, GuildWallet, Ronin Wallet, NeoLine, CLV, Liquality, Terra Station, Keplr, Sollet, Auro Wallet, Polymesh, ICONex, Coin98, EVER, KardiaChain,
Rabby, Phantom, Brave, Oxygen, Pali, BOLT X, XDEFI, Nami, Maiar DeFi Wallet, Keeper, Solflare, Cyano, KHC, TezBox, Temple, Goby, Ronin, Byone, OneKey, DAppPlay, SteemKeychain, Braavos, Enkrypt, OKX, Sender, Hashpack, Eteml, Pontem Aptos, Petra
Aptos, Martian Aptos, Finnie, Leap Terra, Trezor Password Manager, Authenticator, Authy, EOS Al i GAuth i i KeePassXC, Dashlane, NordPass, Keeper, RoboForm, LastPass, BrowserPass, MYKI, Splikity, CommonKey, Zoho
Vault)

- Bonee 15 peckTon-kolwenbkos (Bitcoin Core, Dogecoin, Raven, Daedalus, Blockstream Green, Wasabi, Ethereum, Electrum, Electrum-LTC, Exodus, Electron Cash, MultiDoge, Jaxx Desktop, Atomic, Binance, Coinomi)

- mecceHpkepsl: Telegram, Discord, Tox, Pidgin

- ceccum Steam

- NouToBblE KAMeHTbI: Microsoft Outlook, Thunderbird

BCTPOEHHbIN HEPE3UAEHTHbIN N0aAEp NOATPY3UT BO BPEMEHHYI0 NanKy U 3anyCTUT ykasaHHbli (haitn, BO3MOXEH 3amyCK OT UMeHM aiMuHa (MCMIONb3yeTCs METOZ C 3anpocoM Npas AocTyna Ha cmd.exe Ans 06xoa XenToro okHa UAC)

Source : XXS forum

oy
AURORA STEALER | BOTNET )
@ Pre-order is open @

S =

Why do you need to pre-order?

1) You will get LifeTime Aurora Botnet and LifeTime Aurora
Stealer

2) You will get all kinds of modules for free and forever

3) You will get one of the first access to beta testing of the product

The official release of the first version is scheduled for February 1,
and you will be able to get the product in the coming days!

Price: $1000

Modules:

1) Loader | X64,X32 - Run, Run Memory

2) Proxy | Reverse - works without ports

3) VNC/RDP/RDP/VNC - works without ports

4) DDOS | L4.L7,Bypass

5) SiteScanner | NMAP,Scanner - for finding vulnerabilities and
hacking

6) Port | Working with ports - it is easy to make tunnels and
reverse ports, the possibility of a mass scanner

7) Brute | Metamask, RDP, SSH, FTP

8) The ability to raise web servers on bots

9) PowerShell, CMD | Work without ports

10) SFTP file manager | Work without ports

@aurora_botnet_support

Source : chechire666 _aurora Telegram channel 11




3ropga+ | bbicTpbin Xong,

S i o
RAZZZE W
Nyywasa TpadP Tnuma
Brazzzers Logs L D E
Mbi KaK [)KOHHU CHUHC, TONBKO B MUPE NIOroB

Hanucate pp @BrazzzersLogs_bot

Hawwu npenmyLiecTea

OnbIT LleHa BbicTpbIN

3ropa+ 70 pybnen 24 yaca
B cdepe 3anor Xong,

Traffers (from the Russian
mpachcpep) are threat actors
specialised in redirecting traffic to
massively distribute infostealers.
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A typical traffers team structure

and its interactions
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Infostealers
distribution channels

@ Actors distributing infostealers leverage the following distribution
channels and social engineering techniques:

— malspam

— malvertising (Ads + landing pages)

— phishing on social networks

— cracked software

— fake updates

— web pages imitating legitimate software sites
— documents related to corporate activities

14




“9711" infection chain

Link from the

YouTube video on YouTube video File transfer Password-protected
stolen account description service archive
', Mley ‘
X 0 : . ZiP]
The description . Yy 4R (%l
conm.'ns)a link and The link redirects to o K orcrh;;v QY "osted ®
sometimes a pasSWord. legitimate file tronsfer service. K (AVIce.

The archive contains
an executable file.

The malware exfiltrates The falware gathers
collected dota to the C2 information from the The EXE embeds an

/\ server. infected host. I I information steoler.

0o =
e =)- Log)=| ‘ *
0 — = EXE
Attacker C2 server Collected data Information stealer PE file faking a
(Redline, Raccoon, legitimate one
Vidar, etc.)

Example: on YouTube, search for “free download crack photoshop”

15




“SEO poisoning + cracked software”
infection chain

Websites
Google search . Adversary
for crack software Iever.:agmg controlled website
SEO-poisoning
O —
it returns SEQ Unsuspecting users clicks The website is o fake
poisaned websites ot on one of the first crack software
the top of the resuits. results. catalogue.

The malware exfiltrates

Redirecting steps

&

Several redirecting steps
redirect the user to the
download of an archive,

collected dota to the 2 ?1’79 EXE g?rﬂbgd.g {an The OFCthS’ clonr{qms
server I I information steaoler. an executable file.
0o ==
o — . o ZIP
Information stealer PE file faking a Password-protected
Attacker C2 server (Redline, Raccoon, .- g P
legitimate one archive

Vidar, etc.)

Example: on Google, search for “download crack software”

16




Example:
“Malvertising”

(=

GO g|€ zoom download %

Q Al B News [ Images [ Videos [f] Books : More

About 672,000,000 results (0.30 seconds)

Ad - https://fr.seekblend.com/look_no_more/quality_info ~

Download Zoom - Best Virtual Meeting Platforms

Search for best virtual meeting platformss. Relevant Results. All the Info You Need. Visit &
Lookup Immediate Results Now.

Ad - https:/iwww.zoomdowndesktop.store/ v

Choose the best conference app - Zoom as a high level indicator
This app will help you create a conference

Ad - https:/iww.info.com/ v

Download Free Zoom Meeting - Download Free Zoom Meeting

Find Download Free Zoom Meeting. Examine Now. Info.Com Results. Variety of Reliable Info.
Trusted Sources. Types: Variety of Reliable Info, Trusted Sources, Info.Com Results.

https://zoom.us > support > download

Download Center - Zoom

Download Zoom. Download from Google Play - Download from Zoom.

https://support.zoom.us > en-us » articles » 441529417...

Downloading the Zoom desktop client and mobile app
Nov 3, 2022 — You can download the Zoom desktop client for macOS, Windows, Linux, and
Chrome PWA, as well as the Zoom mobile app for iOS and Android, ...

)

Tools

Download Center Download for T Admin

Zoom Client for Meetings

The web browser client will download automatically when you start or join your first Zoom
meeting, and is also available for manual download here.

Download Version 5.10.1 (4420)

Download 64-bit Client ~ Download ARM Client

Zoom Plugin for Microsoft Outlook

The Zoom Plugin for Outlook installs a button on the Microsoft Outlook tool bar to enable
you to start or schedule a meeting with one-click.

e

Add Zoom as an Add-in for Outlook on the web

Zoom Plugin for IBM Notes

The Zoom Plugin for IBM Notes installs a button on the IBM Notes meeting schedule
window to enable you to schedule a meeting with one click.

Download Version 5.10.0.306

17




Dedicated services
associated with infostealer distribution

. Tlauab! Ans nponuea Q Search N3Hgel gns nponuea

191 subscribers

191 subscr
December 9, 2022
Pinned message

)\ 3akasatb neHp Ans nponuea |-I'o*rosuﬁ (no wabnoHy) - 10-15% LCozpanue

w

Naugbl ans nponuea
@TrafLand

Channel created

Jaupp! Ans nponusa
) 3aKa3aTb NeHA ANs Nponusa 191 5 5 1 z
Hroroswiit (0 watnony)-10-15 Subscribers  Photos  Videos Link

LCoapanme c Hons - 20-408 i NaHpel gna nponuea
LNlenauHr nop kntou - 35-508 (+ xocTuHr u gomer)

Pa3paboTka OfHOCTPaHWYHbIX CaiiTOB ANs
nponwuea go 508

% [lononHuTensHble yenyru:
|YkpacTb rotoBbii nenauur - ot 258 ApmuHucTpatop - @nightiks

LycranoBka Ha xocTuHr - 10§ ‘ A
DOWNLOAD TELEGRAM iz,
Ny One platform

‘ OnNaTUTL MOXHO C MOMOLLbIO:
LOLZ | BTC | ETH | USDT TRC-20 About Blog Apps Platform § | to in novate

Dring e™a IS0erhec RGNS RONICICNL BR0030 W

() Baw 3akas 6yaer BbinoNHeH B TeyeHne 2-8 4acos

3akasartb - @nightiks
1.2K © edited 22:53

Jlaupb! ans nponusa pinned «

3akaaaTb nieHg ans nponusa Hor...»

Naugb ana nponusa

PROGRAMS ARE

FREE FOR YOU

HOBBbIA BbINO/NHEHHLIV 3aKa3

Llena-10S

CToMMOCTb - 30%

B ueuy sxogur: CpOK BbINOMHEHWA - 2 Uaca
- Cmena Ha3BaHwAa & norotuna
- PefjaKTupoBaHme copepxumMoro

A 3aKa3a - @nightiks .
| Mokynka - @nightiks i el B W An g ® 153 19:45




Sale of stolen data

421 stealer logs
796 stealer logs
93k Hong Kong Combolist

354 stealer

Pages (21)

Stealer Logs
Thread / Author

n

ction Rules

pompompurin

Free Stealer logs | 2000 JANUARY 2023 - partd5

L

#1 Paid RAT Logs - 9.449.841 Lines - +400 Listings for Target Sites (F

5x Reline Stealer Logs Private

Cookies [242 Netflix, 161 Steam, 293 Yahoo]

Moon Chat | RU&Eng

W

Moon Cloud | Free Logs

Logs by @prdscloud 1461449785.zip

Password:

0 Logs by @prdscloud 2583780216.zip

Password:

0 Logs by @prdscloud 2871378693.zip

Password

Passwort

Logs by @prdscloud 5943114326.zip ,

Password

|

V| —_

Sources: SQLi Clodg, ’Breoc?h'eﬂdForum, Telegram
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Sale of stolen data:
centralised platforms

C22A5B10D4C2A30906204DCEQOAFT 2FF

i 2023-03-1517:11:09
2023-03-1519:41:07

65DCOB671AA4685B977D4896FC314D99

4 2023-03-1516:26:52
2023-03-1519:41:07

C6F6C54A53A63D83CD51F709EESSFEFD

i 2023-03-1514:27:32
2023-03-1519:41:06

74724859075A0A6281F22E55090D4A90

il 2023-03-15 14:26:10
2023-03-1519:41:06

oD

2 Amazon

W Live

account.battle.net
eu.battle.net

Fod

Esrr
Q) GitHub

account.prusa3d.com
accounts.thingiverse.com

Ve

£ SonyEntertainm...
B sFr
Bl Uber

com.contextlogic.wish
9710981 p.index-education.net

@«Gg

ECDiscountStore
¥ Twitter

© Rakuten

B sFr

® CarrefourStore

cellmapper.net.cellmapper

G Google
@ AppleStore

G Google
M Oorange

Leboncoin

M Live

Impotsgouv
% iCloud
W Aliexpress
O GitHub
Hsteam

eu.account.battle.net
us.battle.net

accounts.autodesk.com

accounts.thingive...

tv.twitch.android.app

cgeo.geocaching

EiFacebook
P payPal

¥ Aliexpress
Booking

© Spotify
ELidiStore

[HEasylet
G Google
3 Amazon
P payPal
M Orange

B0 R1290=12

..known 6

..other 6

20 H3590=35

..known 10

..other 25

90 50 €90 =50

..known 10

..other 40

&0 R 21590=215

..known 66

..other 149

BIFR
2a01:e0a:a8f:ec50...
Windows 10 Enterprise

B1IFR
2a02:8428:e2c:6a01...
Windows 10 Home

BIFRR
78.121..
Windows 10 Home

B1IFR
86.73...

Windows 7 Home
Premium

17.00

8.00

5.00

@
E O
o
)
E O
o
@
E O
w
@)
E O
o

Source: Genesis Market
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Sale of stolen data:
logs qualification

Log Parser | Dumper | Coprtep | INapcep Jloros | Profit Maker v1.5 | Max Stealer support

& KijomBa - (© Jan 26, 2023

KijomBa o
RAM - Ecnun nonagarTca HeM3BECHbIE N10MK: OTNpasnseTe MHe -> 10 MUHYT -> napcep NoAAepHUBaeT HOBbIN THM.
- PabotaeT Ha sgpe log_processor, B Oyaywem sapo(bubnunoTeka) OyaeT paclumpaTbea

Monb3oBatent

Jan 17,2022

crystalsorter logparser logs logsorter parser sorter

Jan 26, 2023

Profit Maker v1.5 - Hosas BbixMMKa MOMX CKUTaHWIA NO MUPY NIOTOB 1 MX 06pabTKM.
- MoaaepxvBaeT 18+ CTUNNEPOB
- Kakblii CKaH - paciumpenie dyHKLnoHana

- HoBbl€ TUNbI CTWIIEPOB, BbILLE CKOPOCTb paﬁOTbl, BbDXMMKA BCEW AaTbl, HE TO/TIbKO CTPOK

136 - ®opmatr URL:USER:PASS
83 - CkopocTb 1000+ noros/cekyHay (Ha He camom TOMOBOM MK)
2

- KnacHblii YN &

CTommocTb 308, ¢ nogaepxkoii Ha mecsl, 50$ (onepaTuBHbIi ke Baros, paclunpeHre NoaaepxKm)
[JopaboTkn nog Balum HyX/bl, 3@ HebonbLuyto Nnarty.

lapaHT ToMbKO 3a.

npomycxKos!

CAONOPY

patars

OSHOBNO NS

SUPPOrT toam

updiates

Sources : XSS forum, LolzGuru
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ldentifying
emerging
infostealers :
investigation and
analysis



Investigation and analysis
methodology

Goals:

- identifying emerging infostealers

- assigning samples distributed in
the wild to advertisements of

Malware-as-a-Service on
cybercrime platforms




Investigation and analysis

methodology

Monitor publications

Cybercrime forums

Telegram channels

Track new samples

YARA
Distribution

infrastructures

Sandbox analysis
Loaders, PP

&

[Zai

(B
£3

Capitalise on

Fully-feature
infostealers

Infostealers with
good feedback

Serious threat
actors

Pivot on
C2 infrastructure

Samples

v

—» Compare technicaland —»
advertised
specifications

Associate infostealer
samples with a
Malware-as-a-Service

—

Analyse in depth

C2 communications

Reverse engineering

C2 infrastructure

—

Track
YARA writing
C2 tracking

Configuration

extraction
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Investigation and analysis methodology
Monitoring and capitalisation

Monitor publications Capitalise on

Cybercrime forums 2y Fully-feature

infostealers
Telegram channels 29 Infostealers with
good feedback

29 Serious threat
actors
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Investigation and analysis methodology
Monitoring and capitalisation

Goal: unveiling new infostealer families

- detecting weak signals related to the
ecosystem’s evolution

- anticipate the adoption of an infostealer
by the cybercrime community

- monitoring the financial submissions of
threat actors

plymouth
floppy-auck , DeC 14, 2022 (002 &)

Messages

7 N\
~

Phoenix1
floppy-auck

Feb 23, 2023 (0.01 B)

arvé

Mpemuym B | Mar 4, 2023 (002 $)

WhiteSnake
Sellr Mar 18, 2023 (0.026 B)

— Messages: 17 - Reaction sco

[ e Wi |
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Investigation and analysis methodology
Proactively tracking of new samples

Track new samples

YARA

@ Distribution
S infrastructures

Sandbox analysis
Loaders, PP
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Investigation and analysis methodology
Proactively tracking of new samples

Goal: tracking samples of emerging infostealers distributed in the wild

- tracking the distribution infrastructure leveraged to deliver infostealers
- Writing YARA rules for hunting purposes

- tracking sandbox analysis results

- tracking payloads distributed by popular loaders

28




Investigation and analysis methodology
Proactively tracking of new samples

tracking the
distribution
infrastructure

SEKOIA.IO

©

e o

Q

Type Infrastructure

Aliases

Details

Type

indicates

indicates

indicates

indicates

indicates

indicates

indicates

indicates

indicates

indicates

indicates

indicates

indicates

indicates

indicates

indicates

intelligence >

SelfGame websites distributing commodity malware as free software -

REDO0018

SEKOIA ~

Confidence ()  Created at Feb 22, 2023

AliSoft websites distributing commodity malware as free software

Threat Context  Graph exploration

Name

D

crack-all.space

D)l

http://crack-all.space/

)]

https://cracked-programs.xyz/

Pl

cracked-programs.xyz

Pl

http://cracked-programs.xyz/

Modified at Feb 22, 2023

Valid from Valid until Conf.
01/01/2023 16/09/2023 @
01/12/2022 30/05/2023 @
01/12/2022 30/05/2023 @
01/01/2023 16/09/2023 @
20/03/2023 19/04/2023 @

Pl

jstclub.space

45.87.2.44

Rl

allsoftclub.com

Pl

D)

while-games.com

D)

www.while-games.com

)]

http://allsoftclub.com/

Pl

https://allsoftclub.com/

Pl

https://while-games.com/

46.151.30.9

Rl

rcc-software.com

Pl

® www.disasoft.org

o
RCC-SOFTWARE
~

Programs & Apps  FAQ

Programs & Apps

]

G Allprograms @ Soft Video & lllustration & Audio A~ Adobe & I0BIT

Recuva Pro

Recover your deleted files
quickly and easily

FREEDOWNLOAD .

)

uTorrent pro FUTUREMARK

Auslogics Driver
Advanced security, no ads, HD. PCMARK 10 Updater
BASIC EDITION

media player, support and

more Update drivers on your PC in

The C
conflicts and ensure smooth

hardware operation!

FREEDOWNLOAD L FREEDOWNLOAD L FREEDOWNLOAD L

External Source

SEKOIA, SEKOIA C2 Tracker
SEKOIA, SEKOIA C2 Tracker
SEKOIA, SEKOIA C2 Tracker
SEKOIA, SEKOIA C2 Tracker
SEKOIA C2 Tracker

SEKOIA C2 Tracker
SEKOIA, SEKOIA C2 Tracker
SEKOIA, SEKOIA C2 Tracker
SEKOIA C2 Tracker

SEKOIA C2 Tracker
SEKOIA, SEKOIA C2 Tracker
SEKOIA, SEKOIA C2 Tracker
SEKOIA C2 Tracker
SEKOIA, SEKOIA C2 Tracker
SEKOIA

SEKOIA
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Investigation and analysis methodology
Proactively tracking of new samples

@ Writing generic YARA
rules based on
targeted data from:

- web browsers

- cryptocurrency wallets
(software)

- cryptocurrency wallets
(web extensions)

strings:
$strol
$stro7
$strog
$stro9
§strlo
$strill
$stril2
$stril3
$stril4g

condition:

"wallet.dat" wide ascii

"logins.json" wide ascii

"Google\\Chrome\\User Data" wide ascii
"BraveSoftware\\Brave-Browser\\User Data" wide ascii
"Chromium\\User Data" wide ascii

"Opera Software\\Opera " wide ascii
"Mozilla\\Firefox\\Profiles" wide ascii

"password" wide ascii nocase

"\\Steam" wide ascii

uintl6(0)==0x5A4D and filesize > 10KB and filesize < 500KB and
4 of ($str*) and vt.metadata.new file

strings:

condition:

$sqle
$sqll
$sql2
$sql3
$sql4
$sql5
$sql6

"SELECT " wide ascii
"username value" wide ascii
"password value" wide ascii
" FROM " wide ascii
"logins" wide ascii
"moz_cookies" wide ascii
"moz_places" wide ascii

uintl6(0)==0x5A4D and filesize > 50KB and filesize < 5MB and
4 of ($sql*) and vt.metadata.new file
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Investigation and analysis methodology
Proactively tracking of new samples

@ Tracking payloads distributed by loaders associated with Pay-Per-Install services

Example : a bot monitoring payloads distributed by GCleaner loader

F::) TDR-Cybercrime bot 80T 09:24
GCleaner PPI payloads tracking - 2023-03-17 09:19:42 - hxxp://45.12.253.75/addons/_links. json

GEO

D1

D2

D3

D4

EU
us
MIXTWO

MIXONE

Payload URLs

hxxp://rymcsa03.top/download.php?file=file.exe

hxxp://v1678610.hosted-by-vdsina.ru
/babaiko.php?filename=Fileinstall.exe

hxxp://rymcsa03.top/download.php?file=file.exe

hxxp://v1678610.hosted-by-vdsina.ru
/babaiko.php?filename=Fileinstall.exe

hxxp://qdm57.shop/f/fz0311356e.exe
hxxp://qdm57.shop/f/fz0312351u.exe
hxxp://getgoodsb.link/notepadp.exe

hxxp://getgoodsb.link/notepadp.exe

Triage analysis
https://private.tria.ge/230317-j78c1sdpne
https://private.tria.ge/230317-j78c1sgrf6
https://private.tria.ge/230317-j78nsafnrx
https://private.tria.ge/230317-j78nsamwvl

https://private.tria.ge/230317-j78zjsfnry
https://private.tria.ge/230317-j78zjsfnrz
https://private.tria.ge/230317-j79abadpnf

https://private.tria.ge/230317-j79k3sjtys

Malware
Family

cryptbot
laplas redline
cryptbot

redline laplas

stealc

stealc

Score

10

10

10

10

Tags

family:cryptbot discovery evasion spyware stealer themida trojan

family:laplas family:redline botnet:fm clipper easycrypt infostealer
infostealer_generic stealer

family:cryptbot discovery evasion spyware stealer themida trojan

family:laplas family:redline botnet:fm clipper easycrypt infostealer
infostealer_generic stealer

family:stealc discovery spyware stealer

family:stealc discovery spyware stealer




Investigation and analysis methodology
Pivoting on nhew samples

Pivot on

C2 infrastructure

(&
€4 samples
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Investigation and analysis methodology
Pivoting on nhew samples

Goal: estimation an infostealer family’s propagation

- pivoting on Command & Control (C2) infrastructure
- pivoting on samples
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Investigation and analysis methodology
Pivoting on nhew samples

@ Pivoting on Command & Control (C2)
infrastructure:

- via C2' URL patterns:

- POST requests
/http:\/\/[~A\/]1*\/[a-f0-9]1{16}.php/
-  GET requests

/http:\/\/[A\/]*\/[a-f0-9]{16}\/sqlite3\.dll/
/http:\/\/[A\/]*\/[a-f0-9]{16}\/freebl3\.dll/
/http:\/\/[A\/]*\/[a-f0-9]{16}\/mozglue\.dll/
/http:\/\/[AM\/]*\/[a-f0-9]{16}\/msvcp140\.dll/
/http:\/\/[AM\/]*\/[a-f0-9]{16}\/nss3\.dl1l/
/http:\/\/[AM\/]*\/[a-f0-9]{16}\/softokn3\.dll/
/http:\/\/[AM\/]*\/[a-T0-9]{16}\/vcruntime140\.dll/

POST /984dd96064ch23d7.php HTTP/1.1

HTTP/1.1 200 OK (text/html)

POST /984dd96064ch23d7.php HTTP/1.1

HTTP/1.1 200 OK

GET /a02fc2187db8cd88/sqlite3.dll HTTP/1.1
HTTP/1.1 200 OK (application/x-msdos-program)
GET /a02fc2187db8cd88/freebl13.dll HTTP/1.1
HTTP/1.1 200 OK (application/x-msdos-program)
GET /a02fc2187db8cd88/mozglue.dll HTTP/1.1
HTTP/1.1 200 OK (application/x-msdos-program)
GET /a02fc2187db8cd88/msvcpl40.dll HTTP/1.1
HTTP/1.1 200 OK (application/x-msdos-program)
GET /a02fc2187db8cd88/nss3.dll HTTP/1.1
HTTP/1.1 200 OK (application/x-msdos-program)
GET /a02fc2187db8cd88/softokn3.dll HTTP/1.1
HTTP/1.1 200 OK (application/x-msdos-program)

GET /af2fc2187db8cd88/vcruntimel140.dll HTTP/1.1

HTTP/1.1 200 OK (application/x-msdos-program)
POST /984dd96064ch23d7.php HTTP/1.1
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Investigation and analysis methodology
Pivoting on hew sam ples samecs somaso — P — s

40
30

20

@ Pivoting on Command & Control (C2)
infrastructure: ’ /
- via HTTP and HTML headers: :

// WORLDMAP

HTTP/1.1 200 OK Janvier 2023

Date: <REDACTED>

Server: Apache/2.4.41 (Ubuntu) Baiiang
Vary: Accept-Encoding Finland
Content—Length: 145 ‘ Russian Federation
Content-Type: text/html; charset=UTF-8 %

Netherlands

Italy

United States

<html> <head><title>404 Forbidden</title></head> <body> <center><h1>404 ‘
Forbidden</h1></center> <hr><center>apache</center> </body> </html> United Kingdom

France
Poland
Switzerland

0 2 4 6 8 10

Play P @
Jun 2017 Feb 2023
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Investigation and analysis methodology
Linking new samples to advertised Maa$

Compare technical and Associate infostealer
advertised samples with a
specifications Malware-as-a-Service
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Investigation and analysis methodology
Linking new samples to advertised Maa$

Goal: assighing samples distributed in the wild to Malware-as-a-Service
advertised on cybercrime platforms

- comparing advertised technical characteristics with those observed in the wild
- assessing links between a MaaS and an infostealer family
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Investigation and analysis methodology

Linking new samples to advertised Maa$

@ -

technical characteristics
targeted data
data exfiltration

Stealc features, as described by Plymouth on
Xss

SEKOIA.IO observations based on samples of
the new malware family

When developing our solution, we relied on Vidar,
Raccoon, Mars and RedLine

download legitimate third-party DLLs

Current build weight - 78kb

~ 80KB

stealc was written in pure C using WinAPI

WInAPI functions

all functions are dynamically loaded

load the WInAPI functions using GetProcAddress
and LoadLibraryA

import table is taken by couple of imports from mscrt

import 6 functions from MsvcrtDLL

All lines of work are obfuscated.

obfuscated using RC4 and base64

each file to be collected is sent to the server in a
separate request

exfiltrate the collected data file by file

more than 23 supported browsers

target 22 browsers

more than 70 web plugins

target 75 plugins

more than 15 desktop wallets

target 25 wallets.

email clients

\Outlook\accounts.txt

added random name generation for script-gate
(api.php), in stealc update v1.1.2

random paths ([a-f0-9]{16}) used for recent
samples

recorded user-agents in the system_info.txt file, in
stealc update v1.1.2

exfiltrate victim host’s user agents.

recorded ip and country in file system_info.txt, in
stealc update v1.1.2

exfiltrate IP address and country of the infected
host (1SO)




Investigation and analysis methodology
In-depth analysis

Analyse in depth

C2 communications

Reverse engineering

C2 infrastructure
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Investigation and analysis methodology
In-depth analysis

Goal: analysing the infostealers modus operandi

- to compare the technical characteristics announced by the developer and those
observed during the reverse engineering process

- to provide documentation of the malware in order to improve the knowledge and
coverage of the threat

- 1o write advanced YARA rules

- to identify similarities between this threat and other stealers in the ecosystem
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Investigation and analysis methodology
In-depth analysis: reverse engineering

@ Anti-analyse (Jump in @ String and function @ Importing functions:
the middle technique) obfuscation: RC4 APl dynamic resolution

00:
02:

04:

74 03 jn loc_1+1

75 01 jnz loc_1+1
loc_1

B8 E8 9D 00 00 mov eax, 9DESh

!

00:
02:
04:

06:

74 03 jn loc_2

75 01 jnz loc_2

90 nop

lloc2:

E8 9D 00 00 call functionA
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Reverse engineering:
network communications

No. Protocol Source Destination Info Comment
< 1 HTTP 192.168.122.1.. 162.0.238.10 POST /752e382b4dcf5e3f.php HTTP/1.1 Send hwid and build name
1, Web brOWSGFS .0.238.10 168.122.1.. HTTP/1.1 200 OK (text/html) Recieved configuration ID
3 HTTP 192.168.122.1.. 162.0.238.10 POST /752e382b4dcf5e3f.php HTTP/1.1 Ask for browsers configuration
a Cookies asswords Credit 4 HTTP 162.0.238.10 192.168.122.1.. HTTP/1.1 200 OK (text/html) ) )
. ] p I 5 HTTP 192.168.122.1.. 162.0.238.10 POST /752e382b4dcf5e3f.php HTTP/1.1 Ask for plugins configuration
7 HTTP 162.0.238.10 192.168.122.1.. HTTP/1.1 200 OK (text/html)
Ca rds number 20 HTTP 192.168.122.1.. 162.0.238.10 POST /752e382b4dcf5e3f.php HTTP/1.1 Send fingerprint information

21 HTTP 162.0.238.10 192.168.122.1.. HTTP/1.1 260 OK
22 HTTP 192.168.122.1.. 162.0.238.10 GET /dbedef521eed4cc21/sqlite3.dll HTTP/1.1 download sqlite3.dll

b, EXtenSIOnS 395 HTTP  162.0.238.10  192.168.122.1. HTTP/1.1 200 OK (application/x-msdos-progr..
397 HTTP 192.168.122.1.. 162.0.238.10 POST /752e382b4dcf5e3f.php HTTP/1.1 Post google chrome cookies
2 Applications 398 HTTP 162.0.238.10 192.168.122.1.. HTTP/1.1 200 OK ) )
. 400 HTTP 192.168.122.1.. 162.0.238.10 POST /752e382b4dcf5e3f.php HTTP/1.1 List google chrome extensions
. 401 HTTP 162.0.238.10 192.168.122.1.. HTTP/1.1 200 OK
a. Messagerles 507 HTTP 192.168.122.1.. 162.0.238.10 POST /752e382b4dcf5e3f.php HTTP/1.1
508 HTTP 162.0.238.10 192.168.122.1.. HTTP/1.1 200 OK

509 HTTP 192.168.122.1.. 162.0.238.10 POST /752e382b4dcf5e3f.php HTTP/1.1 Get google chrome extension (h

b. Video games
c. Crypto wallets
3. File grabber




Investigation and analysis methodology
Tracking over time

Track
YARA writing
C2 tracking

Configuration

¥ extraction
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Investigation and analysis methodology
Tracking over time

Goal: production of signatures and
infrastructure monitoring heuristics 2 trackers _——

Q

Indicator

C2 heuristics Malware Watcher

C2 extractor
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Conclusion:
current trends and
key facts



Conclusion: current trends
and key facts

AFFIDAVIT IN SUPPORT OF SEIZURE WARRANT

Evolution towards the MaaS model as a 1. N i duly swor, hereby declare as follows:
sign of ecosystem maturity INTRODUCTION AND AGENT BACKGROUND
i I make this affidavit in support of an application for a seizure warrant for the

Multiplication and professionalisation
of the threat

following domains, which are also listed in Attachments A-1 through A-3:]|Genesis.market

(“Subject Domain 17),| g3n3sis.pro |(“Subject Domain 2”),|g3n3sis.org [(“Subject Domain 3”),

gsconnects.com  (“Subject Domain 4”), approveconnects.com (“Subject Domain 57),

Optimisation of operations
tracecontrol.net (“Subject Domain 6), gen2dev.net (“Subject Domain 7”), g3n3sis.net (“Subject

An ecosystem reactive to market Domain 8”), genesis-update.net (“Subject Domain 9”), genesis-security.net (“Subject Domain
developments 10”), and _ (“Subject Domain 117) (collectively, the “Target Properties™). Subject

Infostealer-related actors as part of the
"small scale" cybercrime
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