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About me
Sebin Lee (@navSi16)
• Senior Researcher of Threat Analysis Team, S2W TALON

• APT group research and analysis

Presentation
• 2022.11 – Unveil the evolution of Kimsuky targeting Android devices with newly 

discovered mobile malware (SIS 2022. ON)

• 2017.09 - North Korea’s Surveillance-Defector & Tablet (K-ISI 2017)
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Introduction

A.K.A

Target

Malware

Scarcruft
APT37, Redeyes, Group123, ETC

ROKRAT, Chinotto, POORWEB, 
GOLDENBACKDOOR, CloudMensis, ETC

Diplomatic, Academic, NGO, Journalists, ETC
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Introduction
The ROKRAT malware uses various cloud services as its C&C servers

ROKRAT
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Introduction
The ROKRAT malware not only targets Windows environments but also attacks against 

Android environments

VB2018 - DOKKAEBI: Documents of Korean and Evil Binary
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Introduction
The ROKRAT malware not only targets Windows environments but also attacks against 

Android environments

2017.11.23 - NKNEWS 2018.05.17 McAfee



Cumulus & Clugin
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RambleOn
In December 2022, InterLab disclosed a case of malware distribution targeting a South 
Korea jounalist through Wechat

Using the Pushy messaging service and Cloud services as its C&C Servers

I'll send you an app, 
I'll install it and send it to you.

Wechat Fizzle.apk
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Cumulus & Clugin
The Scarcruft group has been distributing the ROKRAT mobile version since at least 2017

Code Similarties have been discovered between ROKRAT and Plugin

Added the capability of using messaging service as its C&C Servers

2017 - ROKRAT (Android) 2023 - Plugin 4.0
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Cumulus & Clugin
Scarcruft has used similar malware dating back to at least 2019

Type of malware uses messaging services and cloud services 

S2W has named the malicious application “Cumulus” and the additional plugin “Clugin”
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Timeline
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Cumulus & Clugin

AppName 축하통보문 Threema Work PhotoSecViewer
ThreemWork FreeCoinMiner Fizzle

Icon

Distribution 
Period at least end of 2019 at least early 2020 at least early 2022 September, 2022

(for test) at least end of 2022

Package Name com.greet.messagefree com.threema.workfree com.data.wecoin com.app.freecoinminer ch.seme

Type Type A Type A Type B TEST Type C

Messaging FCM
(No use) FCM FCM FCM Puhsy

Device Token Cloud Cloud Firebase Database Cloud Cloud

Cloud Yandex Yandex - pCloud Yandex
pCloud
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Cumulus & Clugin
The malware has been categorized into three types based on its characteristics

Type A Type B Type C

Download Clugin X O O

Download Command O (Cumulus) O (Clugin) O (Clugin)

Download CallRecorder O (Cumulus) O (Clugin) O (Clugin)

Messaging FCM FCM Pushy
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Type A
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Type B
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Type C
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Stage1 – Cumulus (Fizzle.apk)
Cumulus malware sets initial status and downloads/loads Clugin via cloud services
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Stage1 – Cumulus (Fizzle.apk)
Changes status based on messages sent via Pushy

Name Description Value

UUID Unique ID Random value

TID Unique ID Initialized later by Pushy

PUSHYT Pushy device token Device Token

CLOUD Type of cloud “P”
(Initialized to “Y” by pushy)

PRIMARY_ACCESSTOKEN Cloud OAuth token OAuth token for pCloud
(Initialized to Yandex’s by pushy)

VERSION Plugin version 4.0

PLUGINDEXDOWN{VERSION} Flag for successful download
(1: Success / 0: Fail)

1
(After downloading Clugin)
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Stage2 – Clugin(Plugin 14.0)
Clugin communicates with cloud services to download command files and execute 
information exfiltration
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Stage2 – Clugin(Plugin 14.0)
Clugin 14.0 was identified through about 5 months of monitoring cloud services

• Cumulus Package name
• com.data.person

Clugin 2.1 Clugin 3.0
• Cumulus Package name

• com.sec.mishat
• Add Functions

• Send MMS
• pCloud

Clugin 6.0
• Cumulus Package name

• com.sec.mishat
• Add Functions

• Send GPS

Clugin 7.0, 10.0
• Cumulus Package name

• com.sec.mishat
• Add Functions

• Play MP3

Clugin 14.0
• Cumulus Package name

• com.antivirus

Clugin 2.2
• Cumulus Package name

• com.data.wecoin

• Add Functions
• Send Call Logs
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Stage2 – Clugin(Plugin 14.0)
Downloads Command file from Cloud and sets status 
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Stage2 – Clugin(Plugin 14.0)
Checks service status and executes in Cumulus, after executes Clugin methods via Cumulus’s services
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Stage2 – Clugin(Plugin 14.0)
Encryption Process for Exfiltration data (AES + RSA) 
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Stage2 – Clugin(Plugin 14.0)
List of collected data and upload path

Data Type Encrypt Cloud Path

SMS O /{UUID}/D/{Timestamp}

MMS O /{UUID}/D/{Timestamp}

Call Log O /{UUID}/D/{Timestamp}

Contacts O /{UUID}/D/{Timestamp}

Call Record O /{UUID}/D/{Timestamp}

Audio Record O /{UUID}/D/{Timestamp}

File Structure /{UUID}/FS/internal.json

Client Info /{UUID}/CI

Phone Info /{UUID}/PI/PI_{Number of requests}

APP Status /{UUID}/AS/AS_{Number of requests}

Job Log /{UUID}/JL/JL_{Number of requests}

External File Data /{UUID}/ED/
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Stage2 – Clugin(Plugin 14.0)
Downloads and plays mp3 file from Cloud
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Clugin

CallRecorder

Stage3 – CallRecorder
Clugin downloads and loads CallRecorder from cloud services

CallRecorder records incoming and outgoing calls
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Actions when additional messages are received by Pushy 
Sets new status using messages received via Pushy



Interesting Discoveries
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Targeting Chinese Phone 
Checks for the exsitence of the Wechat package suring the data exfiltration process (Clugin 14.0)



31Copyright ⓒ 2023, S2W Inc.

Targeting Chinese Phone 
Confirms the installation of VPN and translation applications on the attacker’s test devices

Astrill VPN is used as a VPN to bypass internet blocking in China

SpeedCN is an application that increases the speed of internet access in China

Installed Package

Astrill VPN
(com.astrill.astrillvpn)

현대중국어1.1
(com.chinese.Changgong)

SpeedCN
(cloud.speedcn.speedcnx)

Papago
(com.naver.labs.translator)
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Targeting Chinese Phone 
Pushy reviews indicates that many people have switched from Firebase to Pushy to ensure

a stable implementation in China  
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OPSec Fail?
Discovers North Korea’s IP in the exfiltrated data found in cloud services

• Device: OPPO OP46F1
Phone IP: 175.45.178.13 (KP)

2023.03.08 (175.45.178.13)2023.01.16 (175.45.178.3)

• Device: Samung SM-N960N
(Galaxy Note 9)

• Phone IP: 175.45.178.3 (KP)

• DCIM
• Wechat Picture
• ETC

• Wecoin (com.data.wecoin)
Clugin 2.5

• SystemComponent 
(com.sec.mishat)
Clugin 7.0
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Distribution Malware Test
There are photos on pCloud that indicate testing for the distribution on malware via SMS

2022.12.08 Unknown IP(pCloud)
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Distribution Malware Test
Veryfying the camera manufacturer of the JPG files indicates the Pyongyang
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APK distribution
Discovered images related to Attacker

2023.02.21 Unknown IP(Wechat Pictures)
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APK distribution

Why doesn’t work it?
When you click on it,
Is your phone set to korean?

Does that mean it won’t download?

We talked to our experts and finalized 
the conditions and steps.

I’ve checked the file you sent me. 
Sorry about that. My smartphone has 
a lower version.

Discovered images related to the distribution of the Fizzle.apk
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Cryptocurrency Image in Cloud
Founds image of cryptocurrency transactions using Electrum on pCloud

It can’t be confirme whether the wallet address is associated with the Attacker

2023.02.15 pCloud
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Conclusion
Scarcruft group has continued to improve the mobile version of ROKRAT malware they 

have been utilizing since 2017 and is still actively using it today  

A multi-channel strategy that utilizes cloud services such as Yandex and pCloud, as well as 

legimate services such as Firebase and Pushy for C&C

The distribution of malware through messengers like Wechat has been discovered, 

suggesting the possibility of similar attack campaigns in the futre



Thank You


