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| About me

Sebin Lee (@navSi16)
« Senior Researcher of Threat Analysis Team, S2W TALON
« APT group research and analysis

Presentation
« 2022.11 — Unveil the evolution of Kimsuky targeting Android devices with newly

discovered mobile malware (SIS 2022. ON)
« 2017.09 - North Korea's Surveillance-Defector & Tablet (K-ISI 2017)
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| Introduction

Scarcruft

A.K.A

APT37, Redeyes, Group123, ETC

ROKRAT, Chinotto, POORWERB,
GOLDENBACKDOOR, CloudMensis, ETC

Target

Diplomatic, Academic, NGO, Journalists, ETC

63 SZW Copyright © 2023, S2W Inc.



| Introduction

The ROKRAT malware uses various cloud services as its C&C servers

Yandex

pCloud
ROKRAT

<2 Dropbox .

2 S2W Copyright © 2023, S2W Inc.




| Introduction

The ROKRAT malware not only targets Windows environments but also attacks against

Android environments

VB2018 - DOKKAEBI: Documents of Korean and Evil Binary
virus

BULLETIN

Recent Trends

: ¥Vateringhole attack via Malicious APKS - scarcrutt

www
User

- [ T o e 3) Check einvironments
! J 'L@ i - = of connected device
7% 1) Access waypoint

Iy
2-1) Execute script
that distribute malicious code
[test.php]

Inserted <iframe> tag

ﬁﬁ@ e =
= < 4-2) Move to SO : ! I
." ‘malicious apk path <« L o j S Cthok o Chick
YR 08 and Version of mobile browser _Samsung
connected device mobile device
2-2) Execute D‘S"'b:lég'(‘:SeNe' [ver 5.0] [SM-/ SHV- ]

CVE-2015-6764  script that ) l
window.location.reload(): asstribute malicious code

lamayjs]  __ve Log file in C&C l /
Drop & Install | N
<4 Write log fle about
m connected device information
@

5) save filename
i cred.zj
7) Install Malicious APK (Dropper) Exploit ®

A
Malicious APK 3-2) Reaload Page Exploit

N | 10 00.png
) % )
to system permission CVE-2015-7888

6) Download file
1o /sdcard/Download/

Virus

BULLETIN

Recent Trends

= Wateringhole attack via Malicious APKSs - scarcrut

= CVE-2015-7888 (Path Traversal)
» WifiHs20UtilityService (UID : system)
= /sdcard/Download/cred.zip
WifiHs20CredFileObserver automatically

extracts the content of the archive in the /data/bundle/
directory and deletes the zip file afterwards

£ cred zip E. o= 37 237 e FR
v pu—
vo— © base.apk 61,660 61,660 US|(APK) DY
v

v data
v app
com.sec.android.app.samsungapps-1
com.sec.android.app.samsungapps-2

Copyright © 2023, S2W Inc.



| Introduction

The ROKRAT malware not only targets Windows environments but also attacks against

Android environments

2017.11.23 - NKNEWS 2018.05.17 McAfee

L5 o7, IS HAIKZ JHol WSS S AT Malware on Google Play Targets North Korean

=

By @Y 71% - 2017.11.2311
. Mcafee | maviz,208 | 7MINREAD
eacaSKT = 2¥9:23 @ - evecoSKT T ou9:23
<39 Olef Q= <39 Ofef
Earlier this year, McAfee researchers predicted in the McAfee Mobile Threat Report that
222 Qe L2t Qe we expect the number of targeted attacks on mobile devices to increase due to their
U7 SRS GE HBRG, (1) iqui i i isti i
qudiEmaT g e, % OEI m ubiquitous growth combined with the sophisticated tactics used by malware authors.
Last year we posted the first public blog about the Lazarus group operating in the mobile
B2 wh) e A5 T
20174 118 220 423 B S0 U 309 YAE TE o landscape. Our recent discovery of the campaign we have named RedDawn on Google
o o Play just a few weeks after the release of our report proves that targeted attacks on
HESMR. IR olefa mobile devices are here to stay.
-3
cusoy AR O 714t Htdol 24174 9xIR? [Seges RedDawn is the second campaign we have seen this year from the “sun Team” hacking
roup. In January, the McAfee Mobile Research Team wrote about Android malware
{) ol Suags UM AR OPK OBEXI2? ot 4 j i
X P ——————— ® targeting North Korean defectors and journalists. McAfee researchers recently found new
BEQIG| #7K 2ojEE PR, oleia malware developed by the same actors that was uploaded on Google Play as
e 2_ABOIok. [Zurse “unreleased” versions. We notified both Google, which has removed the malware from
h 00.0)/CHBeBA .
) " Google Play, and the Korea Internet & Security Agency.
E 8 - 20
) deghaitil S our findings indicate that the Sun Team is still actively trying to implant spyware on
28990 Korean victims’ devices. (The number of North Korean defectors who came to South
fo) ouaq 22 A BOlR Korea exceeded 30,000 in 2016, according to Radio Free Asia.) Once the malware is
Eo s installed, it copies sensitive information including personal photos, contacts, and SMS
B2 F UHO 30Y YA TIF of B ) Ao BRI 2L, iRY|E messages and sends them to the threat actors. We have seen no public reports of
kil E2RAsLct N e infections. We identified these malwares at an early stage; the number of infections is
envon i quite low compared with previous campaigns, about 100 infections from Google Play.
+ il |

Malware on Google Play

ApplLockFree (Unreleased: } (Unreleased)

ASSH AYOZ FHE|= FFIRSE UMK siZ A=, 22 E2X| 7|X17F FUidslz &2 s W
A

O|c}, / AFEI=H|Y2INK
f— e 4
SEIQIATH| 2AXt U SEEB0HF| 7|X S CHACR §t 55t Afo|H 37 F20| 0| 245 i _ 9]
w201 XIYsHK| D UCt BH CASO D92 OMACE AL HEIIUS oY HLHE = 2
4%t &2, iy 1Y XFal 2N FOiFst HlAXQl FFIRECR HMIsH= "WEY Y’ Mg — H ®
-«

M7| AEtE 20|t - lH

Malware uploaded on Google Play (now deleted).

D
W
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| RambleOn

In December 2022, InterLab disclosed a case of malware distribution targeting a South
Korea jounalist through Wechat

Using the Pushy messaging service and Cloud services as its C&C Servers

830 Go@A - A0

|

26 047|2 L7 5 1 '
= . I'II §end y.ou an app, .
I'll install it and send it to you.

Rizzie

e Create an account >

If you have a Fizzle account already

M7t O Z St ELEZE|
727¢ 24| O
Ll OA Z0 BUHESEAR link from another device or

restore from backup.

1 Fiz7le ank
SB 52W Copyright © 2023, S2W Inc.




Cumulus & Clugin

The Scarcruft group has been distributing the ROKRAT mobile version since at least 2017
Code Similarties have been discovered between ROKRAT and Plugin

Added the capability of using messaging service as its C&C Servers

2017 - ROKRAT (Android) 2023 - Plugin 4.0

try { try {
riter fw = new F riter(this.DeviceInfo, false); er filewritere = new Fi er(this.phoneInfo, false);
fw write("Registed + sharedPreferencese. getstrlng( REGTIME", ) + "\n"); fllewrltere write("pN : + 51 + );

fw.write("pN : + this.convertpigittostring(si) + "\n"); filewritere.write("em : + 52 + "\n");

fw close()_, 7 fllewrltere close();

F_ d1 = new i riter filewriterl = new
ﬁlewrlterl write("/
filewriteri.write(
filewriterl.write(
filewriteri.write(

iter(this.rPhoneInfo, true);
U H

1.BOARD + "\n");

+ Build.BOOTLOADER + "\n");
\n");

d.BOOTLOADER +
\n");

‘”-.“,)W’). fFilewriterl.write(" )
.FINGERPRINT + "\n"); filewriteri.write("D \n");
\n"); filewriterl.write( FINGERPRINT + "\n");
filewriterl.write( d.HARDWARE + "\n");

filewriterl.write(

i1d.MANUFACTURER + "\n"); filewriterl.write(
d.MODEL + "\n"); filewriterl.write("man
.PRODUCT + "\n"); filewriterl.write("M0
SERIAL + "\n"); filewriterl.write(
LTAGS + "\n"); filewriterl.write(
JTIME + :\n ); filewriterl.write("T
.TYPE + "\n"); filewriteri.write(
n"); filewriteri.write(
USER + "\n"); filewriterl.write(

HOST + "\n");
I+ "\n");
+ Build.MANUFACTURER + "\n");

\n");
\n");

o .gEtEagtOVe"ﬂO“()l*cosgNif'E s filewriteri.write( ..getRadlovers:Lon() + "\n");

CODENAME : ild.v \ . " " .
INCREMENTAL : X INCRE‘IENTAL Y \n"); filewriterl.write("V i N.CODENAME + "\n");
RELEASE : ™ 4 ) .7 filewriterl.write("V 1. INCREMENTAL + "\n");

filewriterl.write("V {.RELEASE + ‘n )5
filewriteri. wrlte( v V {.SDK_INT + "\n");
o packagenanagere thlS myContext.getPackageManager();

= packageManagere.getInstalledPackages(@); iste PBCKBEEMBNBEE"? getInstalledPackages(@);

Iterator iteratore = liste.iterator(); filewriterl.write("/ n");
Tterator iteratore = liste. iterator();

this. getxppllcanoncontex‘t() getPackageManager();

packageManagere =

Copyright © 2023, S2W Inc. 10



| Cumulus & Clugin
Scarcruft has used similar malware dating back to at least 2019
Type of malware uses messaging services and cloud services
S2W has named the malicious application “Cumulus” and the additional plugin “Clugin”

2 S2W Copyright © 2023, S2W Inc.
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| Timeline

TypeB TEST TypeC

Type A
pCloud account
registered
2019 2020 2021 2022
First victim First Clugin
(on Yandex) (on pCloud)
e A First Clugin
vp (on Yandex)
L S2W Copyright © 2023, S2W Inc.
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32w

AppName

Icon

Distribution
Period

Package Name

Type

Messaging

Device Token

Cloud

| Cumulus & Clugin

at least end of 2019

com.greet.messagefree

Type A

FCM
(No use)

Cloud

Yandex

Threema Work

at least early 2020

com.threema.workfree

Type A

FCM

Cloud

Yandex

PhotoSecViewer

ThreemWork

Al G

at least early 2022

com.data.wecoin

Type B

FCM

Firebase Database

Copyright (© 2023, S2W Inc.

FreeCoinMiner

September, 2022
(for test)

com.app.freecoinminer

TEST

FCM

Cloud

pCloud

(),

at least end of 2022
ch.seme
Type C
Puhsy

Cloud

Yandex
pCloud

13



| Cumulus & Clugin

The malware has been categorized into three types based on its characteristics

Download Clugin X (0] o]
Download Command O (Cumulus) O (Clugin) O (Clugin)
Download CallRecorder O (Cumulus) O (Clugin) O (Clugin)
Messaging FCM FCM Pushy

Sa SZW Copyright © 2023, S2W Inc.



| Type A

Messaging

6. Sends a message e < 5. Gets device token
Attacker
1. Downloads Command file &
7. Forwards the message to Cumulus CallRecorder
> <

/

Firebase

4, Exfiltrates data

Cumulus (Type A)

2. Loads CallRecorder

‘ ' ﬁl' 3. Saves call recording data to file

CallRecorder

Copyright © 2023, S2W Inc.

Yandex
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| Type B

3. Sends a message
with Cloud URL

Messaging

4

Firebase

| 2. Gets device token

—

v

Attacker Firebase Database
1. Sends device token
_____________________________________ 1
4. Forwards the message and data 5. Downloads Clugin
> <«
Cumulus (Type B) Yandex

6. Downloads Command file &
CallRecorder

FE

Clugin

9. Exfiltrates data

7. Loads CallRecorder

| 'ﬁ' 8. Saves call recording data to file

CallRecorder

16



A

I Ty p e C 7. Sends a message with status to update % 6. Gets device token

______________________________________ Attacker_ _ _ ____

: Messaging : Cloud
1 1

1 1

1 1 /

1 1

1 1

1 1

1 1

1 1

1 1

: @ 8. Forwards the message and data 1. I:)ownloads Clugin @

1 ) ‘ < T

1 1

X Pushy X pCloud Yandex
1 Cumulus (Type C) 1

1 1

1 1

1 1

1 1 k

: : n

2. Download Command file &
CallRecorder

5. Exfiltrates data

Clugin

3. Loads CallRecorder

4B\ 4. Saves call recording data to file

CallRecorder

2 S2W Copyright © 2023, S2W Inc.



| Stage1 — Cumulus (Fizzle.apk)

Cumulus malware sets initial status and downloads/loads Clugin via cloud services

iy g

Cumulus Cloud

@ 1. Set status in SharedPreferences

2. Requests Clugin

Q »t

3. Send
"/P/Plugin.{ VERSION}"

< O

SB SZW Copyright (© 2023, S2W Inc. 18



| Stage1 — Cumulus (Fizzle.apk)

Changes status based on messages sent via Pushy

T e

uuiD
TID
PUSHYT
CLOUD
PRIMARY_ACCESSTOKEN
VERSION

PLUGINDEXDOWN{VERSION}

32w

Unique ID

Unique ID

Pushy device token

Type of cloud

Cloud OAuth token

Plugin version

Flag for successful download
(1: Success / 0: Fail)

Copyright © 2023, S2W Inc.

Random value

Initialized later by Pushy

Device Token

HP”
(Initialized to “Y” by pushy)

OAuth token for pCloud
(Initialized to Yandex’s by pushy)

4.0

1
(After downloading Clugin)

19



| Stage2 - Clugin(Plugin 14.0)

Clugin communicates with cloud services to download command files and execute

& @p

information exfiltration

@

Cumulus

6. Checks service status
& start

A
Y

7. Calls a method in Clugin

Clugin CallRecodrder Cloud
4. Requests Command File
QO >
5. Sends "4 UUID}/C"
< L
L
7. Download "cmd{CMD}"
P 8. Send "/P/cmd{CMD}"
< ®
9. Execute Call Recording Method
@ 10. Call Recording
11. Exfiltrates Data
? > "{UUID}/"

Copyright © 2023, S2W Inc.
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| Stage2 - Clugin(Plugin 14.0)

Clugin 14.0 was identified through about 5 months of monitoring cloud services

* Cumulus Package name

+ com.data.person

* Add Functions

? Clugin 3.0

* Cumulus Package name

e com.sec.mishat

® Clugin 7.0, 10.0

* Cumulus Package name

e com.sec.mishat

« Send MMS * Add Functions

* pCloud

- Play MP3

Clugin 2.2

* Cumulus Package name
+ com.data.wecoin
* Add Functions
+ Send Call Logs

Clugin 6.0

* Cumulus Package name

e com.sec.mishat

© * Add Functions
+ Send GPS

Copyright © 2023, S2W Inc.

Clugin 14.0

* Cumulus Package name

* com.antivirus

21



| Stage2 - Clugin(Plugin 14.0)

Downloads Command file from Cloud and sets status

p C (Command) 3. Verify Data Type

/ \ 2. Data Parsing
| : Integer

:OMD : 1 g S : String

Cloud

:CTREQNUM : 1
: SMSIT : 86400
: CLIT : 86400 4. Modify Setting
: GPSIT : 86400 Value

: SMSREALTIME : 0

|
|
|
|
|
|
| : DEBUGLOG : 1
|| | : LOGREQNUM : 2
I | : :AR:0 SharedPreferences
|
|

1. Downloads
C(Command)

: DEVICEINFOREQNUM : 2 Putint("CMD", 1)
: APPSTATEREQNUM : 2
: FILEREQNUM : 2

S : ARST : 2020_03_24_14_00_00

Clugin

S :SDPATH: 0

\\S :SDKIND : 0 J

2 S2W Copyright © 2023, S2W Inc.




| Stage2 - Clugin(Plugin 14.0)

Checks service status and executes in Cumulus, after executes Clugin methods via Cumulus’s services

@

Cumulus Clugin
‘L 1. Checks service status
h L & execute

[ 2. Call a method in Clugin } ;6

3. Exfiltrates data or update Clugin
(Audio Record, Get External
Storage)

SB SZW Copyright © 2023, S2W Inc.
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| Stage2 - Clugin(Plugin 14.0)

Encryption Process for Exfiltration data (AES + RSA)

Qe &

Cloud Clugin
e N
?4 L 1. Requests epk file } 10. Makes custom path
A J
] e N
2. Sends - 9. Encrypts AES Secret
[ KUUID)/Plepk J >® Key using RSA Public Key Encrypted Data
A S/
e 2 s D
) 8. Encrypts target files
3. Saves epk to file using AES

\ 7 N o > Encrypted AES Secret Key

4 N\ 4 N
4. Decrypts epk using 7. Generates random Length of encrypted AES Secret Key
AES AES Secret Key per file
. J . J
> Custom Path
-
5. Decodes decrypted 6. Extracts } Length of Custom Path
data using Base64 RSA Public Ke
S S2W \ ] [ d




| Stage2 - Clugin(Plugin 14.0)

List of collected data and upload path

Data Type Encrypt Cloud Path

SMS
MMS
Call Log
Contacts
Call Record
Audio Record
File Structure
Client Info
Phone Info
APP Status
Job Log

<521 External File Data

A{UUID}/DATimestamp}
KUUID}D/ATimestamp}
AUUID}/DATimestamp}
KUUID}D/ATimestamp}
AUUID}/DATimestamp}
KUUID}D/ATimestamp}
{UUID}/FS/internal.json
K{UUID}/CI
{UUID}/PI/P1_{Number of requests}
KAUUID}AS/AS {Number of requests}
AUUID}JL/JL_{Number of requests}
{UUID}/ED/

O O O O O O

CUPYIHYIIL (O £UZLO, OLVV IIU.

25



| Stage2 - Clugin(Plugin 14.0)

Downloads and plays mp3 file from Cloud

Qg

=

Cloud Clugin
‘( { Download bsb File ]
[ KTID or UUIDIP/bsb } >@

[ Save bsb10.mp3 }
[ Play bsb10.mp3 J

$S2W |




| Stage3 - CallRecorder

Clugin downloads and loads CallRecorder from cloud services

CallRecorder records incoming and outgoing calls

File filea

if(sharedPreferencesd.getInt(sl + v2, 0) == 1 && ((filel.exists()) && sharedPreferencese.getInt("CMDEXECUTE" + v2, @) != 1)) {

String
ClassL
Class

plugin
plugin
plugin
plugin

= new File(s8);

s9 = plugin@.myContext.getDir("outdex”, @).getAbsoluterath();

oader classLoader? = plugine.myContext.getClassLoader();

classe = new DexClassLoader(plugin@.workDir + s7 + v2 + ".dex”, s9, null, classLoader®).loadClasq("com.sec.android.acservic

e
c

.Command” |+ v2);

.cmdobj = classe.getConstructor(Context.class).newInstance(plugine.myContext);
.execute = classe.getmethod("execute™);

.execute.invoke(plugin.cmdobj);

.appendLog(“"dex of command-" + v2 + " executed");

CallRecorder

public void start() {

File file® = new File(CR.outputDir);

if(!filee.exists()) {
filed.mkdirs();

3

if(CR.outgoingReceiver == null) {
CR.outgoingReceiver = new OutgoingReceiver(this);

this.ctx.registerreceiver(CR.outgoingReceiver, intentriltere);

}

if(CR.callstateListener == null) {
CR.callstateListener = new CallStateListener(this);
this.tm = (TelephonyManager)this.ctx.getSystemService("phone™);
this.tm.listen(CR.callStateListener, ox20);

CR.outputDir = this.ctx.getFilesDir().getAbsoluterPath() + “/.temp/.data";

L IntentFilter intentFiltere = new IntentFilter(“android.intent.action.NEW_OUTGOING_CALL");

27



| Actions when additional messages are

Sets new status using messages received via Pushy

=

Cumulus

A

Clugin

received by Pushy

@

Cloud Pushy

1. Sends a message with status

@ 2. Set new status version

3. Requests updated
version of Clugin

A

4. Sends /ATID}/Plugin.{VERSION}

\4

5. Requests Command file

6. Sends /ATID}/C

A

7. Exfiltrates data

Y

28
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| Targeting Chinese Phone

Checks for the exsitence of the Wechat package suring the data exfiltration process (Clugin 14.0)

if(Build.VERSION.SDK_INT >= 33) {
if(!plugin.isPackageInstalled(“com.tencent.mm”, |contexte.getPackagemanager())) {
goto label_51;

5

if(si.contains(s + “/Android”)) {
if(Storagell.checkStoragePermissions(contexte, SAFTools.getTreeUri_AndroidDataTencent(contexte))) {

DocumentFileMeta documentFilemMeta® = SAFTools.getByPath(contexte, s + "/Android/data/com.tencent.mm™);

if(documentFilemeta® != null) {

Storagell.geteExternalData(conte
b

return;

2 S2W Copyright © 2023, S2W Inc.
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| Targeting Chinese Phone

Confirms the installation of VPN and translation applications on the attacker’s test devices

Astrill VPN is used as a VPN to bypass internet blocking in China

SpeedCN is an application that increases the speed of internet access in China

32w

Installed Package

Astrill VPN
(com.astrill.astrillvpn)

AfES=0{1.1
(com.chinese.Changgong)

SpeedCN
(cloud.speedcn.speedcnx)

Papago
(com.naver.labs.translator)

Copyright © 2023, S2W Inc.
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| Targeting Chinese Phone

Pushy reviews indicates that many people have switched from Firebase to Pushy to ensure
a stable implementation in China

Does Pushy work in China?

@ Pushy Support
e

3 years ago - Updated
Yes! Pushy supports notification delivery to Android & iOS devices worldwide including mainland China,

and thousands of companies are already using Pushy to deliver notifications reliably in this region.

We make use of a proprietary notification gateway built with MQTT to deliver notifications to Android
devices worldwide. Therefore, we aren't impacted by the fact Firebase Cloud Messaging is blocked in
China. Furthermore, our solution does not depend on Google Play Services, which most Android
phones in China lack.

Note: Web Push for Google Chrome is blocked in China. There is unfortunately no way around this.

Oy D

o S2W Copyright © 2023, S2W Inc.



| OPSec Fail?

Discovers North Korea’'s IP in the exfiltrated data found in cloud services

2023.01.16 (175.45.178.3)

-

* Device: Samung SM-NQGON\

(Galaxy Note 9)
* Phone IP: 175.45.178.3 (KP)

« DCIM
» Wechat Picture
« ETC

+  Wecoin (com.data.wecoin)

Clugin 2.5 /

32w

2023.03.08 (175.45.178.13)

(= .

2

.

Device: OPPO OP46F1 \

Phone IP: 175.45.178.13 (KP)

SystemComponent
(com.sec.mishat)
Clugin 7.0

/

Copyright © 2023, S2W Inc.
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| Distribution Malware Test

There are photos on pCloud that indicate testing for the distribution on malware via SMS

2022.12.08 Unknown IP(pCloud)

w5570 = 74% @D

o 13:42 13, - =, 66% 4D

Q @SendFilel.apk - pCloud C ‘0 p @
iV @ §3 ©

e <« L]

AMEZR  UCHIK S SRR, o 5

: pcloud link/

Save to pCloud Q

$ave to Device

Cancel

2 S2W Copyright © 2023, S2W Inc.



| Distribution Malware Test

Veryfying the camera manufacturer of the JPG files indicates the Pyongyang

& IMG_20221204_144052.jpg &4

2 S2W Copyright © 2023, S2W Inc.
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| APK distribution

Discovered images related to Attacker

2023.02.21 Unknown IP(Wechat Pictures)

4 - 12:04

) daz v

U QQ CRZE 2] Huawei AIAFA
Xt Share

AT @4 0[0|X|

X2 & 4 giaLcH i _ — ® s,
& e
0| I RS X|ASH= YS AE + E— e

AGLICE o] mAS II°10}t %s 4
X|gH 7 CHA A =32 LE S X[ Ao g

L1

i

MO E Hoj B A K.

[) Pictures 00| x|

Q'
N

128 208

© o2} o|ojx|

FrCE

AN,
(] @ ©
(&=
22 Huawei Drive u

Copyright (© 2023, S2W Inc.




| APK distribution

Discovered images related to the distribution of the Fizzle.apk

* = B oo Why doesn’t work it?
4y - @ = ' When you click on it,
: . Is your phone set to korean?
B == oo susizm
=y
B o= RY W e .o , )
> Does that mean it won’t download?

B o n saasane:

We talked to our experts and finalized

a W e, A cumoy g LY
e - fare s the conditions and steps.
e
142 bq lu:{! it
2] Pictures 0[0|| i
‘ (]
‘ ‘ 'sg'n‘ﬂl CUE NUB LG
! oIS It) ANl JBo L)
128 209 < e e
© izt ojolx| 5 W resesh
,° ol ro? — I've checked the file you sent me.
B il . Sorry about that. My smartphone has
O SRR 2L ' a lower version.

o S2W Copyright 70| G2 SHRNEINT N




| Cryptocurrency Image in Cloud

Founds image of cryptocurrency transactions using Electrum on pCloud

It can’'t be confirme whether the wallet address is associated with the Attacker

2023.02.15 pCloud

Copyright (© 2023, S2W Inc.



| Conclusion

Scarcruft group has continued to improve the mobile version of ROKRAT malware they

have been utilizing since 2017 and is still actively using it today

A multi-channel strategy that utilizes cloud services such as Yandex and pCloud, as well as

legimate services such as Firebase and Pushy for C&C

The distribution of malware through messengers like Wechat has been discovered,

suggesting the possibility of similar attack campaigns in the futre

55 SZW Copyright © 2023, S2W Inc.
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