7 K7 SECURITY

Lookout!

Outlook’s Gonna Get You!

Regards,
Anurag Shandilya
Vulnerability Research Manager

K7 Labs

7



Introduction

www.k7computing.com

CVE-2021-28452

CVE-2021-31949

CVE-2022-35742

CVE-2023-23397

CVE-2023-35311

7



Vulnerabilities Galore
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Why? People got SMART
EMAIL PHISHING

Macros are d3ad! .
MACROS

VULNERABILITIES
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Vulnerabilities
CVE-2023-23397
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CVE-2023-23397

Microsoft Mitigates Outlook Elevation of Privilege
Vulnerability

MSRC / By MSRC / March 14, 2023 / 3 min read

0.0 - interaction
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CVE-2023-23397

Patch — March 2023

ItW — since April 2022
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|

Patch Bypass — CVE-2023-29342
May 2023
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CVE-2023-23397

. 2022-03-18 O O
GOV ENTITY - UA 12:01:09 UTC
O C 2022-04-14
T O 10:35:39 UTC
O & 2022-05-17
T O 14:21:25 UTC

GOV ENTITY - RO

ENERGY TRANSPORTATION 2022-08-05
CRITICAL INFRASTRUCTURE - PO 08:22:49 UTC R Er—
2022-09-09
O S MILITARY SUPPLIER - PO
2022-10-05
:10: O O 2022-10-25
TRANSPORT CRITICAL — B GOV ENTINTY - JO
INFRASTRUCTURE - PO 2022-11:03
11:07:23 UTC () 2022-12-01 o
Y 06:18:15 UTC ENERGY TRANSPORTATION

2022-11-04

: TR TR CRITICAL INFRASTRUCTURE - UA
09:27:32 UTC
2022-11-04 11:59:46 UTC
i 2022-12-14 ENERGY PRODUCTION
395 07:05:18 UTC INFRASTRUCTURE - UA

2022-11-08
20:41:31 UTC 2023

2022-11-09 | 1:?:;?3?3%3 MILITARY SUPPLIER - TR
06:50:41 UTC ! —
1
1
I 2023-03-14 Vulnerability public disclosure
MILITARY INTERFORCE ENTITY - TR 2023 03-15
15 15:07 UTC 2023-03-15

16:07:48 UTC BONENDLLIR

SPACE MILITARY SUPPLIER - IT NI
14:04:54 UTC 2023-03-21
2023-03-22 O—O 11:13:14 UTC IT INTEGRATOR - UA
GOV ENTITY - SK 09:13.09 UTC O ) kiR s
2023-03-22 12:36:10 UTC
09:17:19 UTC

O
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CVE-2023-23397

MAPI

Microsoft Outlook Messaging
API
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CVE-2023-23397

PidLidClientintent

(xB0DADDD3  PT_LOMNG 8383608

#5 PidLidCleanGlobal Objectld (B0A30102  PT_BIMARY ch: 56 |pb: 04D00000B200E0007ACS...
EH PidLidChangeHighlight OxBOGG0003  PT_LOMNG 0
NI PidLidCcAttendeesString (eB0BAODIF  PT_UMNICODE
PidLidBusyStatus [xB0010003  PT_LOMNG 1

[ PidLidAppointmentTimeZoneD... OxB0BFO102__ PT BINARY __ ch: 118 Ipb: 0201200002001 500500...
#4 PidLidAppointmentTimeZoneD... 0xB0570102  PT_BINARY cb: 184 [pb: 0207300002001500500...
[®] PidLidAppointmentSubType OxB02EOQ0B . PT_BQOLEAM False
PidLidAppointmentitateFlags (eBOZFO003  PT_LOMG 3

[T PidLidAppointmentstartwhole  (xB0050040  PT SYSTIME  06:30:00.000 AM 5/22/ 2023
PidLidAppointmentSequence (BO950003  PT_LOMNG 0
[®] PidLidAppointmentMotAllowPr.. (x30B1000E PT_BOOLEAN False
PidLidAppointmentEndWhole 080060040  PT_SYSTIME  ON00:00.000 AM 5/22/2023
PidLidAppointmentDuration 0nB02D0003 PT_LONG 30

|| T PidLidAllAttendeesString CeB0BEODNE  PT UNICODE  labwrl: labwrd: Administrator

www.k7computing.com
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A Quick Word on Windows Domain Authentication

New Technology LAN Manager

Authentication - challenge-response

Kerberos

Tickets for Authentication

Ticket

Key Distribution Center
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CVE-2023-23397 - Demo

Demo Setup

1. PoC in Python

2. Exchange Server 2012
3. SMB Server

4. Kali Linux — Responder
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CVE-2023-23397 - Attacks

| Attacker
Victim i
Outlook |

: SMB

: Relay
Victim i

Application e e e e
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CVE-2023-23397

-

_: Delete Ij Copy to My Calendar Forward ~ | N Send to OneMote

L]

] in:I'LrﬂRe:_l,Jrrilm_] Ou20020008

Pt T8 il idReminderDelta OxB0160003
MI fidLid ReminderfileParameter OxB0TADDTF
E PidLidReminderOvermide e B0180008

Close

E] PidLidRerminderPMaySound (xB0190008
[®] PidLidReminderSet CuB100008

WNCIEY S0

When & reminder comes due
Play this sound

Appointment Scheduling Assistant Insert Format Text Review Help

PT_BOOLEAN
PT_LONG

PT_UNICODE
PT_BOOLEAN
PT_BOOLEAN
PT_BOOLEAN

reminderwvay Biowse.

www.k7computing.com

Cancel

Hshow As: |[] Busy «| [l Reminder: 15 minutes

False

15

CAWindow="\Media\Eing 10.wav
True

True

False

e
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CVE-2023-23397

import win32com.client as w32

www.k7computing.com

Deme_Appointment - 0810 - A X
Actions  Property  Tools
Mame v Other Names Tag Type Value Wa

3] NTLMv2-SSP Client
3] NTLMv2-SSP Username
NTLMv2-SSP Hash

PidLidReminderTime 0xB801D0C40  PT_SYSTIME  01:10:00.000 PM 2/28/2023 Li

L'
ME n-ican e A onannnRnn mTonanne o a
< 1] | b

Properties retrieved from item Frnperﬁes: 112




CVE-2023-23397
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Frame Index Sl e Return Address
Outgoing Calls
[0xc0] OUTLOOK! f Outgoing References - PlayReminderSound Ox7ffe28eaTedd
[0x1] ouTLooKIC| - &) F Hroupmax Ox71f628bee 701
[0x2] ouTiook| = 80 § cetpref OxTff52Bbes511
R - &) F FprefRegvalusExists
Thed] CUTLOOKIR IEI ﬁ_’] ¥ Getpref OxTfig5dh328fa
Jﬂﬁﬂ GLMI‘.PHE!{ L:_| ﬁ f__ HrAEyncPIavReminderSDund U‘.HTHSSEIDEEHH
e 1 F ordinal_12718 e
[0x6] OLMAPIZ2IL 3 F ordinal_378 OxTHFAS472F12
071 mso3lwin3, ~|_] ¥ EtwTraceErrorTag OxTHBSE3 7324
[0x8] mso30wind; 1§ MessageBeep ONTHA513734a5
Ry ~_J ¥ ordinal_1110 o
[0 mso3wind. E@fmemcpv xTHES373252
[Cea] mso30win3i| 2 &) F Fun_141299710 OxTffa5c473049
{xh! ey LI R 8 -7 CroateAndSubmitOlkAsyncTask OxTH628683822
. IEI @ f Free
0] CAUTLOOKIF OxTfia286B215
(Gl COUTLOOKIR Ox 7628544375
[Onee OUTLCOEWinkain +0uxc (dcD9arfech OxTfia2B8da252



CVE-2023-23397 - Patch

PlayRemindersound - *param_1,bool param 2) fecl PlayReminderSound param_1,bocl param 2)

uvary = *
bvart

SZEmpty;

_ urlmon!CSecurityManager: :MapUrlToZone:
geaa7ff38" c5d25bed 433832c38 sub rsp, 38h

Beea7ff3 c5d25bed 488364242880 and gword ptr [rsp+28h], @

geaa7ffa c5d25hea 8364242060 and dword ptr [rspt28h], @

Beea7f2" c5d25bef =38cR02088 call urlmon!CSecurityManager: :MapUrlToZonePrivate
B8eea7f{3 c5d25bf4 4883c438 add rsp, 38h

Beea7ffa c5d25bf3 c3 et

5 sZzEmpty;

HrasyncPlayRemindersound( ( r_Lt *)ppwvars);

b9
»::Free( (VariableLengthBuffer<wchar t> *)Elocal 18);
t *)ppwvard);

LAB_1412d@ase:

www.k7computing.com



CVE-2023-23397 - Patch

8:880> k

Child-SP

gpeobeda” 3eaffoca
goeobeda” 3eefflea
8peapada” 3edffi40
8peapada” 3eBff180
geeaeeda” 3epffida
8ee00eda” 3e0ff260
geeagada” 3edff2fo’
geoooeda” 3eaffiza
geeadada’ 3edffida
Beeoeada’ 3eaffden
geeapada’ 3ebff43a
geeoeeda” 3eaff578
@peabada’ 3e0ff638
Begoeada” 3eef o660
aoeobeda’ 3eBffeon
geeoeada” 3e8ffbls
goeapeda” 3eaffbia

www.k7computing.com

RetAddr

eraa7f7 9e8cad2a
288877 9en5p4bs
eeae7ff7 9ddaedd
ee8e7ff7 9daee7Bl
eeee7+f7 9daeesll
eeee7+f7 9daee3of
eepa7ff3 46ad23fe
288878 d6acelsd
068e7ff3 6bde2f12
Papa7H{a abcelc24
2eee7 18 6Bce34a5
Paae7 a8 flce3252
2eee7ffa 48333048
oaaa7Ff7 9d5338a2
eage7ff7 0dsa821f5
Baaa7+Hf7 0d44d87s
eage {7 9d7d6e252

Call Site

urlmon!CSecurityManager: :MapUrlToZone+8xd
OUTLOOK ! IsFileZonelocalIntranetOrTrusted+8x52
OUTLOOK!PlayReminderSound+@x6c

QUTLOOK ! CReminderDialog: :InsertReminder+8xed

QUTLOOK HrDoReminder+@x111

OQUTLOOK ! ReminderQueus: :ProcessTimer+8x14d

OQUTLOOK ! ReminderQueus: :ReminderTimerCallback+@xst
OLMAPIZ32!GH Realloc+8x3ce

OLMAPI32!LH ExtHeapFres+8x5d

mso3Bwin32client IMsoFunctionIdleTask: :Run+Bx12
mso3@win3d2client !MsoIldleMgr: :FRunIdleTaskQueue+@xlcd
mso3Bwin3d2client!MsoIdleMgr: :FRunIdleTasks+8x286
mso3@win32client!MsoldleMgr: :FDoldle+B8x32
mso98win32client!SCM _MsoStdComphgr: :FDoIdle+8x39
OUTLOOK ! FMessageloop+8x1652
OQUTLOOK!RenLibDLL : :Run+8x15

OUTLOOK WinMain+8xecl

7

Outgoing Calls

:_f Outgoing References - PlayReminderSound
HrOup

IsFileZonelocallntranetOr Trusted
GetPref

FPrefRegValueExists
FGetWinBReminderSound
GetPref
HrasyncPlayReminderSound

1 F ordinal_12718

Length

Ordinal_378
EtwTraceErrorTag
MessageBeep

Ordinal_1110

memecpy

FUN 1412dac00
HrCreateAndSubmitOlkAsyncTask

M “h SR Y YR YR YR R




CVE-2023-23397 - Exploitation
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2

Attacker

NetNTLM
fam T
Attacker-controlled e Victim
email server UNC-poisoned
reminder

NTLM relay

A

.ié

Exchange EWS

-

Update folder
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Vulnerabilities
CVE-2023-21716
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CVE-2023-21716 - Demo
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CVE-2023-21716 - Demo

What did we just witness?

wwwwwwwwwwwwwwwwww

7



CVE-2023-21716

Heap Corruption due to Integer Overflow in RTF Parser

/n\ Joshua J. Drake
U ¥ @duck ‘@ Joshua J. Drake

U= @jduck@infosec.exchange
CVE-2023-21716 Python PoC (take 2) open("t3zt.rtf",'wh").write(("

D\rtFQ\n{\\fonttbl" + "join([ ("(\\f%dA;}\n" % i) for i | 0,32761) ) z
. .‘]r\n {\\rlﬂchogo Cragh?;f\i:}(}\(n‘,).emode(.:tf“;))Or Pt For ex-twits... | reported an Office RTF bug 14 years after | found

it and it became CVE-2023-21716. More info at
and a cute tweetable PoC at

1:32 AM - Mar 6, 2023 - 222.5K Views

261 Reposts 26 Quotes 883 Likes 227 Bookmarks

e

@) ! Q N

www.k7computing.com
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CVE-2023-21716 - RTF

<fonttbl= '{' \fonttbl (=fontinfo= | ('{' <fontinfo="}"))}+"}'
<fontinfo= <fontnum><fontfamily>=<fcharset>=?<fprq=?<panose>?<nontaggedname=>?<fontemb=>?
<codepage>? <fontname><fontaltname>? ";'
<fontnum=> 5‘ |
Tonttamily= [ Tmil | droman | \fswiss | \fmodern | \fscript | \fdecor | \ftech | \bidi
=fcharset= \fcharset
<fprq= Viprg
<panose= <data>
{ "\ stEl \L Ansi \1 <nontaggedname>>|\*\fname
m_m{ \, £ |<fontname> [EPCDATA
[NEINInil\fc <fontaltname>  ||'{\*' \falt #PCDATA '}'
<fontemb= '{\*" \fontemb <fonttype> <fontfname=? <data=?"'}'
<fonttype= \ftnil | \fttruetype
{ \ g \"L gener ato <fontfname= '"{\*" \fontfile <codepage=? #PCDATA '}'
\pard\sa200\ |<codepage> \cpg

XE1xE=40 This is a different fomnt.A\parxr

}

www.k7computing.com
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CVE-2023-21716 - RTF

| This is a test RTF File|

This is o different font.

TestRtf.RTF

{\rtfl\ansilansicpgl252\deffO\nouicompat\deflangl033

AfLirsa0
}

www.k7computing.com

This is a different font.\par

This is a test RTF File.

\par
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CVE-2023-21716 - Vulnerability

INE32748A;
{\NE327409R;
{NE32750A;
{NE327514;
{NE327524;
INE327534;
INE32T54A;
{NE£32755A;
{NE32756A;
INE321574;
{NE327584A;
INE32759A;
{NE22760A;
}

{h"rtlch it didn't crash?? no calc?! Boo!!!}

1}

i =T i e el el

RTF Parser — WWLIB.DLL!FSearchFtcmap()

www.k7computing.com



CVE-2023-21716 - Vulnerability

www.k7computing.com

©:000> r

|de=00@00@0@ffff7ffc

rip=AeeR7FT9s1Rachod
r8=0000000000000008

r11-0000023ef178bbe8
r14=000000891b6T4818
iopl=6 nv up

rbx=0000023ef177bbe@
rsi=0ee0023eed2f07d8
rgEa=0900000891b6T4740
Q@@O@@OOOGOO@@OO

~000000PRLRVER02

r15=0000000000008002
ei pl nz na pe nc

rcx=00000000000004e4
rdi=0000000000000001
rbp=0000000000007ff8
rl0=0000000000007ff8
r13=0000000002000000

C5=0033 s5=002b ds=002b es=002b fs=0053 gs=002b

wwlib!FSearchFtcmap+ex1bl:

000R7ff9 e189cb2d 4c63c2 movsxd

©:000> t

wwlib!FSearchFtcmap+ex1b4:
0000719 e189cb30 6642894(:46 I mov

©:000> r
rax=000000891b6T4810
rdx=00000000ffff7ffc

r8=FFFFFFFFFFFF7EFC

r11=0000023et178bbes
r14=000000891b6f4818
iopl=0 nv up

€s=0033 ss=002b ds=

r8,edx G

ef1=-00000202

word ptr [Pbx+r8*2+4],cx|ds:000@023e‘f176bbdc=0900

rbx=0000023ef177bbe0
rsi=eeee023eed2f07d8
rsp=000000891b6f4740
r9=00000000PVELVRL
r12=p000000000008002
r15=0000000000008002
ei pl nz na pe nc

rCX=00000000000004e4
rdi=0000000000000001
rbp=e00e0e00eeee7ff8
r10=0000000000007ff8
r13=0000000000000000

002b es=002b fs=00853 gs=002b
wwlib!FSearchFtcmap+ex1b4:
00007ff9 e189cb3@ 6642894c4304 mov

word ptr [rbx+r8*2+4],cx ds:0000023e” f176bbdc=0000

ef1=00000262

7
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CVE-2023-21716 - Patch

000000018068A93C FSearchFtcmap = FSearchFtcmap 00000001809FDAFC
primary secondary
000 k

child-sp reraddr call site
000000de " 77 6edlcd 00007FFE ab0s1lbbalww l1bImsl: zutil1ties: i SareIntInternal : :5arelnt_InvalidParameter ::SatelntOndvert lowsUxs
DO0000de " 776edldl 00007TFE a60d 71b7 wwlib! Fsear chFtcmap+Oxlee

000000de " 776ed220 00007FFE abld Sae2ww]ib! RtFInRares0x1037

000000de " 776ef 300 00007FFE " a73d32balwwlib!cchrifInCore+Dx29k2

000000de ™ 7 76efabl 0O00FTFE av3dicid T B
000000de " 776efcB0 000071 FE a5db2210 wwlib!pPdodCreatertf+Ox18d

ooo000de " 776efd20 00007FFE a5a%6ald wwlib! _TdRevertTosavedFile+0xesc

000000de " 776F 1590 O0007FEE aSarcld? wwlib!PdodCreaterfnCore+0xd90

000000de " 776F19T0 00007TFE asaglcec wwlib!PdodireaterfnérPaapwithedpi+onlzf

000000de " 776Flaed O0007FF8 a5a80dEE wwlib!PdodopenFnmCore2+0x23dc

000000de " 7FEFTE20 D0007TTTE ath4cd 58 wwlib! Pdodopenf nmior e+0xi48

000000de” 7767990 00007FTFE abbdcl2E wwlib!FFileOpenkszCore+0x3lc

Do000ode " 776FBR90 00007 TTE "a5fdc923 wwlib!FF1]eopenxstzcor e+0x50

000000de " 776F8c00 00007TFE " abdB350F wwlib!IfrInitargs+0xE2f

0o0000de " 776Talb0 DO00TTFE a6dec?B0 wwlib!sessionHandoff ; ExecuteCommandl | ne+0xaf

000000de ™ 776 a240 OD007FTE aS6862dE wwlib!am: :FeetPerMonitorDpiword+0x29s8

"776Fc2F0 00007FFE a568286F wwlib!appwnderoc+0%3829

O00000de " FrefeaZd 0OO0OFTFY Odefefel wwliblwndProcGeneric+0x7f

Co0000de " 776 b0 000071 F0 Odered47a UsSER3Z!usercal lwinProcCheckwow+0x2F8

CFPEfecSd DOOOFTTE T79b%aba USEREZ!CallwindowProcks0xBe

000000de " 776Feced 00007FFE F7oboofE comcTLIZ2!callnextsubelassProcs0xba

POO0000de " 77 6T edB60 00007 TTE 9dOTTIfe COMCTLI2! DefSubclassProc+OxEs

000000de " 776F edbl 00007 FFE " 9dofed 5d mso%8windZclient! Isolationawarebefsubc]lassProc+lixe

0o0000dc " 77 6Fee20 O0007TTE F7ob%aba msoIBwindZclient 'Mso: iHwWndEffects : tHwndListener : :StaticMaint istenerwndpProc+0x9d
000000de " 776Feer 0 O0007FER F7ObOOFE CoMCTLI2!CalINextsubclassProc+0x0a

000000dc " 77eTeeTD D0007TTE aDa3d3vis coMCTLIZ2! pefsubc]assProctOxEs

000000de " 776Fef40 O0007FFR a0a3ddb6ss mso20wind2client!IsolationawarebefsubclassProc+0x99

po0000de " 7yefera0 00007TTE f7rabgaba mso20wind2client!Mso: applicationmodel : i TopLeve Twindowwndrr oc+0x4 5

00000de " FFEFFOL0 GO007FFE F7Ob2Eh7 COMCTLI2ZICAT INextSubclassProc+0xda
000000dc " 776 T090 00007TTe Odererel COMCTLIZ!MastersubclassProc+Oxar
000000de ™ 776FFLI0 Q00070 Oderedld USERI2'userCallwinProcCheckwowsDx2f8
DO0000de " F7eFF2c0 00007TFE a56e966d USER3Z!Dispatchmessageworker+0x249
oo0000de " FFeFF 340 Q000FFTE " a59fbleyT wwlib!FMai nioops0x% 76

000000de " 776FF490 00007FFE 294912b6 wwlib!FMainOx77

000000de” 776FT4c0 00007TFE 9491592 WIKWORD! wWinMain=0x296

BSIRRRRE 2

FigE2EE

FIEEISRIE
:

o
=
2
=
=]
o
3]

B-ER

sk

i
w

REERR BRI

Lt . e e Lr i iars . . . o R
POOAORGISAEEAAGS  MOVSKD  ROX, EAK 00A0AGTBAGAAASD | JHP : BooABAR1ERGFDGI7  MOVSKD RO, EAX BaoRnGeIARAFICZE WP
88888881886BAAGC ADD RCX, 8x2 :3 888080B1889FDC3A  ADD RCX, 8x2
BE009BE1E0GEAATE  MOVSK EAX, word ptr [REK + 8x2] 4 BEBABBRTSAOFDCIE  MOVSX EAX, word ptr [REX = 8x2]

BBAGARATBABRAATA  MOVSK RE, word ptr [RBX + Bx2] BBAARARIRAOFDCAZ  MOVSK RS, ward ptr [RBX + Bx2]
9 400 ERK, EAX | ©800B001809F0CA7  ADD EAX, EAX

www.k7computing.com
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CVE-2023-21716 - Exploitation

CVE-2017-11882 )21-40444 |

CVE-2022-30190 | 7 23-36884 | ROMCOM

https://www.vecteezy.com/free-vector/facepalm



Outlook for the Future

\\\\\\\\\\\\\\\\\\\\\

ProxyLogon

I
I

I

ProxyQOracle I

Exchange Server !
I

I

I

I

: ProxyShell

I ProxyRelay

7



Outlook for the Future

CVE-2023-33131

CVE-2023-33153

Outlook CVE-2023-33151

I OWA Attacked

| CVE-2023-36763

Microsoft mitigates China-based threat actor
Storm-0558 targeting of customer email

MSRC / By MSRC / July 11, 2023 / 3 min read



Outlook for the Future

NTLM Relay Attacks
PetitPotam
/
// CVE-2019-1338
/
/

/ CVE-2019-1166
»




Recommendations

www.k7computing.com

Microsoft Warns of New Phishing Campaign Targeting Corporations via Teams

Messages

£8 Sep 13,2023 & THN

Dear Sir,

PFA attached document.

Rads,
Trusted Name

Cyber Attack / Malware

7
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Recommendations

BLOCK TRAFFIC TO UNTRUSTED NETWORK

PASS-THE-HASH ATTACKS

KERBEROS




Recommendations

Guidance for investigating
attacks using CVE-2023-23397

By Microsoft Incident Response

$searchFilterPidLidReminderFileParameterexists = New-Object Microsoft.Exchange.WebServices.Data.SearchFilter+Exists($mailInfo["PidLidReminderFileParameter”])
$searchFilterCollection.Add($searchFilterPidLidReminderFileParameterExists)

www.k7computing.com
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Recommendations

www.k7computing.com
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Feature

WordPad

Details and mitigation

WordPad is no longer being updated and will be removed in a
future release of Windows. We recommend Microsoft Word for
rich text documents like .doc and .rtf and Windows Notepad for
plain text documents like .txt.

Deprecation
announced

September 1,
2023
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THANK YOU!

anurag.shandilya@k7computing.com
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