
Subject Lookout!

To… All;

Dear All,

Outlook’s Gonna Get You!

Regards,
Anurag Shandilya
Vulnerability Research Manager
K7 Labs



CVE-2021-28452

CVE-2021-31949

CVE-2022-35742

CVE-2023-23397

CVE-2023-35311

Introduction
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Vulnerabilities Galore
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Why?
EMAIL PHISHING

MACROS

VULNERABILITIES

People got SMART

Macros are d3ad!
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Vulnerabilities
CVE-2023-23397
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CVE-2023-23397

0.0 - interaction0.0 - interaction
9.8
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CVE-2023-23397

Patch – March 2023Patch – March 2023

Patch Bypass – CVE-2023-29342Patch Bypass – CVE-2023-29342

May 2023May 2023
ItW – since April 2022ItW – since April 2022
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CVE-2023-23397

Source: https://securelist.com/analysis-of-attack-samples-exploiting-cve-2023-23397/110202/
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CVE-2023-23397

MAPI
Microsoft Outlook Messaging 

API
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CVE-2023-23397
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A Quick Word on Windows Domain Authentication

New Technology LAN Manager

Authentication - challenge-response

www.k7computing.com

Kerberos

Tickets for Authentication

Ticket

Key Distribution Center



CVE-2023-23397 - Demo

Demo Setup

1. PoC in Python

2. Exchange Server 2012 

3. SMB Server

4. Kali Linux – Responder
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CVE-2023-23397 - Demo
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CVE-2023-23397 - Attacks

Victim
Outlook

Victim
Application

Attacker

SMB
Relay
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CVE-2023-23397
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CVE-2023-23397
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CVE-2023-23397
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CVE-2023-23397 - Patch
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CVE-2023-23397 - Patch
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CVE-2023-23397 - Exploitation
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Vulnerabilities
CVE-2023-21716
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CVE-2023-21716 - Demo

Demo Setup
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CVE-2023-21716 - Demo

What did we just witness?
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Heap Corruption due to Integer Overflow in RTF ParserHeap Corruption due to Integer Overflow in RTF Parser

CVE-2023-21716
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9.8



CVE-2023-21716 - RTF

TestRtf.RTF
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CVE-2023-21716 - RTF

TestRtf.RTF
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CVE-2023-21716 - Vulnerability

RTF Parser – WWLIB.DLL!FSearchFtcmap()RTF Parser – WWLIB.DLL!FSearchFtcmap()
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CVE-2023-21716 - Vulnerability
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CVE-2023-21716 - Patch
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CVE-2023-21716 - Exploitation

CVE-2017-11882 | APT34

CVE-2022-30190 | TA413

CVE-2021-40444 | DEV0413

CVE-2023-36884 | ROMCOM
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https://www.vecteezy.com/free-vector/facepalm



Outlook for the Future

Exchange Server

ProxyLogon

ProxyOracle

ProxyShell

ProxyRelay
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Outlook for the Future

Ou t l o o k

CVE-2023-33131

CVE-2023-33153

CVE-2023-33151

OWA Attacked

CVE-2023-36763
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Outlook for the Future

NTLM Relay Attacks

PetitPotam

CVE-2019-1338

CVE-2019-1166
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Recommendations

Dear Sir,

PFA attached document.

Rgds,
Trusted_Name
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Recommendations

BLOCK TRAFFIC TO UNTRUSTED NETWORK

PASS-THE-HASH ATTACKS

KERBEROS
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Recommendations
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THIS COMPONENT IS VULNERABLE! UPDATE REQUIRED

ALERT!!

OK

Recommendations

www.k7computing.com



THANK YOU!

anurag.shandilya@k7computing.com
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