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AGENDA

Who is Magniber?

Misconfigured Servers

• Leaked PHP script

• Victim logs

• RSA Private keys

Summary

Q&A
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MAGNIBER

• Operating since 2017

• Targeting East Asia, mostly Taiwan and South Korea

• Using sophisticated techniques to infect their victims

• 0day vulnerabilities in Microsoft SmartScreen
(CVE-2023-24880, CVE-2022-44698)

• Targeting European countries early this year
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THE HUNT
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86 servers

Web server 



DIVING INTO THE PHP SCRIPT

Serves the Magniber ransomware (locker) to victims
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Payload rotates every 15 min
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• List of 12 domains
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DIVING INTO THE PHP SCRIPT

• List of 12 domains

• Each domain is active for 2 hours

• Changes every day. Why?

• Outpace domain-based signatures

• Anti-analysis?

• Domain Generation Algorithm

• How identify?

• Automated domain registration

• Registrar NameSilo, BTC



DIVING INTO THE PHP SCRIPT
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Feb 2023: Targeting South Korea & Taiwan

Jan 2023: Targeting European countries

Filters to prevent analysis

• Reverse DNS, User-Agent, Referrer, …
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DIVING INTO THE PHP SCRIPT

Payload names
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Historical data on Shodan

Query ➔ Timeline

Unique keyword?

SHODAN REMEMBERS
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SHODAN REMEMBERS



• Two hosts are excluded from anti-bot/filter checks:

• Likely used by TA

• Testing payloads?

• Managing infrastructure?

• “Jump hosts”
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DIVING INTO THE PHP SCRIPT



INFRASTRUCTURE

20XX 23

86 misconfigured servers

Payload delivery

~300 hosts

~440 HTTP services

Victim

php

2 jump hosts
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Exposing log file

THE HUNT CONTINUE..
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DIVING INTO THE LOG

Lendstart: 

Logged every time someone visits 

”My Decryptor”

Chat: 

Victim messages in support chat

Freedecrypt: 

Upload file for free decryption

Getfreedecrypt: 

Download decrypted test file

Getdecrypt: 

Downloaded decryptor

Preland: 

Victim information Exfiltration

• Logged activities towards “My Decryptor”

• Divided in 6 types
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DIVING INTO THE LOG

• 2 log servers

• Migrated to 2nd server 

during April

• 89 000 victims

• 99 % victims are KR + 

TW

• European countries 
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DIVING INTO THE LOG

Observed jump host in the log as victim

• Testing payloads 

Based on analysis of Getdecrypt log type in 

correlation of data on the ransom page, we 

estimate the threat actor earned

• 16 BTC ~ 450 000 USD



INFRASTRUCTURE (UPDATE)
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300 Servers

Ransomware delivery

php

Log server:8080 My Decryptor

Jump host
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Log server:8080

THE HUNT CONTINUE..

RSA Private key
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MAGNIBER ENCRYPTION LOGIC

Diary.docx

RSA Public key

Locker.msi

Random AES-256-CBC

Encrypt

Encrypted file
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MAGNIBER ENCRYPTION LOGIC

RSA Public key

Locker.msi

Random AES-256-CBC

Encrypted file

Encrypt

AES encrypted 

with RSA pub
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MAGNIBER DECRYPTION LOGIC

Encrypted file

AES encrypted 

with RSA pub

RSA Private key
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MAGNIBER DECRYPTION LOGIC

Encrypted file

RSA Private key

Original AES key

Decrypt

Diary.docx
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POC

SHOW VID HERE
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HOW MANY VICTIMS COULD BE DECRYPTED? 

PHP script: A different locker is delivered every 15 min

Exposed log: 6 new victims in each 15 min interval

➔ Every key can roughly decrypt 6 victims

The RSA private key exposed when someone paid the ransom

We have collected 177 keys
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THREAT INTEL FROM NTT

• Derived threat intelligence data from NTT on the 2 jump hosts

• BTC nodes

• Checking if the ransom has been paid

• Paying for infrastructure

• Jabber server, “thesecure.biz” 

• Support chat
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SPIDER WEB

Ransomware delivery

php

Log & Key server:8080
My Decryptor

Magniber

BTC nodes
Jump host

Jabber

Download ransomware
Download ransomware

Reported infection

Reported infection

Web surf

Transmit logs

Make/Verify

Transactions.

Chat support

Victim



SUMMARY

20XX 41

• Evade detection 

• DGA, 0days

• != Securing their Infra

• 89 000 victims

• 16 BTC

• https://tinyurl.com/VB2023-Magniber

• IoCs

• RSA keys

• BTC addresses



Q&A
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