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Operation Shadow Force



© AhnLab, Inc. All rights reserved.

Data Breach of Mitsubishi Electric

5

• Mitsubishi Electric Hack (2020.1)

- Suspicious details first found in June 2019 

- Exploited the Trend Micro OfficeScan’s Arbitrary File Upload with Directory Traversal Vulnerability (CVE-2019-18187)

- Approached 14 company department networks including sales branches and headquarters

- Personal data of 1,987 job applicants, 4,566 employees, and 1,569 retirees breached or corrupted

- First, Tick Group -> Now, BlackTech is presumed to be behind the attack

- Aurora Panda and Emdivi also attempted attacks in the past

* Source: http://www.asahi.com/ajw/articles/AJ202001200047.html & http://www.mitsubishielectric.co.jp/news/2020/0120-b.pdf , https://www.asahi.com/articles/ph

oto/AS20200121004397.html
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Malware - ZoxPNG

6

• ZoxPNG (BLACKCOFFEE)

- Created by Zhang Peng (missll) in Jinan, China

- FireEye ‘Hide and Seek’ report

- Known to have been used in attacks by Aurora Panda

- Signed with a certificate from a Korean video conference company (4NB) 

(serial: 4e1aa28fa46d6088d27178f4a59f57be)

- Could there be more malware signed with the 4NB certificate?

* md5 : ba86c0c1d9a08284c61c4251762ad0df
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Operation Shadow Force

Operation Shadow Force2013 2022 

Attack Process

MS-SQL server intrusion 
through unknown method

Htran (aio.exe) used to 
download additional malware

Pemodifier (iatinfect.exe) used 
to patch certain EXE files

Malicious DLL is loaded when 
patched EXE file is executed

• Active in the Asia-Pacific region including Korea since 2013

• Target: IT operations management, medical, media, transport, foodservice, political institutions, etc.

• First analysis report by Trend Micro in 2015

Melody SyrinxWinEggDrop

• No clear attack vector identified (SQL server vulnerability suspected)

• Malware signed with forged or stolen digital certificates of Korean companies

• Consists of PE modifier, backdoor, keylogger, and tools
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Operation Shadow Force

Stage 1

Stage 2

Stage 3
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Leaked Certificates
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Victim 1 Victim 2Shadow Force

Digital Certificate Relationship

Relationship Chart

Zoxpng (APT 17) Wgdrop
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Tracking – Step 1

11

• Step 1 – Investigated files signed with the 4NB certificate

- The serial numbers of the 4NB certificates are different

- Unlikely to be the same developer

4NBZoxPNG
4NB

(2017)
Shadowforce

Different Serial Number
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Investigation of Files Signed with 4NB Certificates

12

• Investigated files signed with the 4NB certificate

- 672 signed files in total 

- Strange string found in a signed file from 2017: "Welcome To Shadow Force DLL X64 V1.0 Build 2015/06/10"

* md5 : 6f0e62b15efd2b2468ef37c138eb189a
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Tracking – Step 2

13

• Step 2 – Tracked Shadowforce variants and found two additional certificates

4NBZoxPNG

4NB (2017)

Shadow Force

EZNIX (2014)

Blueside (2018)
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Tracking – Step 3

14

• Step 3 – Tracked malware signed with the Blueside certificate

4NBZoxPNG

4NB (2017)

Shadow Force

EZNIX (2014)

Pemodifier (2019)

SSHCmd (2019)
Blueside (2018)
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Suspicious Files Signed with Blueside Certificates

15

• Found an additionally compromised Blueside certificate (serial: 6613fd5935f1bb8f1d355c28f920b028)

- Presumed to be leaked before Nov 2018

- Compared the two certificates

* md5 : e94d2ac3dd6f315e32960583be42d2ce , b4021d49e0478ac6436a22498e699976
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Tracking – Step 4

16

• Step 4 – Tracked the malware signed with an EZNIX certificate and found a Wgdrop variant

4NBZoxPNG

4NB (2017)

Shadow Force

EZNIX (2014)

Pemodifier (2019)

SSHCmd (2019)
Blueside (2018)

Wgdrop
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Certificate Counterfeiting and Theft

17

Certificate Serial Number Country Period Method Status

4NB 483f0bf7a6d84c6cf429d4eb4988e686 Korea 2017
Presumed to be a 

counterfeit
?

A’d*** 456e967a815aa5cbb99fb86aca8f7f69 Korea 2012 - 2013
Stolen (key leakage 

presumed)
Revoked

Blueside
706ac96953034b9d9926d4cc1d3248b3, 

6613fd5935f1bb8f1d355c28f920b028
Korea 2018 - 2022

Stolen (key leakage 

presumed)
Valid

Cyber**** 1d226108cbb0eb7b504697bdfec66a8b Taiwan 2012
Presumed to be a 

counterfeit
Revoked

EZNIX 73e78017a7bf71b6762a603dc41fb6b5 Korea 2014
Stolen (key leakage 

presumed)
Valid

Pa***** TV 39880be01fe37120ad98698509663f92 Korea 2018
Presumed to be a 

counterfeit
?
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Malware
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Malware Types

19

• Period Name Type

2013 – 2020 Htran (aio.exe) General hacking tool

2014 – 2020 Pemodifier (iatinfect.exe) Modifies PE files and loads additional DLL files when 
executed

2018 Loader Malware loader

2013 – 2014 Dnsdoo Backdoor

2012 – 2015 Wgdrop Ircbot. Initially in EXE format, then in DLL format

2013 – 2020 Shadow Force Backdoor

2018 Recakey Screen recording, keylogging, RAR console program

2018 – 2019 Keylogger Keylogging

2019 - 2020 Sshcmd Hacking helper tool

2019 LoginInfoStealer Breaches user login information

2019 - 2022 Viticdoor VTCP.dll backdoor

2020 - Present Maggie MS SQL backdoor
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Loader

20

• TSMSISrv.dll (38,912 bytes)

- Other file name: oci.dll

- _XblAuthManagerProxy.xml (not confirmed) loads the actual code

-

* md5 : 7b329a6bcdc15cff1eb3c5bd31176b2c
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Ircbot - Wgdrop

21

• Wgdrop

- Ircbot discovered between 2013-2015 (Actual development seems to have been until 2014)

- Filename: sqlwriter.dll, winisec.dll, cissesrv.dll, NCleanService.dll 

- String encrypted with XOR 0x07

* md5 : 9552c356950daf907f30da1ca2dcb755
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Backdoor - Dnsdoo

22

• Dnsdoo

- Filename: dns.exe

- "DNS Door X64 V1.0 Built 2013/11/10 By WinEggDrop" 

- Executes cmd.exe

* md5 : 44aaa2ec4ab02bb86a39dc72394471a4
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Backdoor - Shadowforce

23

• Shadowforce

- Filename: oci.dll, sqlwriter.dll, msvcr70.dll

- "Welcome To Shadow Force DLL X64 V1.0 Build 2015/06/10"

- Attack on a Korean corporation in Sep 2015

(revealed by Trend Micro)

- Used to attack a Korean political institute in

Mar 2019 (!)

- A total of 22 variants found including files signed

with a Korean work management program and

game company's certificates

* Source: 6f0e62b15efd2b2468ef37c138eb189a, https://blog.trendmicro.com/trendlabs-security-intelligence/shadow-force-uses-dll-hijacking-targets-south-korean-

company/
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Backdoor - Viticdoor

• Viticdoor 

- VTCP.exe + VTCP.dll

- Discovered in Mar 2019

- 2021: FastDownload, FastUpload, RamDownload, and RamUpload commands added

- 2022
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Stealer - Recakey

25

• Recakey

- Screen recording and keylogging features

- Filename: Linkinfo.dll (399,984 bytes)

- Includes RAR 3.80

- The initial version discovered in 2011 only had a RAR console and a screen video recording feature -> keylogging feature added in the 

2018 version

* md5 : e94d2ac3dd6f315e32960583be42d2ce
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JuicyPotato

• JuicyPotato

- Privilege escalation 

- filename is JP.exe

- Packed with VMProtect
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Htran (aio.exe)

28

• Htran

- All file names are aio.exe

- "Mini Version Without Scan Feature V1.0 Build 11/11/2013" 

- Provides features such as deleting logs, FTP, finding user passwords, and executing services and drivers.

- Initial version has been around since 2008

* md5 : 07e5fbe4bf98da12af167fd8962339a1



© AhnLab, Inc. All rights reserved.

Tool - Pemodifier

29

•Pemodifier

- Filename: iatinfect.exe (40,960 ~ 47,792 bytes)

- Certificate: blueside (2019)

- File infection tool

- Contains "Syrinx's Victim" in the infection file

* md5 : f940d717a32ee34db39283deda9453f5
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Tool – Sshcmd & SSHD

30

• Sshcmd (sshcmd.exe)

- First discovered in Nov 2019 (Created in 2016?)

- Prints "SyrinxOS Operating System [Version 1.0] (c) Copyright 1998-2016 SyrinxOS Team." 

- SSHService.dll thought to create the file sshcmd.exe
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Tool - Keylogger

31

• Keylogger

- Found in an infected system in March 2019

- RDPClient.dll (9,728 bytes)

- KeyLog.dll (62,464 bytes): F:\Source\KeyLogInfect\Release\KeyLog.pdb’

* md5 : 359f09a1313e79aebf93bf3109e7afd9, 06961fa526d26403f1d894fdf45346a5
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Miner

• Miner 

- Found in some systems after 2021

- Requires the additional files wbdbase.plk and .xmrig.json to run

* md5 : 5bfc7795c4e7bfff983854d09586d821
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Other Tools

33

• Various tools

- File permission, process information, service information, IPC scanner, log deletion
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Maggie (WIP19)
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Shadow Force Report

• Operation Shadow Force

- Published in 2020 and 2022 in Korea 

* Source: https://download.ahnlab.com/global/brochure/[Analysis_Report]Operation_Shadow_Force.pdf , https://www.boho.or.kr/en/bbs/view.d
o?searchCnd=&bbsId=B0001041&searchWrd=&menuNo=205083&pageIndex=1&categoryCode=&nttId=66921
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WIP19 - Maggie 

36

• Maggie 

- Infects MS-SQL servers

- High infection rates in Asian regions including Korea

* Source: https://medium.com/@DCSO_CyTec/mssql-meet-maggie-898773df3b01 , https://medium.com/@DCSO_CyTec/tracking-down-maggie-4d889872513d 
, https://www.sentinelone.com/labs/wip19-espionage-new-chinese-apt-targets-it-service-providers-and-telcos-with-signed-malware/
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Maggie (SQL Extended Procedure, MSSQL Procedure)

37

• Maggie 

- Detected since March 2020

- File names: ExtendedProcedure.dll, infectsocks.dll, mpfter.cat, mssql32.log, NTUser.dat, ReadMe.txt, sql.dat, sql_ep.dll, 

sql_exp64.dll, sqlext.pnf, sqlmaggieAntivirus_64.dll, xp_examples.dll, xp_exampleX64.dll, etc.

- Export functions: Maggie, sql_ep_door, xp_example

- Some early version of variants include the string "SQL Extended Procedure X64 V1.0 Build 11/09/2019 By  WinEggDrop"

- Includes the string "MSSQL Procedure" after 2020

- Extended Stored Procedure (ESP) type used in SQL servers -> Loaded in SQL servers and can be controlled with SQL 

queries (no C2)

- Some variants discovered after April 2022 are signed with the certificate of a Korean software developer. 
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Maggie (SQL Extended Procedure, MSSQL Procedure)

38

• Major commands (still being added)

- File management

(properties, deletion, execution) 

- Reverse Shell

- Download

- SOCKS5 server

- SQL Server 

- System information

- TermServ

* Source: https://gist.github.com/usualsuspect/6667dc0053bb51e78a4594fe6185a4a5#file-commands-txt
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Maggie (SQL Extended Procedure, MSSQL Procedure)

• Commands are still being added 

- 57 commands in 2023

-

* Source:
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Maggie (MSSQL Hook Procedure)

• Maggie (MSSQL Hook Procedure)

- Similar to Maggie

- Includes "MSSQL Hook Procedure"

- Export: sql_hook

- Versions after Mar 2023 load and call osinfo.dll!FindOsInfo
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MSSQL Procedure Scan

• MSSQL Procedure Scan 

- Includes the string "MSSQL Procedure Scan"

- Scanning features: SynScan, SqlScan, IOCPScan, SysScanAll, IOCPScanAll

- Scans, then uploads the file Success.dat to the FTP server.

- Session name is MelodyFTP
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HookSQL (Proxy)

• MSSQLLHook

- Uses Detour to hook certain APIs: AcceptEx, setsockopt, CreateIoCompletionPort

- IsMSSQLHooked, StartMSSQLHook, StopMSSQLHook

- Proxy
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Leaked Certificate

43

• DEEPSoft

- Used to sign files from April 16, 2022 - April 2023

- 10 out of 63 were found to be malware
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Malware Authors

Melody

Wgdrop

Syrinx

Pemodifier

sshcmd, SSHD

WinEggDrop

Pemodifier

Shadowforce

Maggie (2019)Maggie (2023)

Tools
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Connections

Malware + Certificate + Writer

Melody SyrinxWinEggDrop
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Relationship Between Shadow Force and Maggie

• Shadow Force and Maggie 

- Usually targets MS-SQL servers

- Shadow Force and Maggie's codes are similar

- Shadow Force has been in use until Mar 2020 Afterward, shifted to using Maggie

- Same author - WinEggDrop, Syrinx 

- The same tools and file names used by the Shadow Force group were used in attacks with Maggie

- Conclusive evidence (?): Found in a Shadow Force variant (md5: dd3232e2924ae6a11c393c27713d5873) discovered in 

Mar 2020

The string "maggieismylove" 
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Shadow Force Group = Operation Shadow Force + Maggie

Stage 1

Stage 2

Stage 3
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Conclusion
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Takeaways

50

• Shadow Force Group ( Operation Shadow Force )

- Mainly active in Korea from 2013 - present (2023)

- Authors : Melody, Syrinx, WinEggDrop

- No clear attack vector identified (SQL server vulnerability suspected)

- Malware signed with forged (4NB, CyberLink, PandoraTV) and leaked (A’digm, blueside, EZNIX) digital certificates

- Consists of PE modifier, backdoor, keylogger, and tools

- Process: Server intrusion via unidentified routes -> Downloads additional malware with Htran (aio.exe) -> Patches certain EXE 

files with Pemodifier (iatinfect.exe) -> Loads a malicious DLL when patched EXE is run -> Installs coin miner (after 2021)

• Maggie 

- Attacks MS-SQL servers (exact attack vectors are not known)

- Infected MS-SQL servers in the Asia-Pacific region including Korea and Japan

- Close resemblance to the Shadow Force Group including the coding style, author names, file names, and the use of the same 

tools 

• Questions

- What is their specific attack vector, and is only South Korea targeted? Why is there no information? 
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Contact
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CHA Minseok (Jacky)
• minseok.cha@ahnlab.com
• mstoned7@gmail.com
• @mstoned7

Thank you for your attention! 

LEE Jaejin
• jaejin.lee@ahnlab.com

KIM Junseok
• junseok.kim@ahnlab.com
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