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Data Breach of Mitsubishi Electric

« Mitsubishi Electric Hack (2020.1)
Suspicious details first found in June 2019

Exploited the Trend Micro OfficeScan’s Arbitrary File Upload with Directory Traversal Vulnerability (CVE-2019-18187)

Approached 14 company department networks including sales branches and headquarters

Personal data of 1,987 job applicants, 4,566 employees, and 1,569 retirees breached or corrupted

First, Tick Group -> Now, BlackTech is presumed to be behind the attack
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* Source: http //WWW asahi. com/aJW/artches/A

company said.

They said the company suspects Tick, a Chinese

hacking group, was behind the attacks.
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Malware - ZoxPNG

« ZoxPNG (BLACKCOFFEE) Digital Signature Details 7T X

General  Advanced

- Created by Zhang Peng (missll) in Jinan, China

— ., Digital Signature Information

- FireEye 'Hide and Seek’ report 2| s dgta signature is OK
- Known to have been used in attacks by Aurora Panda Signer information
. . . po . M :
- Signed with a certificate from a Korean video conference company (4NB) o e,
. E-mail: |N|:|t available
(serial: 4e1a2a28fa46d6088d27178f4a59f57be) -
Signing time: \Wednesday, May 29, 2013 5:58:45 PM
- Could there be more malware signed with the 4NB certificate? S
iew Certificate
Countersignatures
Mame of signer: E-mail address: Timestamp
Symantec Time ... Mot available Wednesday, May 29...

Lall=

* md>5 : ba86c0c1d9a08284c61c4251762ad0df



Operation Shadow Force

Active in the Asia-Pacific region including Korea since 2013

Target: IT operations management, medical, media, transport, foodservice, political institutions, etc.

First analysis report by Trend Micro in 2015

No clear attack vector identified (SQL server vulnerability suspected)

Malware signed with forged or stolen digital certificates of Korean companies
Consists of PE modifier, backdoor, keylogger, and tools

Operation Shadow Force

Attack Process

2022

MS-SQL server intrusion Htran (aio.exe) used to Pemodifier (iatinfect.exe) used Malicious DLL is loaded when
through unknown method download additional malware to patch certain EXE files patched EXE file is executed
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Digital Certificate Relationship

Relationship Chart
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Tracking — Step 1

« Step 1 — Investigated files signed with the 4NB certificate

- The serial numbers of the 4NB certificates are different

- Unlikely to be the same developer

Different Serial Number

O ll= o =
SO D0,
ZoxPNG ANB Shadowforce (;(l)\l1|37)




Investigation of Files Signed with 4NB Certificates

* Investigated files signed with the 4NB certificate

- 672 signed files in total
- Strange string found in a signed file from 2017: "Welcome To Shadow Force DLL X64 V1.0 Build 2015/06/10"

2019-06-26
23:38:14

2019-03-20
14:43:13

2018-11-29
11:31:36

2018-10-26
16:52:46

2018-10-26
16:52:14

2018-02-20
16:37.57

2018-01-08
10:19:07

2017-11-27
18:03:09

2017-11-18
17:14:37

2017-10-20
10:44:33

2017-07-19
18:08:05

2017-07-12
16:25:19

W voserv.exe

B FTPUploadModuleLoader.exe

B _4nB_vcapctrl_old.dll

W4a92
157380/

53583422d91656d960734c522d2e8134

5F1C  eB83beb6ebB61532d4db56e7843be5503

eef0fbbc42f812ffe442ddf4422ffT1a

555265043d22eel9acb2acbbeeedds87

63635f40c593bddefef3c1f88370498a

5F1C  12d0f95a05d9dbfT41081727delbifSe

dfacef9eb81b172a2a05d7e7961a34e2

T1cb80e6269e54b406fTbafeas0fachd

7227 6f0e62bl5efd2b2468ef3Tc138eb189a

T77d22d2b350831d4ecb81d6bd575177

6c9047Tecd12e0ece0f483a3e66227a4

2cTebl5c74f48f058d394c274b2afadc

1,689,000

3,109,864

1,701,488

319,664

2,141,808

3,109,862

2,495,064

3,109,861

210,280

1,647,248

3,109,861

1,687,448

Trojan/Win32.Shadowforce

* md>5 : 6f0e62b15efd2b2468ef37¢c138eb189a

.80021ACH:
.80021AD0 :
.80021AED:
.80021AF0:
.80021B60 :
.80021B10:
.80021B20 :
_RAA?1RAA -
.80021B40:
.80021B50:
.80021B60:
.80021B70:
COURS DO
.80021B90 :
.80021BA0O :
.80021BB0:
.80021BCA:
.80021BD0 :
.80021BED:
.80021BF0:
.80021C00:
.80021C10:
.80021C20:
.80021C30:
.80021C40:
.80021C50:
.80021C60:

npf.sys IDR_FILE
1 FILE
system3Z2hdrivers
Vo168,
127.8.8.1  172.
169. 10.

192 .168

|

Helcome To Shado
w Force DLL K64
Y1.0 Build 2015/
06/10 Mg M3
L;ﬂll.i .BRe FEE;{HGI‘]E
dPipe Farewell
B ExitShel
1 ExitShel
1k ExitShel
1M exitl  exit
b oexitMg @H
TerminateThread
TerminateProcess
HCopy
ﬁEFailureﬁ ﬁE
MdSuccess Ng#
Copy Dir
ListIP Subnet
Check0S




Tracking — Step 2

« Step 2 — Tracked Shadowforce variants and found two additional certificates

—— || EzNIX (2014)

o)l

B

[
Shadow Force

Blueside (2018)
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ZoxPNG 4ANB




Tracking — Step 3

» Step 3 — Tracked malware signed with the Blueside certificate

—— || EzNIX (2014)

o)

@ — @ | o)
SOE® DO
Shadow Force

ZoxPNG 4ANB Q

o)l

e

>

‘ — \ Pemodifier (2019)

X &)
Blueside (2018) SSHCmd (2019)

_ﬁ_‘

N\




Suspicious Files Signed with Blueside Certificates

* Found an additionally compromised Blueside certificate (serial: 6613fd5935f1bb8f1d355c28f920b028)
- Presumed to be leaked before Nov 2018

- Compared the two certificates

n  Certificate X n  Certificate 4
General Details Certification Path General Details Certification Path
ﬁ Certificate Information E Certificate Information

This certificate is intended for the following purpose(s): This certificate is intended for the following purpose(s):
* Ensures software came from software publisher » Ensures software came from software publisher
* Protects software from alteration after publication * Protects software from alteration after publication

*Refer to the certification authority's statement for details. * Refer to the certification authority's statement for details.,
Issued to: blueside Inc I Issued to: blueside Inc
Issued by: thawte SHA256 Code Signing CA Issued by: thawte SHA256 Code Signing CA
valid from 2/7/2017 to 5/10/2018 Valid from 4/15/2013 to &6/15/2019

Install Certificate... | Issuer Statement Install Certificate... | | Issuer Statement
OK oK

* md>5 : €94d2ac3dd6f315e32960583be42d2ce , b4021d49e0478ac6436a22498e699976



Tracking — Step 4

» Step 4 — Tracked the malware signed with an EZNIX certificate and found a Wgdrop variant

—— || EzNIX (2014)

2
S

o)l

) @ ANB (2017)
NA(O 4 D
Wgdrop Shadow Force

ZoxPNG ANB O

e

>
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Certificate Counterfeiting and Theft

483f0bf7a6d84c6cf429d4eb4988686 Korea 2017 RiesHieditoleta ?
counterfeit

Stolen (key leakage

456e967a815aa5cbb99fb86aca8f7f69 Korea 2012 - 2013 Revoked
presumed)
. 706ac96953034b9d9926d4cc1d3248b3, i Stolen (key leakage :
Hlnesiee 6613fd5935f1bb8f1d355c28f920b028 A 2018 - Az presumed) vale

Cyber**+* 1d226108cbb0eb7b504697bdfec66a8b Taiwan 2012 Presumed to be a Revoked
counterfeit

Stolen (key leakage

EZNIX 73e78017a7bf71b6762a603dc41fb6b5 Korea 2014
presumed)

Valid

Pa*xrs TV 39880be01fe37120ad9869850966392 Korea 2018 Presumedito beia ?
counterfeit
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Malware Types

___Perod | Name | Type

2013 - 2020
2014 - 2020

2018
2013 — 2014
2012 — 2015
2013 - 2020

2018
2018 — 2019
2019 - 2020

2019
2019 - 2022

2020 - Present

Htran (alo.exe)
Pemodifier (iatinfect.exe)

Loader
Dnsdoo
Wgdrop

Shadow Force
Recakey
Keylogger
Sshcmd
LoginIinfoStealer
Viticdoor
Maggie

General hacking tool

Modifies PE files and loads additional DLL files when
executed

Malware loader
Backdoor
Ircbot. Initially in EXE format, then in DLL format
Backdoor
Screen recording, keylogging, RAR console program

Keylogging

Hacking helper tool

Breaches user login information
VTCPdIl backdoor
MS SQL backdoor



Loader

« TSMSISrv.dll (38,912 bytes)
- Other file name: oci.dll

- _XblAuthManagerProxy.xml (not confirmed) loads the actual code

- ;2 CreateFileW(L" XblAuthManagerProxy.xml", @xBeeeeess, lu, @is4, 3u, @, Bi6d);
3 = w2

if ( v2 != (HANDLE)-1i64 )

(
1
4 = GetFileSize(v2, @isd);
O = _;
2 = VirtualAlloc(@igd, v4, 8x3800u, Ox48u);
v1 = (DWORD (_ stdcall *)({LPVOID}))v2;
if ( w2 )
1
NumberOTBytesRead = @;
LODWORD(v2) = ReadFile(v3, w2, v5, &NumberOfBytesRead, @i64);
if ¢ berOfBytesRead == v5 )
1
/2 = CreateThread(@is4, @is4, v1, @ic4, @, 8i6d);
if ( vz )
1
LODWORD(v2) = CloseHandle(wv2);
a8 = 1;
1

* md5 : 7b329a6bcdc15cff1eb3c5bd31176b2c¢



Ircbot - Wgdrop

« Wgdrop
- Ircbot discovered between 2013-2015 (Actual development seems to have been until 2014)
- Filename: sqglwriter.dll, winisec.dll, cissesrv.dll, NCleanService.dll

- String encrypted with XOR 0x07

B046BACA: 5C 30 00 00.50 72 6F 63.65 73 713 6F. 72 4E 61 6D-£5: . .5 3 . i d’ZSS 0
B04L6BADO: 65 53 74 72.69 6E 67 00.7E 4D 48 70.00 00 00 00 - ; : : : C™if ind P45Snjbf
O0L6BLEG: 4B 45 52 AE.45 4C 33 32.2F 44 4LC 4C.00 00 00 @@-ggggggggf gg *’;g gg gg-gg -gg gg gg g%-gg gg gg gg HJﬂgé,gg)gQ@%tfﬁk
.B046B5BA: 72 6F 63 65.73 713 4D 65.6D 6F 12 719.49 6E 66 6F:@@ﬁ88@9@; 40 62 6B 68 63 00 00 00 00 Jbkhe 8l
.0046B510: 00 00 00 00.50 53 41 50.49 2E 44 4C.4C 00 00 00 ppiggend: 2F IF 41 57.3% 45 52 52 4F.52 5F 43 4F . 7?AW4FY_ERROR_CO
B046B520: 44 65 6F 69.65 64 53 65.74 74 69 6E.67 73 00 00 00i880B0: 44 45 4D 40.00 .00 00 00 00.00 A0 00 00 DEEE@
.0046BH30: 44 65 6E 69.60 64 49 50.25 64 00 00.2F 00 00 00 diPixd /=
LO046BSA0: 25 13 00 00.25 64 20 4C.6F 67 69 6E.20 52 65 63 %s %d Login Rec
BBL6RS5G: 6F 72 64 73.20 41 72 65.20 45 6D 70.74 79 OA 00 00086040: 00 00 PO 00.00 F8 10 00 00.00 00 00 0O o
B046B560: 54 68 65 20.4C 6F 67 69.6E 20 52 65.63 6F 72 64 gggggggg 33 Ig EE gigg ga gg gg gggg gg gg 5‘8 Dﬁngmlﬁclﬁ'g2Tll(mgF

o . . . . Qe OCKS
-33&252;3: E? f;g 22 323& %3 {?‘2 22-33 5:2 EH 3331 33 83 EE 00036070: 50 72 6F 78.79 2F 32 33 20.42 75 69 6C Proxy V1.23 Buil
: : : : : 00086080: 64 20 31 31.2F 32 30 31 32.20 42 79 20 d 11/16/2012 By
.0046BL9A: 6F 67 69 6E.20 52 65 63.6F 12 64 20.4C 69 13 14 00036090 4D 65 F 6 00 00 00 08 M

: 0 . . . elody!
.B0L6BSBO: 20 42 6F 14.0A 0D 00 00 .45 6D 70 14.79 69 6E 67 @@@86@8@: Lh L5 &@'@@ '@@ 00 00 @@'@@ 00 00 00 [']E@@ - -
00LCB200. 00 60 00 B0 31 52 37 5190 SF 50 JL.IT 00 06 00 van3 M 0 10 M ' | ”
- : - - - POB79250: 49 6 65.63 20 53 6C 61.76 65 20 58 Infected Slave X
-0046BoE0: 30 2F 30 2E.30 2k 30 00.91 37 32 2E.00 00 00 00 gpg79260: 36 34 20 57.33 6D 65 46 20.4D 6F 64 65 64 WI2TimeF Mode
.0046B5F0: 31 36 39 2E.00 00 00 00.31 30 2E 00.31 39 32 2F ggg79270: 20 56 43 20.53 73 95 20 50.72 6F 78 79  VC Socks5 Proxy
.0046B600: 31 36 38 00.49 63 6D 70.53 60 6E 64.40 63 68 OF 00079280: 20 56 2F .32 75 69 6C 64.20 30 34 2F  V1.23 Build 04/
.0046B610: 00 00 00 00.49 63 6D 70.43 6C 6F 73.65 48 61 6F 00879290: 31 39 2F 32.30 42 79 20 4D.65 6C 6F 64 1972014 By Melod
.0046B620: 64 6C 65 B0.49 63 6D 70.43 12 65 61.74 65 46 69 000792A0: 79 21 00 .00 : : y!
_B04L6B630: 6C 65 00 00.49 43 4D 50.2F 44 4LC 4C.00 0O 0O GO 000792B0: 00 00 00 00.00 .2E 3F 41 57.34 46 57 SF 2AWEFY_

* md5 : 9552¢356950daf907f30dalca2dcb755




Backdoor - Dnsdoo

« Dnsdoo

- Filename: dns.exe

- "DNS Door X64 V1.0 Built 2013/11/10 By WinEggDrop"

- Executes cmd.exe

00407E70:
00407E80:
00407E90:
0040 7EAD:
00407EBO:

0040 7EC:
00407EDO:
0040 /EED:
0040 7EFD:

00 00 00 00.2D 41 64 64.00 00 B0 00.00 00 00 00
46 61 69 6C.20 o4 6F 20.49 6F 73 7h.61 6C 6C OA
00 00 00 00.00 00 00 00.20 49 oF 73.74 61 6C 6C
00 00 00 80.20 o3 74 61.72 74 00 08.2D 23 /4 oF
70 00 00 00.00 00 00 00.44 4 53 20.44 6F 6F 12
20 98 36 36.20 96 31 2E.30 20 42 15.69 6C /4 20
32 30 31 33.2F 31 31 2F.31 30 20 &2.719 20 o1 69
ot 40 67 6/.44 72 6F 70.00 O 00 00.00 00 00 QO
40 A1 49 00.00 00 00 00.E0 A1 40 00.00 00 0O QO

* md5 : 44aaa2ec4ab02bb86a39dc72394471a4

-Add

Fail To Install§

P

-Install
-Start  -Sto
DNS Door

Ro4 V1.0 Built
2013/11/18 By th

nEgaDropi

@0

x10



Backdoor - Shadowforce

* Sh f
Shadowforce Shadow Force Uses DLL Hijacking, Targets South Korean

- Filename: oci.dll, sglwriter.dll, msvcr70.dll Company
- "Welcome To Shadow Force DLL X64 V1.0 Build 201 5/06/'I 0" postedon: September 9, 2015 at 1:00 am  Posted in: Malware, Targeted Attacks

L Author: Dove Chiu (Threat Researcher)

What sort of interest would a businessman have in a news agency?

- Attack on a Korean corporation in Sep 2015

Y

mm = === = Iy
e e N e e f s f e o By o o o s B s oy

(revealed by Trend Micro)

- Used to attack a Korean political institute in
Mar 2019 (1)

- A total of 22 variants found including files signed

That was the question that arose from our recent investigation on an attack that appears to target a
media agency in South Korea. Shadow Force is a new backdoor that replaces a DLL called by a
particular Windows service. Once that backdoor is open, the attacker can use one or more tools to

mulealeslealealealealeslealesfaaleel= =
Al el e e Bl e R el e e el e e
e s 050 0 50 0 1 0 5 150 0 50 1 150 ()

. 206 open up further holes or cause damage. This type of backdoor attack has been previously

with a Korean work management program and 206 . .

207! documented by Trend Micro in a blog post in May.
1 . . P “.

game company's certificates Z0e Beginnings of an attack
5 f‘ The attack begins when the Windows OS starts the Microsoft Distributed Transaction Coordinator
2 h (MSDTC) service, which coordinates transactions that span multiple resource managers, such as
2 databases, message queues, and file systems. When the target computer joins a domain, once the
2 MSDTC service starts, it will search the rebustrz,f.
:‘ :IEE Al AW .G g 41_.4AD0 HA A\ 55'5 A AN u H'IO

* Source: 6f0e62b15efd2b2468ef37¢138eb189a, https://blog.trendmicro.com/trendlabs-security- mtelhgence/shado -force-uses-dll-hijacking-targets-south-korean-

company/



Backdoor - Viticdoor

* Viticdoor
- VTCPexe + VTCPAII
- Discovered in Mar 2019

c:wwork>utcp

= (char *)argv[3];
if { strempif [4], aU) && strompif [24], &aD) }// fu, /D

|
|
—
Mo
)

& w0 oo
——

if ( strompi [4], asc_41B82F4) )// /L

if { strompif [4], aUz) &R strcmpif [4], aDz) )// /UZ /D2

i R = 3L

?F { strompi [4], =€) )} // JE
if ( strompif [4], aDelete) )// /Delete

L

Usage : vtcp Port _ . .
Usage : vicp IP Port FileName /UploadZip | / DownloadZip
lUsage : vtcp IP Port FileName /Upload | / Download

=l

if ( !strompif [4], aR) )// /R
Reverseshell 48CARB(VE, » [int) 1

L I R
I

oo

- 2021: FastDownload, FastUpload, RamDownload, and RamUpload commands added

52 case 2:

53 = atoil [11)s
- 2022 s4 Listening 4BC7EB(v5);
= "
s7 if ( !strompi( [21, aUnzip) ) 7/ JUnzZip
8 sub_a4es8Ccaa( (HANDLE) [1], @);
= break;
c:\work>vtcp case o
g o o g p o 1 j.I" D 1 g ]z o2 s=Read = (char “)argviills
Usage : vicp IP Port FileMame /UploadZip | ownloadZip 3 A" eeostaileal)
Us: : IP P F1leN: Savel; /Upload | 7 Download - i £33 Snamanic
sage : vicp ort FileName <SaveName> /Upload | ownloac = s (41 SRamipioad
& . pload)
68 as [4], aDownload)
69 as [4], aRamdownload)
e as [4], aFastdownload) )
::; ¢ if ( [4]., aList) )
::: < if ( st pi(ve[4], aUploadzip ®) &% strcmpi(vc[4], aDownleoadzip_1) )/ /DownleoadZip
:; B if ( strcmpi(vs[4], aExecute @) ) // /Execute
78 if ( =t pic [4], abelete) ) // /Delete
f; if ( streompi(vs[4], aRshell _8) )4/ RShell
;‘ if ( =t pi(vs[4], alLz4upload) &% strcmpi(ws[4], alz4download) )// /LZaUpload
;: if ( st pi(ve[4], afesupload) && strcmpi(vs[4], afesdownload) ).,/ /SAESUpload
E: t if ( strcmpi(vé[4], aMormaldel @) )// /MNormalDel
;; iF ¢ [a], aEcho) )// /Echo
ae (char *)wvs[1];
1 — atoi(ve[2])s
2 = atoci(ve[3]1)s
3 Echo_4@44EC( > > s




Stealer - Recakey

 Recakey

- Screen recording and keylogging features
- Filename: Linkinfo.dll (399,984 bytes)

- Includes RAR 3.80

- The initial version discovered in 2011 only had a RAR console and a screen video recording feature -> keylogging feature added in the

2018 version RAR 3.88 Copyright (c)> 1993-2008 Alexander Roshal 16 Sep 2808
Shareware verszion Type RAR -7 for help

llzage = rar <command? —<switch 1> —<{zwitch N <{archivel {files.._.>
fP1istfiles...» {path_to_extract->

< Commands >

Add files to archive
Add archive comment
Add files comment
Change archive parameters
Write archive comment to file
Delete files from archive
Extract files to current directory
Frezhen files in awrchive

ilparl=<str> Find string in archives
Lock archive

1lt. b1l List archive [technical,., harel

mLf ] Move to awrchive [files onlyl

1] Print file to stdout

r Repair archive

¥ Reconstruct missing volumes

rn Rename archived files

rriMl Add data recovery record

rulMl Create recovery volumes

* md>5 : e94d2ac3dd6f315e32960583bed2d2ce
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JuicyPotato

» JuicyPotato
- Privilege escalation
- filename is JPexe

- Packed with VMProtect

Mandatory args:

-t createprocess call: <t> CreateProcesshithTokenW, <u> CreateProcessfAsUser, <*> try both
-p <program>: program to launch

-1 <port>: COM server listen port

Optional args:

-m <ip>: COM server listen address (default 127.0.0.1)

-a <argument>: command line argument to pass to program (default NULL)
~k <ip>: RPC server ip address (default 127.0.0.1)

-n <port>: RPC server listen port (default 1395)

-¢ <{clsid}>: CLSID (default BITS:{4991d34b-80al-4291-83b6-332836609097})
-z only test CLSID and print token's user




Htran (aio.exe)

Htran

All file names are aio.exe

"Mini Version Without Scan Feature V1.0 Build 11/11/2013"

Provides features such as deleting logs, FTP, finding user passwords, and executing services and drivers.

- Initial version has been around since 2008 Normal Uersion Without Scan Feature U1.8 Build 98312008

c:sworkraio

Mini Uersion Without Scan Feature Ui.@ Build 11112013 tool —AutoRun List Auto Run Itens
tool —Clone Clone Accounts

—AutoRun -% List fAuto Run Items |tool —CheckClone Check Clone

—-Clone —» Glone Accounts tool —>GleanLog Clean Logs

—CheckClone -% Check Clone tool —»ConfigService Cunfiguge Service
—CleanLog —-» Clean Logs tool —»CheckProcess Check Hidden Process
—ConfigService -» Configure Service tool = ChecklUser Check Users
—Eﬂectﬁrucess —i Eﬂect Hidden Processitool —>Dellzer Delete User
—Lheckllzer - eC SEPS tool —»DelAdmin Delete User

e llser - elete User too - izable or ile
g %Hd i E % E H 1 >DUWFP Dizahle WFP F A Fil
—Ue min —s Uelete User tool —>EnumService Lizt Services

“DUFP ~2 Disable WFP For A Fitgql  ->FHS Find Hidden Service
“EnunService T3 List Services . [fool  —>FGet FIP Download

_FGet Y F%g Du;nlzgd EYVICE ool —2FTPUpload FTP Upload

~FIPUpload -3 FIP Upload tool  _SkpooR - r Detect HEDOOR DLL o
—FindPaszssword -> Find Logon User Passg-?° . eLec A

_pi : _ : : tool —InztallService Inztall Service

FileTime ? Change File Time g :
“InstallService -% Install Service tool —Ingtallﬂrluer Iqstall Driver ]
—InstallDriver -» Install Driver tool —-2KillIGP Kill TGP Connection
-KillHProcess -% Kill Hidden Process [tool —*KillHProcess Kill Hidden Process
—LogOQff -» LogOff System tool —?LogOf f LogOff System

-HGet -»> Weh Download tool -*MGet Ueh Download

—Mport —> Port Mapper tool —*Mport Port Mapper

* md>5 : 07e5fbe4bf98da12af167fd8962339a1




Tool - Pemodifier

*Pemodifier
- Filename: iatinfect.exe (40,960 ~ 47,792 bytes)
- Certificate: blueside (2019)

- File infection tool

c-sworkriatinfect.exe

PE File Infector U1.8 Built 2814-180.-31 By WinEggDrop

c-sworkr*iatinfect.exe

- Contains "Syrinx's Victim" in the infection file PE File Infector HX64 U1.8 Built 268148924 By WinEggDrop

01000000 : : : : 00 60 HMZE W 4
01000010 : : : : 02 00 5 @ Tv8

.01080020 . . . 2113 m Svrinx’'s
.B16000306 . . . 00 60  Victimll =

.01000040 . . . 54 68 Av|A {o=158L=!Th
.01080050 : . . . 6E 6F 1s program canno

01000060 : : : 23 20 t be run 1in DOS
.010000/0: : : : .0047BS5FO: 00 00 00 00.00 00

; 00470000 . . :

'gigggggg: : : : 00470010 00 00 00 00.00 00 . . EmSur_Ma
: : : : : 0047D020: 69 6C 2F 44 4C 4C . . i1, SendMs
.010000A0 : : : : '00470030: 67 T 00 28.D0 07 :
01000089 - . . . '0047D040- 00 00 00 9900 00

" 010000C0 - : _ _ '0047D050- 00 00 00 0000 09

01000000 - _ _ _ 100470060 91 07 00 00.00 00

S A — -

.010000E0 : : : 00 0a
.010000F0 : : : : 00 60 PE L&Y Lagk

* md>5 : f940d717a32ee34db39283deda9453f5

T e




Tool — Sshcmd & SSHD

« Sshcmd (sshcmd.exe)
- First discovered in Nov 2019 (Created in 20167?)
- Prints "SyrinxOS Operating System [Version 1.0] (c) Copyright 1998-2016 SyrinxOS Team."

Syrinx058 Operating System [Version 1.61]
CC>» Copyright 12982016 Syrinx05 Team.

RootH#Hsysinfo
05 = Windows 18 Enterprise Edition ¢Build 18363> 64-Bit

RootH#liztprocess
8 Registry

EMES .eXe
CSPSS . EXE
wininit.exe
CESPSSE .EXE
winlogon.exe
sepvices .exe
lza=ss.exe
fontdrvhost _exe
fontdrvhost .exe
suchost .exe
suchost .exe
suchost .exe
suchost .exe
dwm.exe

- SSHService.dll thought to create the file sshcmd.exe

Syrlnx s SSHD Business ¥32 EXE Version V1.0 Build AL/24/72019(Digital Signed)




Tool - Keylogger

* Keylogger

- Found in an infected system in March 2019

- RDPClient.dll (9,728 bytes)

.IBB@DSSB.
.1608D590:
16680500 :
.1008D5B0 :
.1008D5C0 :
.1008D5D0 :
.1008D5EQ
.1006D5F0 :
.16068D600 :
.16668D610:
16080620 :
10080630 :
.1008D640 :
.1008D650 :
.1008D660 :

.100603010:
.10003020
.10003030:
.10003040:
.10003050:
.10003060:
.100030/0:
.10003080
.10003090:
.10003000 :
.100030B0 :
.100030C0:
.10063000
.100030E0
.100030F0
.10063160:
.10003110:
.10003120:

[F2] [F11
[ESC] [ENTER]
[ALTI [BACK1
ab c:\listlog.1
og MIME Now
StopMd H

RSDS=- wf-14
F.re@ F: \Sour
e\KeyLogInfect\R
Flease\KeyLog.pd
b

* md5 : 359f09a1313e79aebf93bf3109e7afd9, 06961fa526d26403f1d894fdf45346a5

HSN Shell \Key
Log%B5d.dat Inst
all Hook Success
fully Mg Fail To
Create Key Log T
hread g Kevlog A
lready Running M@

The Hook Is
Stopped Successft
ullyMd Fail To
Uninstall Hook M@

[F#1] [NUM
%11 [CTRL+C]
M [RWINI1 [LWT
N1 [HELPI [DEL
1 [INSERT]
[THS] [EXECUTE
1 [SELECT]




 Miner

- Found in some systems after 2021

- Requires the additional files wbdbase.plk and .xmrig.json to run

[2023-08-29 14:42:26.349]
[2023-08-29 14:42:26.300]
[2023-08-29 14:42:26.350]
[2023-08-29 14:42:26.351]

unable to open "c:\wnrk\wbdbase.plk"._
unable to open "C:\Users\user\.xmrig.json’ .

unable to open "C:\Users\user\.config\xmrig.json".

no valid configuration found, try https://xmrig.com/wizard

* md5 : 5bfc7795c4e7bfff983854d09586d821



Other Tools

« Various tools

- File permission, process information, service information, IPC scanner, log deletion

c=~work>*fileaccess.exe
File Permission Manipulator U1i.H8 Build 84-28.-2814 By WinEggDrop

lzage = fileaccess.exe ObjectMame [TrusteeMame]l [Permizsion] Options

c:~work>*fileaccess
File Permission Manipulator H64 U1.8 Build 84-28-28014 By WinEggDrop

Uzsage = fileaccess ObhjectMame [TrusteeMame] [Permissionl] Options
c:~wworkirumi

Universal Process Info Uiewer & Terminator U1l.H8 By WinEggDrop

cosworki*umi —List

Universal Process Info Uiewer & Terminator Ul.H@ By WinEggDrop

"Enterprize Edition <Build ?260@>» 64-Bit"

Path
[S¥YSTEM IDLE PROCESS]
[S¥STEM]
[UNENHOWN]
[UNMEHOWH]
[UNENHOWN]
[UNMEHOWH]
[UNENHOWN]
[UNMEHOWH]
[UNENHOWN]
[UNMEHOWH]
[UNENHOWN]
[UNMEHOWH]

c:isworkrsu
Service Utility U1.3 By WinEggDrop

Usage :
gquery SeruviceMName
stop ServiceName
delete ServiceMame
start ServiceMName
find FileNamei-All
config ServiceMame StartTypelautoidemandidisabled?
install ServiceMame DisplayMame FileMame

c:wworkiscanipe.exe
IPC Scanner U1.8 Build 88-18-2085 By WinEggDrop

c-wworkrel
EventLog Eraser U1.8 Build 842720818
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Shadow Force Report

 Operation Shadow Force

- Published in 202 i Analysis on Lateral Movement
ublished in 2020 and 2022 in Korea Strategy Using SMB/Admin Share

2020. 04. 07

Analysis Report @h
Operation Shadow Force

Hidden Behind Legitimate Digital Certificates for Seven Years

AhnLab Security Emergency-response Center (ASEC)

2P KOREAINTERNET &
KISAMSECURITY AGENCY

* Source: https://download.ahnlab.com/global/brochure/[Analysis_Report]Operation_Shadow_Force.pdf , https://www.boho.orkr/en/bbs/view.d
o?searchCnd=8&bbsld=B0001041&searchWrd=&menuNo=205083&pagelndex=18&categoryCode=&nttld=66921



WIP19 - Maggie

« Maggie
_ |nfeCtS MS_SQL servers ADVANCED PERSISTENT THREAT
- High infection rates in Asian regions including Korea WIP19 Espionage | New Chinese APT

S Targets IT Service Providers and Telcos
ec Blo ) DCSO CyTec Blog - -
@ Oct4 - 6yminreadg< © Listen ™ octit - Tminread - @ Listen Wlth Slgned Malware

Tracking down Maggie & JOEY CHEN/ B OCTOBER 12, 2022

MSSQL, meet Maggie

r t blog post “MSSQL, t Maggie” we shared our resq
I S e By Joey Chen and Amitai Ben Shushan Ehrlich, with additional insights from QGroup

on a novel backdoor malware targeting Microsoft SQL servers
DCSO CyTec refers to as “Maggie®.

Executive Summary

@ DCSO s A new threat cluster we track as WIP19 has been targeting telecommunications and IT
service providers in the Middle East and Asia.

« We assess it is highly likely this activity is espionage-related and that WIP19 is a

TRACKING
DOWN
»MAGGIE*"

Chinese-speaking threat group.
» The threat cluster has some overlap with Operation Shadow Force but utilizes new
malware and techniques.

+ WIP19 utilizes a legitimate, stolen certificate to sign novel malware, including

2 @DCSO_CyTe
Heatmap of Maggie backdoor user B @DCSO_Cyec

SQLMaggie, ScreenCap and a credential dumper.

Tracking Down “Maggie”

* Source: https://medium.com/@DCSO_CyTec/mssql-meet-maggie-898773df3b01 , https://medium.com/@DCSO_CyTec/tracking-down-maggie-4d889872513d
, https://www.sentinelone.com/labs/wip19-espionage-new-chinese-apt-targets-it-service-providers-and-telcos-with-signed-malware/




Maggie (SQL Extended Procedure, MSSQL Procedure)

« Maggie

- Detected since March 2020

- File names: ExtendedProcedure.dll, infectsocks.dll, mpfter.cat, mssql32.log, NTUser.dat, ReadMe.txt, sql.dat, sql_ep.dll,
sql_exp64.dll, sglext.pnf, sgimaggieAntivirus_64.dll, xp_examples.dll, xp_exampleX64.dll, etc.

- Export functions: Maggie, sql_ep_door, xp_example

-B0AEAEA1 " 8PB35AAB: BB BA 7?3 7?1.6C 6D 61 67.67 6% 65 41.6E 74 69 56 sglmaggieAntil
-ABABARA1 " 8AA35ABA: 69 P2 PS5 7P3.5F 36 34 2E.64 6C 6C BA.6D 61 67 67 drus_64.d1]1 magyg

89080801 * 80835AC: 9000 8000 8000 ie

- Some early version of variants include the string "SQL Extended Procedure X64 V1.0 Build 11/09/2019 By WinEggDrop"

.1000DDFB: 72 20 4E 55.4C 4C 00 00.50 61 72 61.6D 65 /4 60 r NULL Paramete
.1000DEBB: 72 20 43 6F. 75 6E 74 20.45 72 72 6F.72 00 00 80 r Count Error
.1000DE1G: 53 91 4C 20.40 78 74 60.6E 64 60 64.20 58 72 6F SOL Extended Pro

.1000DE20: 63 60 64 70.72 60 20 58.36 34 20 56.31 2E 30 20 cedure K64 V1.0
.1000DE36: 42 15 69 6C.64 20 31 31.2F 30 39 2F.32 30 31 39 Build 11/09/2019
J1000DEAD: 20 42 719 20.57 69 6E 45.67 67 &4 72.6F 10 00 00 By WinEggDrop

- Includes the string "MSSQL Procedure" after 2020
- Extended Stored Procedure (ESP) type used in SQL servers -> Loaded in SQL servers and can be controlled with SQL

queries (no C2)

- Some variants discovered after April 2022 are signed with the certificate of a Korean software developer.



Maggie (SQL Extended Procedure, MSSQL Procedure)

» Major commands (still being added)

In=ztallTS
. . . SetClient
- File management ; ; P i S
Duwnluadns} {{pe
. . . - - '.E
(properties, deletion, execution) : : Exec  1s
FileAccess List
. . IP TS VUiewClie
- Reverse She” o o ntData ResetCli
entData StopHook
D I d . . StartHoo
- . . k StopSock
ownloa . . 85 SysInfo
_ : @r.80828510: P Sq1Check
SOCKSS Server . Al .38B2B52A: - SetFile
: seeis st - i,
. 5. : o nsta
- SQL Server ) 3:.8@A2B550: ) g SetClien
.3A8Z2B56A: . t StartSoc
. . .388Z2B57A: . k=5 Down load
- System information - 8AA2B58A: i Type
.8AA2B5%8: . BRShell Exec
.8AB2B5AA: . 1s Fileficce
- Termserv .8AA2B5BA: - 58 GetAdmin

.3A82B5CA: . StopScan
.3882B5DA: . ScanStat
.3A8Z2B5EA: . u* GetModul
.BAA2B5FA: . Getlser

.3882B6AA - . CheckPath List
.BA82B61A: . IF TS5 UiewClie
.3A82B62A: . ntData ResetCli
.3082B63A: . entData StopHook
.308Z2B648: . StartHoo
.B882B65A: . k StopSock
.3A0Z2B660A: . 55 SyzInfo

. 5882B67a: . Execute Command:
.300Z2B6BA: . “a Paramete
.5882B678: . r HULL Paramete
.3A0Z2B6AA: . * Count Error

. 5882 B6BA: . HE58QL Procedure

.BA82B6ACA: . BA3-15-2821

* Source: https://gist.github.com/usua|suspect/6667dc0053bb51e78a4594fe6185a4a5#fi|e—commands—txt




Maggie (SQL Extended Procedure, MSSQL Procedure)

« Commands are still being added
- 57 commands in 2023

11| PrintString_1800010D8((__intc4)al, "MSSQL Procedure ¢ 141 case 38: . 29
12 | if ( (unsigned int)opends6@ 4@(al) != 1 ) 142 sub_lBeee506e(); i case =4 R
13| q 143 sub_186@016E@(a1, "Enable Output Successfully™); 52 sub_lseeecsce(al, vo);
14 sub_18@@81008(( int64)al, "Parameter Count Error”’ 144 break; —o hreakf
15 return 1i64; 145 case 33: o case 58 .
16 } 146 SUI’J_:I.SE‘E‘E‘EDSB‘(:'; T-\J:l SUh_lBEE‘E‘FB?E‘ﬁq_J;
17 | w3 = (const void *)opendsé® 25(a1, 1i64); 147 sub_18@@818E@(al, "Disable Output Successfully™); - break;
18 if (I3 ) 148 break; 187 case 51:
o| 1 149 case 40 188 sub_188@8C558(al, v5);
5= e . 189 .
20 sub_188601e88(( ints4)al, “"Parameter NULL"); 15@ LOBYTE(v7) = 1; - break;
21 return 1i64; 151 sub_18B@BBAF@(a1, v7); 198 case 52: -
22 } 152 break: 191 sub_ls@@eFadei=l, vs);
23| str[e] = e; 153 case 41: %gg break;
24| va = (int)opends6@ 26(al, 1i64); 154 sub_1B@BRBAFR(a1, Bi64); :3? CESEHEiéEEECADE .
25 | memset(&5:-[1], 8, @x3FFUisd); 155 break; - SUb_e (24);
25 S = 1824i64; 156 case 42: - break;
27| if ( (unsigned int)v4 < @x400 ) 157 sub_18088C4708(a1, v4); 196 case 54: _
o L 158 break; 197 sub_186@BFF6@(a1);
= ST T 12 .
29 | memmove(Str, v3, vs); 159 case 43: fi: break;
36| PrintString 180@818D@(( int64)al, "Execute Command: 152 sub_18888C5208(a1, v4); - case 35 o
31| if ( !striemp(5tr, "SysInfo") 161 break; - EUh—i?EEEFDAEia_’ =i
32 || !stricmp(Str, "StopSockss") 162 case 44: - rea '
33 || !stricmp{Str, "StartHook") 163 sub_la@eecspa(al, v4); - case 36: :
34 || !striemp(Str, "StopHook") 164 break; 263 Euh_iﬁﬁﬂlﬁlﬂﬁiq-l;
35 || !stricmp(Str, "ResetClientData") 165 default: ol rEats
- - [ .o - —— Ce e e 166 return E‘i LD default:
286 return @;

Maggie (2020-2021) Maggie (2022) Maggie (2023)



Maggie (MSSQL Hook Procedure)

« Maggie (MSSQL Hook Procedure)
- Similar to Maggie

- Includes "MSSQL Hook Procedure”

.80014230: 61 72 61.6D 60 74 65.72 20 4E 50.4C 4C 00 00 Parameter NULL
80014240 61 72 61.6D 65 74 65.72 20 43 6F. 70 6E 74 20 Parameter Count
. 80014250 72 72 6F.72 00 00 00.4D 53 23 51.4C 20 48 6F Error  MSSQL Ho

80014260 : 6B 20 50.72 6F 63 69.64 /0 72 60.20 30 33 2F ok Procedure 03/
80014270 36 2F 32.30 32 32 (i1.00 00 00 00.00 00 00 00 06/20220

- Export: sqgl_hook
- Versions after Mar 2023 load and call osinfo.dll'lFindOsInfo

1 [pool _ fastcall Load FindOsInfo_l8eeelase{char *al, const CHAR *al)

2 ¢

3| HMODULE LibraryA; // rax

4| wa_list vs; f/ rO

5

6| if ( laz )

7 return @;

8| LibraryA = LoadLibrarya(a2);

9| if ( !LibraryA )
1@ {
11 vsnprintf_lseeeleee(al, (const size t)"Fail To Leoad %s", az, 1s
12 return @;
13| 1}
14 | FindOsInfo = (__inte4 (_ fastcall *)({ QWORD, _QWORD))GetProcAddress(LibraryA, “FindOsInfo™);
15 | return FindOsInfo 13@@@1A78();
16 [}



MSSQL Procedure Scan

« MSSQL Procedure Scan
- Includes the string "MSSQL Procedure Scan"

-8Aa36818: 45 V2 72 6F.72 BA BA B4 4D 53 53 51.4C 28 58 72 Error M535QL Pr
-BHB36E2A: 6F 63 65 64.75% 72 65 2B.53 63 61 6E.28 31 32 2F ocedure Scan 12/

.8AB3683A: 32 38 2F 32.38 32 31 I[.62 61 64 28.61 6C 6C 6F 28-2821had allo

- Scanning features: SynScan, SqlScan, IOCPScan, SysScanAll, IOCPScanAll
- Scans, then uploads the file Success.dat to the FTP server.

- Session name is MelodyFTP



HookSQL (Proxy)

« MSSQLLHook

- Uses Detour to hook certain APIs: AcceptEx, setsockopt, CreateloCompletionPort
- IsSMSSQLHooked, StartMSSQLHook, StopMSSQLHook
- Proxy

-APAPAPA1 " 8AA1303A: B2 @8 B0 BA.A1 B@ 4D 53.53 51 4C 48.6F 6F 6B 2E B8 = M58QLHook.
-BiBPAPe1 " 8AE13048: 64 6C 6C BB.47 73 4D 53.53 51 4C 48 .6F 6F 6B 65 dl1ll IsMESQLHooke

-.A80AAAA1 "9881385A: 64 8@ 53 P4.61 72 Y4 4D.53 53 51 4C.48 6F 6F 6B d StartMS5QLHook
09000001 8 6F .78 5351 6F -6F i StopMSSQLHook




Leaked Certificate

« DEEPSoft Digital Signature Details ? >
- Used to sign files from April 16, 2022 - April 2023 General Advanced
- 10 out of 63 were found to be malware = Digital Signature Information
-izt;i' A certificate was explicitly revoked by its issuer,
713,856 2023-04-13 12:58:55 Backdoor/Win32.JK
390,232 2023-04-09 03:34:57 Trojan/Win.ShadowForce Signer information
Mame: DEEPSoft Co., Ltd.
491,608 2022-12-2209:14:04 Trojan/Win.Generic E-mail: Not avaiable
2022-10-1403:31:16  Backdoor/Win32.Akdoor =igning fime: | Wednesday, Apri 13, 2022 10:27:50 AM
2022-10-07 0T:40:16 Trojan/Win.MSIL View Certificate
2022-07-07 15:03:17 Trojan/Win.ShadowForce
Countersignatures
2022-06-07 11:47:04 Backdoor/Win.Agent
Mame of signer: E-mail address: Timestamp
2022-08-03 02:10:01 Backdoor/Win.Agent Sectigo RSA Tim... Mot available Wednesday, April 13...

2022-04-25 21:08:40 Trojan/Win.ShadowForce

2022-05-21 08:12:53 Trajan/Win.ShadowForce Details

2022-04-16 08:36:43 Trojan/Win.ShadowForce

Ok
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Malware Authors

) ) )
Melody Syrinx WinEggDrop

@ sshcmd, SSHD @ Shadowforce
@ Maggie (2023) @ Maggie (2019)



Connections

Malware + Certificate + Writer

2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023

Shadow Force

Pemodifier SSHCmd Viticdoor Miner Maggle

Bl****'k*

Cyber**** Adrr* EZ*** 47 Deg***+*



Relationship Between Shadow Force and Maggie

« Shadow Force and Maggie
- Usually targets MS-SQL servers
- Shadow Force and Maggie's codes are similar
- Shadow Force has been in use until Mar 2020 Afterward, shifted to using Maggie
- Same author - WinEggDrop, Syrinx
- The same tools and file names used by the Shadow Force group were used in attacks with Maggie

- Conclusive evidence (?);: Found in a Shadow Force variant (md5: dd3232e2924ae6a11c393c27713d5873) discovered in
Mar 2020

The string "maggieismylove"

-8882D10A: 41 41 41 41 .41 41 41 41 .41 41 41 41 .41 41 41 41 AAAAAAAAAAAAAAAA
-8882D1EA: 41 41 41 41 .41 41 41 41 .41 41 41 41 .41 41 41 41 AAAAAAAAAAAAAAAR

.8882D1FA: @8 6D 61 67.67 67 65 62.73 6D 77 6C.6F 76 65 If] maggieismylovell
-.8882D2AA: ©WA AR WA AA.HA AR BWA BA.WA BA U BH.HAA BA A BA




Shadow Force Group = Operation Shadow Force + Maggie

2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023

Pemodifier (iatinfect.exe)

Shadow Force

key
Keylogge
r
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Takeaways

« Shadow Force Group ( Operation Shadow Force )
- Mainly active in Korea from 2013 - present (2023)
- Authors : Melody, Syrinx, WinEggDrop
- No clear attack vector identified (SQL server vulnerability suspected)
- Malware signed with forged (4NB, CyberLink, PandoraTV) and leaked (Adigm, blueside, EZNIX) digital certificates
- Consists of PE modifier, backdoor, keylogger, and tools
- Process: Server intrusion via unidentified routes -> Downloads additional malware with Htran (aio.exe) -> Patches certain EXE
files with Pemodifier (iatinfect.exe) -> Loads a malicious DLL when patched EXE is run -> Installs coin miner (after 2021)
« Maggie
- Attacks MS-SQL servers (exact attack vectors are not known)
- Infected MS-SQL servers in the Asia-Pacific region including Korea and Japan

- Close resemblance to the Shadow Force Group including the coding style, author names, file names, and the use of the same

tools
e Questions

- What is their specific attack vector, and is only South Korea targeted? Why is there no information?



Thank you for your attention!

CHA Minseok (Jacky)

minseok.cha@ahnlab.com
mstoned7@gmail.com
« X @mstoned7

LEE Jaejin

jaejin.lee@ahnlab.com

KIM Junseok

junseok.kim@ahnlab.com
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More security, More freedom




