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● Conflict: Russia-Ukraine conflict since 2014.
● Start: Investigation began with lure targeting Eastern 

Ukraine.
● Tracking: Ongoing as "Red Stinger."
● Targets: Military, transport, infrastructure.
● Exfiltration: Data taken via snapshots, USBs, keystrokes, 

mics.
● Operations: We detail activities since 2020.
● Connection: Linked to Groundbait and BugDrop

 operations 

Introduction
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Operations Timeline

First appearance 
of Prikormka

2008

Operation 
Groundbait

2015-2016
Some activities discovered by 

security vendors

2017-2020

Operation 
BugDrop

2016-2017
OP#1 to OP#6

Red Stinger

2020-2022



Red Stinger

December 2020

OP#1

April 2021

OP#2
February 2022

OP#4

September 2022

OP#5

OP#6
November 

2022 
(Currently 

undisclosed)

September 2021

OP#3



Campaigns 
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OP#1

December 2020
ACTIVITIES BEFORE 

THE WAR



OP#1 OP#1



OP#2

April 2021
ACTIVITIES BEFORE 

THE WAR



OP#1 OP#2



OP#1 OP#1



OP#3

September 2021
ACTIVITIES BEFORE 

THE WAR

● We have very little info 
on this campaign
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http://91.234.33.108/u3/ebe9c1f5e5011f667

ef8990bf22a38f7/document.msi

http://91.234.33.185/f8f44e5de5b4d954a83961e

8990af655/update.msi

http://185.166.217.184/CFVJKXIUPHESRHUSE4FH

UREHUIFERAY97A4FXA/attachment.msi

http://185.166.217.184/JDXFHUIPGYN98P5GY87S43BF5TW4IYNP/attachment.msi

http://176.114.9.192/11535685AB69DB9E1191E9375E165/attachment.msi

http://185.230.90.163/df07ac84fb9f6323c66036e86ad9a5f0

d118734453342257f7a2d063bf69e39d/attachment.msi
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OP#5

September 2022
ACTIVITIES ONSET OF 

WAR
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OP#4

February 2022
ACTIVITIES ONSET OF 

WAR
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OP#4

SolarTools.msi vs_secpack.msi

Also found in OP#5



OP#5
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ntuser.dat
ntinit.exe
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MZ#2
MZ#3MZ#4
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November 2022
ACTIVITIES ONSET OF 

WAR
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OP#6

Same folder names 

found in OP#5
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November 2022
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WAR
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Victimology

The victim was in 
Vinnitsya

Critical 
Infrastructure 

The victim was in 
central Ukraine

Military
The victims were Yasinovataya 
Administration (Donetsk) and 

DPR administration, in Port 
Mariupol. Another victim was an 

advisor in the CEC

Election officials 



Victimology

The victim was a library 
in Vinnitsya. This victim 

was UA-aligned

Library
The victim was 

associated to the 
transportation ministry

Transportation
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Attribution - Similarities with Groundbait (ESET) 

● Operation Groundbait

● Operation BugDrop



Attribution - Similarities with Groundbait 
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Extract from ESETs report in 2016
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Attribution - Similarities with Groundbait 
(ESET)  

Strings extracted from one of the artifacts used in OP#4

Extract from ESETs report in 2016
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Attribution - Similarities with BugDrop (CYBERX) 

Extract from CyberX report in 2017 

(Operation Bugdrop)



Attribution 

Extract from CyberX report in 2017 

(Operation Bugdrop)

We also found the same naming scheme (obx, ibx and rbx) in 

some Red Stinger operations



Attribution 

Could be those false flags?



Attribution 

Could be those false flags?

We don’t think so
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● Overview of regional cyber warfare dynamics
● Diverse target spectrum: military, transportation, critical infrastructure, East Ukraine 

referendum entities
● Data exfiltration methods: snapshots, USB drives, keystroke monitoring, audio recording
● Extensive Red Stinger timeline (2016-present) underscores longevity
● Links between documented and new operations reveal broad reach and persistence.

Conclusion
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