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About Volexity
• Background

⏤ Washington DC area-based security firm 
with global presence

⏤ Founded: August 2013 

⏤ Core team: 11+ years 

⏤ Wrote the leading books on malware analysis and 
memory forensics

• Business Areas

⏤ Information Security Services

▪ Managed security, consulting, and threat intelligence

⏤ Next-Generation Forensics/Security Products

▪ Developed and maintained internally

▪ Memory Acquisition (Surge) and Analysis (Volcano)

⏤ Global Incident Response/Forensics Training

▪ Public and private trainings
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• Financial Services

• Technology Companies

•Defense Industrial Base

•Service Providers

•Energy

• Insurance

•NGOs & NPOs

• International Development

•Government Agencies 

Customers
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Agenda

• Who is SharpPine?

• Social Engineering & Phishing

• Infrastructure

• Malware

• Outlook
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Who is SharpPine?
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SharpPine? SharpTongue?

• It’s just a name.

• Volexity moved to a new threat actor naming schema in 
Summer 2023.

• SharpPine == SharpTongue* (in the corresponding paper, 
and in the programme)
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SharpPine Overview

Attribute Value

Country of Origin North Korea

Active Since 2012

Malware (current) BabyShark, QuasarRAT, 
SHARPEXT, MISSDAISY, 
AMADEY & more.

Aliases Kimsuky, APT43, Archipelago
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Attacker Goals

• Access to a user’s mailbox.

• Facilitated through:
• Credential theft

• Use of malware
• Keylogging

• SHARPEXT (in-browser theft of 
mail) 

Outcomes

• Insights into US/EU/KR 
foreign policy
• redlines

• “unofficial” positions

• negotiation advantage

• … [other stuff]

• Better phishing against 
others

7

What Does Success Look Like?
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Previous Reporting
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Targeting (Sector)

NGO Education Government Media Consulting DIB

Targets by Sector
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Targeting (Geography)

US KR INT AU DE BE SE CA JP IE

Targets by Geography
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Targeting: This Time It’s Personal

SharpPine is happy to 
compromise personal 
webmail accounts & 
devices.

• Targets often use personal 
mail for work purposes

• Webmail usually has no 
dedicated monitoring to 
identify phishing or 
compromise
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Social Engineering & Phishing
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Master Social Engineers 

• Rely on subverting typical user workflows
• Targets regularly deal with mail from new senders sent via 

webmail.

• Everyday work involves document review.

• Know Your Customer Phishing Targets
• Email bodies powered by years of stolen mailbox data

• Repurpose stolen content for decoy documents

• Understanding of which experts know each other, how they talk 
to one another; what typical conversations they have

• Willing to build a conversation
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Building a Conversation

• Helps defeats email 
detection methods

• Only send malware 
to people who are 
“expecting” the 
content.

• Ensures limited 
distribution of 
malware content
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Key phishing principles

• Make the user feel comfortable & secure.

• Make the user feel time-pressured into 
opening the content.

• Now… for some examples.
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Example #1: Sharing a Document
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Example #2: Submit to My Conference
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• N.B. Password protecting content is SOP for newer 
phishing content from SharpPine

Example #2: Submit to My Conference
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Example #3: Let’s Meet Up

• I’m a government 
official at the 
Embassy!

• I’d like to request a 
meeting with the 
chief of a Korean 
Government 
service.

• Please propose a 
date!



© Volexity Inc. | Proprietary & Confidential 20

• They agree a time 
and place.

• Target asks about 
other participants.

• JUST ONE DAY 
before the meetup:
Attacker sends a 
link to a fake 
Google Drive link.

Example #3: Let’s Meet Up
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Example #4: Please Write a Paper

• Hey I’m a 
researcher @ the 
Sejong Institute

• Could you please 
write a 1200-word 
piece for our 
website on China-
DPRK relations by 
August 19th?
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Example #4: Please Write a Paper
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• User gets asked to do something they 
normally do for work.

• User does that thing

• User gets content back from the attacker 

• User gets pwned if they enable content 

Workflow recap (Examples: 1-4)
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Example #5: Secure Your Account (!)

Non-existent 
page on real 
NKNews site.
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Phishing 
page for 
“nknews
Pro”(RTF)

Example #5: Secure Your Account (!)
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Example #5: Secure Your Account (!)
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Infrastructure
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Current* Infrastructure Trends

• Infrastructure habits change over time

• Different clusters*:
• Previous (2021 and prior):

• Compromised infrastructure

• GMO Server (JP)

• Current favourite: NameCheap + free TLD (often) 
Organization impersonation:
• stimson\.pro

• nknews\.pro
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2019 C2 Management

• In 2019 Volexity worked with a compromised website to 
monitor SharpPine activity for a period of one month.

• We were able to monitor the operations of the attacker in 
real time.

• Eventually the website owner wanted to clean up. Volexity 
notified all compromised individuals observed.
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2019 C2 Management: Logging

• Requests made to 
the root URL were 
logged.

• Attacker would 
periodically review 
visiting IP 
addresses // user 
agent and manually 
ban them
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2019 C2 Management: Banned Response
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2019 C2 Management: help.txt

• Attacker would manually upload files to the C2 using 
a webshell. Typically, all files for any attack deployed 
as a ZIP and decompressed on the server side.

• Alongside the actual malware there was often 
“help.txt” – containing instructions on how to use the 
files.

• Suggests developer of malware != operator.
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Malware
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BABYSHARK

• Documented by Palo Alto Networks in 2019.

• Generally used to refer to a myriad of different scripts which 
share an encoding function
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• Taking an input string “hello world”

• Transposes it, using a distance of “3”

Hlweool rld

Remaining text ‘ld’ 
is appended

BABYSHARK
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On ONE compromised device… (Jun 2022)

• Five (!) one-liner script malware samples on disk.
• Run an arbitrary remote HTA x2.

• Run a VBScript stored in the registry -> Fetches another 
VBScript.

• Run an arbitrary file stored at a GoogleDrive URL.

• Run an arbitrary remote PowerShell script.

• MISSDAISY (simple downloader DLL malware)

• SHARPEXT
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SHARPEXT – Their Best Work
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SHARPEXT – Their Best Work
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Outlook
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Putting the “P” in APT

• Once a target, always a target – you won’t fall off the list.

• May target the same individual multiple times per week.

• Willing to invest time in “the conversation” before trying to 
deliver any malware.



© Volexity Inc. | Proprietary & Confidential 41

Conclusions

• Targeting of users’ personal devices & email makes 
detection difficult

• A real risk in sectors where personal device use for 
work is common (media/NGO)

• Once a user is compromised, no automated solution 
will fix things

• Working closely with targeted organizations and 
users is key to mitigating this threat
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If you have any further questions or comments, feel free to reach out.
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Thank you for your time!

Contact
email: tlancaster@volexity.com
twitter (or is it X?): @tlansec

mailto:tlancaster@volexity.com
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