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Background



What are malware conflguratlons‘? %:C_)t}' %

e Similar to ‘'settings’ or ‘preferences’
IN software

e Malware configuration defines the @ \% {é)bg
unigueness of each instance 7 ©

e C&C addresses, encryption keys, e
attack parameters and other IOCs @ -%:C:)'S 3@-7

e Tough to obtain statically <=7 5

e But can be extracted from process

memory. {:c}}@ 5o @o}
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What and Why Guloader ?

Also known as CloudEye

Windows Malware downloader
Shellcode based

Constantly evolving

Utilised many anti-analysis techniques
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Evolutionary Journey Of Guloader’s Configuration
Tactics



Evolutionary Journey Of Guloader’s Configuration
Tactics

Hiding in plain sight Ciphertext Splitting ??

Search for the string

“http” would reveal Ciphertext has to bg decoded i.n 277?
blocks from a function before it can
C2 url
be used Q1
2022 2023
2020 Q4 Q4
C2 url are 2022 2023

Control flow obfuscation

encrypted and no
longer starts with

“http” Control flow obfuscation progressively applied

to increase the complexity of retrieving the
ciphertext
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Decrypting Malware Configuration

XX
Encryption Encryption Ciphertext
routine key
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Decrypting Malware Configuration

- L &

Simple Predictable location of ?7??
XOR encryption key
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Ciphertext Splitting

LR [ ][]
DWORD

{+_&*&} {A_A*} {+_*&} {&-A &} {A&A*}

2. Each DWORD is encoded with
different arithmetic operations

SRR - | - [ [ ]
3.  Stored as local variables in functions
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Ciphertext Splitting

Func_C2_config proc far
) = dword ptr

mov X, [esp+arg 0]
5 dword ptr [ecx], = L0xCA49C0OB7, 6EC23534, 0x6DOFOC6D, 0xC984F9D2 ]
jmp short loc_417434 — P =

bl = (B[0] " B[1]) & OxFFFFFFFF
loc_417434: cl = (bl » B[2]) & OxFFFFFFFF

2 e result = (cl - B[3]) & OxFFFFFFFF

jmp short loc_417446

loc_417446:

DT E
tr [ecx], 5 [1st Dword]
oc_417458B

First DWORD is the length of the ciphertext!
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Control Flow Obfuscation

sub_40D945

; Trap to Debugger

; 2100 - Slave 8259 - S100 v

dh, [ebx-

sub_40CES8A
[ebp+ ], eax

int ; Trap to Debugger
cmpsd
jle short $+

loc_40147C: : CODE XREF: sub_4013FC+7ETj
jb short loc_40140B

test al,

push ds

hlt




Control Flow Obfuscation

pop eax
xor dword ptr [ebx],
int ; EXCEPTION_BREAKPOINT triggered!

db 3,13h,19h,15h, '2",12h,0AFh, 'IMp|',0E9N,4Dh,4Dh ; junk bytes

add  duord ptr [ebx], OxCC bytes triggering

b d d [ebx],
izt one P e ; EXCEPTION_BREAKPOINT triggered! EXCEPT'ON BREAKPO'NT

db 1Dh,'1',0Fh,@B6h,0A3h,8Fh, '0",0A1h,0D5h, 34h,0BAh,0AFh, '] *,0F6h,8Eh,89h,0B5h ; junk bytes

db

add [eax], eax mov esi,
add [esi+ , bt add (i

push __ecx xor esi, ; esi=o

mov [esi], esi ; EXCEPTION_ACCESS_VIOLATION

db 1Ch,@C5h,74h,0C3h,4Ch,@F6h,8Fh,0FBh,8FAN, '36',92h,0EN,8 ; junk bytes

pop esi
mov dword ptr [ebx],
push eax
mov eax,

Instructions triggering S

xor eax,

EXCEPTION_ACCESS_VIOLATION LS ; eax-o

mov [eax], ecx 5 EXCEPTION_ACCESS_VIOLATION

db ©Ah,0B8h ; junk bytes

db ©B8h, 'T",0
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Control Flow Obfuscation

result = d

Find and patch them all!



Func_C2 _config proc far

Control Flow Obfuscation :

i - mov ecx, [esp+arg_0]
text:00417423 ecx, [esp+4] oY dword ptr [ecx],

dword ptr [ecx],
jmp short loc_417434
; Trap to Debugger

loc_417434:
xor dword ptr [ecx],

jmp short loc_417446
|
r______________________________________________
loc_417446:
; Trap to Debugger xor dword ptr [ecx],

dword ptr [ecx],

:00417438 sub dword ptr [ecx], 0C984 2h 3 [1st Dword]

ggii;z;% - jmp short loc_417458B
10041743E

10041743F —

100417440 loc_41745B:

100417441 OBL jmp short loc_4174A1
100417442 - -

100417443
100417444

100417445 loc _4174A1:
B jmp short loc_4174B4

dword ptr [ecx],
e ______________________________________________|

loc_4174B4:
; Trap to Debugger mov dword ptr [ebp+258h], ©

dword ptr [ecx], ©C984F9

100417453 6E

100417454 OC6 jmp short loc_4174D3
100417455 34

£:00417456
00417457 )F

loc_4174D3:

100.00%/((189,126) | (563, 11) (00016623/(00417423: Func_C2_config




Sample 12023 Q2

Detections evolution

2023-05-08 3

L .
[Joetections: 0
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Func_C2_ciphertext_construct:
mov eax, [esp+4]

Sample 1 2023 Qz int ; EXCEPTION_BREAKPOINT triggered!

db @B4h,0A1h,'1",13h,0D8h,0FFh, ' +',0A5h,0E3h,30h,26h, 't"

LS
OxCC bytes triggering wup N
EXCEPTION_BREAKPOINT S
instructions triggering ppf L e ; enable Trap flag
EXCEPTION_SINGLE_STEP ==t e i DXCEPTION SThelE STeP triggered
Instructions triggering

aw db 'w',6,0B7h,0B6h,0CFh,14h,'\",0ACh,BA6h,0B8h, %" ,0

cmp ebx, ecx

EXCEPTION_ACCESS_VIOLATION [

pop eax
mov dword ptr [eax],

push edi

mov edi,

sub edi,

sub edi,

mov [edi], edi

mov esp, offset unk_78C8DF

pop edi

xor dword ptr [eax],

xor dword ptr [eax],

sub dword ptr [eax],

push edi

mov edi,

add edi,

add edi, ; edi = oxo

mov [edi], ecx ; EXCEPTION_ACCESS_VIOLATION triggered!
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Sample 12023 Q2

result =

Does not work anymore!
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Diving into implementation of control flow obfuscation

&What to know before installing Windows: setup exe —Application 5]

The exception unknown software exception ((xe0000100) occured
in the application at location (x773c363.




handler(_EXCEPTION_POINTERS ExceptionInfo)

CONTEXT =*Context;
_BYTE *Eip;
! '

_BYTE *i;

«(_DWORD *)Excé Fo. rd—Excep e;

EXCEPTION_BREAKPOINT:
Context CONTEXT *)Func_Anti_HW_Breakpoints();
Eip = (_BYTE =* —Eip;
*Eip 0xCC

[1] * 0xBB;

for ( i = (_BYTE *)(offse ext—> 1); (_BYTE * = F2) = i; —i )
{
ki = 0xCC
tirn o
}
- = ;

>turn EXCEPTION_CONTINUE_EXECUTION;

e EXCEPTION_ACCESS_VIOLATION:
*(_DWORD *)(ExceptionInfo.Exce rd— I + offsetof(CONTEXT, Dr7))
eturn 0;
Joto EXCEPTION_SINGLE_STEP_ACCESS_VIOLATION;

EXCEPTION_SINGLE_STEP:

EXCEPTION SINGLE_STEP_ACCESS_VIOLATION:
Context CONTEXT *)Func_Anti_HW_Breakpoints();
= += x(_BYTE * = + 2) ~ OxBB;
return EXCEPTION_CONTINUE_EXECUTION;

}i:f’grr 0; k)a!ssg



Diving into implementation of control flow obfuscation

case EXCEPTION_BREAKPOINT:

Context CONTEXT *)Func_Anti_HW_Breakpoints();
Eip = (_BYTE # t—Eip;
= ( *Eip 0xCC

[1] * 0xBB;

for (i = (_BYTE *)( + C —>Ei 1); (_BYTE *)(C — ) e ol —=1 )
{
1 f 1 0xCC
Q;
}

=2 - ’
n EXCEPTION_CONTINUE_EXECUTION;

OxCC bytes triggering
EXCEPTION_BREAKPOINT
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Diving into implementation of control flow obfuscation

e EXCEPTION_ACCESS_VIOLATION:
*x(_DWORD *)(ExceptionInfo. + offsetof (CONTEXT, Dr7))

; 0,
to EXCEPTION_SINGLE_STEP_ACCESS_VIOLATION;

> EXCEPTION_SINGLE_STEP:

EXCEPTION_SINGLE_STEP_ACCESS_VIOLATION:

CONTEYT 4 L Antd Braaler
CUTt ey ¥ W oreakpo

EACEFPTLIUN_CUNITINUE_EAECUILUN;

e |nstructions triggering
EXCEPTION_SINGLE_STEP

e Instructions triggering
EXCEPTION_ACCESS_VIOLATION
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Diving into implementation of control flow obfuscation

e Hiding the single byte key

; read encrypted offset byte

; decrypt offset with key

+CONTEXT. E
- EIP with decrypted offset
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Evolutionary Journey Of Guloader’s Configuration
Tactics

Sample 12023 Q2

1.  Ciphertext splitting

2. OxCC bytes triggering
EXCEPTION_BREAKPOINT

3. Instructions triggering
EXCEPTION_ACCESS_VIOLATION

4. Instructions triggering
EXCEPTION_SINGLE_STEP
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Evolutionary Journey Of Guloader’s Configuration
Tactics

Sample 12023 Q2

Unicorn Hgara

The Ultimate CPU emulator

The pattern matching swiss knife for malware researchers (and everyone else)




Evolutionary Journey Of Guloader’s Configuration

Tactics

Sample 12023 Q2

The Solution!

1.

Using memory dumps from sandbox
execution

Locate function containing splitted
cipher text using yara

Locate the single byte key used in the
exception handler via yara

Using Unicorn CPU emulator framework

Emulate the function containing the
DWORD

Handle the 3 types of exceptions




Evolutionary Journey Of Guloader’s Configuration
Tactics

Hiding in plain sight Ciphertext Splitting ??

Search for the string

wpar n Ciphertext has to be decoded in 277?
Ch§t5r| would reveal blocks from a function before it can
be used Q1
2022 2023
2020 Q4 Q3
C2 url no longer 2022 contrOI ﬂOW 2023

starts with “http”

obfuscation

progressively applied to increase the
complexity of retrieving the ciphertext
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Evolutionary Journey Of Guloader’s Configuration

Tactics
Sample 2 Q32023

Basic properties ©®

MD5 398168319933805¢70238c679be79bdb

SHA-1 8e42c9f4283d9544b63b77fe886abcffeazefe14

SHA-256 617edcOdele77f1822ef3e93986f705758ba7ee38b59725d01cf6cabd5d98ef1

Vhash 035056655d5c0550d04328003d724726223ffz

Authentihash 17ce4b1b7cd05632b82dc6817a5acasf01a1e89d3747b47bc59b065a682f5e88

Imphash b78ecf47c0al3e24a6f4af114e2d1f5de

Rich PE header

hash

SSDEEP 6144:jBe4i9+vu/x+TjVAOulfeDcGygugfWrUU4aeZk7v1jEoTEVFGCNE:7i9nuxul2DhuGsf8W7Nj/EvFiu
TLSH T10B6401551587947FDC416B70AA3FD265E6FFBE40BD12B2EB13180A63883C4FE9A062C5

File type Win32 EXE  executable windows win32 pe  peexe

Magic PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting archive

TrID Win32 Executable MS Visual C++ (generic) (47.3%) = Winé4 Executable (generic) (15.9%) = Win32 Dynamic Link Library (generic) (9.9%) = Win16 NE executable (generic) (7.6%) = Win32

309bdb4314a285296bb545a5382f12fc

Executable (generic) (6.8%)
DetectltEasy PE32 | Installer: Nullsoft Scriptable Install System (3.01) [lzma] = Compiler: Microsoft Visual C/C++ (12.20.9044) [C] | Linker: Microsoft Linker (6.0) | Tool: Visual Studio | Overlay: NSIS data
File size 323.68 KB (331448 bytes)

History ©

First Submission ~ 2023-08-02 12:51:19 UTC
Last Submission ~ 2023-08-04 17:02:00 UTC
Last Analysis 2023-08-29 00:12:09 UTC
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Evolutionary Journey Of Guloader’s Configuration
Tactics
Sample 2 Q32023

1. Ciphertext splitting

2. OxCC bytes triggering
EXCEPTION_BREAKPOINT

3. Instructions triggering
EXCEPTION_ACCESS_VIOLATION

4. Instructions triggering
EXCEPTION_SINGLE_STEP
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Evolutionary Journey Of Guloader’s Configuration
Tactics

Sample 2 Q3 2023

e TWO additional exceptions added!

. var_exception code != EXC

var_exception_ code

ption_ code

O

0

W

o
el
0

&

0 20




Evolutionary Journey Of Guloader’s Configuration
Tactics

Sample 2 Q32023
1. Ciphertext splitting
2. OxCC bytes triggering EXCEPTION_BREAKPOINT

3. Instructions triggering
EXCEPTION_ACCESS_VIOLATION

4. Instructions triggering EXCEPTION_SINGLE_STEP

5. Instructions triggering
EXCEPTION_ILLEGAL_INSTRUCTION

6. Instructions triggering
EXCEPTION_PRIV_INSTRCTION
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Evolutionary Journey Of Guloader’s Configuration

Tactics

Sample 2 Q32023

The Solution!

1.

Using memory dumps from sandbox
execution

Locate function containing splitted
cipher text using yara

Locate the single byte key used in the
exception handler via yara

Using Unicorn CPU emulator framework

Emulate the function containing the
DWORD

x Handle the 3 types of exceptions




Evolutionary Journey Of Guloader’s Configuration
Ta Ctics guloas)z;_'v/eh_??i_éi?.%:ED:

cmp
jnz
test
mov
xor
test

xor
cmp
cmp

add
test
mov
test
xor
movzZXx
cmp
movV
add
dec

loc 4527033:
test
push
cmp

mov +'
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Evolutionary Journey Of Guloader’s Configuration
Tactics

Sample 2 Q3 2023
1.  Important offset values are hidden
2. Encoded using arithmetic operations adic. 4 : OxP000AOBS

3. Existing yara rules wont work

; CONTEXT->EIP




Evolutionary Journey Of Guloader’s Configuration

Tactics

Sample 2 Q32023

The Solution!

1.

Using memory dumps from sandbox
execution

Locate function containing splitted
cipher text using yara

Locate the single byte key used in the
exception handler via yara

Using Unicorn CPU emulator framework

Emulate the function containing the
DWORD

Handle the 3 types of exceptions




Summary

® Malware authors continues to evolve their
techniques to hide configurations!

® Combining yara, emulation and scripting to
automate malware configurations extractions




More interesting details in our paper!

Family Protection

Guloader Ciphertext splitting and control flow obfuscation

IcedID XOR cipher

Trnckbot Erasing configuration after use, mixing decoys with actual C2 IP addresses
and XOR cipher

Emotet — v5 1n mud-2020 Plamntext C2 list and XOR cipher

Emotet — v6 1n late-2021 O-LLVM protected and emulation 1s required

RedLine Base64 and XOR cipher

WarZone RAT RC4 and a vanant with customized RC4+

Table 1: Mahvare families and their key protections.
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