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Previously on Sandworm
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Fileless threats - taxonomy

Source: 
https://www.microsoft.com/en-us/security/blog/2018/09/27/out-of-sight-but-not-invisible-defeating-fileless-malware-with-behavior-mo
nitoring-amsi-and-next-gen-av/ 

● Type I: No file activity performed. A completely fileless 
malware can be considered one that never requires 
writing a file on the disk.

● Type II: No files written on disk, but some files are 
used indirectly. There are other ways that malware can 
achieve fileless presence on a machine without 
requiring significant engineering effort. Fileless malware 
of this type do not directly write files on the file system, 
but they can end up using files indirectly.

● Type III: Files required to achieve fileless 
persistence. Some malware can have some sort of 
fileless persistence but not without using files in order to 
operate.

https://www.microsoft.com/en-us/security/blog/2018/09/27/out-of-sight-but-not-invisible-defeating-fileless-malware-with-behavior-monitoring-amsi-and-next-gen-av/
https://www.microsoft.com/en-us/security/blog/2018/09/27/out-of-sight-but-not-invisible-defeating-fileless-malware-with-behavior-monitoring-amsi-and-next-gen-av/
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Fileless threats - taxonomy (2)

Source: https://www.microsoft.com/en-us/security/blog/2018/09/27/out-of-sight-but-not-invisible-defeating-fileless-malware-with-behavior-monitoring-amsi-and-next-gen-av/ 

https://www.microsoft.com/en-us/security/blog/2018/09/27/out-of-sight-but-not-invisible-defeating-fileless-malware-with-behavior-monitoring-amsi-and-next-gen-av/
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History of fileless threat 
1981 – «Elk Cloner» 
Platform: Apple II
Description: made boot-sector infection of floppy-disc, rotation images, blinking text.
Displayed message:

Source: https://arxiv.org/pdf/2007.15759.pdf 

https://arxiv.org/pdf/2007.15759.pdf
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History of fileless threat 

1986 – «Brain» 
Platform: IBM PC
Goal: to gauge the level of piracy 

in Pakistan
Description: infecting a disc's boot 

sector and changing the disk 
name to '© Brain‘

Brain was the first “stealth virus” 
written by a 19 year old 
Pakistani programmer, Basit 
Farooq Alvi, and his brother 
Amjad

Source: https://en.wikipedia.org/wiki/Brain_(computer_virus) 

https://en.wikipedia.org/wiki/Brain_(computer_virus)
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History of fileless threat 

20 Aug 2001 – worm «CodeRed» 
Launched a successful attack on the official website of the President of the USA 
(www.whitehouse.gov).
•Attacked Microsoft IIS Web Servers (MS01-033)
•Defacing: “HELLO! Welcome to http://www.worm.com! Hacked By Chinese!”
•Fileless technology was used. Worm’s bytecode:

Source: https://en.wikipedia.org/wiki/Code_Red_(computer_worm) 

http://www.whitehouse.gov/
https://en.wikipedia.org/wiki/Code_Red_(computer_worm)
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History of fileless threat 

Jan 2003– worm «Slammer/Sapphire»
• Used a vulnerability in the MS SQL Server MS SQL Server 2003 to spread. Using ports 

– 1433,1434. 

• On penetrating machines did not copy itself on any disk, but simply remained in 
computer memory. It was infected more than 120 000 servers during 10 minutes.

• The worm was made possible by a software security vulnerability in SQL Server first 
reported by Microsoft on July 24, 2002.

Source:https://en.wikipedia.org/wiki/SQL_Slammer 

https://en.wikipedia.org/wiki/SQL_Slammer
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Defense evasion (TA0005):
Reflective Code Loading (T1620)

Adversaries may reflectively load code into a process in order to conceal the execution 
of malicious payloads. Reflective loading involves allocating then executing payloads 
directly within the memory of the process, vice creating a thread or process backed by a 
file path on disk. Reflectively loaded payloads may be compiled binaries, anonymous files 
(only present in RAM), or just snubs of fileless executable code (ex: 
position-independent shellcode).

Source: https://attack.mitre.org/tactics/TA0005/ 

https://attack.mitre.org/tactics/TA0005/
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Sandworm APT (GRU Unit 74455)
A.k.a. ELECTRUM, Telebots, IRON VIKING, BlackEnergy, Quedagh, VOODOO 
BEAR

Attributed attacks:
● BlackEnergy (2015)
● Industroyer (2016) 
● NotPetya (2017)
● Olympic destroyer (2018)
● WhisperGate (2022)

Source: https://www.gov.uk/government/publications/russias-fsb-malign-cyber-activity-factsheet/russias-fsb-malign-activity-factsheet 

Source: https://attack.mitre.org/groups/G0034/ 

https://www.gov.uk/government/publications/russias-fsb-malign-cyber-activity-factsheet/russias-fsb-malign-activity-factsheet
https://attack.mitre.org/groups/G0034/
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WhisperGate
Date: 13-14 Jan 2022
Targets: Government infrastructure
Discovered by: CERT-UA, Microsoft
Attribution: DEV-0586 (GRU)
Platform: Windows 64/32-bit
Delivery:

● Stage1.exe: MBR writer -> Disk wiper
● Stage2.exe: Trojan-Downloader -> Discord 

-> File wiper
Destruction:

● Wiping every 199th sector
● Filling files with ‘0x100000’ of ‘0xCC’ byte
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Step 2
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Public file sharing services
● WhisperGate (stage2.exe): Downloading a malware from the Discord 

CDN as an attachment
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Decoding JPG file to PE
● Tbopbh.jpg =(reverse bytes)=> Frkmlkdkdubkznbkmcf.dll

Tbopbh.jpg
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Loading a decoded fileless .NET DLL
● Tbopbh.jpg =(reverse bytes)=> Frkmlkdkdubkznbkmcf.dll

No image file
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Loading .NET DLL and launching as an Assembly
1. Create an instance of ‘RuntimeAssembly’ class
2. .NET constructs a dynamic reference on the fly as a result of calling 

Assembly.Load

https://learn.microsoft.com/en-us/dotnet/api/system.reflection.assembly.load
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Loading .NET DLL and launching as an Assembly
3. Use Reflection to execute Assembly’s method in runtime
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Loading .NET DLL and launching as an Assembly
4. We are in the Assembly (Frkmlkdkdubkznbkmcf.dll) now

Frkmlkdkdubkznbkmcf.dll
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Turla or VENOMOUS BEAR APT
A.k.a. Snake, VENOMOUS Bear, Group 88, Waterbug, WRAITH, Uroburos, Pfinet, 
TAG_0530, KRYPTON, Hippo Team, Pacifier APT, Popeye, SIG23, IRON HUNTER, 
MAKERSMARK, ATK13, G0010, ITG12, Blue Python, SUMMIT, UNC4210

Turla is a Russian-based threat group that has infected victims in 
over 45 countries, spanning a range of industries including 
government, embassies, military, education, research and 
pharmaceutical companies since 2004. 

Attributed attacks:
● 2008: the US Central Command
● 2013: Finnish Foreign Ministry
● 2014-2016: The Swiss military firm RUAG
● 2017-2018: the German government 

Source: https://attack.mitre.org/versions/v10/groups/G0010/ 

https://attack.mitre.org/versions/v10/groups/G0010
https://attack.mitre.org/versions/v10/groups/G0010/
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Turla attack delivering CAPIBAR and KAZUAR 
backdoors (CERT-UA#6981)

Source: https://twitter.com/MsftSecIntel/status/1681695399084539908 

https://twitter.com/MsftSecIntel/status/1681695399084539908
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Spearphishing email - Feb 2022
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Executing CAPIBAR 
(DeliveryCheck) 
.NET backdoor from 
Jscript as a .NET 
Assembly

Source: CERT-UA

var o = d.DynamicInvoke(al.ToArray()).CreateInstance(entry_class);
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Setting CAPIBAR Server using .MOF files (DSC)

Source: CERT-UA

.MOF => PowerShell => .NET backdoor 
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Executing KAZUAR (Secret Blizzard) .NET backdoor

Source: CERT-UA
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Conclusions

● .NET RuntimeAssembly is used for Reflective Code Loading

● Do Sandworm and Turla outsource 
malware development to the same 
contractor (STC “Vulkan”)?

● How well are we protected against fileless threats?
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Fileless threat mitigation by Microsoft

Source: 
https://www.microsoft.com/en-us/security/blog/2018/09/27/out-of-sight-but-not-invisible-defeating-fileless-malware-with-behavior-monitoring-amsi-and-next-gen-av/ 

https://www.microsoft.com/en-us/security/blog/2018/09/27/out-of-sight-but-not-invisible-defeating-fileless-malware-with-behavior-monitoring-amsi-and-next-gen-av/
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ada@nioguard.com
@Alex_Ad 

💛Thank you!💙

mailto:ada@nioguard.com

