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46% - 82%
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Publisher Report Percentage of Exploiting public-facing device

SecureWorks 2022 State of the Threat: A Year in Review 52% Exploitation of remote services 52%

COVEWARE Fewer Ransomware Victims Pay, as Median  
Ransom Falls in Q2 2022 50% RDP Compromise approx. 30%

Software Vulnerability approx. 20%+

Palo Alto

Attackers Move Quickly to Exploit High-
Profile  
Zero Days: Insights From the 2022 Unit 42 
Incident Response Report

46%
Software vulnerabilities 31%
Brute force credential attacks 9%
Previously leaked credentials 6%

SOPHOS The Active Adversary Playbook 2022 55%
Exploited Vulnerability 47%
Compromised Credentials 5%
Brute Force Attack 3%

Arctic Wolf Q1 2022 Incident Response Insights from 
Tetra Defense 82% External Vulnerabilities 57%

RDP 25%

Group-IB Ransomware Uncovered 2021/2022 68% External remote services 47%
Exploit public-facing applications 21%

IBM X-Force Threat Intelligence Index 2022 53%
Vulnerability exploitation 47%
Stolen credentials 3%
Brute force 3%

For more details : http://jsac.jpcert.or.jp/archive/2023/pdf/JSAC2023_1_7_sejiyama_en.pdf

https://www.secureworks.com/resources/rp-state-of-the-threat-2022
https://www.coveware.com/blog/2022/7/27/fewer-ransomware-victims-pay-as-medium-ransom-falls-in-q2-2022
https://www.coveware.com/blog/2022/7/27/fewer-ransomware-victims-pay-as-medium-ransom-falls-in-q2-2022
https://unit42.paloaltonetworks.com/incident-response-report/
https://unit42.paloaltonetworks.com/incident-response-report/
https://unit42.paloaltonetworks.com/incident-response-report/
https://news.sophos.com/en-us/2022/06/07/active-adversary-playbook-2022/
https://arcticwolf.com/resources/blog/q1-2022-incident-response-insights-from-tetra-defense/
https://arcticwolf.com/resources/blog/q1-2022-incident-response-insights-from-tetra-defense/
https://www.group-ib.com/resources/research-hub/ransomware-2022/
https://www.ibm.com/downloads/cas/ADLMYLAZ


©Macnica,Inc.

Another major attack vector 
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l Mustang Panda
l UNC4191
l UNC4698
l TA410

etc..
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whoami
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l Hiroshi Takeuchi
◦ Security Researcher at MACNICA Security Research Center
◦ Malware analysis, Incident Response

l Some research publications
◦ Shedding Light on Shadow(PAD) Components (Mandiant CDS 2021)
◦ Tracking rapid evolutions? Copycat? Of an APT RAT in Asia (VB2020)
◦ APT Threat Landscape in Japan (Annual Report)
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Agenda

1. TA410: FlowCloud
2. Operation “USBFlowing”
3. Deep Dive into fcClinetDll Code
4. Developer Profiling
5. Conclusion
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TA410: FlowCloud
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TA410 activity 
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TA429
(APT10)

TA410

FlowingFrog LookingFrog JollyFrog

FlowCloud LookBack

Some
similarities 
in office macro, 
infrastructure

PlugX, Quasar

US Public 
Utilities 

Taiwan
Government?

Japan
Manufacturing, etc.

201920202022~
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FlowCloud
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l RAT providing many features, file manipulation, screen capture, recording and rootkit driver.
l Developed by C or C/C++, using open-source libraries, Protocol Buffers, Boost, Zthread
l Installation chain and execution flow is complicated
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Observed FlowCloud versions
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Version id_prefix Compile date (UTC) *1 Language & Open Source Library

4.1.3 NN913 Mar 21 02:38:47 2019 C, Protocol Buffers, SQLite

5.0.1 N/A Sep 26 04:18:48 2016 C++, Protocol Buffers, Boost, ZThread, SQLite

5.0.2 N/A N/A Only public information and no sample available 
*2

5.0.3 N/A Tue Jul 06 09:12:35 2021 C++, Protocol Buffers, Boost, ZThread, SQLite

5.0.5 N/A N/A Only public information and no sample available 
*3

5.0.7 N/A Oct 28 05:11:25 2021 C++, Protocol Buffers, Boost, ZThread, SQLite

5.0.8 20220814, 220823 May 25 07:37:08 2022 C++, Protocol Buffers, Boost, ZThread, SQLite

6.0.0 N/A Feb 15 09:34:54 2023 C++, Protocol Buffers, Boost, ZThread, SQLite

*1 Compile Date of other samples than 4.1.3 is XXXModule_func.dll. We believe it is the most confident from our observation. 
*2 https://www.welivesecurity.com/2022/04/27/lookback-ta410-umbrella-cyberespionage-ttps-activity/
*3 https://jp.security.ntt/tech_blog/102ifpu
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Operation “USBFlowing”
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Installation Chain
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Installer: <redacted>.exe 

Installer in USB deploys FlowCloud components in connected device

Do you install in C Drive? (Default: Yes)

Installation completed, Reboot to take effect!
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Install configuration
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Anti-forensic technique
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l The directory (msole) containing FlowCloud components is hidden with 
system and hidden attribution. We need to remove them to collect artifacts.

cd C:¥Program Files (x86)¥MSBuild¥Microsoft¥Expression¥Blend
attrib msole -s -h
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Why USB?  
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1. Targeting air-gapped network
2. Easy to handle for infection

◦ Auto propagation (Worm)
◦ Legitimate software camouflage (Social Engineering)
◦ Manual operation (Classic espionage)
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Operation USBFlowing Timeline
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Media
Infra
v?

Aug 2022

Media
v?

June 2022

Manufacturing
v5.0.8

Mar 2023

Manufacturing
v6.0.0

Other vendors (https://jp.security.ntt/tech_blog/102ifpu)

Our sensors

Malware 
Repository

Unknown
v5.0.7 *1

Oct 2021

Unknown
v5.0.8 *2

*1 presumption from compile time-stamp of XXXModule_func.dll (loader)
*2 presumption from  id prefix of configuration

Japanese organizations’ branch offices in China were targeted. 
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FlowCloud v5.0.7, v5.0.8 execution flow
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C2

setlang.exe setlangloc.dll setlangloc.dat rescure.dat
(XXX_ModuleFunc.dll)

responsor.dat
(fcClientDll.dll)

E19D9D4B
(config)

E86F36C4 AC146142
(Rootkit, hidmouse.sys)
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FlowCloud v6.0.0 execution flow
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C2

setlang.exe goloc.dll setlangloc.dat rescure.dat
(XXX_ModuleFunc.dll)

responsor.dat
(fcClientDll.dll)

E19D9D4B
(config)

E86F36C4 AC146142
(Rootkit, hidmouse.sys)

go.exe
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Hide Artifacts: NTFS File Attributes
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Rootkit Driver: hidmouse.sys
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* v6.0.0 supports Windows 11 22H2 (v5.0.8: Win11 21H2)
* Same stolen certificate has been used 
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fcClinetDll: v6.0.0 vs v5.0.8 Diff
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Some new plugin modules are supported in 6.0.0. 

v6.0.0 v5.0.8
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FlowCloud v6.0.0 variant
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l Uploaded to VirusTotal in July 2023
◦ 6db73d48041a069d42dc8625c59754cba2760189b9a6412a3986411cd3a0e573

l rescure.dat (XXXModule_func.dll) is VMProtected (Not found in the field)
l New plugin classes implemented in v6.0.0 are missing in this file

(msgFireFoxPasswordInfo, etc)
l Compile date of XXXModule_func.dll is Dec 20 06:53:36 2022

This sample is probably testing purpose built.
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C2 Infrastructure
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Deep Dive into fcClinetDll Code
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Starting point of journey
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Open-source libraries are linked statically and the number of 
unidentified functions is 11886. This is big challenge for analysts.
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A thing in common
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All files of FlowCloud are build by 
MSVC9.0 (Visual Studio 2008)
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Open-source library components
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Protocol Buffers

S8437AEB.DAT

Protocol Buffers

5.0.1~ (C++ Language)

Boost

ZThread

SQLite
SQLite

4.1.3 (C Language)
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Summary of FlowCloud open-source Library Components
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l Protocol Buffers 2.5.0
l boost 1.55.0
l ZThread 2.3.x (Probably 2.3.2)
l SQLite 3.7.16
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Identify open-source functions: IDA Pro FLIRT
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l Build open-source libraries by Microsoft Visual Studio 2008 SP1
◦ Protocol Buffers 2.5.0
◦ ZThread 2.3.2
◦ boost 1.55.0
◦ SQLite 3.7.16

l Make FLIRT signature from them
◦ IDA 8.0 released make pat file plugin
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FLIRT sig matching result
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l Not good result. Because of STL templates and Compiler Optimization.
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Identify open-source functions: Source code review
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We can identify some 
functions from left debug 
messages
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Identify open-source functions: BinDiff
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We can import symbols from matched library functions
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FLIRT+ Source code review + BinDiff Result
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Combination of IDA FLIRT & manual source review & Bindiff
Not 100% accurate but we could identify about 5000 library functions.
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Developer Profiling 
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FlowCloud Development structure
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utils

fcnet

Drive: E

Drive: D

Drive: l

kmspy Driver

flowcloud trunk Dev src fcclient

fcinclude

online_manager

library boost_1_55_0

research codec protobuf-2.5.0

offline_manager

The developer(s) use SVB for source codes management
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FlowCloud Open-source Library Components
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l MSVC 9.0 (Visual Studio 2008 SP1)
l Protocol Buffers 2.5.0 : Released 2015-03-25
l ZThread 2.3.x (Probably 2.3.2) : Release 2005-03-13
l boost 1.55.0 : Release 2013-11-11
l SQLite 3.7.16 : Release 2013-03-18

Compiler & Open Sources versions are old, 
FlowCloud was developed first around 2015? 
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Back to 2015: FlowCloud Uninstaller
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h:¥work¥FlowCloud¥trunk¥Dev¥src¥fcClient¥Release¥uninstall.pdb
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Back to 2015: FlowCloud Uninstaller
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We could confirm FlowCloud existed in 2015 (at least)
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Why old RAT is still effective?
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l Loading decrypted payload in memory still works for circumventing

Tick used “Excute RAT”. (2008 - 2019)
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A string is persistent until now

40

2015 
Uninstall.exe

2023 
fcClientDll.dll
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Conclusion
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Takeaways
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l USB is a classic technique, however still aggressively used.
◦ Device Control is a basic counter measure

l Compiler & Open-source library versions can be useful for research  & hunting

l We could uncover. FlowCloud already existed in 2015 
◦ 4 years before public information

l Memory region is still sweet spot for adversaries
◦ Memory scan approach is effective for defenders



Questions?

https://github.com/0xebfehat/2023_flowcloud 

@8th_grey_owl


