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Motivation

e The threat actor group Tropic Trooper, which uses a RAT called Keyboy, has been very
active this year.

® |n particular, the latest attack campaign has been observed to target overseas
companies based in China. We believe it is necessary to continue to monitor attack
trends closely.

SN
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Who is Tropic Trooper

® Tropic Trooper, a cyberespionage group that has been
targeting organizations in the Asia-Pacific region.

® Tropic Trooper (a.k.a. Pirate Panda, Keyboy, and APT23)

Trend Micro.

ST
@
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https://documents.trendmicro.com/assets/wp/wp-operation-tropic-trooper.pdf
https://citizenlab.ca/2016/11/parliament-keyboy/
https://www.macnica.co.jp/business/security/security-reports/pdf/cyberespionage_report_2022.pdf

What’s NEW!!

Throughout this attack campaign, there were three new findings

® Discovery of a new loader malware we named Xiangoop Loader and its deep analysis

e Features of EntryShell, a major updated version of the KeyBoy malware

e Discovery of unreported RAT, we named CrowDoor, a likely to have been used by
FamousSparrow, and the relationship between threat actors

SN

°
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Campaign Overview
Initial Infection Vectors
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Initial Infection Vectors

® We observe and estimate three main types of initial entry paths in this campaign.

o Type 1: Spear Phishing E-mails ' ,7" DU D011
/] N1 T»ﬂ"[‘t‘ul[" E NN
1111 ji‘ I ummﬂmulmnu W DT

_ T e e a g o FI[J!WI"’" NNt
o Type 2: Spear Phishing SMS 101 1HI1HH @i
SRURIRMARE IR LR TR E UMW
114111 Il' !ﬂ'ﬁlqln %, Nl
: : NN
o Type 3: Physical penetration N ede/i /
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Type 1: Persistent Spear Phishing E-mail

More than 10 spear-phishing E-mails were observed in 2023.

l @ e .

FHRRWES - dytr—3 (HTML L) = - 0O X =] s ([EER0RIAEARSNAMHEE - Xyt (HT - =
T, - Q EEURMEREAALTGR... T -y Q ERURWERRAAUTUZEW. .

= =] X H © s

[SZEMRESIETRIRE/ Iy A~ JUSTEME - My = = O
Tl -5 Q EFURMWEREAHUTURE...

-IT <nutehur@outlook.com>
[E=EA] BYEEME TS/ D3 I - USTESRE

REFPZE.Zip

REEXSAEBERF
Hi 3k/N8,

, ERRREAES F AR ERE R T,

-5 T4 E¥
B1HZE 202356 8

IXEFEF—MRNREER (E=2RENHFEIT)
LA iEep, ANSEhES, 8! = T, B
BIARA—FEFAFHIT T, 8!
. BIiEE
[F4ZiaE]
Best Regards

hE IT BRIEE

2023F i FTER  mFTfLA  : NTUSER.EXE
T4 5ER zip  FRE xIsx.Ink

McVsoCfg.dll setting.dat EntryShell
(Xiangoop Loader) :

° Y L\ \ R &Recyde'Bin\ ................. Lo
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Type 2: Spear Phishing Using WeChat Application

We observed a spear-phishing SMS by the Windows version of the WeChat application.

&L

dg RFERAAZEEETHRE xlsm

http[:]//mail[.]mraden[.]Jcom/win.rar

L k :..-oo e k k
h— k& 2 — e — B — B

b XKaxWER zl.vbs win:.exe googleupdate.exe  goopdate.dll base.jpg EntryShell
TTRIER . xIsm : (Xiangoop Loader) :

ST
°
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Type 3: Physical Penetration with a fake WiFi AP

® An unmanaged host was connected to the IP address of a wireless controller at one of
the sites. Possibly physically connected by an attacker.

® Prior to the intrusion, a suspicious WiFi AP was reported from the same site.

® The threat actor might have physically entered the office building temporarily to
compromise the internal network, rather than spear-phishing!!

........................................

[mm] T T T B

Office PC Fake WiFi Attacker PC Office WiFi Office network McAfee.exe setting.dat . Cobalt Strike

McVsoCfg.dll etc. Beacon

(Xiangoop Loader)
® e e e e I e e I g
mMNICA I’ac““ ITOCHU Cyber & Intelligence Inc. 12
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Xiangoop Loader

Why we named Xiangoop Loader for this malware?
Because, we discovered an artifact including a PDB file by the operator’s mistake.

¢ n O« c:\users\joker\source\repos\ mu\googledate.dll\goopdate.dll\goopdate.dl1\x64\release\dllmain.obj
r A9«<'L ly O std:: Fake alloc # L=cA : »« @0 - & 34 2§ ® CMcVsoCfgGetObject B 7«9 °A A I
la  wtgh>alkis@adecdnresod®i>o2 pgk, #5  ¥T=w'»3fHkoIMH ' tTacfeC@Max, 6L~ &5 vAsLe&%r¢ﬁTzn0dzé1cM,-l§:al1¢se£i C- w=lRoikik?

/% i/ wos:rTa2)icirgcen]y wmzFRifYnE- "2 wI73etAlmy OOjH<=!-3-AQ|«!qf¥zgt L6 vBUS|:' P grem] an?d18e; ABKCOHE{S6} i6  wiLmEdy

Two specific words from the folder name of the developer’s eny,
and combination to generate the loader name.

xiang(mu) + goop(date.dll) -> Xiangoop

SromW
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Xiangoop Loader: Evolution of the Xiangoop

[ variant AJ ]

Mar 06 08:49:58 2023
Format: PE x64 (DLL)
Filename: McVsoCfg.dll
Export: McVsoCfgGetObject
BLOB: setting.dat

[ variant SxJC ]

Jun 15 07:14:39 2023
Format: PE x64 (EXE)
Filename: AdobeFlash.exe
BLOB: <embedded>

[ variant AwMIJ ]

Aug 18 08:14:29 2023
Format: PE x64 (DLL)
Filename: McVsoCfg.dll
Export: McVsoCfgGetObject
BLOB: setting.dat

[ variant A ]

Nov 03 03:12:29 2022
Format: PE x32 (DLL)
Filename: goopdate.dll
Export: DIIEntry

BLOB: <embedded>

S S N G G i S—

2022

- JrnmmN
MACNICA

[ variant SxI ]

May 23 06:37:26 2023
Format: PE x64 (DLL)
Filename: McVsoCfg.dll
Export: McVsoCfgGetObject
BLOB: setting.dat

[ variant AM ]

Aug 09 08:27:38 2023
Format: PE x64 (DLL)
Filename: McVsoCfg.dll
Export: McVsoCfgGetObject
BLOB: setting.dat

2023

200+ samples -> 6 variants

JTOGW\) TocHU cyber & Intelligence Inc.
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Xiangoop Loader: Variant A in Nov 2022

Xiangoop Loader A is
a simple loader
AES ECB mode
hardcoded key = "123456AAAAAAAAAA”

A
</> —.

win.exe googleupdate.exe <in memory>
dropper legitimate EXE side-load EntryShell

» |
drop —— S
decrypt

goopdate.dll
Xiangoop read

i
E——
e

base.jpg
BLOB

— Xiangoop Loader A

ST N
°
mMNICA I’ﬂﬂ““ ITOCHU Cyber & Intelligence Inc.

16



Xiangoop Loader: Variant A in Nov 2022

110002523 esp, 1FCh

118002529 [ebp+aes_key],

: :1000252D [ebp+var_13], ;

Xiangoop Loader A is e Ty
a simple loader t e e
AES ECB mode ek e o in ;!

hardcoded key = "123456AAAAAAAAAA” text: 10002540 Lebprvar b1, 41

110002551 [ebp+var_A], 41h ;

- 1000266C 34£00h 2 : 18002555 [ebp+var_9], 41h ;
. 5 110002671 offset enc_payl- 116002559 [ebp+var_8], 41h ;
— Xiangoop Loader A .text:10002671 .text:1000255D [ebp+var_7], 41h ;
110002671 . 110002561 [ebp+var_6], 41h ;
es ee . 110002671 - 110002565 [ebp+var_5], 41h ;
: 110002671 - 110002569 10h
¥ 110002671 ; 110802568 eax, [ebp+aes_key]
110002676 ecx, [ebp+sSrc] |, :1000256E eax
win.exe googleupdate.exel 110002679 ecx : - 1000256F ecx, [ebptvar 1FC]
dropper legitimate EXE |8 :1000267A memmove 3 110002575 ecx

:1000267F esp, @Ch ; - 10002576

i aes_init
110002682 406h ; '@ : 110802578

:10002684 30001 E5f OEN
: T - :1000257E [ebp+var_18], @
110002689 edx, [ebp+dwSiz =
£ 1100082585 [ebp+var_4], @
drop :1000268C edx 2 .
:1980268D %) :1999258C 1 ! MRCT
Tebrics - N— :1000258C loc_1000258C: ; CODE
goopdate.dll “|EEISRIEEERPEER [ebp+var_30], e teXt:1000258C edx; fehp tavg:- 01
XlangOOp : - 10002698 eax, [ebp+S"c] :1000258F - edx, [ebp+va"_lo]
: 10802698 eax . : 10002592 short 10C_199925CB
:10008269C 34E00h . :10002594 eax, [ebp+var_4]
:100026A1 decrypt_aes_ech- 110002597 eax, 4
. . :100026A6 esp, 8 . :10008259A eax, [ebpt+arg_4]
E— . :1800026A9 34E00h 2 :1888259D eax
:180026AE ecx, [ebp+Src] |. :1880259E ecx, [ebp+var_4]
. : 18002681 ecx E :100025A1 ecx, 4
base.jpg : : 10002682 virtualprotect |. 1 1000825A4 ecx, [ebp+arg 4]
BLOB % :100025A7 ecx
,11‘!\1\\\ . :108825A8 edx, [ebp+var_1FC]
:180025AE edx

® : S
MACNICA I’aﬂ““ ITOCHU Cyber & Intelligence Inc. : :180025AF aes_dec



Xiangoop Loader: Variant AJ in Mar 2023

Xiangoop Loader Al is almost the same as the variant A:
a simple loader
AES ECB mode
hardcoded key = "123456AAAAAAAAAA"

the [gl8I€18 Junk code

— Xiangoop Loader AJ
<in memory>

legitimate EXE side-load Cobalt Strike Beacon

Avira.exe
[N -
decrypt

McVsoCfg.dll
Xiangoop § read

.

<embedded>

J7 N

°
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,vrg, Graph overview

Xiangoop Loader: Variant AJ in Mar 20

Xiangoop Loader Al is almost the same as the variant A: -
a simple loader
AES ECB mode
hardcoded key = "123456 AAAAAAAAAA"

— Xiangoop Loader AJ

</> —

Avira.exe
legitimate EXE

xt: 2e080001800FC54F
.................. xt : 00000001 800FC54F loc_18@BFC54F:
; .text:00000001800FC54F mov rax, [rbp+9@h+aes_key]
McVsoCfg.dll 3 1 000BeBE188BFC553 @E 05 00 mov rcx, qword ptr cs:al23456aa ;

Xiangoop read . : 00000001800FCS5A 3 mov [rax], rcx
: 1 Be0e0RR180aFCS55D OE @5 06 mov rcx, qword ptr cs:alaaaaaaa ; "AAAAAAAR'
: : 000B0e01300F(564 mov [rax+8], rcx
N 5 . : 00000001800FC563 b 8A 00 movV eax, cs:dword_1801A0CDO
: : D00B0001808FCS56E 8A @8 mov ecx, cs:dword_1881A8CD4
: : 00000801800F(C574 ' mov edx, eax
<embedded> ; : 000B0BO1800FC576 : sub edx, 1
BLOB 5 . 1 08000001868 FC579 F C. imul eax, edx

'
@
mM““CIA I’aﬂ““ ITOCHU Cyber & Intelligence Inc. 1.15% (291027, (l4,17) OOOFES4F 00000001 {(Synchrc




Xiangoop Loader: Variant AJ in Mar 2023

The biggest function size was 586 KB
How about using Hex-rays Decompiler?

E Functions

Function narme

sub_130001000
sub_180090420
sub_1800CACD0
McYsoFgGetObject
sub_1800D6A<4ED
sub_18000AE00
sub_1800FESE0

segrment

0000000150001 000
Q000001 30090420
Q0000001 00Cach0
0000000150001 ECO
00000001 3000a<4E0D
Q000001 000aE00
00000001 S00FESS0

0003F414
00036342
O000B1EG
00004615
00004615
00023473
0000C223

IDA Yiew-&

dword_1801ABCE4 >= 10 && ((((_BEYTE)dword_18@1ABCE@

while ( dword_18@1A@CE4 >= 1@ &% ((((_BYTE)dword_1801ABCE®

while ( dword_1881AGCE4 >= 10 &% ((((_BYTE)dword_18@1A8CE@

while ( dword_18@1A@CE4 >= 1@ &% ((((_BYTE)dword_1801ABCE@

3
while dword_1RQ1ARrF4 =18 &R (((( BYTF\dword 18A1ARCFA

while ( dword_|

H
while ( dword_lswiswics >= 1o && ((((_OY|C)OWOra_LsulAgiEy

while ( dword_18@1A@CE4 10 & ((((_BYTE)dword_18@1AGCEQ

while ( dword_1881AGCE4 >= 10 &% ((((_BYTE)dword_18@1A8CE@

while ( dword_18@1A@CE4 16 & ((((_BYTE)dword_18@1AGCEQ

while ( dword_1801A@CE4 10 && ((((_BYTE)dword_1801AGCE@

while ( dword_18@1A@CE4 10 & ((((_BYTE)dword_ 18@1AGCE@

while ( dword 18@1AGCE4 >= 18 &% (((( BYTE)dword 18@1ABCE@
while ( 1)
{

sub_18@BFESSA();

1)
1)
1)
1)

gl

1)
1)
1)
1)
1)
1)

1)

Pseudocode-A

(_BYTE)dword 18@1ABCE@) &
(_BYTE)dword_1801A@CEQ) &
(_BYTE)dword 18@1ABCER) &
* (_BYTE)dword_1801ABCE@) &

* { BYTF\dword 1RQW&QCEO) &

the junk pattern |s the same «»:

T [_OYIcjawora_lLsulAvCEe) &
* (_BYTE)dword_1801ABCE@) &
* (_BYTE)dword_18@1A@CE@) &
* (_BYTE)dword_1801ABCE@) &
* (_BYTE)dword_18@1A@CE@) &
* (_BYTE)dword_1801ABCE@®) &

* (_BYTE)dword_1881A@CE@) &

if ( dword_1801A8CE4 < 10 || ((((_BYTE)dword_18@1A@CE® -
break;
sub_188@FE580( ) ;

(_BYTE)dword_1891A@CE@) & 1) ==

works well for

MACNICA

ﬁ Warning

Decompilation failure:
180001000: too big function

Please refer to the manual to find appropriate actions

[] pon't display this message again (For this session only)

JrommN

some small funcs

I’aﬂ““ ITOCHU Cyber & Intelligence Inc.

while ( dword_18@1Ae@CE4 >= 1@ &% ((((_BYTE)dword_1801ABCE®

while
while
while
while
while
while
while
while
while

while

dword_1801ABCE4
dword_1801A@CE4
dword_1801ABCE4
dword_18@1ABCE4
dword_1801ABCE4
dword_1801ABCE4
dword_1801ABCE4
dword_1801ABCE4
dword_1801ABCE4

dword_1801ABCE4

10 && ((((_BYTE)dword_18@1ABCE@
1@ & ((((_BYTE)dword_13@1ABCE@
10 && ((((_BYTE)dword_18@1ABCE@
1@ & ((((_BYTE)dword_13@1ABCE@
10 && ((((_BYTE)dword_18@1ABCE@
1@ & ((((_BYTE)dword_13@1ABCE@
10 && ((((_BYTE)dword_180@1ABCE@
1@ & ((((_BYTE)dword_13@1ABCE@
10 && ((((_BYTE)dword_1801ABCE®

10 && ((((_BYTE)dword_1801ACE@

* (_BYTE)dword_1801A@CE@) & 1) !

* (_BYTE)dword_1801AGCE@) & 1)

* (_BYTE)dword_18@1A@CE@) & 1) !=

* (_BYTE)dword_1801A@CE@) & 1) !

* (_BYTE)dword_18@1A@CE@) & 1) !=

* (_BYTE)dword_1801A@CE@) & 1) !

* (_BYTE)dword_18@1A@CE@) & 1) !=

* (_BYTE)dword_1801A@CE@) & 1) !

* (_BYTE)dword_18@1A@CE@) & 1) !=

* (_BYTE)dword_1801A@CE@) & 1) !

* (_BYTE)dword_1801AGCE@) & 1) !=



Xiangoop Loader: Variant AJ in Mar 2023

If you want to see a flow of this function, but...

1D View-4 IE Skrings | @ Hex Wiew-1 | IE Skrucktures | l_?;j Enurns

text:6000000130001000 var_ 14 = dword ptr -14h ’ ) ’
.text:0ERREER130001000 var 10 = qword ptr -1@h ¥ DA Options
text:00000001580001088 var_8 = gword ptr -8
' te:(f: =ERNR L BRb | S Disassembly Analysis Cross-references Strings Browser {
v .text:0000000130001000 push rbp
.text:0000000130001001 sub rsp, 196h Genetal Proimity view
.text:0000000130001008 lea rbp, [rsp+3@h]
tEH ) IUse graph view by defaulk Show data rel
tex ¥ Information X .
; £ Enable graph animation || Hide library Fi
tex
tex The graph istoo big {rmore than 1000 nodes) to be displayed on the screen. Draw node shadows (] unlimited chilc
tex awitching to text mode, — ] _ _ — o
tex iwou can change this limit in the graph options dialog) L) Auto fit graph inta window L) Recurse into |
. :ex (] Don't display this message again Fit window max zoom level 100% Show collapse
tex
. Re-layout graph if nodes overlap Max parents rec
tex | (8]4 Re-layout graph upon screen refresh Maw childrerirec
tex ' =
.text :0060P00150001042 cmp ecx, @Ah LJ Truncate &t the right margin Max nodes per le
.text :0000P00150001045 setl  cl W) Lk aephil=yoit
.text:0000000150001043 or al, cl —
.text:0066000180001044 test al, 1 Max number of nodes 1000|
Text:eeee800156001684C jnz loc_186661657
Text:eee080061506681852 jmp loc_18888689C

SN

°
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Xiangoop Loader: Variant AJ in Mar 2023

Tried to change the node limit to show flow in the IDA configuration!

W I ) [F] Functions E  mavews B @ Hexviewt (Al structures
INTOT Mation s

Function name pushi rbp

sub rsp, 196h
gsuhgaunmnnn lea rbp, [rsp+8@h]
£ | sub_180090420 mov [rbp+11@h+var_14], r8d
. - . f’ .stI‘J‘_ISKU'UCS.CEEI . mov [rbp+11@h+var_10], rdx
The graph is too big {(rmore than 10000 nodes) to be displayed on the screen, o s it

Line 1 of 1375 mov eax, cs:dword_1881A8CD8

awitching to text mode, vl

Ak, Graph overview o & x
sub edx, 1

The graph is too big (rmore than 20000 nodes) to be displayed on the screen,
Switching to text mode,
iwou can change this limit in the graph options dialog)

loc_18008689C:
jmp loc_180001057

[ ] Don't display this message again E==

loc_180001057:
mov eax, cs:dword_1801A8CDO,
mov ecx, cs:dword_1801A0CD4|
mov  edx, eax
sub edx,
imul
and
cmp
setz
cmp
setl
: or
r - R test
.Text:¢ SUL SE jnz
Node limit " e agivar gaE
oae li | hp- , 1, réd ;

LTes } 0 | rbp+ 1 ] d loc_180001089:
_> & o - r i L mov eax, cs:dword_1881A8CD@
) - g Lokt L 0 | r'E mov. ecx, cs:dword_1801A0CD4

mov edx, eax

{wou can change this limit in the graph options dialog) A
[ ] Don't display this message again e ol
w Information b = :

—

_‘

1D View-4 Skrings fex Yiew-1 Strucktures Enums

sub edx, 1

imul eax, edx
and eax, 1

waiting for several tens of minutes..

Y Lebaimmin\ \ \ e

. 100.00% (120360,1666) (183,124) 00000400 DDDUDEDIEDDDL‘DDD: sub_180001000 (Synchr(
mACNICA I’aﬂ““ ITOCHU Cyber & Intelligence Inc.




Xiangoop Loader: Variant Sxl in May 2023

loader feature + highly complex with uncommon crypto algorithms:
Salsa20 to decrypt payload from BLOB
x25519 + hsalsa20 + hsalsa20 to generate crypto key
Poly-1305 to calculate check value for success of key generation
Installer feature was implemented

— Xiangoop Loader Sx|

2023 R T AL B gip B e e
: oo S VEreade T, < § § 2
</> [ I T
: side-load . : .
i 419 #L &R T TE xIsx.Ink INT.L.JSER'EX)E - | A\./lra.exex _ <in memory>
LNK egitimate EXE egitimate EXE side-load EntryShell
y - install - .- ——
decrypt
McVsoCfg.dll ’ McVsoCfg.dll
Xiangoop open j ; Xiangoop read
: setting.dat duanwu.xlsx setting.dat
. /’-'f.““\\ ...................... :.“...'.'.'.'.'.'.'.'.'.'.'.'.'.EI.'-.'(.').'.'B.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'?f.'(.':?x_-_-_-_-_-_':::s'g --------------- BLOB .........................................

ITOCHU Cyber & Intelligence Inc.




Xiangoop Loader: Variant Sxl in May 2023

"C:\\Users\\Public\\Downloads\\Avira.exe"

IFFOBE39BCI4 >= 10 88 ((( BYTZ)dword 7PFoeE398CT0 *+ (¢ ovic RARIACIEL e IgidalaaE

pto key
s of key generation

\
opyFileA(sc iat, "C:\\Users\\Public\\Downlcads\\setting.dat", B)J
while ( dword_ 7==962398C/4 >= 10 && (((__.,-fi)dx-.'ord_/.—r%ESQBC?e *. 0B

\\Public\\Downloads\\setting.
s\\Public\\Downloads\\setting.

rs\\ y1ic\\Downloads\\McVso(Cfge. e . , e
..??Eli(-'.:.\;L-.:;r]:;a;FF96;398578 “ C:\Users\Public\Downloads)

- = : Avira.exe : <in memory>
ShellExecuteA(@i64, "o ", duanwu_xls 164, 0164, : 5; : legitimate EXE side-load EntryShell

L = d“% s DR : :
- install  : P
o decrypt

McVsoCfg.dll > McVsoCfg.dll
Xiangoop open % ' Xiangoop read

. = i .
< i

setting.dat duanwu.xlsx :: setting.dat

Jronny . BoB Decoy . _______________ OB

ITOCHU Cyber & Intelligence Inc.



Xiangoop Loader: Variant Sxl in May 2023

gen_keyl

gen_key2

gen_key3

= Salsa20 xor(gen_key3,

blob[0@x28:0x48])
gen_key4 = decl[0x00:0x2¢

if (polyl1305(blob[©x28:0>

dec2 = Salsa20@_xor(ge

]

(4520¢

0]

)]

{

x25519(hardcoded _key2, hardcoded keyl)
hSalsa20(gen_keyl, b»”\x00” * 16)

hSalsa20(gen_key2,_Plob[@x@@:@xle])

ob[0x10:0x18], b»”\x00” * 32 +

, gen_key4) == blob[0x18:0x28]):

N 5
n_key3, blob[0x10:0x18], blob[6x48:0x459e0]) |

payload = decl[0x20:0x40] + dec2

SN

°
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L Mcv50Cfgd|| ................................ .

hardcoded key2 -

; 73 7A AQ 25 F2 OE 49 6B 6C FO FA B1 6C 6F 1D 60
: 10 8F ©5 2A 94 23 72 E1 F8 34 2A 79 9A E9 98 08

hardcoded keyl -

; 45 57 F9 4E 14 71 06 03 7A 54 89 94 A8 98 84 8B
: 21 81 B6 9D B1 6A 4E 99 56 55 FC BC BA FD 2A 59

blob[0x00:0x10] -

; 1A DB 15 6E DE A9 44 69 E9 96 BD 73 DD E1 8E 10

blob[0x10:0x18] -

; A7 Co A9 C3 82 AA 83 4F

blob[0x18:0%x28] -

3B OE AA E1 04 F9 34 F3 04 FE OA 05 46 AC 5A D4

blob[0x18:0x28] -

3B OE AA E1 04 F9 34 F3 04 FE OA 05 46 AC 5A D4

FO CO 4E 94 06 77 B5 64 E4 82 2D 70 AD 86 32 1B
53 41 B7 FD 94 87 CF 30 ©A 80 2D 68 D7 DB 56 D2

.............................. setting.dat .................................



Xiangoop Loader: Variant

Salsa20 to decrypt payload from BLOB
x25519 + hsalsa20 + hsalsa20 to generate crypto key
success of key generation

Control Flow Flattening

Poly-1305 to calculate check value for
huge Junk code + C

— Xiangoop Loader SxJC

read .

. AdobeFlash.exe <in memory>
dropper payload

i decrypt

<embedded>
BLOB

Jrommy
@
MACNICA JTOGR\ 1TocHU cyber & Intelligence |

SxJCin Jun 2023

Control Flow Flattening aims to obfuscate the program flow by flattening it.

To achieve this, the transformation splits all the basic blocks of the source code, such as function body,
loops, and conditional branches, and puts them all inside a single infinite loop with a switch statement that
controls the program flow.

This makes the program flow significantly harder to follow because the natural conditional constructs that
made the code easier to read are now gone.

The following diagram is an abstract representation of what happens to control flow. It depicts a
simplification of what a Control Flow Graph (CFG) would look like before (on the left) and after (on the right)
flattening the program flow with a Static Code Analysis Tool.

)
= e
— )

L]
mim

F—

L Ref-> https://jscrambler.com/blog/jscrambler-101-control-flow-flattening
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Xlangoop Loader Variant SxJC in Jun 2023
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Xiangoop Loader: Variant AM in Aug 2023

Xiangoop Loader AM is very similar to the variant A
AES ECB mode + hardcoded key was updated “123456p0hpRY 615"
Malicious functions are divided into Multiple DLLs as expansion modules

Marme - Date rmodified

[4] CopyFile.dll 09/08/2023 10:52

D Manager.Dat
Mchfeebdanager.exe
[4] MciisaCfg.dil

E rrsctfrmig.dll

[4] MSs.dll

[4] MSs0.dIl

[4] msvep140.dIl

[4] msver1 00.dIl

D setting.dat

o JromN
MACNICA

— Xiangoop Loader AM

am Side-load » load exép =
-

R . decrypt i

McAfeeManager.exe McVsoCfg.dll CopyFile.dll setting.dat <in memory>
legitimate EXE Xiangoop — BLOB Payload
msvcp140.dlil 5
read
=
msctfmig.dll h
Manager.Dat 100.dll :
Junk data N h msver :
MSS.dll &
MssQ.dll ? N EW
R Expansion modules -
28
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Xiangoop Loader: Variant AM in Aug 2023

edx, edx ; Val
msvcrloo.d” rcx, [rsp+64978h+Buffer] ; void *
réd, 64988h ; Size
call iemset
lea rax, _guard_check_icall_nop
mov r8d, 648FFh ; nNumberOfBytesToRead
lea rg9, [rsp+64978h+0verlapped] ; lpOverlapped
mov gword ptr [rsp+64978h+dwCreationDisposition], rax ; lpCompletionRoutine
lea rdx, [rsp+64978h+Buffer] ; lpBuffer
mov rcx, rbx ; hFile

3(void *,unsigned _|

text:
text:
text:
.text:
.text:
text:
-text:

cs:?sub_18¢ 18@@YAXPEAX _KK@Z ; sub_18

rad, rad ; lpSecurityAttributes
[rsp+12B8h+hTemplateFile], rsi ; hTemplateFile
[rsp+12B8h+dwFlagsAndAttributes], 88h ; dwFlagsAndAttributes
rcx, [rsp+l2B8h+Filename] ; lpFileName

edx, Seeseeedh ; dwDesiredAccess
[rsp+12B8h+dwCreationDisposition], 3 ; dwCreationDisposition
réd, [ro+l1] 3 dwShareMode

865
aeeppealseanllad
aeepepalseerlleg
@eepepalseenllle
Gaaaaaalserellle
eGaaaaeel5000111E6
oopapaaloeRell2e
Gaae0e0180001125

McVsoCfg.dll

L ea00000180001325
L 0000001808013 2D
:@eee000180001332
C:0000000180001337
160000001 80001335F

L 0000000180001343
1 8280000180001349
L 0000000150001 34C
L 0000000150001 34E
L 0e000001808081351
1 @2ee000180001357
L 000000018080135A
1 82e0000180080135C
L 0000000180001362
:8000000180001367
L B00000015000136D
1 8eee000180001370
L Ba00000180801372
1 82e2000180001375
L 0000000180001376
182200001 80001383
L 0000000180001386
182000001 80001389
160000001 5000138E
160000001 80001396
L 0a0000015080139C
18De

MSSQd Il 11805

. TeXT : BBy Lsbon 1809
Text:esepoeelseaeleDE
JText:eeepeeels00010ES
JText:ecapbaelseaelecC
Ttext:eee00001506016F 1
Jfext:ecopoaelieaelary
Jtext:ecopbeelieaalle

MACNICA

lea

cs:CreateFilel

rcx, rax ; hFile

edx, edx 3 lpFileSizeHigh
rbx, rax
cs:GetFileSize
rcx, rbx

edi, eax
cs:CloseHandle
rcx, [rsp+l2B8h+Filename] ;
cs: ?qwertyu@YAPEADPEE_WIZ 4
rcx, rax

edx, edi

rsi, rax

cs: PAES@EYAXPEAX K@Z ;—AESTvoid *,unsigned
rcx, [rsp+l12B8h+arg @] ; void *

réd, edi ; Size

rdx, rsi ;5 Src
memmove

rcx, [rsp+l2B8h+arg @]
cs:2sub_180086512@EYAX_KEZ ;
rll, [rsp+12B8h+var_8]

; hObject

cfrentdir_setting.dat

qwertyu( const

wchar_t

int64)

5ub_lf. -_EEUNiigﬂEd

mov
sub
mov
mov
lea
mowv
call
mov
mov

[rsptarg 8], rcx

rsp, 38h

rax, [rsp+38h+arg @]

cs:qword_13881ABF@, rax

rdx, Handler ; Handler

ecx, 1 ; First
ptionHandler

[rsp+38h+var_18], 1

[rsp+38h+var_18], 2

ST

JTOGR\\ 'TocHU cyber & Intelligence Inc.

__inte4)

call
test
jnz

text:
Ldext:
«Texts

aeapeealieanll2s
aeeppealseanll2E
aaepeaalsearllse

eax, eax

msctfmig.dll

L Text BB LoBbe 2 ABA
text:esboepalieee2AC1
Jgtext:eoopeeelsesa2Acs
Ttext:eeboeeelieee2ACE
Jgtext:eoepesalseea2ADs
Jtext:esbeapalieee2ADE
Jdext:eeeoeeelseBe2AES
Jtext:oooee00150002AE6
Ltext:0000000180002AF3
Jtext:eoeee0alopea2AFE
text:eeboeealieee2Ba3
text:eetoeeelioee2B0E
text:oo000001500082613
dext:oeeoepelooee2B1B
JTdext:eebeeealieee2B23

rBBeeERe156002828

The new AES key =
PETE178901234568

dext:eeeoepelioee2B61
Jtext:ooeee00150002666
Ltext:000000015000266E6

cs:ReadFileEx

1oV
0V
sub
mov
xor
mov
mov
mov
mov
maov
mov
mav
mov
maov
mov
mov
maov
mowv
mov
mov
mav
mov
mov
lea
lea
call
mov

short loc_1860881146

=

[rsptarg_8], rdx
[rsptarg 8], rcx

rsp, 248h

rax, cs:__security cookie
rax, rsp
[rsp+248h+var_18], rax
[rsp+24Bh+aes_key], 31h
[rsp+248h+var_27], 32h ;
[rsp+248h+var_26], 33h ;
[rsp+248h+var_25], 34h ;
[rsp+248h+var_24], 35h ;
[rsp+248h+var_23], 36h ;
[rsp+248h+var_22], 37h ;
[rsp+248h+var_21], 38h ;
[rsp+248h+var_28], 3%h ;
[rsp+248h+var_1F], 38h ;
[rsp+248h+var_1E], 31h ;
[rsp+248h+var_1D], 32h ;
[rsp+248h+var_1C], 33h ;
[rsp+248h+var_1B], 34h ;
[rsp+248h+var_1A], 35h ;
[rsp+248h+var_19], 36h
rdd, 18h

rdx, [rsp+248h+aes_key]
rcx, [rsp+248h+var_218]
aes_init
[rsp+248h+var_224], @

Wk

w O 1

oW o W e




Xiangoop Loader: Variant AwMIJ in Aug 2023

Xiangoop Loader AwMJ appeared immediately after the variant AM
AES ECB mode using windows crypto APl + hardcoded key is “123456p4:[0hWRY:%S15"
Divided into Multiple DLLs as expansion modules + huge Junk code

JrmmnN

MACNICA

- Xiangoop Loader AwVi)

- side-load A load exp A A decrypt .
</> — . -
McAfeeManager.exe McVsoCfg.dll CopyFile.dll setting.dat <in memory>
legitimate EXE Xiangoop BLOB Payload
k msvcp140.dll
[N :
§ msctfmig.dll A
—+— read
Manager.Dat :
Junkgdata msvcr100.dll g
MssQ.dll 5

TP Expansion: modules---------

I’ﬂﬂ\\\\ ITOCHU Cyber & Intelligence Inc.
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Xiangoop Loader: Variant AwMIJ in Aug 2023

Xiangoop Loader AwMJ appeared immediately after the variant AM
AES ECB mode using windows crypto API + hardcoded key is “123456p4:e0hpETY: 515"
Divided into Multiple DLLs as expansion modules + huge Junk code

- Xiangoop Loader AwVi)

— side-load
</>
McAfeeManager.exe McVsoCfg.dll <in memory>

legitimate EXE
1 void || SSEEE Decrypt(BYTE *al, DWORD a2)

o 1B
o L5

Xiangoop saleee

DWORD pdwDatalen; // [rsp+2Ch] [rbp-Ch] BYR : \E Functions m X“

Function name Segment  Start Length
. = ai I . ) . - g fext 0000000180001000 00000010
: sub_18000240D0 . 0000000180002AD0 0O00106C
£ | sub_180003B40 . 0000000180003640 00000001
£ | sub_150003 . 0000000180003C20 0O000ECC
£ | sub_130004AF0 \ 0000000180004AF0  DOOO0D
| | sub 180004BD0 . 0000000150004600 DO0006CE

rdwDatalen = a2:
;..-.‘i JUatalen aly

Line 2 of 431

S, i, 2 £ What's NI9.9K{° >>




-------------------

VB2023
"LUNDUN hw

Xiangoop Loader -
> payloads Cobalt S

,"nn“\\
I’ﬂﬂ““ ITOCHU Cyber & Intelligence Inc.
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Cobalt Strike Beacon: Config

BeaconType - HTTPS

Port - 8443 Config is encoded with xor 0x2E, version 4
NEE e - 3000

MaxGetSize - 1398104 Watermark value is consistent

litter -10

MaxDNS - Not Found

Publickey_MD5 - 804f157f4176fea2dlac6db1251ae37b

C2Server - cdn[.]Jcloudfarle[.]Jcom,/filemaneger/ #Modified . > [.]

UserAgent - Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)

HttpPostUri - Jauth/

Malleable_C2_Instructions - Base64 decode | Examples) UserAgent of other Xiangoop loader’s Cobalt Strike Beacon

..... Mozilla/5.0 (Windows NT 6.1; Trident/7.0; rv:11.0) like Gecko
HttpGet_Verb - GET Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; InfoPath.2; InfoPath.3)
HttpPost_Verb - POST

HttpPostChunk -0

Spawnto_x86
Spawnto x64
CryptoScheme
Proxy_Config
Proxy User

Proxy Password

Proxy_Behavior

Watermark_Hash

Watermark

MACNICA

- %windir%\syswow64\svchost.exe -k wksvc
- %windir%\sysnative\svchost.exe -k netsvc

-0
- Not Found
- Not Found
- Not Found
- Use IE settings
- Not Found

-520
Sy
JTOGRW\\ ToCcHU Cyber & Intelligence Inc.
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> payload: EntryShell- *
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B)@ =0

B We®
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What is EntryShell ?

EntryShell is a memory DLL that has only one Export function ‘DIIEntry’, a variant of KeyBoy

pi® BIO $-0 B0 B0 B0 B0 B0 B0 0<0 B>0 B3>0 ,20 .20 B 29 510 Bo
{80 U )0 YY B-0 vA |<© 4 1> 00 B0 00 ,0003 480 e RSDSE>0«B-E>E=8E
C:\Users\joker\Desktop\WorkDl11\Release\WorkD1l1.pdb B B B
GCTL » »u® .text$mn =30 3¢ .CEEE GEEBE  ?B% PEPE 2 EEPE 2 EEDE  EE% BEEE GPEE 2~ BEOE
.CRT$XCA CIEO ¢ .CRT$XCZ | EEEE EEEE & EEEE EEEE EEEE J=& EEEE EEEE l
BEEE $GEEE 2 EEEE  JES BEEE $O(BEE 2 EEEE  BS& BEGE ~ OEEE
Yy 39y B9y B3 39v WorkD11l.d11l D11 EsY CLY PEO® E§Y l

BAY 0B2& BleV EGV EQV Bo¥ |o¥ hov Zev DOV 0oV LoV Q6V OLY

-

o

Updates

String obfuscation

Config encoding, field

C2 traffic

Header code, Command ID
Junk codes

~F

%

MACNICA

Jrom

Svyara ~/programs/yara/keyboy.yara /Awra.dmp -S -m

new_keyboy header_codes [author="Matt Brooks, @cmatthewbrooks",desc="Matches
the 2016 sample\'s header
codes",date="2016-08-28",md5="495adb1b9777002ecfe22aaf52fcee93"] /Avira.dmp
0x28a941:Ss1: *\x00I\x00*\x00

0x28a9c1:5s2: *\x00a\x00*\x00

0x28aa41:5s3: *\x00s\x00*\x00

keyboy commands .... /Avira.dmp
keyboy errors ... /Avira.dmp
keyboy_systeminfo ... /Avira.dmp

I’oc““ ITOCHU Cyber & Intelligence Inc. 35




EntryShell: String obfuscation

'7FA2B5F545A273FA559A0382BACE839C' 'EEF7B4B46085911C147DBA7BF791CAD2"

'DO40C8DBF7A4794FEQ79B2EEDC232062"' 'BCCA4F3F3F5DCFDC5867769B95F42DE78"
'OB23F7AQOEFO8F7E5C6F6EE9882725B43 ¢ 'C69EC9959DDOOE211CBBA2BEF3BA6B5A
'26D61F18CE7B1EQ58C384B5D243A2958"' '584D718898D2E88AE29EE23853C32814"
"ADD24D415FEC26FF2D321F50AB7574F8"' '16700D53FAQ61DE86AS5F4D33ED3A5034"
'3184526F7FE518EC686692BDC47D5012"' '46EOF662E3622FDFB528ABO9EB2DAE14B'
'56A1A6951DA31192FFAB15B950F1D468"' 'B88OEF5F77DB454B89439C1F3C157A5A"
'BFD14534C01E5123ED7D757383DB8AF5"
'"E1B5F3A4F0831CF765AC96C1D59CB489"
'FO6BO9A64EB34CA7A8AAAAFE2BDDF2FB'
'85556311638DOE34F862DB5090896BC4 '
'7E02395FC094912719C2BO9F8624A26A"

' 78AC92A56B2FEC8032146B651EQC21ES"
AES-128-ECB

' 2D7394D9317A1E339A1133A98C672726' :
key: ‘afkngaikfaf’ + null

'91F49683EC34675763F4A04B29A12B7B"
'BCC7A6993A71D44E91783C0O37A75ED5SB
'A4CD25265631F38EQ39408F16AA6EQED"

I'_'-"--"_'Tm 7 =

"login_OK"
"Update’
"UpdateAndRun’
‘Refresh’
'OnLine’
‘Disconnect’
"Pw_Error'
"Pw_OK"

"Ctrl _End’
'Sysinfo’
‘Download’
"UploadFileOk"
"RemoteRun’
‘Computer’
‘Shell’
"ChangeCfg’
'Cfg_Error'’

CR]H
gk
kg
kg
Sy
Lrg
Ckpk

36




EntryShell: Config

New encoding is applied, config is now hardcoded and possible dynamic update by
‘ChangeCfg’ request from C2 server

80 0C 06 23 21 98 D@ 6A 36 1B 8E @7 20 DO 50 E@
6A 2E 19 0C 07 22 E1 A@ CC 5C 31 1A oC Al 83 08
50 C4 60 30 19 (8 A4
3D 00 00 00 8E

-
’

v_enc_mod = (v_enc & (1 << (7 - n_count))) !=0;
result =v_enc_mod + 2 * v_enc_next; AZ F

-~

) . )

v_enc_next=v_enc_mod + 2 * v_enc_next;

U VYA B B k- D&

Check Code (0123456789) \r\n C2 address #1 (85[.]209[.]43[.]142) \r\n C2 address #2
(0) \r\n C2 address #3 (0) \r\n Port Number #1 (4431) \r\n Port Number #2 (0) \r\n
Port Number #3 (0) \r\n Password for C2 Operation (1003) \r\n Campaign ID (0) \r\n
Proxy (0) \r\n Proxy Port (0) \r\n Proxy User (0) \r\n Proxy Password (0) \r\n

SN

°
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EntryShell: C2 traffic (TCP socket connection)

00000000 30 63 37 35 64 39 32 64 0c75d92d Decrypted
00000000 30 63 37 35 64 39 32 64 0c75d92d

00000008 9c 93 8b 7e 2b d4 48 a8  ....V... ...~tiH.

00000018 6 5a 89 ce TRE:E: 2f 7f ¢6 b3 0139 7b @d  .Z..m.(. /....9{.

00000028 be 2f ce 35 4c 56 48 4d 43 Of 21 96 5 67 39 de ./ SLVHM C.!..g9.

00000038 56 b3 8d 0a 36 b4 7c 61 @d ad f1 31 3a 12 38 16 V. :

00000048 bb 52 dc f9 d5 f3 ef 74 6e bd 4c aa d8 c8 ce al .R..... elessss

00000058 a4 c5 b8 8f 8¢c 1a 75 a3 ce d5 e9 @b 5¢ 77 62 1f ......

00000068 98 7b 50 3d 8c d8 5¢c ac 6@ f3 52 88 a2 3d d7 90 -

00000078 c6 b7 d4 1c d3 32 3Cc 49 92 4f 40 22 b1 57 3 .cseee .
00000088 cc 14 30 1c 12 95 f8 n D ainin e e v R

00080010 DN
00000010 mrmmm 85 eb 53 fd 4b d6 84 50  ....veee os

00000020 3e f2 ca 6e 2a 26 H.>..nx&

md5 AES-128-ECB key (63574154+null) e ™\
H *a*

0c75d92d »88103b56§3574154])95037cfa76f3dfe SERIET Gl

Computer Name: PO0OO05
4 byte IP address: 10.211.55.5
Length of D ted |E ted Stri Campaign ID: 0
ength of ecrypted | =ncrypted Shing Timestamp: 2023/01/27 14:00:53
Stri Wid AES-128-ECB ' e
ring (Wide) ( ) Version ldentifier: aafiegkafeb

_ Y,
°
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EntryShell: Header code and Command ID

Header code Command ID
*a* Initial Connection to C2 Sysinfo Collect system information
*d* e Download Upload file to C2
UploadFileOk Download file from C2 and execute
*I* Beacon
RemoteRun Execute file
f File Handling (e.g. Error2:) Computer NeW | Collect drive information and list of files
*s* Send system information (FileManager)
Shell Remote shell
*g” File Download (e.g. DownloadFile:
Ready Download OK) cd Change directory
** File Upload (e.g. UploadFile:) dirorls Collect list of files in the folder
(Empty) | Send Message (e.g. login_OK, del Delete file
Cfg_Error) new Exit Terminate C2 session
- ST
MACNICA Iroc““ ITOCHU Cyber & Intelligence Inc.
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EntryShell: Junk code

Like Xiangoop loader, junk code is also sometimes applied to some subroutine

2023

3

a1 =] O

¢
or);
)
sh);
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-

i
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¥

return 1;
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Pl Pod Bl Pl P B Bd B B B B B B B B B B B B B B P

/1"“!\\\
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EntryShell: Wrap up (KeyBoy update)

Version ldentifier

Key Changes

aafiegkafeb

e Added static string obfuscation by using
AES-128-ECB with key: ‘afkngaikfaf’

e Config encoding update and proxy related values
are added

e Config is embedded and dynamic update by
‘ChangeCfg’ request from C2 server

e (2 traffic data is encrypted with AES-128-ECB

e Junk code is applied to some subroutines

SromW

@]
MACNICA JTOGR\ 1TocHU Cyber & Intelligence Inc.
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CrowDoor
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What is CrowDoor ?

‘CrowDoor’ is named after ‘SparrowDoor’

Found CrowDoor sample from the same victim during
the Tropic Trooper incident response in June 2023

Similarities with SparrowDoor

e Complete code overwraps at loader shellcode
® Actions by command line arguments

® Implementation of Command ID
Dissimilarities

e Config

e (2 Traffic

SN

°
mMNICA I’ac““ ITOCHU Cyber & Intelligence Inc.
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https://www.ncsc.gov.uk/files/NCSC-MAR-SparrowDoor.pdf
https://www.welivesecurity.com/2021/09/23/famoussparrow-suspicious-hotel-guest/

CrowDoor: Loader

RC4
key ‘fYTUdré643%$3u’

= ===~ k-k

WinStore.exe sqlite3.dll datastate.dll datast.dll WinStore Loader Payload on
Legitimate Legitimate DLL Malicious DLLto loadloader DLL Encrypted file shellcode in Memory
Executable load loader DLL Memory ‘CrowDoor’

iTop Data Recover
(iTop V) S yara ~/SparrowDoor.yar ./Shellcode_Payload.bin -m -s

SparrowDoor_shellcode [author="NCSC",description="Targets code features of the reflective
loader for SparrowDoor.

Targeting in
memory.",date="2022-02-28",hash1="c1890a6447c991880467b86a013dbeaab6cc615f"]
Ox5a:Speb: 8B 48 08 89 4D FC 8B 51 3C 8B 54 0OA 78 8B 74 OA 20 03 D1 03 F1 B3 64

75228078047275 ...
0x36:Sk_check: 8B 48 20 8A 09 80 F9 6B 74 05 80 F9 4B 75 05

Jrenay DO 00 000000 FF 75 FC FF ...

Oxda:Sresolve_load_lib: C7 45 C4 4C 6F 61 64 C7 45 C8 4C 69 62 72 C7 45 CC 61 72 79 41 C7 45

Ox71:Sgetp_match: 8B 06 03 C1 80 38 47 75 34 80 78 01 65 75 2E 80 78 02 74 75 28 80 78 03 50

°
mMNICA Ifﬂﬂ\\\\ ITOCHU Cyber & Intelligence Inc.
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CrowDoor: Actions performed by command line argument

4 patterns are very similar to SparrowDoor’s -i -k -d switch

Argument or flag ( Value after
parsing command line argument)

Action

No argument

Persistence is set through the registry Run key or a service
and the backdoor is restarted

0 Persistence is set through the registry Run key or a service
and the backdoor is restarted

1 The backdoor is restarted by injecting to 'colorcpl.exe’

2 The backdoor interpreter is called

JrmmnN

°
mMNICA I’ac““ ITOCHU Cyber & Intelligence Inc.
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CrowDoor: Config

Config is hardcoded without encoded

00 00 00 00 00
45 32 49 144:C2 IP address
0x01: Connection method
Ox1 : TCP socket connection (Hardcoded at found sample)
0x2 : TCP socket connection, do communication thread with lowest priority
0x3 : TCP socket connection and set header string like below, do communication thread with lowest priority
'‘User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) Chrome/107.0'

Ox1BB: Port Number (443)
Ox11: Number of retries for C2 connection

ST
°
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CrowDoor: C2 traffic

C2 Communication is done with TCP socket connection and encrypted with RC4. Initial
16 bytes are encrypted with hardcoded key ‘fYTUdr643S3u’ and additional data with a

randomly generated key.

00000000 a9 7c 46 50 b8 a6 cf 27 8a 9f 37 1d 20 21 @7 62 o |FPass’

00000010 ea b4 67 db b7 9d 8a S « P
l Decrypt initial 16 bytes with key ‘fYTUdr643S3u’

random key Command id Little Endian
(19 28 bb 9al35 71 34 0207 000000 00 00 0000  “ 9abb2819’ ‘0x2347135’ ‘Ox7’

00000010 ea b4 67 db b7 9d 8a

l Decrypt additional data with key ‘9abb28199abb2819’

2E 6E E2 AE D6 38 78

ST
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CrowDoor: Command ID

Command ID Action

0x2347135 Initial connection to C2

0x2347136 Collect ComputerName, UserName, OS version and hostnet or IP address information
0x2347137 Remote Shell

0x234713B Delete malware files, persistence and exit
0x2347140 File related operation

0x2347141 Read file

0x2347142 Write file

0x2347144 Collect drive information

0x2347145 Search file

0x2347148 Create directory

0x2347149 Rename file or directory

0x234714A Delete file or directory

0x234714B Communication with C2

[
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CrowDoor: Similarities with SparrowDoor

SparrowDoor

MACNICA

3, Bx286u);

(6xFDESu, @,

(&v43, 0);

e e

e O 0O O

-

> 2™

2383

FO_RENAME;

SN
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CrowDoor

@, 9x208u);

@(@xFDESu, @

(s

(&v42,

@, 89x104u);

47, 0, 0x104u);

Ah);

21);

21 + 18,

X208 U)

‘_UU),

ar(65

= 0

= FO_RENAME;

()
ontinue;
Bx234714A:

t(&v39, 8, Ox

*

(6xFDESu,

IJLJ A
ggL, 9,

(&v28) )

l‘“u),

(@xFDESu,

/

<

@) )

A

// Create Director

/

(v4 + 16), *(v4

// Rename File or

s

i/ /
/ / /
I L

0, (v4 + 16), *(v4 + 8), &v3s

v

// Delete File or Directory



Attribution
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Attribution -Relationship between Tropic Trooper and FamousSparrow

e One event in this Tropic Trooper attack campaign confirmed the presence of CrowDoor
used by FamousSparrow.

® From these series of activities, we first discovered that Tropic Trooper and
FamousSparrow may be linked and operationally closely related.

J7 N
°
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Attribution -Developer’s name

n n . . .

The common developer name was left in the PDB files and attached .Ink files!!
Attached .Ink file
L e%e A F& 0LZ03C089L703C00Z4F03CORANF 80 o & 9 vPaoD &:ir¢0f +0094 /C:\

T | tVo®> Windows @ o 4 i¥%sN-$tvom. Ie e iH'eWw i ndows = Ff 2 AmF )PK« explorer.exe J o
¢ i%)PK«)PK«. %z e | g e xpil o P e R aexeE 'E E ' 8 ‘E E =< v Aalr co
\Windows\explorer.exe ) . . \ . . \ c X w' s X s v X s X e s X'WIndows X axplTorer .exe l'&Racyg
le . Bin\NTUSER.EXE!XSyPremwRpotX\System32\SHELL32.d11» & $ §f L

&  #0<6CodB“#gPd(i#f =~ ¥ X jokerd925s A]@9}, | H«GGC - “90q%2 | 5Ui<,a%ExVASA]@9}, | HKGGC-“90q%2 | BUi<,,4%Ex
V4tU o I  1SPSASXFAL8C»UN“&™mi- o) - 1 - 5 - 93 -2 -1
Xiangoop Loader

¢ n B« c:\use[~s\joker\source\repos\ ¢t izmu\googledate.dl1\goopdate.dl1\goopdate.d11\x64\release\dl1lmain.obj

r AQ«'L ly ©® std:: Fake alloc # L<oA ‘wiene= @0 - ¢ & &8 ® CMcVso(CfgGetObject = 79 °A A I

la  wtgh>alkaly@odecdntesod®ize2 pgk, #5  ¥T=w'»3fHkoI)|H ' tTaceC@Max,56L~ &5 nsLe&%wﬁTznOdzéicm,-LZ:aLLuBefi c- w=lRoikiEaT=!
/% i/ vosrTa2)crgsen]y wmzFEifYnE- "2 vI73prdlAlay G0jH<e!-3-AQ|«lqf¥zgt L6 vYRYS|+ Frgrem| and 18w ; ARk

;ABKUHE{6} i6  wiLmfeptn

Entry Shell

B)M 200 pl@ BlO $-0 B0 B0 B 0<0 B>@ B> ,?0 .20 B9 29 50 BHo

{80 U@ )@ YY BE-@ v |<@ 4 $>0030 B0 30 ,50 B 480 o RSDSE>0eE->E>E=iE

B We® C:\Users\joker\Desktop\WorkDl1l\Release\WorkDll.pdb B B B

GCTL » »u® .text$mn >0 B30 .text$x B® x® .idata$s xB® f§ .00cfg OGO

+ .CRT$XCA B ¢ .CRT$XCZ Cie ¢ .CRT$XIA B0 9 .CRT$XIC BB
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Conclusions
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Conclusions

Tropic Trooper attack campaign from 2022 to 2023.
® Beware of physical penetration rather than malware infection by spear-phishing!!

e New malware, “Xiangoop Loader” and its transition to become anti-analysis,
with the variety of encryption algorithm, junk code and CFF

® A variant of KeyBoy, "EntryShell”, updating command ID and its similar anti-analysis
features such as obfuscated command ID and junk code as well

e New malware, “CrowDoor”, which is associated with FamousSparrow,
and shared a detailed analysis of these features.

JrmmnN
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Finally...

A new version of Xiangoop Loader has been observed last week!
Prepare for TropicTroper attacks!
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loCs: malware types and md5 hashes

Xiangoop Loader A 06d84cd9721bed541b5f59736b39d3a3 Xiangoop Loader AJ +BLOB 64294f4f6d9a91a7df44d36fa5c88651
Xiangoop Loader A 1ffd397619bcla5b2ff25a5067312077 Xiangoop Loader SxJC+BLOB 22879c3aabceed8968edcadce38fa2c6
Xiangoop Loader AM 53e402edb9196fa30bd1debb8e66bdeb Xiangoop Loader SxJC+BLOB 2f91d9ad3a@3a4a8f99776179830dc00
Xiangoop Loader AM c801c30657a15d398de365192072713 BLOB 47c7091adeedc310b928b57347c57616
Xiangoop Loader AM module 28310ac912df6cd5f7d3ac27a6b5fafc BLOB 84b6a4044b6a505c1d24f4cceba294do
Xiangoop Loader AM module 29e918d8a1609c128e3088515714bb45 BLOB 998ae2fab40c911d321a398c911687el
Xiangoop Loader AM module 43168c51a6dccPac6df273c394133b68 BLOB b150e9258273e22eec5d49053147b956
Xiangoop Loader AM module 600229a19d26964fdbd2docaft4abdc84 BLOB cccc4ctB8267815cf7aelf924ef2d9b83
Xiangoop Loader AM module 61b35baeb8dce981le3d692aedbaacbkae BLOB e66eab6fd531377392950d150da8061a
Xiangoop Loader AM module 76d2f0e0f101cdec483d27c08a56ef87 Cobalt Strike beacon 60343197c881c483072b4875be70a9cb
Xiangoop Loader AM module 7d4ab23dbad10ab728c87666b6513e87 Cobalt Strike beacon cea56b3f18618c25eab43c4df5caeddc
Xiangoop Loader AM module bc322adb53f476cea28d9bd4992d9102 EntryShell 712029336efc798486a8e35fe6a2c54a
Xiangoop Loader AM module €90211801c19d1a0198d27f12453b75 msi file 924e3153b6788f012b718626410e1155
Xiangoop Loader AM module ce7a7238e4f12d28a3876777f12fbbd2 msi file 2291030187a7fe89cf6f88018996813a
Xiangoop Loader AM module e4e8f18c571ec28bb4fe7eba511926fe cab file b97f02f0f7fd80b0265899e1b64cb@9a
Xiangoop Loader AM module €687a1f959365a64e5ed7f5748f6a790 cab file bd5b82e0f5bc534471024a6cdc584b30
Xiangoop Loader AM module fc3730e18dd09249d8al19b39f6alae80 zip file 4ecdeddf3fcbad36e9e5bdf8bc21248
Xiangoop Loader AwMJ] ccb5aa2057a157261606c043ce7d45e8 zip file d9cfd1bed982779ebl7cad5b4b31ea8e
Xiangoop Loader AwMJ module 074b41bbc7018a139212163331bb0al4 rar file €360559825976478cfc7abe24b2699b7
Xiangoop Loader AwMJ module 12be7a86877a561677d2cd63c2b7c19f rar file f75f6e731048c01bae2d75b53a0@57ad5
Xiangoop Loader AwMJ module 36a24ebf972ec1012eedee41863488a6 rar file 567f8cab5d1dd8f42934209b91Fe15d3
Xiangoop Loader AwMJ module 46048c962243c2999796b3a3fe525631 SparrowDoor Loader 82900F742d0e3cd3898F37dbc3d6e054
Xiangoop Loader AwMJ module 5f134ca30@9cacac5f6651c60f1leb®a78 SparrowDoor Loader 2213873eb55dc092ddf3adbeb242bd4d
Xiangoop Loader AwMJ module €98be352638418900fd5378del4956be BLOB 90afb6d2dfd161ce7752226b8a52e609
Xiangoop Loader SxI 4006dcb60b94122e313138d83616692F

Xiangoop Loader SxI bb01bc33b0475fb2624d906760ebe290
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