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56k+
Targeted emails

800+
Unique phishing domains

8k+
Compromised emails

14.8%
Success rate

IndustryVictims and industries



W3LL Store

1. PREPARATION 1/2

TOOLS
• Phishing Kit
• Mailers
• Scanners
• Validators

EMAILS
• Compromised accounts
• Email databases
• Phishing emails/attachments

INFRASTRUCTURE
• Servers
• Web services

MISC.
• VPN



$100 - $180 per Month

PUNNY Sender

$65 - $90 per Month

W3LL Sender
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W3LL Sender
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W3LL Redirect

Link stager

3. LINK STAGING 1/1

Open Redirect Services
http://googleads.g.doubleclick.net/pcs/click?adurl=<phishingURL>

https://meet.google.com/linkredirect?authuser=0&dest=<phishingURL>

http://translate.google.com/translate?u=<phishingURL>



W3LL OV6 W3LL Backend
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User-Agent ISP RDP
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Bob Microsoft Inc.

Login Please

Sure buddy

W3LL OV6

Login please Login please

Sure buddySure buddy

W3LL Backend

MFA here

MFA here

MFA here

Yum cookieYum cookie

Yum cookie
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https://phishing-website.com/OV6/admin/login
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$550 / 3 Months $200 / Month

5. ACCOUNT DISCOVERY 1/1



6. IMPACT 1/4

Data
Theft

Fake
Invoice

Service
Impersonation

CEO
Fraud Malware
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$550 | $200 / Month

CONTOOL

$320 / Month

OREDIR

$120 / Month

SMS Sender

$70 / Month

WWE/P

$150 / Month

DICE

$200 / Month

PEREV

$500 | $150 / Month

W3LL Panel

$100 / Month

WPV

$250 / Month

LOMPAT

$50 / Month

PROCEK

$100 | $50 / Month

W3LL 
Redirect

$50 / Month

XTRAXTOR

$350 / Month

OKELO

$100 - $180 / Month

Punny 
Sender

$65 - $90 / Month

W3LL Sender

$50 / Month

ZMAV

$500k+
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https://www.group-ib.com/media-center/press-releases/w3ll-phishing-report/
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