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W3LL Store

TOOLS EMAILS INFRASTRUCTURE MISC.
 Phishing Kit « Compromised accounts - Servers - VPN
- Malilers - Email databases - Web services

« Scanners « Phishing emails/attachments

- Validators
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PUNNY Sender W3LL Sender
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HOW TO USE PUNNY SENDER

: FOR ATTACHMENT FILE

: FOR EMAIL LEADS

: FOR LETTER

: FOR LOCAL IMAGE LOGO

: FOR SET ALL CONFIIGURATION

PLAYLIST : https://s.id/-19z8D

CONTACT SUPPORT PUNNY SENDER

: t.me/W3LLSTORE_OFFICIAL
: W3LL.SITE

23:58:08
23:58:08

['] Press any key to exit!

$100 - $180 per Month $65 - $90 per Month
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— ionCube

W3LL Sender

$code = @openssl_decrypt($code, "AES-128-CBC", "ioncube is so easy to decode these days...", false, "1!2@3#4\$5%6/7&8*");
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W Messagess =rom ++w3ll_domainl++

Quick steps

Microsoft account on the Web as the default email ... Try it now Ask again later Don't show again
Password Expiration Notification ASt Belmiiance AOVICE: InVolce #4501

- Accounts 2 '4".!11']!" <
DR - +w3ll_user @ Accounts Pay
= T:l

Joupr ++w3ll_domainl+ + |PaSSWOrcNS SEE Lo SXpIre N + + day(s).

Remittance Advice - Tuesday

We encourage you to take the time now to maintain your password activity to avoid login interruption.

Thank yvou

Copyright ; 2021 . All Rights Reserved
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Victim is brought to er Phishing page
the phishing page

<phishing website URL> + # + <target
email address>




http://googleads.g.doubleclick.net/pcs/click?adurl=<phishingURL>
https://meet.google.com/linkredirect?authuser=0&dest=<phishingURL>

http://[translate.google.com/translate?u=<phishingURL>
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W3LL OV6 W3LL Backend
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reCAPTCHA User-Agent ISP RDP
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https://phishing-website.com/OV6/admin/login
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Invalid Account

Show| 10 v | entries Search:

Password User Agent IP

S DFSFSFSDFSDF  Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101 Firefox/91.0 N
S VVALID Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101 Firefox/91.0 E 3

Showing 1 to 2 of 2 entries Previous

All Visit

Show |10 Vv  entries Search:

Description

IP Address: SR Browser: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101 Firefox/91.0 Date: Sat Aug 14, 2021 1:04 am
IP Address: Sl Browser: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101 Firefox/91.0 Date: Sat Aug 14, 2021 1:03 am

IP Address: S Browser: Mozilla/5.0 (Windows NT 10.0;: Win64: x64; rv:91.0) Gecko/20100101 Firefox/91.0 Date: Sat Aug 14, 2021 1:02 am

Showing 1 to 3 of 3 entries Previous Next
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Secretary of the Treasay.

$550 / 3 Months $200 / Month
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Data Fake Service CEO

Theft Invoice Impersonation Fraud Malware
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rule w3ll_phishing

J
\

description = "The reCAPTCHA page used by the W3LL Panel.’

\AAAAD41C1GZL13SQMQO1L7LxhKWGBN
condition:

all of them




With great power
comes great rosponslblllty
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W3LL DONE: HIDDEN
PHISHING ECOSYSTEM
DRIVING BEC ATTACKS

https://www.group-ib.com/media-center/press-releases/w3ll-phishing-report/
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Anton Ushakov

Deputy Head of Cybercrime
Investigations Department, Europe

Martijn van den Berk

Threat intelligence
analyst

@veryberrycherry
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PREVENTING AND RESEARCHING
CYBERCRIME SINCE 2003

GROUP-IB.COM GROUP-IB.COM/BLOG LINKEDIN FACEBOOK TWITTER

INFO@GROUP-IB.COM +65 3159 37 98
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