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Agenda

• Botnets infection chains

• SIGMA correlation rules

• Detection integration with CTI at scale



Botnets infection chains



Qbot
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> 20K victims observed from August 2022 to December 2022

IcedID
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Welcome to the jungle
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“Root” infection chains timeline
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Enhancing detection with Correlation



Ingesting > 2 billion events per day from European companies with facilities over the world
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Telemetry and research environment



Sigma Correlation
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ISO-LNK infection chain - correlation rule
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HTML Smuggling - correlation rule
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Rules balance
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Detection integration with CTI at scale



C2 Trackers

19



Malware detection pipeline
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Infection chains Pyramid Of Pain
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Questions?

https://github.com/SEKOIA-IO/Community/tree/main/sigma_rules

https://github.com/SigmaHQ/sigma

https://github.com/SigmaHQ/sigma-specification/blob/version_2/appendix_meta_rules.md

https://github.com/pr0xylife

https://www.malware-traffic-analysis.net/

https://github.com/SEKOIA-IO/Community/tree/main/sigma_rules
https://github.com/SigmaHQ/sigma
https://github.com/pr0xylife
https://www.malware-traffic-analysis.net/

