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What is AntiDebugSeeker
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This is a program for automatically identify and extract potential anti-
debugging techniques used by malware and displaying them in IDA /
Ghidra.

The main functionalities of this plugin are as follows:

1.Extraction of APIs that are potentially being used for anti-debugging 
by the malware.

2.Using multiple keywords, anti-debugging techniques are extracted.

※For packed samples, running this plugin after unpacking and fixing 
the Import Address Table is more effective.



Demo: IDA version of AntiDebugSeeker
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DEMO

Malware : Ursnif

MD5 : 4da11c829f8fea1b690f317837af8387 (Packed)

MD5 : 952d604345e051fce76729ccb63bde82 (Unpack)

The flow of a demo

①A type of anti-analysis leads to the termination of the process.

②Using AntiDebugSeeker to find anti-analysis features.

③Apply patches using a debugger. 
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The Analysis result of IDA-AntiDebugSeeker
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It also informs us about aspects related to 
malware functions, such as memory 

manipulation.

It was determined that the function 
sub_401000 has 

anti-debugging features.



Introduction to configuration files
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Files Required to Run the Program
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Please place the following three files under the plugin directory of IDA :

1.anti_debug.config (A file containing rules for detecting anti-debugging techniques)
2.anti_debug_techniques_descriptions.json (A file containing descriptions of the detected rules)
3.AntiDebugSeeker.py (The anti-debugging detection program)



anti_debug.config
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Anti_Debug_API In the Anti_Debug_API section, you can freely create 
categories and add any number of APIs you want to detect. 
(exact match)

###Anti_Debug_API###
[Category Name_1]
API1
API2
API3

[Category Name_2]
API4
API5
API6



anti_debug.config
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Anti_Debug_Technique

###Anti_Debug_Technique###

default_search_range=80

[Rule1]

ABC

DEF

GHI

search_range=200

80bytes

80bytes

You can set up to three keywords (partial match) under a 
single rule name.

Search Target:

Disassembly (Opcode, Operand)

Comments

API based on Import Table



anti_debug_techniques_descriptions.json
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Demo:
Ghidra version of AntiDebugSeeker
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DEMO
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Malware : Qakbot (aka. Qbot)

MD5 : bce0df8721504d50f4497c0a0a2c090d (Packed)

MD5 : 58e1c32eeb0130da19625e55ee48cf1e (Unpack)

The flow of a demo

①A type of anti-analysis leads to the termination of the process.

②Using AntiDebugSeeker to find anti-analysis features.

③Examine the behavior of AntiDebug, and identify the areas to patch from the 

AntiDebugSeeker results + Apply the patch using a debugger. 
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The Analysis result of Ghidra-AntiDebugSeeker

Only Return

Anti Debug Function Detected / No Detected

FUN_4033fc Detected ( VM presence )

FUN_40349a Detected ( VM presence )

FUN_4035b6 Detected ( Check Hardware )

FUN_40385e Detected ( File Operation )

FUN_403bdf No Detected

FUN_403d22 No Detected

FUN_40336e Detected ( Environment_TimingCheck )



Introduction to Files related to the 
Ghidra version
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Files Required to Run the Program

⚫Ghidra Script

AntiDebugSeeker.java

⚫Ghidra Extension

Ghidra_11.0.1_PUBLIC_AntiDebugSeeker.zip

 Configuration Files

anti_debug_Ghidra.config

anti_debug_techniques_descriptions_Ghidra.json
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Summary

① Improve analysis efficiency.

② Custom rule files.

③ Further enhance debugging efficiency.  
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Github URL (IDA)

https://github.com/LAC-Japan/IDA_Plugin_AntiDebugSeeker

https://github.com/LAC-Japan/IDA_Plugin_AntiDebugSeeker
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Github URL (GHIDRA)

https://github.com/LAC-Japan/Ghidra_AntiDebugSeeker

https://github.com/LAC-Japan/Ghidra_AntiDebugSeeker
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