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What is AntiDebugSeeker

This is a program for automatically identify and extract potential anti-

debugging techniques used by malware and displaying them in /
Ghidra.

The main functionalities of this plugin are as follows:

1.Extraction of APIs that are potentially being used for anti-debugging
by the malware.

2.Using multiple keywords, anti-debugging techniques are extracted.

X For packed samples, running this plugin after unpacking and fixing
the Import Address Table is more effective.

© 2024 LAC Co., Ltd.



Demo: IDA version of AntiDebugSeeker



DEMO [AC

Malware : Ursnif

MD5 : 4dal11c829f8fealb690f317837af8387 (Packed)
MD5 : 952d604345e051fce76729ccb63bde82 (Unpack)

The flow of a demo

@A type of anti-analysis leads to the termination of the process.
@Using AntiDebugSeeker to find anti-analysis features.

®Apply patches using a debugger.
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The Analysis result of IDA-AntiDebugSeeker

Detected Function List E) Wi Dehugz Detection Res.

|Search...

sub_401000 \

SetupDiEnumDevicelnfo
SetupDiGetClassDevsh
SetupDiGetDeviceRegistryPropertyA
SetupDiGetDeviceRegistryPropertyA
SetupDiGetDeviceRegistryPropertys
\ {Sdetected)

sub_401395

It was determined that the function

sub_401000 has
anti-debugging features.

GetCursorinfo
CloseHandle
CloseHandle
CloseHandle

(7detected)
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YirtualProtectEx
YirtualProtectbx

Memory Manipulation
Memory Manipulation

A e L L N TR
Thread Execute ResumeThread

[ 1me heck " traroinglellbect
Thread Manipulation - -ad
Thread Execute

Time Check

Thread Manipulatior
Thread Execute

Check Ihvalid Close
Check Invalid Close

O0x401200
0401 A1
O0x401 ESS
0x402170
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Introduction to configuration files



Files Required to Run the Program

C:¥Program Files¥IDA Pro 8.3¥plugins
s
~ B EHOE 23 PR
bochs 2023/09/07 29 Jrdll I#)A-
hexrays_sdk 2023/00/07 G249 74 TAS-
Iconengines 2023/08/07 29 T F#AS—
imageformats 2023/00/07 G249 74 TAS-
L platforms 2023/08/07 29 T F#AS—
printsupport 2023/00/07 G249 74 TAS-
sqldrivers 2023/08/07 29 T F#AS—
styles 2023/00/07 %29 T T#)A-
anti_debug.config 2023/09/07 @22 COMNFIG Jr4 KB
m anti_debug_techniques_descriptions.json 2023/08/29 13:46 JSON T7A )l KE
E. AntiDebugSeekerpy 2023/09/06 14:48 Python File KB
|%] arm_mac_stubbd.dll 02306700 (50 T -3 HiE 177 KB
|%] armlinux_stub.dll 2023/06/09 (:50 T -2y 3 e 20 KB
|%) armlinux_stub64.dl| 2023706700 (r50 T =339k E 0KB

Please place the following three files under the plugin directory of IDA :

1.anti_debug.config (A file containing rules for detecting anti-debugging techniques)
2.anti_debug_techniques_descriptions.json (A file containing descriptions of the detected rules)
3.AntiDebugSeeker.py (The anti-debugging detection program)

© 2024 LAC Co., Ltd. 11



anti_debug.config

Anti_Debug_API

###ANti_Debug APT###

[CommandLine check]

GetCommandLineA

GetCommandLinel

[Debugger check]

CheckRemoteDebuggerPresent
DebugActiveProcess
DebugBreak
DbgSetDebugFilterState
DbgUiDebugActiveProcess
IsDebuggerPresent
NtDebugActiveProcess
NtQueryObject
NtSetDebugFilterState
NtSystemDebugControl
OutputDebugStringA
OutputDebugStringh

© 2024 LAC Co., Ltd.

In the Anti_Debug_API section, you can freely create

categories and add any number of APIs you want to detect.

(exact match)

###ANti_Debug APIH##
[Category Name_1]
API1

API2

API3

[Category Name_2]
APl4
API5
API6

12



anti_debug.config

Anti_Debug_Technique You can set up to three keywords (partial match) under a

###Anti_Debug_Techniquei## Sl n g | e ru Ie n a m e .

default_search_range=806

[VMware_1/0_port] #H##ANnti_Debug_Technique###

5658h

default_search _range=80

[VMware_magic_value]

564D5868h
[HeapTailMarker] [RUIG].]
ABABABAB ABC
[KernelDebuggerMarker] DEF
7FrEezba GHI Search Target:
[DbgBreakPoint_RET] Disassembly (Opcode, Operand)
DbgBreakPoint Sed rCh_ra nge= 200 Comments
C3h
APl based on Import Table

[DbgUiRemoteBreakin_Debugger Terminate]
DbgUiRemoteBreakin

TerminateProcess

© 2024 LAC Co., Ltd. 13



anti_debug_techniques_descriptions.json

O o N o v B W N

NN R R R R R R R R B R
P ® W 0 N O VR W N R e

"VMware_I/0_port" "detect a VM environment based on the VMware I/0 port",

"VMware_magic_value" "detect a VM environment based on the VMware magic valy
"HeapTailMarker": "Malware can detect if it's on a debug heap by checking the
"KernelDebuggerMarker": "Detect Kernelmode Debugger(KdDebuggerEnabled)",

"DbgBreakPoint RET": "This detection may be due to the first byte of the DbgBi
"DbgUiRemoteBreakin_Debugger_Terminate™: "When a debugger tries to attach to 2
"PMCCheck_RDPMC": "The RDPMC (Read Performance-Monitoring Counters) the value
"TimingCheck_RDTSC": "The RDTSC (Read Time Stamp Counter) instruction can be |
"Environment_TimingCheck_CPUID": "The CPUID instruction can be used as part o
"SkipPrefixes_INT1":"This anti-debugging method exploits how some debuggers ha
"INT2D_interrupt_check™: "The INT2D instruction either passes control to a del
"INT3_interrupt_check™: "This is a debug detection mechanism using the INT 3 1
"EXCEPTION_BREAKPOINT": "This is a debug detection method using the INT 3 inst
"ICE_interrupt_check": "If a program is debugged, the debugger sees the except
"DBG_PRINTEXCEPTION_C": "This may involve anti-debugging by utilizing the DBG
"TrapFlag_SingleStepException”: "This anti-debugging technique utilizes the Ti
"BeingDebugged check"” : "The BeingDebugged field in the Process Environment B]
"NtGlobalFlag_check™: "The code is checking the NtGlobalFlag value at offset ¢
"NtGlobalFlag_check_2": "The code is checking the NtGlobalFlag value at offset

"HeapFlags" "HeapFlags stores various heap-related flags, bit by bit. \nThes

Anti_Debug_Technique

###Anti_Debug_Techniqueit#

default_search_range=806

l[VMware_I/O_port]
h

[VMware_magic_value]
564D5868h

[HeapTailMarker]
ABABABAB

[KernelDebuggerMarker]
7FFEB2D4

[DbgBreakPoint_ RET]
DbgBreakPoint
C3h

[DbgUiRemoteBreakin_Debugger_Terminate]
DbgUiRemoteBreakin
TerminateProcess

ABABABAB, 1

C3, which co
inates.",

MC) to deten
utilized in
volves check
ion prefixes|
alue if no d
if the progn
e program is
p bit in the
triggered by
ecimal 100)
process is b
nThe value
t Block. \nT|

in features
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Demo:
Ghidra version of AntiDebugSeeker



DEMO [AC

Malware : Qakbot (aka. Qbot)

CIMDS5 : bce0df8721504d50f4497c0a0a2c090d (Packed)
CIMDS5 : 58el1c32eeb0130dal19625e55ee48cfle (Unpack)

The flow of a demo
(DA type of anti-analysis leads to the termination of the process.
@Using AntiDebugSeeker to find anti-analysis features.

(®Examine the behavior of AntiDebug, and identify the areas to patch from the
AntiDebugSeeker results + Apply the patch using a debugger.
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CodeBrowser: Dem

fqakbo

File Edit Analysis Graph Mavigation Search Select Tools Window Help
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Headers
text

# AntiDebugSeekerPlugin [CodeBrowsen Dema:/qakbot.exe]
Edit Help

Start Anaheze

Dizplay only the detection results Detected Function List

Program Tree X |

B il Imports
@) Exports

# [ Functions
B Labels

@ CID Classes

- 3} Namespaces

e TUpDIETC IS SDEVSE  UUEUIOTD
FUN_0040352c
SecupDiGetDeviceRegistryPropercyh : 00403555
FUN_0040884d
GetLocalTime : 0040887b
FUN_00409c99
GetSystemTime : 0040%cad
FUN_00409881
SleepFx : 0040997d
FUN_004012£7
WaictFor5ingleGbject : 00401347
FUN_004066k2
CreateThread : 0040&66c4
FUN_0040482a
GetThreadContext : 00404883

FUN_00404671

ResumeThread : 00404772
FUN_0040385e

CloseHandle : 00403aéa
FUN_004033fc

VMware_I/0_port 0x5658 : 00403439

VMware_magic_wvalue 0x564d5868 : 0040343d

VMware _magic_wvalue Ox564d5868 : 00403472
FUN_00403492

VMware_I/0_port 0x5658 : 00403442

VMware_magic_value 0x564d5868 : 004034dé

G duRo |0 | i v X

= same addreas ¥/

FUN_0040330a Ll
Environment_TimingCheck_CFUID CPUID : 00403319

FUN_0040336e @ % = ]§| x |
Environment_TimingCheck CFUID CPUID : 004033ac Sode Ukt |

FUN_00404ded —
CreateMutex_AlreadyExist : 00404edé :ﬁitd prr [-SHERNEL32.DLL::...

Inkncun fuscrion ) dword ptr [->KERNEL32.DLL::...
CreateMutex_AlreadyExist : 0040b178 dword prr [->KERNEL32.DLL::...

— CreateMutex_AlreadyExist : 0040bl78 dword ptr [->HERNEL32.DLL:

& @ BuilthTipes dword ptr [->KERNEL3Z.DLL:

®- I ©qakbot_02300000 dword ptr [->KERNEL32.DLLi:...

ol s windows vs12_32 TS TR TOET O T T =T E T TS TS C T O TS T A TG TG =TI, dword ptr [->KERMEL32.DLL:z:...
Analysis Potential of Anti Debug APT fnalysis Environment Check : GetExitCodeProc..  00404f36 dword ptr [->KERMEL32.DLL:i:«..
fnalysis Potential of fnti Debug APT fnalysiz Environment Check @ GetSysteminfo 0405862 dword ptr [->KERMEL32.DLL::...
fnalysis Potential of finti Debueg APT finalysis Environment Check : Setup DiEnumDevi.. 004036ba dword ptr [-»SETUPAPI.DLL::...
Analysis Patential of Anti Debug APT Analysis Environment Check : Setup DiGetClass.. 0040367 dword ptr [->SETUPAPI.DLL:
fnalysis Patential of Anti Debug APT fnalysis Environment Check : Setup DiGetDevic.. 00403555 dword ptr [->SETUPFAPI.DLL:

Analysis Patential of &nti Debueg APT Time Check : GetlocalTime 00408370 dword ptr [->KERMEL32.DLL:

fnalysis Potential of fnti Debue A4PT Time Check : GetlocalTime 0409123 dword ptr [->KERMEL32.DLL:

Analysis Potential of Anti Debueg APT Time Check : GetlocalTime 0040492 12 dword ptr [->KERMEL32.DLL:

fnalysis Patential of Anti Debue APT Time Check : GetSystemTime 0040%ca4 dword ptr [->KERMEL32.DLL:

Analyzis Potential of Anti Debueg APT Time Check : GetSyetemTime 0040%8dc3 dword ptr [->KERMEL32.DLL::

fnalyziz Potential of Anti Debue APL Time Check : GetTickCount 00405604 dword ptr [->KERMEL32.DLL::...

Analysis Patential of Anti Debug API Time Check : SleepEx 00404997d dword ptr [->KERMEL32.DLL::... .LI
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|F”‘e‘” I £) | = Gonscle % | ' Bockmarks %
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uVard = FUN_004033fc(pCVar3,extraout_EDX);

FUN_0040349%a (extra
FUN_004035b&() ;
FUN 0040385e():;
FON_00403bdf();
FUN_00403d22()»

Only Return

FUN_004033¢e();

}

Anti Debug Function

FUN_4033fc

FUN_40349a
FUN_4035b6
FUN_40385e
FUN_403bdf
FUN_403d22
FUN_40336e

= 5

t_ECX_00, (int) ({ulonglong)uVard >> 0x20));

™

Anti Debug Codes

Detected ( VM presence )
Detected ( VM presence )
Detected ( Check Hardware )
Detected ( File Operation )
No Detected

No Detected

Detected ( Environment_TimingCheck )

Detected / No Detected
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Introduction to Files related to the
Ghidra version



Files Required to Run the Program

® Ghidra Script
AntiDebugSeeker.java

® Ghidra Extension
Ghidra_11.0.1_PUBLIC_AntiDebugSeeker.zip

O Configuration Files
anti_debug_Ghidra.config
anti_debug_techniques_descriptions_Ghidra.json

© 2024 LAC Co., Ltd.
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Summary

@® Improve analysis efficiency.
@ Custom rule files.

® Further enhance debugging efficiency.

© 2024 LAC Co., Ltd. 23



Github URL (IDA)
https://github.com/LAC-Japan/IDA_Plugin_AntiDebugSeeker



https://github.com/LAC-Japan/IDA_Plugin_AntiDebugSeeker

Github URL (GHIDRA)
https://github.com/LAC-Japan/Ghidra_AntiDebugSeeker



https://github.com/LAC-Japan/Ghidra_AntiDebugSeeker
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