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The (De)composer of this Symphony

§  Lena Yu aka LambdaMamba
§  Founder of World Cyber Health

§  Founder of Malware Village

§  Creator of MARC I Competition @ DEF CON
§  Creator of Malmons aka Malware Monsters

§  Ex-Representative and author for ANY.RUN

§ Before Malware...
§ TEE and RISC-V researcher
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Analyzing Malware Artistically

§ Abstraction and Creativity
§ Express highly technical concept in simple terms

§ Fill in the gaps with imagination

§ Story Telling
§ Logical structure, flow, organization, perspective

§ Expressionism
§ In this paper, I use the term "Malware Symphony”
§ To express Malware working together symphonically



Defining 
"Malware Symphony"



Live Performance of a "Malware Symphony"

Full Length Demo 
https://app.any.run/tasks/

7c196a3f-2132-4855-ac98-176fa600c299/



Chaotic or Ordered?

§ Things may look chaotic on the surface

§ But, closer inspection may reveal order

§ Many cases of multiple malware infections 
§ Every "Malware Symphony" is a multi-malware infection

§ But not every multi-malware infection is a "Malware Symphony"

§ "Malware Symphony" should not have "conflicts"



The Conflicts



Defining "Malware Symphony"

§ Infections with multiple distinct malware
§ Malware detonation is coordinated

§ Work together without conflict

§ Decomposed into "movements"

1. Overture of the Loaders

2. Ensemble of the Infostealers

3. Chorale of the "Otherware"

4. Finale of the Ransomware



Decomposing the Symphony



The Typical Composition

§ Order

§ Symphony Movements

§ Description

§ Action

§ Common MITRE Techniques



Naming the Symphony



Naming Convention Proposal

§Symphony no. <ID>, <Name of malware symphony>
§ <ID>: Unique number for the specific case of the campaign

§ <Name of malware symphony>: Name of specific campaign

§To identify specific case of Malware Symphony
§ Same campaign, with similar composition

§ However, each symphony can be subtly different



Variations in CrackedCantil Symphony

§ Symphony No. 2, CrackedCantil
§ Uses Glupteba, XMRig

§ Doesn’t use Amadey

§ Symphony No. 3, CrackedCantil
§ Uses Kelihos

§ Doesn’t use Smoke



Staging the Symphony



Why Cracked Software?

§ Specific versions of cracked software 
§ Distribute malware compatible with system

§ "Cracked Photoshop for Windows 10"
§ Attacker can embed malware for Windows 10

§ Usage and distribution of Cracked Software is illegal
§ Victims are not legally protected

§ Victims less likely to seek help



Symphony No. 1 
"CrackedCantil"



Symphony No. 1 "CrackedCantil"

§ Performers:

 1. Loaders: PrivateLoader, Smoke Loader

 2. Infostealers: Lumma, RedLine, RisePro, Amadey, Stealc

 3. "Otherwares": Socks5Systemz, Coin Miners

 4. Ransomware: STOP



The "CrackedCantil"

§ I named this malware campaign "CrackedCantil"

§ Cracked:
§ Originates from Cracked Software

§ Cantil:
§ Viper species

§ Uses bright yellow tail to lure prey

§ Uses complex cocktail of venom

§ Process Tree
§ Looks like a bunch of snakes

Source: Wikipedia



The Venue

§ Search "cracked <popular software>"
§ "IDA PRO" for CrackedCantil



Getting your tickets

§ Download link in Google Groups

§ Password protected archive



Delivered by Cracked Software

§ Disguised as "Logitech Plugin Installer Utility"

§ Protected with Themida, VMProtect
§ EXE is 750 MB

§ Only 18 MB after unpacking



Overture of the Loaders



Overture of the Loaders



PrivateLoader: Cue the Start

§ Sends HTTP request to C2 
§ (T1071: Application Layer Protocol)

§ URI: /api/tracemap.php

§ Specific response
§ 15.5pnp.10.lock

§ Start the symphony

§ No response
§ Stop the symphony



PrivateLoader: Perform IP checks

§Online services to check IP
§ api.myip.com

§ ipinfo.io

§ Uses port 443



PrivateLoader: C2 communication

§ Prepares Base64-encoded encrypted string
§ (T1132: Data Encoding and T1573: Encrypted Channel)

§ Sends HTTP POST request to C2

§ URI: /api/firegate.php
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PrivateLoader: C2 communication

§ I developed the Decode-Decryption Python script:
§ github.com/LambdaMamba/LenaMalwareAnalysis



PrivateLoader: Prepare Ensemble

§ Majority of executables from "vk.com”
§ Stored in C:\Users\admin\Pictures\Minor Policy\

§ Randomly named locally

§ Time-based randomization
§ Regex: ^[a-zA-Z0-9_]{22}\.exe$



Smoke Loader: Sets Tempo

§ Injects malicious code into explorer.exe
§ (T1055: Process Injection)

§ Steadily beacons
§ Various C2 

§ Over port 80

§ (T1071: Application Layer Protocol)



Smoke Loader: Prepare Ensemble

§Tells Windows Defender to ignore
§ User’s profile folder (‘C:\Users\admin’)
§ Program Files folder (‘C:\Program Files’)
§ (T1562: Impair Defenses)



Smoke Loader: Schedule Performance

§Schedules a coinminer to run
§ Originating from PrivateLoader

§ Uses Task Scheduler

§Malware in symphony interconnected



The Ensemble of Infostealers



Ensemble of the Infostealers



Lumma: C2 Communication

§ Sends HTTP Post request to C2

§ Next action depends on response



Lumma: Data Exfiltration

§ Does the heavy duty infostealing

§ Packages stolen data in archive file
§ Screenshots, system information, browser information

§ Exfiltrates via HTTP POST



RedLine: Injects Malicious Code

§ Injects malicious code into legitimate process
§ C:\Windows\Microsoft.NET\Framework\v4.0.30319\AppLaunch.exe

§ (T1036: Masquerading and T1055: Process Injection)



RedLine: Beaconing

§ Steadily beacons to C2
§ Over port 23929

§ C2 and Botnet is in Redline’s config



RisePro: Task Scheduling

§ Multiple instances of RisePro
§ Uses Task Scheduler to run more RisePro

§ Hourly and at User Logon with highest privilege

§ (T1053: Scheduled Task/Job)



RisePro: Autostart

§ Drops RisePro in startup directory
§ Configured to run at system restart

§ (T1547: Boot or Logon Autostart Execution)

§ Connects to C2 on port 50500
§ (T1571: Non-Standard Port)



Amadey: Autorun

§ Periodically runs itself 
§ Using task scheduler

§ Changes autorun in registry
§ Directory contains LNK that point to RisePro



Amadey: Collect System Info

§ Convert to special 172 character token
§ OS version, device name, installed AV

§ Sends back to C2



Amadey: C2 Communication

§ C2 responds 
§ Special string enclosed in <c><d>

§ Specifies next action



Amadey: C2 Communication

§ In this symphony, Amadey was quiet
§ Likely, C2 blacklisted token

§ Generating new token
§ Modifying device name in registry

§ Generates new token, C2 responds

§ Drops Glupteba



Amadey: Token Generation

§ I developed the Token Generation Python script:
§ github.com/LambdaMamba/LenaMalwareAnalysis



Stealc: Crash

§ Crashed in this symphony

§ Attempted communication to C2
§ HTTP POST Request

§ Device HWID, build name

§ C2 replied with "block"
§ Likely Blacklisted by C2



The Chorus of "Otherwares"



Chorale of the "Otherware"



Socks5Systemz: C2 communication

§Consistently communicates to C2
§ Via port 2023

§ Bunch of IP:PORT in traffic

§ (T1571: Non-Standard Port)



Coin Miner: Coin Mining

§Dropped from PrivateLoader

§Smoke Loader schedules task 

§explorer.exe reriodically runs coinminer
§ Port 10343

§ (T1496: Resource Hijacking)

§ (T1571: Non-Standard Port)



The Finale of the Ransomware
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The Finale of the Ransomware

§ Avoids conflicts

§ Makes infection obvious

§ Time based methods
§ Sleep

§ Task Scheduling

§ Specific Triggers
§ System restart

§ Wait for C2 command



STOP: Timed Performance

§ First lets the ensemble and chorus perform

§ Encrypts files after system restart
§ Drops executable in \AppData\Local\<UUID>\

§ Updates autorun value in registry

§ (T1547: Boot or Logon Autostart Execution)

§ (T1222: File and Directory Permissions Modification)



STOP: Encryption

§ Sends HTTP GET requests to C2
§ MD5 hash of uppercase MAC address in URI



STOP: Encryption

§ C2 responds with public key
§ Used for encryption

§ PEM format

§ Includes ID

§ If C2 does not respond, uses hardcoded key 



STOP: No Double Encryption

§ Appends extension 
§ .hhaz, .ljaz, etc.

§ Adds a mutex to end of encrypted files
§ ^\{?[0-9a-fA-F] {8}-([0-9a-fA-F]{4}-){3}[0-9a-fA-F]{12}\}?$



STOP: Modular Ransomware

§ Only encrypts without stealing data first
§ More flexibility for the attacker

§ Pick infostealer of their choice



The Intent of CrackedCantil?

§ Not Double Extortion..?
§ Ransomnote doesn’t warn data is stolen

§ Not spying..?
§ Too noisy, infostealers cannot remain on system for long

§ Not hijack resources..?
§ Again, too noisy, otherwares cannot milk resources for long

§ Maximize damage and profit for the attacker
§ Hit and run
§ Might not be the best way
§ Many theories..



Key Takeaways

§Malware detonations were coordinated
§ Malware worked together

§ No conflict between each

§Dangers of cracked software

§Importance of organizing the analysis
§ Process tree was complex

§ Defined "Malware Symphonies"

§ Improve research, analysis, attribution



Rewatching the Symphony



Malware Analysis is an Art



Personal Email: LambdaMamba@proton.me

Twitter: @LambdaMamba

Linkedin: linkedin.com/in/lenaaaa/

Q&A

Website: LambdaMamba.com


