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Dark Web monitoring

« Forums

* Messengers

« Onionresources

* Private access forums

500 000+

messages daily

Insiders Banking cards

Targeted attacks
_ Malware logs
Exploits

Ransomware blogs

Date leakages



How many real exploits exist?

Does the exploit economy
follow the same rules as other
markets?



Number of exploits 5
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Number of exploits 6
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Formation of prices

Type of exploit Number of sales

S —

Criticality and Prevalence of the
system Uniqueness of the offer

Reputation of the seller




Price formation: Type of exploit

Average price for LPE exploits is
around $60,000

Average price for RCE exploits is
around $100,000




Price formation: Type of exploit 9

For Sale O-day Windows LPE
OS: Windows 10/11/Server 2022

This vulnerability is very hard to find

LPE O'day and detect by normal means so long
$60,000 - $250,000 survivability is ensured if used
N shrouded. @ [SELL] Windows LPE 0day

Price: $60,000




Price formation: Type of exploit 10

For Sale LPE 1-day — CVE-2022-41045

Price:
SR $8,000 for the binary,

LPE 1-day $13,000 for the source code

$500 to $10,000 . [SELL]1day LPE




Price formation: Criticality and Prevalence of the System

il
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Price range for RCE
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Price formation: Criticality and Prevalence of the System

Outlook RCE Oday

by Cvsp - Tuesday May 14, 2024 at 05:07 AM

Reputation

[DEEISEK REE Exploit 0-day
Tested versions x86/x64:

- Microsoft Office 2016

- Microsoft Office 2019

- Microsoft Office LTSC 2021

- Microsoft 365 Apps for Enterprise

Price: $1,700,000

Success rate: 100%
Exploit details in private

Only dealing through escrow @ ShinyHunters

UPDATE: Don't message me without proof of funds. Stay away journalists.

<}
ol

#

Need a middleman? Try out our Escrow App!

# Reply

& 0
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Price formation: Criticality and Prevalence of the System 13

MAGENTO 2.4.X REMOTE SHELL UPLOAD ODAY \\ ESCROW

TOPIC THREAD
Magento 2.4.x Remote Shell Upload Oday \\ ESCROW Mokynka/lNpopaxa - [Bupyconorusa] - malware, 8KCnnonTbl, CBA3KM,
A3, kpunT
TOPIC URL FORUM
USER DATE
ring-0 20231113062615
BaiiT e ) _
MnaTtHas perncTpaus ONLY working with GARANT
05 ny6nukauwia 100BTC
START in PM

Peructpaunsall/12/23 (ID: 156080)
DestensHocTbapyroe [ other
Oeno3nt0.000200

WNameHeHo 4 yaca Hasap nonb3oeatenem ring-0
00ueHuUTE

y

Screenshot was obtained from internal Kaspersky monitorng system



Price formation: Number of sales

WINDOWS TCP/IP RCE ODAY
TOPIC THREAD
Windows TCP/IP RCE Oday Market - Others staff
TOPIC URL FORUM

USER DATE

Most common case:  ewnes  z0208ieisiess
Sell to one buyer

| sell to one hand
Contact :

[SELL]IDAY MAGENTO 2 RCE

TOPIC THREAD

[SELL]lday Magento 2 RCE Mokynka/TNpogaxa - [Bupyconorus] - malware, 3KcnnoiTsi, CBS3KN,
A3, kpunT

TOPIC URL FORUM

USER DATE

TylerDurden 20240925040156

merabaiiT Lt

MnaTHas perucTpaums | am selling Magento 2 CVE-2024-34102 RCE

14 -Private implementation the process is automated you just have to input URL it auto exploits.

85 ny6 o) -t gets SSH shell

PerucTpauns03/29/22 (ID:127978) 1o 20k$

Sell several copies il el

Contacts in PM

Screenshot was obtained from internal Kaspersky monitoring system
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Who is buying?

APTs

BUYING ODAY.100000%
) TOPIC

Ra nsomware Buying Oday. 100000$
groups

USER
hOstages

Experienced solo

[eakTuBMpoBaH

hackers ‘

11 ny6nmkauwia
Permctpauns30.10.2020 (ID: 110151)
[estensHocTo6e3onacHocTh [ security

Sponsored
hacktivists

15

THREAD

Mokynka/lMNpegaxa - [Bupyconorunsa] - malware, akcrnoiTel, CBA3KK,
A3, kpunT

FORUM

DATE
20201029221548

POST

Hello.

I'm currently looking to buy a Oday exploit for [Github, Gitlab, Twitter, Snapchat, Cisco VPN, Pulse
VPN, etc] Basically any large site/software.

My budget is $100000 in BTC.

Person who directs me to someone will get $10000 BTC.

Reply to thread if you know anyone or anywhere selling this stuff.



Who is buying?

Any private or 1day/Oday
exploits for Fortinet, Cisco. Buy
with escrow and have good
budget

Experienced team is looking for
access broker.

VPNs of all types, Citrix, RDP,
etc

[BUY] ODAY/1DAY RCE EXPLOITS
ToPIC

THREAD
[BUY] 0dAy/1dAy RCE Exploits

Market - Malware

TOPIC URL FORUM

USER DATE
1day 20240818005828

1Anp2024  POST

Any private or 1day/Oday exploits for fortinet,fortiOS, fortiSSL, cisco. Buy with escrow and have good budget.
Also have Tbtc deposit on xss.

MAPTHEPCTBO. NLLEM NMOCTABLLUWKA KOPM AOCTYNOB. 1 5TK AEMNO3UT

TOPIC THREAD

MapTtHepcTeo. Mwem nocTaswwka Kopn foctynos. 1 6Tk aenosut Market - Access (SSH/RDP /VNC/Shell)

TOPIC URL

FORUM
USER DATE
Tday 20240703093453

1Anp2024 FPOST

OnbiTHasi koMaHa nexHTecTepos B Teme Gonee 4Tu neT!! [lo sToro paGoTanu B npusate! CBOM MHCTPYMeHThI BKiodasi ODay n 1Day!
Wuwet noctaswmka KoprnopaTusHbix [JocTynos

VPNl Beex Bunos, Citrix, RDP Corp, HVNC, Shells, Botsl, ntn

Screenshot was obtained from internal Kaspersky monitoring system
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Who is selling?

Statistics on sellers by numbers of offers

17



Who is selling? Persistent seller

User with 5+ offers in 2024:

- $200,000
- $30,000

- $150,000

- $60,000

«  $100,000

W

The potential revenue

$540,000

N

-

18



Who is selling? Mallox 19

Mallox ransomware y Initial access

> 1000 victims* Internet-facing MS SQL or

Ransom from $ 1,000 to $60,000 PostgreSQL servers

10% from affiliate program RCE vulnerabilities, such as CVE-2019-
1068 or CVE-2020-0618 /

Started operating Published exploits for sale
& Promoted ransomware-as-a-
Bought malware service affiliate program )
® 9

. . . . *According to the interview Suspectfile.com
https://securelist.com/mallox-ransomware/113529/


https://www.cve.org/CVERecord?id=CVE-2019-1068
https://www.cve.org/CVERecord?id=CVE-2020-0618

Who is selling? Mallox

20

Sell RCE MS Office O-day. Only with escrow service!

The price is $100,000

Possibly to sell only in one buyer depending on the price.
Possibly partial payment + % from the exploitation

Only in private messages

[MPOAAXA/SELL] RCE MS OFFICE ZERO DAY

TOPIC THREAD
[Mpopaxa/Sell] RCE MS office zero day Market - Malware
TOPIC URL FORUM

USER DATE

Mallx 20240704154918

12Hos2022  POST

[Mponam ] RCE MS office O pein

- BoinonHsieTcs komanga cmd/powershell

- BoinonHenue $ainos exe, java, psl, dil, gpyroe... [Bawum daiinbl 4onxHbl BbiTb YMCTBIMU, X MOXHO W NOANACHIBaTL
cepTubhUKaTamMy B 3aBUCUMOCTI OT ¢aiina, cpefHee BbinNofHeHue naiinoaga ot 15 cekyHg Ao 1 MuHyThl, Boe ByaeT 3aBmenTb
oT daiina n ero pasmepa]

- [eHepaTop yHUKanbHbIX Xelueli B AoKyMeHTe [o6ecneunT fonryio XN3He 8KCnnouTy]

- KomnnexT: exogHunku, c6opLuvik, on1caHne ysisBMMOCTY, MaHyan Mo yCTaHOBKe 1 HacTpolike aToro "gobpa”

- NpoTecTyposaHo n paboTaeT Ha windows 7, 8,10, 11

- Ya3Bumble Bepcum of fice: -> 2010 -> 2013 -> 2016 -> 2019 -> Office 365

- CkaH AB: 0/26



Who is selling? Mallox

s for sale! The last price in $75,000.
Only escrow services.
Have been waiting for the buyer for one month and no result

[MPOOAXA /SELL] RCE MS OFFICE ZERO DAY

TOPIC THREAD
[Mpopaxa/Sell] RCE MS office zero day Market - Malware
TOPIC URL FORUM

USER DATE

Mallx 20240704154918

12Hos 2022  POST

AKTYE.HI:HO, JKOan nokynatens 1 Mecsl, HO B UTOre YenoBeK Ha CBSi3b He Bbillen.

MNpopam! nocnepgHsisi eHa 75.000 $ Tonbko rapaHT!

21



Who is selling? The seller of the most expensive exploit

Exploit is not mine, it is found by my partner | am just the face
on the forum

PL+DE+USA SHOPS PACK

TOPIC THREAD

PL+DE+USA Shops Pack AYKUNOHBI

TOPIC URL FORUM

USER DATE

ring-0 20231230072023

Gait PO_ST )

MnaTHas pervcTpaLns 1 minute ago, God4father said:

2 You bid for shops, and you own Oday magento, and also you don’t have money!
Weird....

13 ny6nuvkawwan
Pernctpauuall/12/23 (ID: 156080)

OesitenbHocThapyroe / other
[lenoaut0.000200 trying to sell CC's 4000 on the forum if i sold there would be, but like this i need to transfer money from

exchange

Exploit is not mine, it is found by my partner i am just the face on the forum looking for people who have
the sniffer to work with. Also, is it possible that not everyone is born with money in their pocket? | am



How to avoid scam?

AVATAR

UrgodFather
floppy-auck

Monb3osarens

F (i 16.06.202

1
1
6
0
0

Can | buy exploit safely on this site without being scammed?

D)Kanoba o) Like

+ Lintata

(& Otser
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Oday.today

Scam project earned more

than $6,000,000

ODAY.TODAY
TOPIC THREAD
Oday:today Offtopic. Cnyyan na xusHwu. Tpén
TOPIC URL FORUM
USER DATE
Shtang 20231016183500
Member POST
Join Date: Sep 2023 Originally Posted by mak
Rasiee 3 [aeHo nzsecTHo xe - Odaytoday RIPPER
Balance: 0.00$ 9 Buaen u Ha caliTe He kupgansHoM exploit-db UTo oHW peknaMUpyIOTCa Tam Yepes CrolThl, NPSM B CIIOATaX HAMWCH

0911.2018 16.2.2023

84,87967109 6uTtkomHoe pasHo $5772590,04 sapaboTaHo 3a BCE Bpems, Npasga He 3abbiBaeM 4To paHblue BuTok
CTOWN MeHblUe Aa U Kypc Gakca Toxe MHoii Bbin

24



Regulation
of deals

Deposit system

Escrow services

Arbitration

25



Regulation of deals

26

Deposit system — used to secure deals and provide proof of solvency

You will not find a
real seller until you
add at least b5 btc

BUYING ODAY.100000$

TOPIC
Buying Oday. 100000$

TOPIC URL

USER
uLT

Gaiat

MnaTHas perucTpauns

2

22 nyBnukavym
Pernctpauuns19.05.2020 (ID: 104341)
IlestensHocTbapyroe [ other

THREAD

MNokynka/Tpopaxa - [Bupyconorus] - malware, skcnnoiTsl, cBa3ky, A3, kpunt

FORUM

DATE
20201031232649

POST

Uurata

incase i dont find seller

it works the other way around here. you will not find real seller until you add at least Sbtc. a real seller Oday does not see you as a serious buyer
and he is not interested in you. you can even offer 2 million and it won't change anything. btw deposit can be withdrawn at any minute.
00ueHUTs

Uurata



Regulation of deals

Escrow service

https://securelist.com/dark-web-deals-and-regulations /109034 /
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Regulation of deals

Arbitration

oxygen
ApGuTp
0000800000

KoMMeHTapWii oT Mogepatopa:

Bonpoc no gaxHomy pastuparenscTey peweH

Tema 3aKpbiTa

Mogepartop
© 355

PerucTpaums

| am exploit seller, not a hacker. | do not
penetrate networks and will not help to hack
someone if buyer is not qualified enough

28



Conclusion

Every deal is a big risk for the

both sides

KRENDEL - SCAM ON FORTINET RCE - RIPPER 750$

TOPIC THREAD

Krendel - Scam on Fortinet RCE - Ripper 750% Arbitrage - Abuse \ Rippers

TOPIC URL FORUM

USER DATE

Banderas 20231122140915

Banderas

Pwnstar ek

Rl Hola damas y caballeros

Nowheretogo Deal with caution with Krendel!!!l!l He did not deliver RCE & have multiple selling posts. We don't need this in Ramp. See

chat screenshots below.

29



Conclusion

No test-drive — you buy “a pig in
a poke”

The high possibility of scam
hinders deals
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Conclusion

Every O-day published for sale on
Darkweb resources publicly is LOUD

L

Such attention is undesirable
for both the seller and the
buyer

31



Conclusion 32

Exploit market is drastically

smaller compared to eager O-day is like “strategic raw material”
buyers

/6POKEPbI 3KCM/IONTOB I
TOPIC THREAD
Bpokepsl akcnnoliTos Underground - YazeumocTu B [0 / SxcnnoiATrHr
TOPIC URL FORUM
USER DATE
ShadowMan 20240819122641
Peructpauns POST
30.09.2020 HepeanbHo, ecnm Tbl He apabekuii Wweiix, Aa U TO..
Q s 0-psii 3TO Kak cTpaTern4eckoe cbipbe, abbl KOMY He NpoAaloT /

Screenshot was obtained from internal Kaspersky monitoring system
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