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• Senior Digital Footprint 
Intelligence Analyst, Kaspersky

• 8+ years in cybersecurity, CISSP

• OSINT enthusiast

• Dark Web researcher



3Dark Web monitoring

• Forums

• Messengers

• Onion resources

• Private access forums

500 000+
messages daily

Compromised accounts

Exploits
RDP accesses

Malware-as-s-Service

XSS
Data leakages

Exploits

Targeted attacks

Malware logs

Date leakages

Insiders

Ransomware blogs

Banking  cards
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How many real exploits exist?

Does the exploit economy 
follow the same rules as other 
markets?
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Number of exploits

~550 exploits
Published in 2023 and 2024

~26 exploits
Published every month
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All exploits   0-day and 1-day



7Formation of prices

Uniqueness of the offer

Type of exploit

Criticality and  Prevalence of the 
system

Number of sales

Reputation of the seller



8Price formation: Type of exploit
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Average price for RCE exploits is 
around $100,000

Average price for LPE exploits is 
around $60,000



9Price formation: Type of exploit

LPE 0-day
$60,000 – $250,000

For Sale 0-day Windows LPE

OS: Windows 10/11/Server 2022

This vulnerability is very hard to find
and detect by normal means so long
survivability is ensured if used
shrouded.

Price: $60,000



10Price formation: Type of exploit

LPE 1-day
$500 to $10,000

For Sale LPE 1-day – CVE-2022-41045

Price: 
$8,000 for the binary, 
$13,000 for the source code



11Price formation: Criticality and Prevalence of the System
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12Price formation: Criticality and Prevalence of the System



13Price formation: Criticality and Prevalence of the System

Screenshot was obtained from internal Kaspersky monitoring system



14Price formation: Number of sales 

Most common case: 
Sell to one buyer

Sell several copies

Screenshot was obtained from internal Kaspersky monitoring system



15Who is buying?

APTs

Ransomware
groups

Experienced solo 
hackers

Sponsored 
hacktivists



16Who is buying?

Screenshot was obtained from internal Kaspersky monitoring system

Experienced team is looking for 
access broker.
VPNs of all types, Citrix, RDP, 
etc

Any private or 1day/0day 
exploits for Fortinet, Cisco. Buy 
with escrow and have good 
budget



17Who is selling?

1
57%

2
36%

3
7%

Statistics on sellers by numbers of offers



18Who is selling? Persistent seller

User with 5+ offers in 2024: 

• $200,000
• $30,000
• $150,000
• $60,000
• $100,000

The potential revenue

$540,000



19Who is selling? Mallox

2021 2022 2023 2024

Promoted ransomware-as-a-
service affiliate program

Started operating Published exploits for sale

Bought malware

https://securelist.com/mallox-ransomware/113529/

Mallox ransomware

> 1000 victims*
Ransom from $ 1,000 to $60,000
10% from affiliate program

Initial access

Internet-facing MS SQL or 
PostgreSQL servers
RCE vulnerabilities, such as CVE-2019-
1068 or CVE-2020-0618

*According to the interview Suspectfile.com

https://www.cve.org/CVERecord?id=CVE-2019-1068
https://www.cve.org/CVERecord?id=CVE-2020-0618


20Who is selling? Mallox

Sell RCE MS Office 0-day. Only with escrow service!

The price is $100,000
Possibly to sell only in one buyer depending on the price.
Possibly partial payment + % from the exploitation
Only in private messages

!



21Who is selling? Mallox

Is for sale! The last price in $75,000.
Only escrow services.
Have been waiting for the buyer for one month and no result
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Exploit is not mine, it is found by my partner I am just the face 
on the forum

Who is selling? The seller of the most expensive exploit



23How to avoid scam?



240day.today

Scam project earned more 
than $6,000,000
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Regulation 
of deals Escrow services

Deposit system

Arbitration



26Regulation of deals

You will not find a 
real seller until you 
add at least 5 btc

Deposit system – used to secure deals and provide proof of solvency
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Escrow service

Regulation of deals

https://securelist.com/dark-web-deals-and-regulations/109034/



28Regulation of deals

I am exploit seller, not a hacker. I do not 
penetrate networks and will not help to hack 
someone if buyer is not qualified enoughArbitration



29Conclusion

Every deal is a big risk for the 
both sides



30Conclusion

No test-drive – you buy “a pig in 
a poke” 

The high possibility of scam 
hinders deals



31Conclusion

Every 0-day published for sale on 
Darkweb resources publicly is LOUD

Such attention is undesirable 
for both the seller and the 
buyer
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0-day is like “strategic raw material”

Conclusion

Exploit market is drastically 
smaller compared to eager 
buyers

Screenshot was obtained from internal Kaspersky monitoring system



Thank you!

Kaspersky Security 
Services

MDR

SOC Consulting
Security 
Assessment

Incident Response

Digital Footprint Intelligence


