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Why Dredge?



Cyber IR Cycle







1. Setting Up Dredge



Dredge Config File



Demo 1
Setting up dredge with config file



2. Log Retriever



Logging and Monitoring



Event History API Logs



Demo 2
Getting API Logs from IAM User



Context: Cloudtrail API Call



Demo 3
Getting Log from S3 Bucket



Demo 4
Getting Guardduty Events



Demo 5
Getting Kubernetes Logs



K8s Logs

1. API Server Logs
2. Audit Logs
3. Authenticator
4. Control Manager
5. Scheduler



3. Cloud Status for IR



Demo 6
Getting AWS IAM Users



Demo 7
Getting EC2 Servers



Demo 8
Getting Serverless Functions



4. Incident Response



Demo 9
Iam Disable User Access Key



Demo 10
Iam Delete User



Demo 11
Network Isolate EC2 Instance



Demo 12
Enabling Detection Mechanisms



Demo 13
Disable S3 Public Access



5. Threat Hunting



Demo 14
Getting IPs



Demo 15
VT Enrichment



Demo 16
IoC Hunting in AWS



Demo 17
Hypothesis Based Hunting in AWS



Questions?


