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Become Gh0stBusters in 2024
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% whoami

• Hiroshi Takeuchi

• Security Researcher at MACNICA

• Reverse Engineering & Incident Response 

• Main research on Cyber Espionages’ TTPs
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Agenda

• History of Gh0st

• Design of Gh0st

• Two Gh0sts in 2024

• Classification

• Hunting Gh0sts

• Takeaways
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Gh0st RAT since 2008

• C.Rufus Security Team developed and made its sources to public available

• Typical Client - Server C2 frameworks
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Gh0st RAT versions

First Stable

Jan 2008 

https://www.botconf.eu/botconf-presentation-or-article/from-ghostnet-to-pseudomanuscrypt-the-evolution-of-gh0st-rat/

Dec 2008Mar 2008 May 2008
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Gh0st Beta 

2.5

Gh0st Beta 

3.6

Gh0st 1.0 

Alpha



Design of Gh0st
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Source codes 

• Written in C++

• svchost: Gh0st RAT

• RESSDT.sys

• install: Installer

• gh0st: C2 Control Panel
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Key classes & relationship
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Packet Flag
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Why many threat actors love Gh0st?

• Simple and clear structure

• Easy to customize

• Add a new remote control manager class that inherits from base Manager Class

• Override OnReceive function

• Adding codes in CKernelManager::OnReceive function can be another option
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Gh0st of Higaisa
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Overview

• The Gh0st RAT plugin loader was uploaded to VT on March 2024

• The left file name is  “Duser.dll”

• The updated version of Gh0st RAT of Higaisa based on the code similarities

• Tencent and Positive technologies’ reports provide details of this Gh0st RAT
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Similarity 1: Packet Flag value calculation

https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/covid-19-and-new-year-greetings-the-higaisa-group/

Duser.dll
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Similarity 2: Code around data compression

Duser.dll
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The same change was 

made to config encryption



ChimeraGh0st
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Overview

• In February 2024, a malicious zipped batch file was delivered via a spear 
phishing email in China 

• The email sender had business with the recipient 

• The batch file was also delivered via “DingTalk”

• Main target: Chinese-speaking people

• Payload exits if WeChat is not installed on the device
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Infection Chain
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4th Stage: win.dat_payload

• Many files are embedded in .RSRC and the file size is about 1.5MB

• Drops a legitimate EXE and an encrypted file

• Downloads DLL via FTP
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Final Stage: ChimeraGh0st

• DLL Side-Loading

• NetEase.exe (legitimate)

• libxml2.dll (malicious loader)

• win.dat (Encrypted Gh0st RAT)

• Decryption win.dat: Three single byte XOR keys

• Decryption configuration and strings: Base64 + Subtraction + XOR
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BlackDLL

• libxml2.dll is ”BlackDLL” that was often observed around 2016

• Same control flow obfuscation and decryption algorithm

• Flagged as “BKDR_CHCHES” by some security vendors

• We cannot attribute the campaign to APT10

• There is no strong connection to ChChes.

• Opportunistic campaign

• BlackDLL is a probably shared tool among Chinese-speaking threat actors
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Remote Control Manager Classes
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Configuration
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ChimeraGh0st family tree
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Pivoting BlackDLL decryption algorithm
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From ChimeraGh0st to NetEaseX

• Our further analysis revealed NetEaseX: ancestor of ChimeraGh0st
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NetEaseX --> ?  
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E:\资料库\VC\免杀\白加黑程序¥远控¥Star Rat 3.1_多文件_英文记录版
\Server\svchost\svchost___Win32_appDebug\Zesr68f4debug.pdb
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ChimeraGh0st == Star RAT
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Beta 3.6 < version X < 1.0 Alpha?

Version Beta 3.6 Star RAT 3.1 1.0 Alpha

C2 Panel UI 

library

CJ60Lib Xtreme Toolkit 

Professional (XTP)

Xtreme Toolkit 

Professional (XTP)

Class Names CAudioManager

CVideoManager

CKeyboardManager

CAudioManager

CVideoManager

CKeyboardManager

CVoiceManager

CCameraManager

CKeyLoggerManager

Audio 

compression

N/A N/A G.729

Video 

compression

N/A Xvid Xvid

CKernelManager

OnReceive()

Switch-case Switch-case Callback table
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Revised ChimeraGh0st family tree
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Classification of Gh0st
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Classification Approach

• Open source makes attribution challenging

• Our theory: Areas of change are common among Gh0st RAT variants

• Classification based on them can help corroborate attribution
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Feature
Packet Flag -

C2 Encryption
New Classes
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Feature 
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Packet Flag - C2 Encryption
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New Classes

• RTTI (Run-Time type information) helps with easily identifying new classes

35



©Macnica, Inc.

Use case: ChimeraGh0st vs FatalRAT 

• Both cybercriminal groups have a common target. 

• Are these the same group? 

• There are some differences in areas of change

ChimeraGh0st FatalRAT

Feature Full Featured Backdoor Full Featured Backdoor

Packet Flag Fixed value (config) Fixed value (binary)

New Classes SysInfo

AutoStartup

DllManager, etc.

No

Traffic Encryption zlib XOR + ADD

Other BlackDLL No
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Hunting Gh0st on the host 

• Some original code remains in the variants of Gh0st RAT

• Signatures for MyCreateThread() and  CClientSocket::Connect() help with hunting

38



©Macnica, Inc.

Hunting Gh0st on the wire 

• Understanding Packet Flag implementation can be a key for hunting traffic
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Takeaways
Due to its design and feature-rich 
remote control, The Gh0st will be 
resurrected again and again.

• Fight the Gh0sts with 

• Classification

• Make use of remaining codes

• Understand Packet Flag implementation
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Any Question?
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