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• A variety of malware families have emerged in recent years

• We see

• Deep-dive malware analysis 

• Short-term trend research

• Long-term trend research?

Background
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• Benefits

• Understand its macro trend

• Malware spread trend via bot network

• Reveal relationships with other malware family

• Challenges

• Data structure change

• Encryption

• Scalability

• Evasion

Benefits and Challenges of Long-Term Trend Research
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• An old information stealer

• Appeared in 2016

• Practitioners and researchers published its analysis blogs

• Almost all contents do not describe long-term trend research 

AZORult
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• Generated ID depends on victim environment

ID Generation for C2 communication
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• The data surrounded by the <c> tag contains commands

Data Structure of Response Data 



© 2018 BlackBerry. A ll Rights Reserved. 7© 2023 BlackBerry. A ll Rights Reserved. 7

• The data surrounded by the <c> tag contains commands

Data Structure of Response Data 



© 2018 BlackBerry. A ll Rights Reserved. 8© 2023 BlackBerry. A ll Rights Reserved. 8

• The data surrounded by the <c> tag contains commands

Data Structure of Response Data 



© 2018 BlackBerry. A ll Rights Reserved. 9© 2023 BlackBerry. A ll Rights Reserved. 9

• The data surrounded by the <c> tag contains commands

Data Structure of Response Data 



© 2018 BlackBerry. A ll Rights Reserved. 10© 2023 BlackBerry. A ll Rights Reserved. 10

• F

• The target files attackers want to steal

• L

• The URLs for additional payload

• I

• The victim computer’s IP address and country name

Command Example
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Emulator Overview

Feed

AZORult

Emulator

VPN Network
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• AZORult emulator was implemented by Python 3

• Machine Spec

• Ubuntu 18.04.6 LTS with 4.15.0-213-generic kernel

• 8GB RAM

• Intel(R) Core (TM) i5-7260U CPU @ 2.20GHz (2 cores)

• All network traffic goes through a VPN network

Implementation
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• Sent dummy C2 requests to 2,364 C2 servers

• Since 2019/Jan/27

• Collected unique 1,237 additional payloads

• 70 families

• Read the paper for the detail

Evaluation
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Macro Trend
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Macro Trend
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Macro Trend
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Macro Trend
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• The attacker was active around 52 months

• 95 C2 URLs were tied to this attacker

• They were active even 2024/Jul

An Unknown Attacker Activity on AZORult
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• The attacker used similar command format for 52 months

• The 9 labels were used for 95 C2 URLs

• PDF, Recent, JPG, Winauth, PNG, Authy, Desktop TXT, Text, DOC TXT 

Similarity Check
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• Used the Jaro-Winker Distance to check commands similarity

• The commands from 95 C2 servers are similar

Command Similarity
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Their Campaign Overview
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Their Campaign Overview

1st campaign

2019/Nov/14 - 2020/Mar/2

15 C2 URLs
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Their Campaign Overview

1st campaign

2019/Nov/14 - 2020/Mar/2

15 C2 URLs

2nd campaign

2020/Mar/5 – 2020/Jun/9

19 C2 URLs

3rd campaign

2020/Jun/9 - 2022/Mar/21

43 C2 URLs

4th campaign

2022/Mar/29 - 2024/Mar/27

18 C2 URLs
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• Steal sensitive information on victim environment

What type of Information they want to steal?



© 2018 BlackBerry. A ll Rights Reserved. 29© 2023 BlackBerry. A ll Rights Reserved. 29

• Password Manager / Authenticator

• KeePass, Bitwarden, WinAuth, Authenticator, Authy

• Crypt Wallet

• Jaxx, Atomic

What type of Information they want to steal?
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• Files tied to Crypt Currency name

• .doc(x), .txt, .png, .jpg, .pdf

• Files under specific folders

• Recent, Documents, Desktop

What type of Information they want to steal?
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• In the 1st campaign

• Netwire, Kpot, BlackRAT, Phobos, Windows Defender Disabler

• In the 3rd campaign

• Netwire, Remcos, Async RAT, Raccoon, ClipBanker, CoinMiner, 
Windows Defender Disabler

• They tend to use RAT and Windows Defender Disabler

Additional Payload Spread Campaign
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• The same payload distribution at the same timing 

Joint Operation with Raccoon Stealer

• nw.exe

• Netwire

• ac.exe

• AsyncRAT

• ds1.exe
• Windows Defender Disabler

• ds2.exe

• Windows Defender Disabler

• rc.exe

• Remcos
• cc.exe

• ClipBanker

• pm.exe

• CoinMiner
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• Limitation of emulator-based approach

• VPN check

• Activity pattern check

• The recent version of Raccoon stealer detects unusual activity patterns

• Joint-operation among different malware families

• Amadey and Redline showed a similar behavior [Masaki, JSAC 2024]

Discussion
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• Investigated AZORult bot network around 5 years

• Scanned 2,364 C2 URLs

• Collected 1,237 additional payloads

• Findings from long-term trend research

• An attacker used AZORult for 52 months

• However, the number of AZORult C2 servers had decreased

• They showed a joint operation with Raccoon stealer

• To spread the same additional payload at the same timing

Conclusion



Thank You

IoCs are available at 

https://github.com/masakikasuya/IoC/tree/main/AZORult
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