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Global Risks Report 2024

Current risk landscape

WORLD
ECONOMIC
FORUM

"Please select up to five risks that you believe are most likely to present a material crisis on a global

scale in 2024."

66 %

'1E-t

Extreme weather

Risk categories

2’:]

Al-generated
misinformation
and disinformation

| Economic

| Environmental

46%

B"C

Societal and/
or political
polarization

| Geopoalitical

4

Cost of living crisis

| Societal

Source: World Economic Forum Global Risks Perception Survey 2023-2024,

5th

Cyberattacks

| Technological




Global Risks Report 2024 WORLD
ECONOMIC

Top 10 risks FRRUM

"Please estimate the likely impact (severity) of the following risks over a 2-year and 10-year period."

2 years 10 years

Extreme weather events

Critical change to Earth systems

Biodiversity loss and ecosystem collapse

N nflation

Involuntary migration

Economic downturn

ekl Pollution ISR Follution

Risk categories | Economic | Environmental | Geopoiitical | Societal | Technological

Source: World Economic Forum Global Risks Perception Survey 2023-2024.
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TAKE CONTROL

STEAL INFORMATION

DISRUPT SERVICES

Controls for smart door locks and
lighting systems can be vulnerable.

Malware-
infested
refrigerators
have sent
spam.

llustration: J. D. King

Door locks
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systems offer
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remotely.

Personal-fitness
devices can tell
a hacker where
you are.

]
High-capacity
insulin pumps
are vulnerable.

|

Hacked vehicle-
control systems
can allow remote
control of brakes.
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Revenue tells staff not to discuss
confidential matters near smart speakers

Remote workers told to turn off virtual assistants when discussing confidential issues

@ Thu, Apr 30, 2020, 06:33

Charlie Taylor

Updated: Thu, Apr 30, 2020, 06:58

Latest Business »

Hybrid work drives surge for cloud services at

Microsoft and Google
1 hour ago

McGuinness moves towards including gas and

nuclear in green transition
2 hours ago

Judge to rule later on Arthur Cox solicitor’s

“ction over unfair dismissal complaint
4 hours ago

Ja .ie o ~~der by ithers share €15.3/m

dividend . v~ , with others
4 hours ago

FDA advisers weigh Pfizer Covid-19 vaccine in

children
4 hours ago

Subscriber Only »

Time to switch?
Ulster Bank and
KBC push ahead
with plans to exit
Irish market




Artificial Intelligence






WE’'RE WORKING
HARD TO RESTORE J "
OUR SERVICES H-




Bloomberg

Markets ~  Economics Industries Tech Politics Businessweek Opinion More v

Newsletter A Danish CEO's Lessons From
a Ransomware Bankruptcy
O (¥ in) (=) (e By Jordan Robertson

27 September 2024 at 17:00 GMT+

IMT

Irish Medical Times

#  NEWS™ OPINION™ FEATURES™

PODCASTS™ JOBS™ GALLERY CLASSIFIEDS™ SUBSCRIBE SEARCH. Q

# Home » News

Add to Bookmarks
| ewewserrer

Sign up for our
eNewsletter!

| soss

J : § Registrar Ophthalmic Surgery —
- Royal Victoria Eye & Ear Hospital

wi
Cyber-attack had an effect on cancer care ‘worse than Covid'® & -

o “ Registrar Anaesthesiology — Royal
Michael McHale ® Victoria Eye and Ear Hospital

The Record

Recorded Future’ News

Leadership Cybercrime Nation-state

Elections Techni

CREDIT: UMC HEALTH SYSTEM

Jonathan Greig

September 30th, 2024 Crucial Texas hospital system turning ambulances

g away after ransomware attack

The Teleqraph News Sport Business Money Opinion Ukraine USelection Travel Health Lifestyle Culture Puzzles

UKnews  Tory leadership Politics

World Health news

Defence Science Education Environment Investigations Gl

Breast cancer patient reveals how Russian hackers
forced her to delay surgery
Ransomware attack on NHS supplier meant Hanna Groothuizen had to stall reconstructive procedure

Related Topic:
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REGULATIONS

STANDARDS | POLICiES
.




» The EU General Data Protection Regulation (GDPR)
» The Network Information Security 2 Directive
» The European Cyber Resilience Act

» TheDigital Operational Resilience Act (DORA)
» The Artificial Intelligence Act

» The European ePrivacy Regulation

» The Critical Entities Resilience Directive (CER)
» The Digital Services Act(DSA)

» The Digital Markets Act (DMA)

» The European Health Data Space (EHDS)

» The European Chips/Act

» The European Data Act

» European Data.Governance Act (DGA)

» The European Cyber Defence Policy

» The Strategic Compass of the European Union
» EU Payment Services Directive 2 (PSD2)



» The EU General Data Protection Regulation (GDPR)
» The Network Information Security 2 Directive
>

» TheDigital Operational Resilience Act (DORA)
» The Artificial Intelligence Act

» The European ePrivacy Regulation

» The Critical Entities Resilience Directive (CER)
» The Digital Services Act(DSA)

» The Digital Markets Act (DMA)

» The European Health Data Space (EHDS)

» The European Chips/Act

» The European Data Act

» European Data.Governance Act (DGA)

» The European Cyber Defence Policy

» The Strategic Compass of the European Union
» EU Payment Services Directive 2 (PSD2)



» Regulations & Standards in other countries/regions

» Payment Cards Industry — Data Security Standard (PCI-DSS)
» Cyber Insurance

» Contractual Obligations from Customers

» Securing the Supply Chain

» Industry Standards & Frameworks

» 1S0 27001
»> SOC I
> NIST

» Corporate Governance in managing business risks

» Ethically the.right thing to do
» Material risks in annual reports



SEC accuses SolarWinds CISO of misleading Ex-Uber CSO Joe Sullivan on why he 'had to get over’
investors before Russian cyberattack shock of data breach conviction

Sullivan tells TechCrunch he's no longer bitter and instead wants to help fix the broken
cybersecurity industry

Zack Whittaker @zackwhittaker / 1:05 PM GMT - October 31, 2023

Carly Page @carlypage_ / 3:07 PM GMT - December &,2023

%] Image Credits: BalkansCat / Getty Images

Featured Article A As the SEC's new data breach disclosure rules take
As hacks worsen, SEC turns up the heat effecthersiswhat youTiaed toknow

The controversial regulation represents a major shake-up for US organizations
on CISOs

Zack Whittaker @zackwhittaker / 1:00 PM GMT » January 17,2024 ] comment

Carly Page @carljpage
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[2] Image Credits: TechCrunch / Bryce Durbin





















Nils Bohlin
Inventor Volvo 3-point Safety Belt
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Source: US National Safety Council
https://injuryfacts.nsc.org/motor-vehicle/historical-fatality-trends/deaths-and-rates/



https://injuryfacts.nsc.org/motor-vehicle/historical-fatality-trends/deaths-and-rates/
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Main car safety features covered by EU rules today

Wipers and heating Headrest, strength of seats
(visibility) (whiplash protection)
O O
Safety glass )
(visibility) Isofix child seat fasteners
O (chilcc>l safety)

Rear view mirrors
(visibility) Seatbelts

(occupant safety)

Front and back

Lights

(visibility)

= O O
“ Energy absorbing Vehicle side strength, Wet grip tyres
bumpers and bonnets door strength (better braking)
(pedestrian safety) (crash safety)

O O O
Front crash resistance Brakes and stability Tyre Pressure

(crash safety) control Monitoring System

(vehicle control) (safety and efficiency)

Intermnal Market, Industry, Entrepreneurship and SMEs ,::*f:, % Eurocpean

=—— Commission









"Insanity is doing the
same thing over and
over again and expecting
different results”

Albert Einstein
















Nils Bohlin

Inventor Volvo 3-point Safety Belt
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