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The growing number and diversity of malicious software challenge
traditional classification systems, which rely on predefined labels
and struggle to keep pace with emerging threats.

YARA rules are powerful tools for malware identification and threat
hunting, but manual creation is slow and expert-dependent. This
makes it difficult to respond quickly to new malware families.

Our research proposes a self-adaptive malware classification
framework combined with automatic YARA rule generation. By
integrating hybrid static and dynamic features, applying
unsupervised clustering, and turning results into actionable YARA
signatures, we aim to:

• Group malware into meaningful families at scale

• Generate high-quality detection rules automatically

• Support faster and more consistent response to new threats

This approach provides a scalable foundation for organizing the
growing malware ecosystem and improving operational threat
intelligence.

INTRODUCTION METHODOLOGY (planned)

EXPECTED OUTCOME

Improved clustering: More consistent grouping of malware
variants, including unknown or emerging families, enabling better
threat tracking.

Automated YARA rule creation: Faster generation of accurate,
reproducible rules directly from data, reducing manual effort and
human error.

Operational benefits: Better detection coverage, fewer false
positives, and faster incident response for security teams.

Prototype readiness: Provides a prototype that can be integrated
into existing malware analysis and threat intelligence workflows.
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•Group malware into meaningful families at scale

•Generate high-quality detection rules automatically

•Support faster and more consistent response to new threats

Our approach combines static and dynamic analysis, unsupervised 
clustering, and automated rule generation in a modular pipeline:

1. Static Analysis

• Disassembly of Windows PE files to extract instruction patterns

• Extraction of PE structural indicators using YARA's PE module

• Statistical selection of discriminative byte patterns (n-grams, 
basic blocks)

2. Dynamic Analysis

• Sandbox execution to capture behavioral traces:
• API calls

• File and registry modifications

• Network indicators (domains, IPs, URLs)

• Conversion of runtime events into feature vectors for clustering

3. Clustering & Weak Supervision

• Application of Spectral Clustering, DBSCAN, and biclustering

• Comparison of clusters with AV engine family labels to improve 
group coherence

• Assignment of new samples to existing clusters or creation of 
new ones

4. Automatic YARA Rule Generation
• Translation of selected static and dynamic features into human-

readable YARA rules

• Integration of packer-specific signatures to detect protected 
samples

• Use of genetic algorithms to refine rules and reduce false 
positives

5. Evaluation

• Metrics: Detection rate, False Positive rate, Precision, Recall, F1-
score

• Testing on unseen samples to measure zero-day detection 
capability.
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