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From IOCs to IoPAs:

Rethinking Threat Intelligence in the 
Age of AI.Attackers

We all know IOCs... Right?

What’s missing?

Introducing:

The result can be seen here:

Here’s an example:

Indicators of Pre-Attack (IoPA)

Why IOCs are not enough anymore?
IOCs are the historical records of malicious attack resources. Analyzing attack 
behaviors and submitting them to analysis platforms produces IOCs that others 
can use to detect or block the same attack in their security controls, helping them 
avoid compromise.

To truly mitigate attacks, we need to predict and preempt the attackers. That means going back to the very beginning of each attack - the reconnaissance and resource development stages. 
By identifying attack resources as they are acquired and built, we can eliminate them before weaponization and delivery, stopping attacks before they even start - for real.

This is a retro-hunt example. 
6 IOCs turned into hundreds of never seen before IoPAs.  
Red arrows show the original IOCs.  
Green areas show strong connections between clusters that create multi and super clusters.  
Blocking these IoPAs can stop attacks before they start.

In the age (Now!) of AI-Powered attacks, when AI Agents on the attack side can 
create attack infrastructure in minutes and at scale, time becomes a critical 
factor. We cannot wait for the after-breach analysis to come up with IOCs - by 
then, it’s too late.

APT44 324 VirusTotal (VT) APT44 
attributed domains collection

cluster correlation 
process

6/324 domains linked to clusters

1497 total 
associated domains

563 domains are non attributed to 
APT44, but malicious by VT (37%)

934 domains are clean by VT (63%)

New attribution to APT44 +1491 (460%) domains 563 known malicious without attribution by VT 934 known clean by VT

IoPAs are derived through multi-dimensional analysis of 
heterogeneous data sources, including OSINT feeds, malicious 
identity registries, domain/hosting infrastructure datasets, and 
internet resource records. Advanced autonomous AI/ML models 
correlate these disparate inputs to identify patterns of staging 
behavior that are often invisible in traditional IOC streams. The 
resulting IoPAs expose adversary-controlled infrastructure at 
the reconnaissance and resource development phases, 
providing researchers with early visibility into the foundation of 
malicious operations.

Community access to the 
IoPA Data Layer API

Try it yourself Leave your feedback on 
GitHub, It’s called a star ;)

Send the nasty comments here: 



community@malanta.ai

Thank You! :)

Get your community API access ke y

Check samples for different use cases like  
Threat Hunting and Bring-Your-Own-IOC

Extract your relevant IoPA and contribute back
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