
INTERCEPTING ENTROPY: HOOKING PRNG TO 
RECOVER RANSOMWARE ENCRYPTION KEYS
Raviv Rachmiel
Draastic, Israel

24 - 26 September, 2025 / Berlin, Germany

www.virusbulletin.com



INTERCEPTING ENTROPY: HOOKING PRNG TO RECOVER RANSOMWARE ENCRYPTION KEYS  RACHMIEL

2 VIRUS BULLETIN CONFERENCE SEPTEMBER 2025

ABSTRACT
We leverage ransomware’s core properties to defend against them. Modern ransomware combines strong cryptography with 
pseudo-random number generation (PRNG). They generate a unique key to encrypt each file, releasing them back to the 
victim after the ransom is paid. Our core insight for undoing these attacks is that by obtaining the random numbers used to 
create these keys, also called seeds, we can decrypt the files ourselves. Our novel approach thus includes ‘hooking’ PRNG 
operations, storing the seeds in a secure store, and once an attack is detected, we use the stored seeds to conduct our 
symmetric key restoration, allowing us to decrypt ransomware-locked files on the fly without the attacker’s help. In some 
cases, the same technique opens the way to decode configuration data and network traffic.

RANSOMWARE ENCRYPTION PROTOCOL OVERVIEW
For ransomware, and especially RaaS (ransomware-as-a-service), runtime performance and efficiency are important KPIs. 
As the slowest part in the chain of a ransomware attack process is asymmetric encryption, any improvement to it would 
constitute a significant win.

While ransomware has continued to evolve over the years, the core encryption methodologies have stayed the same. A 
common practice in ransomware development is equipping the fielded ransomware instance (installed on the victim) with 
some form of key shared with the operator. In turn, the instance can create a set of new per-attack or even per-encrypted-
file symmetric encryption keys, encrypt them using the shared key, and send them to the operator.

Two main methods of designing an efficient encryption mechanism are in use by modern ransomware.

Encryption mechanism 1 

The first encryption mechanism involves using a hard-coded public key and generating a per-victim key pair by using an 
ECDH algorithm (or similar key agreement algorithms) to agree on a shared secret. 

In this mechanism, a random value is generated on the victim’s machine once, while the ransomware instance and the 
operator can generate a private-public key that is derived from that random value. When combining it with the operator’s 
private-public keys, a shared secret can be agreed upon without explicitly sharing the private keys. In this case, the victim 
needs the public key of the ransomware operator, usually hard-coded in the executable binary, and the ransomware operator 
needs the public key generated by the victim, which is usually stored in a file or sent. After having a shared secret, the 
ransomware can derive symmetric keys for symmetric encryption protocols (AES, ChaCha, RC-4, etc.), and the threat actor 
can then derive the same keys for the decryption phase, using the shared secret.

Encryption mechanism 2 
The second encryption mechanism involves generating a ‘root’ random value from which per-file symmetric keys are 
derived. Then, this key is encrypted using an asymmetric key and the result stored at the end of the encrypted file. These 
data slots at the end of encrypted files are sometimes called the encrypted file’s metadata.
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Examining both methodologies uncovers several overlapping behaviours:
1.	 Most of the encryption is performed using symmetric encryption.
2. 	 The operator’s public key employed throughout the process is embedded in the binary executable (and thus can be 

easily extracted from the sample).
3. 	 A random value generation primitive is required.

We will leverage the third one to our advantage.
Modern OSs and frameworks offer several alternatives for random value generation, or more precisely, pseudo-random 
number generation.
Ransomware in the wild commonly uses one of the following PRNGs:

- 	cryptGenRandom (OS API)
- 	RtlGenRandom (OS API, a.k.a SystemFunction036) [1]
- 	Srand / rand (C functions)

Note that while the first two leave the task of generating random values to the OS, the last one accepts a seed and generates 
random values according to it. While srand is faster, the randomness of all generated values depends on the seed being 
random. Otherwise, restoring the seed allows for restoring the entire random value generation flow as they are derived from 
the seed. Thus, ransomware tools using srand must provide a random seed, and do so using a time, the result of a 
QueryPerformanceCounter call, or even chaining several different pseudo-random values.
Our core insight is that by collecting PRNG data used by the ransomware and reverse engineering the ransomware’s 
encryption algorithm, we can find an approach to building a decryption tool per ransomware family. In this paper, we will 
examine the Babuk (V1 variant) RAAS tool that uses the RtlGenRandom function and encryption mechanism 1. The 
information and details we provide next are based on our independent reverse engineering of a dozen samples, and after 
developing a full proof-of-concept (PoC) to demonstrate our approach.

HOOKING PRNG FUNCTIONS OVERVIEW
Following our understanding of the value of obtaining random values used by ransomware, we conducted broad research 
on defence against ransomware.
Our theory was that using a user-mode hook to monitor the usage of PRNGs – RtlGenRandom, for example – we can save 
the generated pseudo-random data to later use it to decrypt encrypted files by ransomware, according to the encryption 
protocol examined by reverse engineering the ransomware variant.

BABUK V1 RANSOMWARE OVERVIEW
Babuk, also known as Babyk, is a RaaS family first observed in early 2021, known for targeting enterprises and other 
high-value (‘big game’) victims. Following that year, the group’s builder and source code leaked, which led to the 
development of multiple Babuk-derived variants targeting different operating systems, including ESXi-focused lockers. 
That leak fundamentally changed the ransomware threat landscape as other actors reused and adapted Babuk’s code. More 
importantly for us, many modern ransomware families have adopted the cryptographic methodologies and protocols 
originally implemented by Babuk.
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Newer versions of Babuk (Babuk V3) drastically changed their encryption and distribution protocols, yet following their 
leakage, they also became widely used by other ransomware families.

Note that Babuk V1 uses encryption mechanism 1 (detailed above) while Babuk V3 uses encryption mechanism 2.

Technical overview

Babuk V1 is a non-obfuscated ransomware that utilizes common ransomware techniques such as multi-threading, standard 
encryption protocols, and abusing Windows Restart Manager to terminate processes that are using files in order to ensure 
successful encryption.

Babuk can work either with or without command-line parameters. Default operation (without arguments) leads to 
encrypting only the local machine, while providing arguments (namely ‘lanfirst’, ‘lansecond’ and ‘nolan’) controls the 
encryption of network drive files.

In terms of persistence and evasion, Babuk checks a list of hard-coded services, and if they are open, it stops and terminates 
them.

The ransomware does the same for processes, using the classic methods of CreateToolHelp32snapshot, Process32firstw, 
process32nextw, and TerminateProcess.

Folder iteration

Folder iteration is also done using the same iteration protocol, and for each file, it uses the encryption protocol, which is 
further elaborated later in this paper.

Multi-threading

The ransomware chooses the number of threads to initiate based on the number of cores in the machine (doubles the 
number). Each thread applies the folder iteration and encryption algorithm to one drive (local or remote).

Encryption protocol

Babuk V1’s encryption process uses a combination of Elliptic-Curve Diffie-Hellman (ECDH) for key exchange and the 
ChaCha8 stream cipher for file encryption.

First, as part of the process initialization, the ransomware generates the shared secret. These steps are performed using the 
RtlGenRandom function, mentioned above.
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Using this generated random value, which includes 88 randomly generated characters, the ransomware generates a private 
key using the following algorithm. The 88-character random value is divided into:

- 	32 bytes of a random key1
- 	12 bytes of a random nonce1
- 	32 bytes of a random key2
- 	12 bytes of a random nonce2.

Those are values to be used in a ChaCha algorithm [2]:

As we can see, we get the key1_rand (32), the nonce1 (12), key2_rand (32), nonce2 (12).
And we use the following algorithm:

•	 We use the ChaCha algorithm with key1 and nonce1 on the concatenation of key2_rand and nonce2 to get  
new key2_enc and nonce2_enc.

•	 Then we use ChaCha again, with the new key2_enc and nonce2_enc on a concatenation of key1_rand and nonce1 to 
generate new key1_enc and new_nonce1.

Out of the 88 bytes that changed, Newkey1enc_newnonce1_newkey2[:28] is the private_key for the ECDH – meaning a 
total of 72 bytes, which are the concatenation of the new encrypted key1, the new encrypted nonce1, and 28 bytes out of 
the newly encrypted key2 (32 bytes in total).
The constant 20 is the counter and number of rounds for the ChaCha algorithm.
Once Babuk has the private key, it generates the public key using the ECDH algorithm [3].
After the public key is generated, the ransomware generates a shared secret using the private key of the victim machine 
(generated by the PRNG) and the hard-coded public key of the ransomware operator. The private key is 72 bytes and the 
public key is 144 bytes.
The ECDH generation assures all numbers are correct and that the shared secret will be equal when generating it with 
Pub_Key_A and Priv_Key_B.
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Once it has a shared secret, the ransomware computes a custom implemented SHA256 twice to generate two ChaCha8 keys 
for the file encryption.
The first SHA256 is computed on the first 72 bytes of the shared_secret, which is of size 144 bytes. The second SHA256 is 
computed on all of the 144 bytes.
After that, it generates a 12-byte nonce which is the first 12 bytes of the shared secret.
The ransomware stores the public key it generated on the victim machine in the ‘ecdh_pub_k.bin’ file, placed under the 
‘appdata’ folder. This part is necessary because the ransomware operator has their own private key but they need the public 
key of the victim in order to generate the shared secret and to be able to later decrypt the files by generating the same keys 
and nonce.

To sum up, the final resulting random values will be:
- 	Key1 (32 bytes): result from SHA256 on the first 72 bytes of the shared_secret
- 	Key2 (32 bytes): result from SHA256 on the first 144 bytes of the shared_secret
- 	Nonce (12 bytes): first 12 bytes of the shared_secret

The per-file encryption process is performed as follows using two variants, one for ‘small’ files (<± 40MB) and another for 
larger files.

Small file encryption (less than 40MB)

- 	The file is encrypted with the same ChaCha8 as described above, twice. Once with the first key, generated by a 
SHA256 operation on the first 72 bytes of the shared secret, then with the second key, generated by an SHA256 
operation on all of the 144 bytes of the shared secret. Both encryptions get the same nonce as an input, which is the 
first 12 bytes of the shared secret.

- 	As described before, the constant parameter 20 is the number of rounds and counter for the ChaCha8 encryption

Larger file encryption: (greater than 40MB)

- 	For larger files, there is a preliminary check to calculate the file size divided by 10MB and then by 3. For large files, 
the ransomware encrypts only three parts of the file, equally distributed within the file, encrypting 10MB of each of the 
three parts.

- 	In total, there are 30MB of encrypted bytes.
- 	Each chunk is encrypted in the process detailed above for (whole) small files.
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This file encryption algorithm ensures that, for each file, at most ±40MB will be encrypted, so the encryption doesn’t take 
too long.

BABUK V1 RECOVERY POC

After we reverse-engineered Babuk’s encryption protocol, we created a dedicated program for hooking RtlGenRandom, 
aiming to capture the 88-byte random seeds to a file. Next, we detail how we used the captured seeds log to develop a 
decryption tool.

The decryption tool

The decryption tool takes an encrypted file as input and reads the saved 88-byte random value from the hook log file. It 
splits this 88-byte value into the four components (key1_rand, nonce1, key2_rand, nonce2) exactly as the ransomware did.
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Next, it creates the private key according to the explanation above regarding the encryption: it computes the 72-byte ECDH 
private key using the same ChaCha8-based routine as described earlier.

After the private key generation, the decryptor uses the tiny-ECDH algorithm to generate the shared secret (and the public 
key just for a sanity check, according to the public key saved in APPDATA, but this part is not necessary for a correct 
flow).

Using the shared secret, we extract the keys and the nonce according to the algorithm. This is also what the ransomware 
operator would do when they want to decrypt the files for ‘paying customers’.
After we have all the data, we will decrypt the file with a symmetric approach according to the encryption, because ChaCha 
is a symmetric encryption algorithm.
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The POC here doesn’t handle files bigger than ±40MB, but it is very clear how to implement it according to the explanation 
described in the previous sections.
The result would be written to a decrypted file, and a preview will be printed to the console.
For example, for an encrypted alias file, from the WSL folder (encrypted on a virtual machine by the original sample from 
VX-underground [4]):

We can see that the result is a readable text that suits the alias file from the WSL folder.

MODIFIED MINHOOK POC EXPLANATION
For the POC, we decided to use the open-source MinHook project, designed to provide a POC for Windows API hooking 
and DLL injection as a ‘minimalistic API hooking library for Windows’. That way, we could easily create a POC that hooks 
the RtlGenRandom function, saves the RandomBufferLength and the result in a different file, and returns the correct value.
The following is a screenshot of the function syntax according to the official Windows API documentation:
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The hooked function is written as follows:

This function runs instead of the RtlGenRandom function (SystemFunction036) but returns the same result.
The hook writes the results to a log file with entries such as:
[HOOK] Intercepted call to SystemFunction036 (RtlGenRandom)

[HOOK] RandomBufferLength: RANDOM_VALUE_LENGTH

[HOOK] SystemFunction036 result: RANDOM_VALUE

From this file, we generate files per result that hold only the random values that have a length of 88 bytes.
There should be only one file generated, because there should be only one result with a size of 88 bytes. If there were more 
files, we would have to brute-force them to find the right encryption keys.

ADDITIONAL RANSOMWARE RESEARCH
To further understand the potential of this solution, we checked the PRNG mechanisms of some more ransomware tools. 
We tried classifying the ransomware according to whether it has encryption mechanism 1 (described above), encryption 
mechanism 2, or neither.
The following is a list of all ransomware tools investigated:

1. 	 Akira – uses encryption keys generated by QueryPerformanceCounter and uses encryption mechanism 2.
2. 	 Ransomhub – uses ECDH and derives a symmetric key from it; uses encryption mechanism 1.
3. 	 Knight – just like Ransomhub, uses ECDH (curve25519). Generates a random number based on crypto/rand; uses 

encryption mechanism 1.
4. 	 BianLian – uses GO encryption with a standard AES-CBC. Key and IV are hard coded. Uses none of the encryption 

mechanisms, but does use a function that can be hooked before.
5. 	 Darkside – uses AutoSeededRandomPool::Reseed (derived from /dev/urandom); uses encryption mechanism 2.
6. 	 Dragonforce – uses encryption mechanism 2 using CryptGenRandom.
7. 	 Homuwitch – generated using PBKDF2. Uses encryption mechanism 2.
8. 	 Rhysidia – uses a ChaCha20 key generation and then saves it via a hard-coded public RSA key for each sample. 

Uses encryption mechanism 2.
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9. 	 Babuk V1 – as described in the article, uses encryption mechanism 1.
10. 	Babuk V3 – invokes cryptGenRandom for each file; uses encryption mechanism 2.
11. 	Medusa – uses srand with a pseudo-random seed and then saves the key in the metadata, encrypted with the RSA 

public key. Uses encryption mechanism 2.
In summary, of these 11 ransomware families, seven use encryption mechanism 2, three use mechanism 1, and one uses 
neither. In other words, the vast majority rely on PRNG-derived keys or secrets, which suggests that a hooking strategy 
could potentially be effective against many of them.

NOTES, DISCLAIMERS, AND REMARKS
- 	This paper demonstrates a proof-of-concept on one specific ransomware variant (Babuk V1).
- 	Our PoC uses a custom user-mode hook. While effective for demonstration, a user-mode hook may not be a practical 

or comprehensive defence solution in real-world deployments.
- 	This solution cannot scale for a production solution as a user-mode hooker.
- 	Additional research is necessary to ensure that captured data (seeds/keys) is stored safely and cannot be tampered with 

or leaked during an attack.
- 	Additional research might explore more comprehensive solutions that cover a broader range of cryptographic methods 

and key-sharing schemes, to make the defensive approach as accurate as possible against different ransomware 
techniques.

FURTHER RESEARCH AND NEXT STEPS
- 	Investigate kernel-mode hooking to intercept PRNG calls at a lower level.
- 	Develop secure logging/storage mechanisms for captured seeds and keys (to prevent the attacker from detecting or 

altering the saved data).
- 	Extend the approach to handle varied cryptographic schemes, so the solution remains effective as ransomware evolves. 

Evaluate the technique across all known ransomware families to ensure it works universally and identify any that use 
PRNG in unexpected ways.
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