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ABSTRACT

The internet is flooded with fake pharmacies — over 95% of them operate illegally, selling everything from counterfeit
medications to unapproved or prescription drugs. These operations don’t just steal money or data — they put lives at risk.
And behind the scenes, a sophisticated cybercriminal infrastructure is fuelling it all.

In this paper, we expose the hidden architecture that enables these global operations. By analysing network setups, payment
gateways, code reuse, and advertising tactics, we connected thousands of fraudulent pharmacy sites to a single,
well-organized cybercrime group. This actor exploits Google indexing, hijacks legitimate medical sites, and leverages
public hosting to appear trustworthy — all while funnelling users through spam, adult content platforms, and even Al
chatbot prompts.

The most aggressively pushed products? Drugs that people are desperate to get: erectile dysfunction medications, powerful
antibiotics, and — increasingly — expensive and trendy weight loss treatments. The real cost? Compromised data, empty
bank accounts, and in the worst cases, dangerous health consequences.

We’ll walk through how this ecosystem works, how it hides in plain sight, and what the cybersecurity community can do to
better detect and disrupt these digital drug lords — before more lives are put at risk.

INTRODUCTION

The growing presence of unlicensed online pharmacies poses a serious public health and digital security issue, making it
essential to identify fake online pharmacies. These websites operate outside regulatory oversight, sell counterfeit, expired,
or dangerous medications, and may be instruments for identity theft or financial fraud [1].

While pharmaceutical fraud is not a new phenomenon, the internet has become a productive ground for cybercriminals to
exploit vulnerable consumers [2]. Today, it is estimated that up to 95% of online pharmacies operate illegally, offering
prescription drugs without proper authorization or oversight [3].

Criminals often exploit moments of adverse health events — such as drug shortages or global crises like the COVID-19
pandemic — by offering false hope or hard-to-find medications. Prescription drugs and promising treatments are particularly
targeted because desperate individuals seek quick and affordable access, often bypassing medical consultation.

The risks of using unverified or black-market medications are severe. These drugs may contain incorrect dosages, harmful
contaminants, or be entirely ineffective. Safety, efficacy, or appropriate storage conditions are not guaranteed without
proper regulation. This exposes users to toxicity, overdose, or dangerous side effects [4]. For example, medications for
erectile dysfunction require thorough cardiovascular screening, for which a simple online form is no substitute.

The cynicism of these attackers extends beyond financial theft or data breaches — they directly threaten public health by
distributing unsafe pharmaceuticals.

Problem statement

A growing number of online shops offer suspiciously cheap or prescription-only medications. Given that the sale of
prescription drugs is strictly regulated in most countries, the legitimacy of these platforms is highly questionable.

Many fake pharmacies share remarkable similarities, such as nearly identical product ranges, the same payment methods,
and a list of similar or identical contact information. Another common pattern is the use of trust-building elements meant to
reassure visitors of the site’s legitimacy. These patterns suggest a coordinated effort, possibly directed by a single threat
actor or a tightly connected criminal network operating across borders.

It is alarming that fraudulent websites often appear among the top search results on popular search engines, which increases
their visibility and reach. So, it raises urgent concerns about the scale and sophistication of the threat.

There is a crucial need to uncover the full area of this underground infrastructure, understand how it operates, how it
reaches victims, and how it can be effectively disrupted.

This paper comprehensively investigates the hidden infrastructure behind illegal online pharmacies by uncovering evidence
of a coordinated cybercriminal operation. Through technical analysis, we examine the infrastructure, tactics, and recurring
patterns that link seemingly disparate pharmacy websites.

Additionally, we provide practical recommendations for identifying suspicious platforms and protecting users from falling
victim to these schemes. Ultimately, this paper seeks to raise awareness among internet users and cybersecurity
professionals about the growing threat of fake online pharmacies and the urgent need for collective action to combat it.

OVERVIEW OF THE ONLINE PHARMACY ECOSYSTEM

Online pharmacies offer convenience worldwide, but regulations vary by country. Legitimate sites must provide full
contact details and be registered with national authorities, such as the FDA (US), BfArM (Germany), or SUKL
(Czech Republic).




THE DARK PRESCRIPTION: INSIDE THE INFRASTRUCTURE OF ILLEGAL...

In the European Union, online pharmacies must display a specific logo (see Figure 1) that links to the national regulatory
authority’s website. This allows users to verify the pharmacy’s legitimacy directly. These measures are designed to protect
consumers from counterfeit or unsafe medications.

Click to verify
if the website
is operating
legally

Figure 1: European Union-certified online pharmacy badge indicating compliance with EU regulations.

In the United States, online prescription drug sales are more common, but strictly regulated. The FDA and the National
Association of Boards of Pharmacy (NABP) oversee these operations (see Figure 2). NABP runs the VIPPS (Verified
Internet Pharmacy Practice Sites) programme, which certifies pharmacies that meet high standards for safety, legality and
privacy. Another useful tool is PharmacyChecker, an independent platform that verifies international online pharmacies
and helps consumers compare medication prices, making it easier to find safe and affordable options.

Pharmacy®
Checker.com

Verification Program
ExampleOnlinePharmacy.com

VAaLip - g5/30128

APPROVED

Figure 2: FDA and NABP certification badges, along with the PharmacyChecker verification logo, indicating the
legitimacy of an online pharmacy.

Canadian online pharmacies are especially popular among US consumers due to significantly lower drug prices, thanks to
Canada’s price regulation policies. Although importing medications from Canada is technically not legal under US law,
authorities often tolerate it when done for personal use. Trust in Canada’s healthcare system also contributes to this trend.
Reputable Canadian pharmacies are usually members of the Canadian International Pharmacy Association (CIPA) or the
International Pharmacy Association of British Columbia (IPABC), as illustrated in Figure 3. Both organizations certify
pharmacies that follow strict safety, ethical, and operational standards. Certified sites often display seals from these
associations, which users can verify online.

+ (@
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Figure 3: CIPA and IPABC certification logos indicating membership in recognized pharmaceutical accreditation bodies.

In addition to pharmacy-specific certifications, some online pharmacies also seek Better Business Bureau (BBB)
accreditation. The BBB evaluates businesses based on transparency, customer service, and complaint resolution. A
BBB-accredited pharmacy (see Figure 4) demonstrates a commitment to ethical business practices, which can provide
added peace of mind for consumers — especially when combined with certifications like VIPPS, CIPA, or IPABC.

’ ACCREDITED

sl BUSINESS
BEB

Figure 4: Better Business Bureau (BBB) accreditation logo indicating trustworthiness and business reliability.
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However, consumers should be cautious: some websites may display badges or logos of well-known organizations without
actual verification. These images can be misleading and are sometimes used to create a false sense of legitimacy. Always
verify such symbols by checking the certifying body’s official website.

In contrast, fake online pharmacies show several red flags that should alert consumers. One of the most well-known
indicators is the sale of prescription medications without requiring a valid prescription, which legitimate pharmacies never
allow [5, 6]. These rogue sites often announce unrealistically low prices and discounts, especially on brand-name drugs, to
lure unsuspecting buyers. Unlicensed or unverifiable websites that lack registration with a national authority are also highly
suspicious. Additionally, overly positive or generic customer reviews — or the complete absence of credible user feedback

— can signal a scam.

However, a more reliable indicator of legitimacy is the presence and quality of reviews on independent platforms like
TrustPilot. Many fake pharmacies either have numerous negative reviews and scam warnings on TrustPilot, or they are not
listed there at all. In contrast, legitimate pharmacies usually have a majority of positive reviews, though occasionally some
negative ones appear, reflecting a realistic customer experience.

Fake pharmacies frequently offer antibiotics, controlled substances, and other prescription drugs. Common targets include
medications for erectile dysfunction (ED), weight loss, and hair loss.

To appear legitimate, fraudulent websites often mimic the look and feel of real e-commerce platforms. They feature
shopping carts, multiple payment options, online support, phone contact, FAQs, and even multilingual interfaces. To
enhance their appearance of legitimacy, fraudulent websites often display logos of anti-virus companies or mimic
certification seals from recognized regulatory authorities despite lacking any actual affiliation or approval. However, during
the payment process, users are often redirected to a third-party payment gateway fully controlled by the attackers, putting
their personal and financial information at serious risk.

These websites typically lack the mandatory regulatory information mentioned above and exhibit numerous fraud
indicators instead.

METHODOLOGY

We utilized a multi-phase approach involving data collection, threat hunting, infrastructure mapping, and telemetry analysis
to uncover the underlying infrastructure and classify suspicious online pharmacy websites under a single threat actor.

The first step involved static analysis of suspicious pharmacy websites. This included analysing the source code and
on-page content such as listed phone numbers, payment methods, product offerings, and supported languages. These
attributes were used to extract [oCs and behavioural patterns.

We then clustered the identified websites based on visual similarity, HTML structure, shared JavaScript components,
recurring phone numbers, and identical or similar fake payment gateways. This clustering helped us identify groups of
websites probably operated by the same entity.

The second phase focused on dynamic behaviour — specifically, how these websites interact with external servers, how live
chat systems operated, and how payment gateways collected sensitive user information. Interactions revealed deeper
connections between seemingly unrelated domains.

An additional and particularly effective hunting technique involved analysing DNS records of both fake pharmacy domains
and associated payment gateways. Reverse IP lookups helped identify other active domains hosted on the same
infrastructure, including less prevalent but still operational sites. This method proved especially useful for discovering
newly registered domains tied to known payment gateways, enabling early detection of emerging fake pharmacy sites.

All collected intelligence was used to demonstrate that the identified fake pharmacy websites were not isolated scams, but
part of a coordinated operation directed by a single threat actor. We were able to map the broader ecosystem of this
cybercriminal network by linking clusters of websites through shared infrastructure and behavioural traits, including the
infection vectors used to lure victims to these platforms. Finally, we evaluated this threat’s geographic distribution and
impact using our telemetry data, gaining insights into its scale and reach across different countries.

SCAMMERS’ OPERATION

Reconnaissance

Cybercriminals behind fake online pharmacies begin their operations with detailed reconnaissance. They monitor forums,
social media platforms, and online communities to identify high-demand medications. These drugs are typically
prescription-only or temporarily unavailable due to supply chain issues.

The most frequently targeted categories include erectile dysfunction medications such as Viagra and Cialis, followed by
antibiotics like amoxicillin and doxycycline. A key psychological factor pushing victims to seek these drugs online is the
fear or shame of discussing sensitive health issues with a doctor.
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Fake pharmacy shops exploit this exposure by offering not only erectile dysfunction and hair loss treatments but also
medications for sexually transmitted infections, including HIV (e.g. lopinavir), hepatitis C (e.g. ribavirin), and syphilis (e.g.
amoxicillin). Additionally, they often list anti-viral drugs that become highly sought-after during flu seasons.

A notable example was the demand for ivermectin during the COVID-19 pandemic. Despite being proven ineffective
against the virus [7, 8], misinformation and fear led many to seek it online. Looking ahead, we predict similar exploitation
of shortages, such as the current absence of anti-depressants like quetiapine [9], which may pressure individuals into risky
online purchases.

Weaponization and fake shop link delivery

Attackers move to the weaponization phase when the reconnaissance is complete. The attackers register relevant domains,
create a fake online pharmacy website, and set up fraudulent payment gateways. The next step is distributing links to these
counterfeit shops as widely and effectively as possible.

We categorize the delivery methods into active and passive approaches.

Active delivery methods

* Spam campaigns: Attackers send promotional emails (see Figure 5) resembling flyers with exclusive offers. These
emails often contain direct links to a fake pharmacy.

More v

5 % viagra\(\a\is-0‘36$|0‘5_4$ )

bestpharm: pre: il.com

Reply to @

Our store prides itself on providing easy access to medication - no prescription needed. 3/25/2025, 11:53 AM

Save 5-10% at Express Pharmacy

Dear customer, here is the price of our drugs with coupen:

Medication Price:

Cialis $0.54 / pill

Viagra $0.36 / pill

Levitra $0.99 / pill

Female Viagra $0.76 / pill
Antibiotics/Anti-Depressant/Allergies/Acne And other medications

Visit website Yes, | want a 5-10% discount m

® 2025 Express Pharmacy. All rights reserved

Figure 5: Screenshot of a spam email containing a deceptive link redirecting to a fake online pharmacy website.

* Online advertisements: Banner ads are placed on websites with explicit or adult content (see Figure 6), where erectile
dysfunction drugs are commonly promoted. However, similar ads have also been observed on mainstream platforms
like Facebook and YouTube, where attackers manipulate legitimate ad services that do not verify the content or do so
with delays.

%ﬂ-’)ﬂ;

tg-forum.com ..
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Figure 6: Banner advertisement displayed on a website with explicit or adult content, linking to a fake online pharmacy.
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+ Digital flyers: Platforms like Telegra.ph are used to publish promotional content anonymously with embedded links to
fake pharmacies (see Figure 7). Similar flyers are also found on compromised websites, as discussed in the next

section.
medsonlinehub ozempic
online pharmacy = March 14, 2025 online pharmacy » March 01, 2025

/\ Why risk visiting a local pharmacy? It’s more expensive and not always safe! A\
© No long lines, no overpriced medications, no unnecessary exposure!

Buying from our online pharmacy means saving up to 70% off retail prices while
staying safe at home!

R No more doctor visits just to get a prescription!

You only need to know the correct dosage, and you can order hassle-free—no

prescription required!

¢ Order now without a prescription!

Great Discount for Canadian products

Discount Coupon Your 5% Discount coupon is applied. All discounts are summed up.

CLICK HERE TO ORDER NOW

Figure 7: Examples of promotional flyers published on Telegra.ph, advertising a fake online pharmacy and linking directly
to the fraudulent website.

+ Fake review sites: More than 10 websites (e.g. PharmReviews.net) have been spotted online offering legitimate
reviews of online pharmacies. They include reviews of real health-related websites, but the lack of transparency
undermines credibility — no verifiable ownership, vague contact details, and inactive social media links. Although
some fake pharmacies get negative reviews and are not recommended, the ‘Top Rated’ section is the most suspicious,
including only known fake pharmacies, misleading users into trusting fraudulent pharmacy sites.

» Fake health blogs: These blogs, often hosted on domains like ‘.su’, publish Al-generated wellness-related articles.
Web visitors encounter banner ads between the articles or are redirected to fake pharmacies on clicking (see Figure 8).
These blogs are multi-lingual and optimized for search engines, increasing the likelihood of attracting victims
searching for health advice.

27
oct

por Lézaro Villanueva - 0 Comentarios

A-ret®

0J% 20g x 5 tubes for 510995

52199 per tube

Un Vistazo a la Farmacia en Linea VidaSana.su

iHOlG SOy Lazaro! CDmO |CI mayoria dE US!C‘dEL mantengo una ﬂgﬂﬂdﬂ muy DCUD{!dCI. POI' es0 VO!D(O los

servicios que me UhD”Cﬂ fiempo Y me ‘Ucllf'ﬂﬂ |05 €0O50s, D(""‘YO dl.‘ estos, |U." ;U‘m(‘(iﬂh en |in€ﬂ se han

vuelto indispensables para mi. En particular, vienen a mi mente los recuerdos de mi experiencia de

Figure 8: Example of a fake health blog where users encounter banner ads redirecting to a fake pharmacy website upon
clicking.

Passive delivery methods

Passive methods depend on the victim’s actions. Users actively searching for prescription medications may experience fake
pharmacies through search engines. To make this possible, attackers manipulate search engine indexing and exploit
vulnerabilities in legitimate websites to boost the visibility of their fraudulent content.
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While active methods often involve legally questionable tactics like spam and fake reviews, passive methods typically require
unauthorized access to compromised web servers — making them more technically sophisticated and complex to detect.

Index manipulation

One of the most effective techniques cybercriminals use to increase the visibility of fake pharmacy websites is index
manipulation — the abuse and compromise of legitimate (especially WordPress-powered) websites with strong reputations
and high search engine rankings.

Attackers inject malicious content into these trusted websites to alter their behaviour and redirect unsuspecting users to
fraudulent online pharmacies. We observed three basic types of injection.

Conditional redirect injection

This method triggers a redirect to a fake pharmacy only when the victim arrives via a search engine like Google or Yahoo.
For example, a search for ‘cialis online without prescription’ may return several top results that appear legitimate but which
redirect to fake shops (see Figure 9). These redirects are often embedded in pages like ‘contact-us’ or ‘about’, where users
would not expect to find pharmaceutical content. Consequently, search engines index these pages using content scraped
from the fake pharmacy, which may confuse the victim.

GO gle cialis online without prescription
warldneurologyonline.com
https:/fworldneurologyonline.com : contact-us  §

Cialis no prescription online, Online cialis - Viagra reviews
All medications are certificated! 100% Satisfaction Guaranteed! Online support 24 hours. Free pills
samples packs!

05; Lanier Dental Group
https:fiwww lanierdental.com » generic-cialis-without-a-

Generic Cialis Without A Doctor Prescription
While many individuals may use generic Cilalis without consulting a doctor, it Is advisable to seek
professional guidance to avoid potential health risks.

Washington Outpatient Surgery Center

https:ffwww washosc.com » contact
Cialis no prescription, where to buy?
Can | buy Cialis over the counter in US? No - to guarantee your safety and appropriate medical
monitoring, authorized pharmacies always need a prescription

How to Choose a Reliable Benefits of Buying Cialis Online

People also ask

Can | take tadalafil without a doctor? v
What pill is better than Cialis? v
In what countries can you buy Cialis over the counter? v
Where can | get the Cialis pill? v
Feadback

Figure 9: Search engine results showing conditional redirect injection, where users are redirected to a fake pharmacy
website only when arriving via a search engine query.

Content injection with redirect

Here, attackers inject an entire page containing information about a specific drug, including links to the fake pharmacy (see
Figure 10). If accessed through a search engine, the user is automatically redirected. However, if the page is visited directly,
the injected content is displayed on the compromised domain, giving the illusion of legitimacy, especially if the domain of
a medical facility is attacked.

In some cases, attackers inject a fully functional fake pharmacy page with active links and a design identical to that of the
real shop. When the user clicks anywhere, he is seamlessly redirected to the fake pharmacy domain, making the transition
appear legitimate.
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Generic Cialis Without A Doctor
Prescription: Understanding lIts
Impact And Access

The discussion around generic cialis without a doctor preseription has gained significant traction in recent
years, especially as more men seek solutions for erectile dysfunction (ED). The availability of generic
medications promises to make treatment more accessible and affordable. However, it also raises questions
about safety, efficacy, and the necessity of medical oversight.

Cialis

Tablet Strength: 60mg, 40mg, 20mg, 10mg, 5mg, 25mg
Price: $0.37 Per Pill

Payment Methods: Visa, MasterCard, PayPal, BTC
Where to Buy Cialis? Visit Canadian Pharmacy

The Conference Overview

At the recent “Erectile D: and Mens Health” conference held in Sep 2023, Dr. Emily Carter, a
leading urologist and researcher from the National Institute of Health, presented her findings on the

implications of accessing generic medications without professional guidance. Her presentation highlighted key
issues surrounding the use of generic cialis without a doctor prescription and its impact on patient health.

About Dr. Emily Carter

Or. Emily Carter has over 15 years of experience in urology and mens health, specializing in erectile dysfunction.
She has published numerous papers on the effectiveness of various ED treatments and is an advocate for

patient education. Her research has to g the r and
physiological aspects of male sexual health

Key Findings from the Conference

Figure 10: Example of content injection with redirect, where an entire page about a specific drug is injected into a
compromised website, including links that lead to a fake online pharmacy.

Brand impersonation

Another manipulation tactic involves brand impersonation. Attackers create fake pharmacy websites using real pharmacies’
names, addresses and branding. They register domains using typosquatting techniques — slightly altered versions of
legitimate domain names. These fake sites often index highly in search results due to SEO manipulation and content
similarity (see Figure 11). Additionally, new ones quickly appear under different TLDs when such domains are taken down,
continuing the cycle. To maintain this strategy, attackers actively monitor pharmacies across various countries, looking for
brands that can be abused to attract potential victims.
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Lékérna pod strani: Vase spolehliva online Iékama v Ceské ...
Nabizime vam diskrétni a snadno pouZitelnou online platformu pro nakup generickych 1ekd bez
lékarskéno predpisu v Ceske republice

Photos View outside
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' https:iwvnw fimy cz » defail» 1. - Translate this page  §
s L ’ o 4.9 12 reviews ©

Lékarna Pod Strani, sro

Popis firmy. Provozujeme Iékarnu . Nabizime Iéky, vitaminy, kesmetické pfipravky a zdravotnicky

material. Poskytujeme konzultace pharmacoterapie ¢i méfeni ... & Route (2 Reviews [ save <2 To share

92% @ O
. Tocall
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LEKARNA POD STRANI - Updated March 2025
Lékarna pod Strani - Map Address :
Directions Qutdoor Amenities. Does Lékama pod ...

Phone :
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https://mapy.com > .. - Translate this page
S g P S t dit -Al th T this busil ?

Lékarna Pod Strani, sro (Lekaren) uggest an edit -Are you the owner of this business
Provozujeme lékarnu . Nabizime Iéky, vitaminy, icke pripraviy a y material Add missing data

Poskytujeme konzultace pharmacoterapie Ci mefeni krevniho tlaku. Add website

Figure 11: Brand impersonation example — a fake pharmacy site mimicking a real one using typosquatting and SEO to
appear in search results.

Another technique attackers use is to register a domain name that closely mimic a legitimate pharmacy (see Figure 12)
— either by using a common typo or by changing the top-level domain (TLD) — and deploy a fake shop on it, which can
then appear among the top search engine results due to deceptive indexing tactics.
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Go gle “candrugstore.com” X & @ Q

All  Images Videos Shortvideos News Forums Web More ~ Tools ~

% candrugstore.com
https:/iwww candrugstore.com  §

Canadian Drug_Store | Discount Pharmacy Online
BYRON M. 30 May 2025. GREAT. candrugstore.com widget logo ..

Contact Us How to Order Refill Order Prescription Drugs

People also ask

Is Candrugstore legit? v
Is Canada pharmacy a legitimate company? v
Is Canada drug Warehouse legit? v
Is Canada Drugs Direct a legit company? v

Feedback

<% candrugstore.su

https-/icandrugstore su  §
Candrugstore.com - Your Trusted Source for Pharmaceuticals ...
Welcome to Candrugstore.com - a comprenensive platform for all the vital information about
pharmaceuticals. Our site provides trusted guides on medications, .

Figure 12: Brand impersonation using a legitimate pharmacy s name with only the TLD changed, leading to a fake shop in
search results.

The consequence of these manipulation techniques is that fake pharmacies can appear among the top 10 search results,
which significantly increases the likelihood of user exposure and fraud.

A side effect of index manipulation is the potential poising of Al-powered chatbots that can recommend these fake sites
unknowingly. Since chatbots often depend on indexed web content, they may include links to fraudulent pharmacies in
their responses. For example, a prompt in Greek asking where to buy Cialis online returned a chatbot response with a link
to a known fake pharmacy (see Figure 13) —further illustrating the risks of manipulated indexing.

Cialis Tipec Pappakelon - ZTUTIKA aduvapio

To Cialis (6paoTikr ouoic: Tadohagihn) ival va PAappaKo TIOU ¥prolpoToleltol yio T Bepameict TG
OTUTIKAG SUTAEITOUPYICCG KOl TWY CURTTTWHATWY TNG KehonBoug umepmAogiog Tou TpooTaTh. H
Tabchagiin avrkel oTNV KoTnyopla Twv ovagToAéwv NG pwapodleotepaong Tomou 5 (PDES) kat ponBa
otn PeAtiwan TN ponc ToL alpaTog oTo MEOG, SIEVKOAIVOVTOC TNV emiTevdn Kat Sitripnon Tne omonc.
ruedaiger.com +3
|4 MpwtoTtuno Cialis (Lilly)
* 20 mg: Mepimov €3,50 avd X4 g UK pappoksior otnv EAAGSa.

+  Amo €48,05: MaBiopo online péow Tou HMS Qappokeion.  =us soouoseis -1

Figure 13: Chatbot response to a Greek-language query about buying Cialis online, returning a link to a known fake
pharmacy website.

Exploitation

Once index manipulation or fake shop link delivery is successful, the victim lands on a fraudulent pharmacy website. If the
visitor fails to recognize the warning signs — such as lack of licensing, suspiciously low prices, or missing contact details
— they may proceed through a seemingly typical shopping workflow, ultimately leading to exploitation.
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The purchasing process mimics legitimate e-commerce platforms: the user adds items to a cart and proceeds to checkout.
However, the payment gateway (see Figure 14) is typically hosted in a separate domain that the attackers fully control, so
there is no secure or legitimate payment processor.

To complete the purchase, the victim is prompted to enter private contact details and payment information, usually a credit
card or cryptocurrency wallet which offers a 10% discount. Since the payment gateway is under the attacker’s control, all
submitted data is directly transmitted to the threat actor.

Secure Checkout Page secure.77pharmacy.com U McAfee

% US: +1 888 524 7141
English EUR LIVE SUPPORT ONLINE .
i W T | B LVE SUPPORT ONLINE UK: +44 808 189 142(
1 BILLING ADDRESS u SHIPPING METHOD YOUR ORDER
) Cialis
NEW CUSTOMER?: @®  Airmail service €8.78 10 mg x 10 pills ’
Yes v ) 1 v €28.98
O Trackable service €26.35
MOBILE PHONE:
1 PAYMENT INFO Viagra 100 mg x 4 pills  1Free .
E-MAIL:
v e
vIsA é @ —l 9 ‘ DISCOUNT COUPON:
DATE OF BIRTH: @®CREDIT cCARDS O BITCOIN (I3
year v — month v — day v oeTtHereum (EIE3
Your Total Amount: €37.76
EIRST NAME: LAST NAME: Save an extra 10% paying with crypto
SUBMIT ORDER
CARD NUMBER:
STREET ADDRESS:
EXPIRATION DATE
CITY:
hd v
CVC [Whatis CVCICWWZ?)
COUNTRY:
United States (USA) hd
STATE / PROVINCE
+ Secure guarantee
Please select state. v v all information is encrypted
+ protected by S5L protocol
ZIP/POSTAL CODE .
+ payment details are not saved
+ Shipping info equals to Billing Info
@ Copyright secure 77pharmacy.com. Al rights reserved

Figure 14: One of the most frequently used payment gateways on fake pharmacy websites, offering a discount when Bitcoin
is selected as the payment method.

Fake pharmacy websites often include live chat features or phone numbers for customer support. These communication
channels are functional, answering questions about products and the ordering process to build trust.

During our research, we simulated the ordering process using test payment cards. The order was confirmed, and we received a
message that if the card was blocked, the user should contact their bank to reactivate it to complete the purchase. This is a
clear example of social engineering designed to manipulate the victim into taking further action that benefits the attacker.

Actions on objectives

As we did not complete any real purchases during this research, we cannot confirm whether the attackers delivered any
products — be they authentic, counterfeit, or placebo. However, what is certain is that the attacker collects and controls all
the payment and contact information entered by the victim.

This data can be used for unauthorized financial transactions or sold on dark web marketplaces. In some cases, the fake
payment gateways also include a health questionnaire, requesting sensitive information such as the victim’s date of birth
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and medical anamnesis. The additional data collection is presented under the camouflage of a medical review to ensure the
medication is safe for the user, but in reality, it is another method of collecting exploitable personal data.

The combination of financial, personal and medical information makes victims highly vulnerable to identity theft, financial
fraud, and further targeted attacks.

NETWORKARCHITECTURE

We can outline the network architecture (see Figure 15) supporting illegal online pharmacies’ ecosystems based on the IoCs
and artifacts collected throughout our research.

EML

=)

spam emails

fake payment gateway g 3
e (NN )
@ A 2 _/"7“‘\_.—_‘

hijacked webs S— |

| N D e B adl
HTML < " unknown infrastructure

A i
L; ~ Fake Pharmaceutical Store _@_

fake review webs
Live chat Support

5

fake blog webs

Figure 15: Network architecture diagram of the analysed ecosystem.

At the top level, attackers operate a redirection layer to navigate victims from manipulated search results or malicious
advertisements to fake pharmacy websites. These sites then communicate with backend infrastructure, including payment
gateways and live chat systems, which collect sensitive data from victims under the guise of customer service or transaction
processing.

Key components of the infrastructure

* Payment gateways:
We identified approximately 60 unique domains used for fraudulent payment processing that utilize around 35
templates. Depending on the fake pharmacy branding and target audience, the gateway can be designed to customize
itself.

While the majority of these fraudulent websites redirect users to external domains for payment processing, a smaller
subset embeds the checkout process directly within their own domain. These embedded gateways, though less
prevalent, maintain a consistent visual style and interface, potentially increasing user trust by mimicking legitimate
e-commerce experiences.

Live chat systems:
Two types of live chat implementations were observed with real people behind them (see Appendix):

- An open-source solution based on LiveZilla.
- A custom-built live chat platform, likely developed in-house by the attackers.

* Fake pharmacy domains:
Our telemetry revealed at least 5,000 domains hosting fake pharmacy stores. Additionally, websites support adapting to
appropriate language and currency, targeting users across different continents.

Phone numbers:
Dozens of unique phone numbers were collected from fraudulent websites, suggesting the existence of a centralized,
call-centre-like infrastructure used to manage victim interactions.

11
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* Domain growth trends:
Analysis of domain registration dates shows an exponential increase starting around 2020 (see Figure 16), coinciding
with the COVID-19 pandemic. Much of this growth is likely due not only to new sites, but also to frequent domain
rotation — often triggered by blacklisting, takedowns, or reputational damage. This tactic helps to evade detection and
maintain continuity.

Number of Created Domains per Year
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Number of Domains
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1995 2000 2005 2010 2015 2020 2025
Creation Date [Year]

Figure 16: Distribution of domain creation dates over time, illustrating registration trends within the fake pharmacy
ecosystem.

* SSL and hosting infrastructure:
Most domains use SSL certificates from Let s Encrypt, Sectigo, or Google Trust Services, with no certificate reuse
across sites. Hosting is globally distributed, involving both major providers like OVHcloud and Cloudflare, and
lesser-known ones such as Sharktech.net, IPVolume.net and Serveroffer.it.

Several obscure providers — including Phaselayer.com, Pro-spero.ru, Proton66.ru and Pindc.ru — have been linked to
scam activity in public reports. Some lack even a functioning website, suggesting weak or non-existent abuse handling.
This fragmented setup likely reflects an intentional strategy to avoid centralized detection and takedown.

* Domain discovery through reverse IP lookups:
Reverse IP lookups proved to be a valuable technique for expanding the visibility of the infrastructure. In cases where
Cloudflare was not used, a single IP address often hosted a large number of domains belonging to the same fake
pharmacy cluster or payment gateway infrastructure. Overall, DNS-based analysis served as a powerful tool for
uncovering less visible but still active domains and increasing the coverage of threat detection.

This layered and distributed infrastructure allows attackers to maintain stability, avoid takedowns, and continuously adapt
their tactics. The system’s modularity — where fake shops, payment gateways and communication channels are loosely
connected — enables rapid redeployment and rebranding when individual components are exposed or blocked.

ONE ACTOR, MANY DOMAINS

Through continuous monitoring of the fake pharmacy ecosystem — including storefronts, payment gateways, live chat
systems, templates, phone numbers, fake review sites, and promotional blogs — we were able to cluster individual shops
based on shared infrastructure and behavioural indicators.

The primary objective of this research was to connect these clusters using multiple link rules to determine whether they
could be attributed to a single threat actor (STA).

Linkage rules and cluster correlation

* Live chat and payment gateways systems:
One of the most reliable indicators of fake pharmacy websites was using specific live chat platforms, which we
observed exclusively on these fraudulent sites. Each fake shop that used one of these live chat tools belonged to a
distinct cluster, and each of these clusters was linked to a particular group of payment gateways (see Figure 17). These
payment gateways, in turn, formed their cluster, which we could attribute to the STA. As a result, any shop using one
of the identified live chat platforms or one of the associated payment gateways is classified as a fake shop operated by
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the STA. Additionally, we identified clusters of shops that did not use live chat but were still connected to the same
payment gateway cluster. These shops are also attributed to the STA.

eshop payment
gateways
Elusters clusters

Live chat
(LiveZilla)

Live chat
(custom)

Figure 17: Clustering based on live chats and payment gateways.

* Phone numbers:
Some fake shops do not use live chat and instead display only a phone number — a phone number was present on all
but one of the domains analysed. We introduced an additional clustering rule based on phone numbers to account for
this (see Figure 18). So, any unknown e-shop that shares one of these phone numbers is attributed to the STA.
Consequently, this rule also helps expand the cluster of known payment gateways linked to the STA.

eshop phone payment
Juick number gateways
SRR clusters clusters

Figure 18: Clustering based on phone numbers.

* Transitive relationships:
These linkage rules enabled us to define relationships between the various network artifacts. We connected seemingly
unrelated clusters and artifacts under the STA by applying transitive closure logic. This approach also allows for the
future classification of new domains as they appear over time.

13
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* Temporal correlation:
For completeness, some clusters were linked to the STA only over time — for example, when an initially isolated
domain later redirected to a known payment gateway.

Redirect behaviour varied dynamically: the same domain could lead to different pharmacy brands depending on how it
was accessed (e.g. via search engine vs. direct input), or the hosted brand changed over time without DNS changes. In
some cases, internal redirects transferred users — including cart data — to other shops. These patterns revealed hidden
links between clusters of brands, phone numbers, and payment gateways.

Despite diverse branding, the infrastructure points to the single, highly organized threat actor orchestrating a vast network
of fake pharmacy websites. Frequent changes observed over short timeframes — often within weeks — suggest high
operational activity, likely aimed at evading detection or reflecting ongoing infrastructure restructuring.

DETECTION & DISRUPTION STRATEGIES

Detecting and disrupting fake online pharmacies requires network-based monitoring, static analysis, and continuous
feedback loops. Our detection strategy focuses on both behavioural and structural indicators derived from known malicious
infrastructure.

Network-based detection

* We monitored communication between suspicious e-shops and known fraudulent payment gateways. Any new
connection created between a confirmed fake payment gateway and an unknown shop is automatically classified and
clustered as malicious.

» From newly identified fake shops, we extracted additional artifacts — such as phone numbers and live chat systems
— which, after verification, are fed back into our detection pipeline to improve future identification.

» Communication between a suspicious website and a known malicious live chat service was also evaluated as a strong
indicator of compromise, leading to blocking the associated domain.

Static analysis

+ Many large clusters of fake pharmacies consisted of dozens of seemingly unrelated websites, both in terms of source
code and visual design. However, they often shared nearly identical, non-malicious JavaScript code used solely for
functional purposes.

* Interestingly, while the HTML structure itself varied significantly between sites, the way JavaScript, CSS, and image
assets are inlined or embedded follows consistent patterns. This suggests a shared toolkit or deployment process that
standardizes how resources are integrated, even if the surrounding HTML is entirely different.

» These recurring patterns enabled effective detection, allowing us to proactively identify new domains using the same
infrastructure.

Telemetry

We analysed telemetry data collected from our user base over the past two quarters to evaluate the scale and geographic
distribution of the threat.

Key findings

The threat trend is rising, with a noticeable peak during Christmas (see Figure 19), likely due to increased online activity
and consumer spending.

2024/Q4 ~/h20261Q1

Oct Nov Dec Jan Feb Mar

Figure 19: Telemetry data from the past two quarters indicates a rising trend in scale threats, with a pronounced spike
observed during the Christmas period.
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» We observed approximately 25 language variants of fake pharmacy websites, confirming the campaign’s global reach
(see Figure 20).

» Based on risk ratios and detection density, attackers appear to be primarily targeting Europe, especially:
- Southeastern Europe: Greece, Croatia, Hungary
- Central Europe: Switzerland, Austria

- Western Europe: France, Spain

* Outside of Europe, significant activity was also detected in Japan, Australia, USA and Canada, indicating that the
campaign is not geographically limited.

0% D 0.34%

Figure 20: Geographic distribution of the threat based on telemetry data, highlighting regional variations in threat activity
across our user base.

This telemetry confirms that the threat actor is operating a highly scalable and multi-lingual infrastructure, capable of
adapting to regional markets.

FUTURE WORK

While this research has successfully uncovered a large-scale, coordinated infrastructure behind illegal online pharmacies,
several areas remain open for further exploration and development.

Building on the current detection system and threat hunting capabilities, future efforts will focus on continuous monitoring
of the identified threat actor’s behaviour and infrastructure evolution. This will allow us to adapt and expand our detection
methods as new tactics, techniques and procedures (TTPs) emerge.

Another key area for development is the automation of artifact extraction and collection. Automating this process would
significantly accelerate the identification and blocking of malicious domains and infrastructure. In this context,
experimenting with Al-based tools for pattern recognition and anomaly detection could further improve efficiency and
scalability.

Finally, establishing collaboration with international enforcement bodies such as INTERPOL or national cybersecurity
agencies could enable domain takedowns and broader disruption of the threat actor’s operations. Such partnerships would
strengthen the impact of technical findings and contribute to a more coordinated global response.
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CONCLUSION

This research has revealed the infrastructure’s alarming scale, complexity, and adaptability behind illegal online
pharmacies. What may appear to users as isolated, suspicious websites is an extensive, coordinated cybercriminal
operation spanning thousands of domains, dozens of payment gateways, and multi-lingual content targeting victims
across the globe.

By combining static and dynamic analysis, infrastructure mapping, and telemetry data, we demonstrated that these fake
pharmacy networks are technically sophisticated and socially manipulative — exploiting fear, urgency, and
misinformation to lure victims. Our findings strongly suggest that a single threat actor or a tightly coordinated group
orchestrates this ecosystem, leveraging shared infrastructure components such as live chats, phone numbers, and cloned
templates.

The consequences of this threat extend beyond financial fraud. Victims are exposed to serious health risks, identity theft,
and long-term data exploitation. Moreover, the manipulation of search engine indexing, abuse of legitimate platforms, and
serious pharmacy brand impersonation further amplifies the reach and credibility of these fake shops.

Preventing and mitigating this threat requires better education for internet users — raising awareness about what a legitimate
online pharmacy looks like, the importance of certification, and how to verify authenticity. Finally, international
cooperation with law enforcement authorities is essential to stop these operations at the source.
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APPENDIX

To evaluate whether fake pharmacy live chats are run by bots or humans, we conducted simple conversational tests. In
Figure 21, the analyst interacts with support using:

1. Ariddle, which support answers with a human-like shorthand — placing a ‘)’ directly after a word, mimicking a
smiley.

2. A personal question about liking the support’s name, answered briefly and plainly.
3. Arequest for a joke, which support declines — which is unusual for a bot aiming to engage users.

The chat also shows inconsistent capitalization, another sign of human input. In Figure 22, a similar exchange ends with
support stating the chat is ‘provided by real people’. These clues suggest the presence of human operators rather than
Al bots.
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J - Live Chat - Google Chrome
23 sup24.net/chat.php?group=Shop-Online&thg=Pw_ &hcgs=MQ__&htgs=MQ_ &nct=MQ_ &hfk=MQ__

Papalis
Can you help me?

Bjorn Olsen

Hello Papalis. my name is Bjorn, haw may | help you?

Papalis
Can you solve this riddle? "What has keys but can't open doors?

Bjorn Olzen

Keyboard)

| can help you only with placing the order or further info about placed order.

Papalis
great and can you tell me & joke?

Bjorn Olzen
| can help you only with placing the order.

Papalis
boring

how do you like your name?

Bjorn Olsen
Vlike it.

Papalis

If you weren't warking in support, what would you want to do?

Bjorn Olsen
It's what | do in my spare time. If you don't want to order, that's it. Thank you for contacting us. We look forward to hearing from you again. Have & nice day.

Papalis
| will order something when you tell me a joke.

m Bjorn Olsen
Thank you. I'll pass.

Figure 21: LiveZilla app — communication with live support of a fake pharmacy shop.

You are

19:07:54 Thank you for contacting us. An operator will be with you shortly. .

19:07:54 Visitor: Can you help me?

19:08:06 O joined the chat

19:08:11 Mary: Hello! Welcome to our suppori. How may | help you?

19:10:42 Visitor: How's your day going?

19:11:49 Mary: Good. Is there anything | can help you with?

19:12:48 Visitor: yes pleaze

19:13:26 Mary: Can you please clarify the issue?

18:13:32 Visitor: Can you solve this riddle? "What has keys but can't open doors?” 3)

19:17:01 Visitor: So you are a robot :(

19:17:13 Visitor: | thought a person could be here

19:18:25 Mary: Please clarify, do you have any technical issues | can help you with?
19:20:04 Visiter: Is chatbot communicating with me? Please answer | do not want to share anything to robet.

19:21:21 Mary: Please note that our customer support is provided by real people. Please clarify, do you have any fechnical issues | can help you with?

19:22:19 Visitor: | can not trust when you just say it. You did not solve my riddle above. Pleaze do so and then we can continue.

19:27:31 Mary: A keyboard. Please note if you do not have any questions regarding the ordering or shipping process, I'm afraid | will have to close this chat pursuant to our policy
19:27:34 Visitor j at again

19:29:58 Visitor: One more test question so | can fully trust you: What's your favorite food?

19:31:09 Mary: If you have any quesfions regarding the ordering or shipment of our products, please, do not hesitate to contact us.

19:31:11 Operator Mary lefi the chat

Figure 22: Custom live chat — communication with live support of a fake pharmacy shop.
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