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ABSTRACT

The ‘GrassCall’ campaign exploits the job recruitment process to execute cyber scams, primarily targeting individuals in
the cryptocurrency and Web3 sectors. Orchestrated by the Russian-speaking threat actor ‘Crazy Evil’, this campaign
leverages a combination of social engineering, malicious software, and advanced information-stealing tactics to
compromise victims’ systems and access sensitive data.

We have analysed the campaign in detail. The operation begins with the creation of fraudulent companies, complete with
authentic-looking websites and active profiles on professional platforms like LinkedIn. These entities post high-quality job
listings to lure candidates. Once victims engage, communication transitions to encrypted messaging platforms like
Telegram, where candidates are directed to download a custom video-conferencing application named ‘GrassCall’ from
malicious domains (e.g. ‘grasscall[.]net’).

INTRODUCTION

The GrassCall malware campaign represents an advanced social engineering attack carried out by a Russian-speaking
cybercriminal organization referred to as Crazy Evil, with its subgroup, ‘kevland’, leading the operation. The campaign
specifically targets job seekers in the cryptocurrency and Web3 sectors, using fake job interview schemes to compromise
victims’ systems and steal their cryptocurrency assets.

Hundreds of people have been impacted by the scam, with some reporting having their wallets drained in the attacks.

OVERVIEW OF THREAT ACTOR

Crazy Evil is a Russian-speaking cybercriminal organization that has evolved rapidly since its inception in 2021,
becoming one of the most prolific groups targeting digital assets. The group specializes in identity fraud, cryptocurrency
theft, and the deployment of information-stealing malware. Their operations are characterized by sophisticated social
engineering tactics, often involving the use of ‘traffers’ — social engineering experts who redirect legitimate traffic to
malicious phishing pages.

Potential affiliates are invited to apply through the Crazy Evil Telegram bot (@CrazyEviINft_bot), which grants them
access to further application steps and exclusive private channels. According to its administrators, Crazy Evil offers top-tier
manuals and ongoing support specifically tailored for its traffers. The group also provides training sessions in audio and
video formats led by native speakers, along with services like malware ‘checkers’ and ‘crypters’ to help prepare malicious
payloads. Additionally, there are dedicated channels for sharing information on potential victims.
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Figure 1: Crazy Evil Corp Telegram channel.
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Figure 2: Telegram profiles of the Crazy Evil bot (left) and Abraham, the alleged leader of Crazy Evil (right).
Beyond its main Telegram channels, Crazy Evil also manages two primary information-focused channels and a private
discussion group for its traffers:

e ‘Crazy Evil | Corp’ (@CrazyEvilCorp): This functions as the organization’s central hub, with a membership of over
3,000 at the time of writing.

* ‘Info | Crazy Evil’: A dedicated update channel that delivers frequent administrative and technical news to the group’s
traffers. It currently has more than 4,000 subscribers.

* ‘Global Chat | Crazy Evil’: The main discussion space for traffers, where conversations range from official work
matters to casual meme sharing. This group also has a member count exceeding 4,000.

INFECTION CHAIN

Figure 3 shows the chain of execution in the GrassCall malware campaign.
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Figure 3: Chain of execution.

ATTACK TACTICS AND APPROACH

First, the attackers set up a fabricated business, such as ‘ChainSeeker.io’, for which they create a professional-looking
website and active social media accounts on platforms like LinkedIn and X (formerly Tiwvitter).
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Figure 4: Fake company profile on X (Twitter).

Next, the attackers publish job advertisements on reputable job boards such as LinkedIn, Well-found and Crypto Jobs List,
to attract unsuspecting applicants.
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Figure 5: Job advertisement on LinkedIn.

When an interested candidate responds to the job postings on social media, they receive an email inviting them to interview
with senior company officials, such as the Chief Marketing Officer (CMO) or Chief Finance officer (CFO). The
conversation then transitions to 7elegram, where the impersonated CMO/CFO provides further directions.

interview invitation  Inbox < I PO = v
cfo@chainseeker.io cfo@chainseeker.io «fo@chainseakerics M (heuragel @ & .
tome -

pezr [ N L

Please use our Calendly to select a time that is convenient for you.

https:#calendly. comichro-chainseeket/new- meeting ?month=2025-02 & date=20025-02-28

Isabel Qlmedo

.Figure 6: Email to schedule interview call.

The conversation transitions to Telegram, where candidates are invited to schedule a call using Calendly, allowing them to
select a suitable time slot.
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we'd like to invite you to the next stage of the interview process at
Chain Seeker,

Please use this Calendly link to schedule a time that works best for
you: https:fcalendly.comichro-chainseeker/new-meeting? l}
month=2025-02&date=2025-02-28

Ifit's not conwvenient for you to attend the interview on the specified
date, please let me know

Calendly -

Mew Meeting - Adriano Cattaneo &

Figure 7: Telegram ping from impersonated CFO.

Once the candidate has scheduled their call within the chosen time frame, they receive confirmation of the call.
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Figure 8: Details of scheduled call.

Just before the call, the CFO/CMO contacts the candidate again, directing them to join the call via a video conferencing
application named ‘GrassCall’, and providing a link to download the application from a specific website (e.g. grasscall[.]net),
as well as an access passcode.

Hello, our meeting is in 30 minutes. I'm waiting for information from a key partner and will send it to you
right away

We're waiting for you with the key partner, already on the conference call

Figure 9: CFO directs the candidate to browse GrassCall/.[net.

Access to the download requires the code provided during the 7elegram conversation. The website detects the visitor’s
operating system and offers the corresponding malicious client.

& O & hups/igrasscallnet b o) o

The artificial intelligence of our project is constantly improving, the latest version is 1.20 s @

.l GrassCall Advantages Pricing FAQ Use Policy Download X o

GrassCall: revolutionary Al solution
in the field of communications

Figure 10: GrassCall.net.
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In our ongoing research, we have identified that adversary has recently rebranded their platform ‘VibeCall’

(https://vibecall[.]app/).
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Figure 11: VibeCall[.Japp.
Here, once the candidate enters their passcode to join the meeting VibeCall.exe will be downloaded, based on OS.

On Windows machines, installing GrassCall.exe (or VibeCall.exe) triggers the deployment of a Remote Access Trojan
(RAT) combined with an information-stealing program like Rhadamanthys. These malicious tools enable attackers to
maintain ongoing access, log keystrokes, and extract sensitive data, including cryptocurrency wallet credentials.

On macOS devices, installing GrassCall v.6.10.dmg results in the activation of the Atomic macOS Stealer (AMOS), a tool
specifically designed to harvest confidential data from macOS devices.

We have identified several platforms and tactics being utilized by the attackers. These methods are continuously evolving
as they adapt their strategies to better target their audience.

Figure 12 shows the attackers utilizing fake organization ‘Hyper Foundation’ (hyperliquid[.]xyz) and targeting job seekers
with the fake offer of a remote position.

Invitation to a position at Hyper Foundation =+ inbexx @

tom.h VG ¥ia 5g3.defauit-host.net

hyperfi Sun, May 11, 7:07 PM (19 hours ago)

1

tome v

Hello,

My name is Tom, and | represent Hyper Foundalio
we'd like you to join us in a remote position.

(hyperfiquid, xyz), vhich is currently leading DEX. We are launching a new unit in Singapore as a full-fledged venture fund, our invesiment leam is analyzing promising projects, and

I'm very improssed with your experience - you stand out from the crowd. Therefore, | would like 1o get 1o know you better and interview you. We are just opening this division, but you can rest assured - we provide a good environment

and value human resources. Please send me in Telegram your curment CV. My contacy

Thank you for your attention, and | hope we will have a chance to chat!

Sincerely,
Tom Hamilton

Figure 12: Email invitation to a position at Hyper Foundation.

TECHNICAL ANALYSIS OF GRASSCALL.EXE/ VIBECALL.EXE

VibeCall.exe is a 64-bit executable file that acts as an installer but is malicious in nature. Upon execution, it attempts to
install and deploy the Rhadamanthys malware. Rhadamanthys is a sophisticated information-stealing trojan designed to
harvest sensitive data, including login credentials, financial information, and system details.

Upon execution, it runs the Add-MpPreference command to add an exclusion path in Microsoft Defender. Specifically,
it excludes the entire C: drive, causing Defender to completely bypass all files and folders on C: during its scans.

This effectively disables Defender’s ability to detect or respond to any malicious activity occurring within the excluded
drive.
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File name

C:\sersiadmin\DesktopivibeCall\WibeCall.exe

Entry point

00000001405402b0

File info MIME Hash
= 1

PEG4 . > | Disasm

Ml Hex |

| Import [ Resources E LS

Strings Signatures Entropy

| Expart

tomatic LE
* PES4
Compiler: Microseft Visual &/C++(-)[-]
Linker: Microsoft Linker(14.41**)[GUI64,signed]
Resource[008161d0): Binary
Overlay: Binary

SCan : Hewristic scan E

|_| IT ] All types

signatures | [l Recwsive scan [l De

Demangle |

| [overer_|

Shortouts |

Chlsers'admin',.,
= CAWINDOWSNS .

VibeCal

SLDOMBWWODST ..
SLOMBWWDOST ...

g2 Conhost exe (178 Console Window ... CMNVINDOWSNS., . SLOMSWVOOST.
n‘uﬁheCall.exa (17748) |VibeCal Callsers®admin®... _'l.ﬁbeﬂal SLDMBWVDDET .. "C:hU o,
> £ >
tion:  Windows PowerShell
s Microsoft Corporation
CAWINDOWS) System 32\ WindowsPowerShelluw 1.0 powershell.exe
F"d: "powershell.exe” Add-MpPreference -ExclusionPath 'C:’

Figure 14: Add-MpPreference command via PowerShell.
It tries to download multiple Rhadamanthys malware samples and tries to execute it.

* http://rustaisolutionnorisk|.Jcom/downloads/contry_solution_vibecall e.exe
4b371777c2c638c97b818057badb0a2de246479776eaaacebecfd 1f467bb93c3

* http://rustaisolutionnorisk[.]com/downloads/aisolution_vibecall a.exe
2e8f1172abbc42f96c5599b8127{620d91ae1680aal4b4{f0bbf3daabd7bee30

* http://rustaisolutionnorisk[.]Jcom/downloads/soundsolution_vibecall c.exe
d23f79f9b7e1872d4671a18aa85b810c0cec2e0fSce07c2cf99ed398936¢81b

* http://rustaisolutionnorisk[.Jcom/downloads/videosolution_vibecall b.exe
386b61ccdd4b785¢835a064179d5fa58dc0d5e34970a04487968e1ee0189ce6d

It drops the downloaded sample in the C:/Users/user/Documents folder and tries to execute it.

Home Share View Application Tools
' [TH Preview pane &% Extra large icons (=] Large icons B Medium icons I [ Group by ~ [ tem check ¢
=Ef small icons == Details i ]_i_'»\dd columns ~ [ File name &
MNavigation = B= . P Saort .
B pane~ TRB=tils pae == Tiles E= Content i by~ it Size all columns to fit [ Hidden iten
h Parnes Layout Current wiew 5
M & v A » ThisPC » Local Disk (C:) » Users » User » Documents
4
B This PC e Mame Date modified Type Size
B 3D Objects E soundsolution_vibecall_c.exe Application 15617 KB
i B Desktop b5 videosolution_vibecall_b.exe Application 16,667 KB

Figure 15: Downloading videosolution_vibecall b.exe.
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ANALYSIS OF RHADAMANTHYS MALWARE

Upon analysis of one of the Rhadamanthys samples (videosolution_vibecall b.exe) we found that it is a 32-bit packed
sample that contains shellcode.

Detect It Easy v3.06 [Windows 10 Version 2004](i386) - [m] b4

& name

> Ci\Usersser\Documentslvideosolution_vibecal_b.exe

Marifes Version

|“ Options

| He can [ Verbose m
| O Al types 540 mss Exit |

Figure 16: Ideosolution_vibecall b.exe (Rhadamanthys stealer).

Upon unpacking we found the second payload of Rhadamanthys malware, as shown in Figure 17.

: e e e
L ] (JFEG(H-(J]. MOVZX eax,byTe pTr ds:[ecxt+eax] ecyteax*i:™ R_J_
L] 5345 mov dword ptr 55:[:::1:! 10f, eax
L] BE45 14 mov eax,dword ptr ss:ebp+14])
- 0345 EC add =ax,dword ptr febp-14)
L] BA4D FO mov cl,byte ptr ss:|[Jebp-10f
. 8808 mov byte ptr ds:[eax],cl
L] BB45 EC mov eax,dword ptr ssifebp-14]
L] 40 inc eax
. 5345 EC mov dword prr ss:[ebp-14],eax
. BE45 EC nu\r eax , dword [E:’JD 14
L] 845 18 mp 2ax, . dword ebp+18,
L] “ 72 02 Jh 143923[
——» ~ EB 1F jmp 1489258
Lo-rm BE45 F4 moy eax, dword
. 0345 FB add eax,dword p
. BA4D FO mov cl,byte ptr 5
L] BBOB mov byte prr ds: [e.-_uu cl
L1 BB4S FE mov eax,dword ptr ss te‘:p g, |
[ ] 40 inc eax
LA B945 FB mov dword ptr ss:|febp-&],eax
L[ BE45 FE mov eax,dword ptr ss5:Qebp-s)
LAl 25 FFOFD000 and eax,FFF
L] B945 FEB mov dword pir ss:|[ebp-g],eax
~ EB Al imp 14891FC
~ E% SCFEFFFF jmp !.-IE-E'DFC
B8 00800000 push 2000
64 DO push 0
FF7s F4 push dword ptr = [eo:- i
5845 08 ! mov_eax,dword prr 5s:febprs)
FFSO 04 E&Il dword ptr ds: [eax+4]
ecx=01492 300
dword ptr ss:[ebp-C]=[00EFEZ60]=010C0000
014589216

WWoump1 @Wourpz  @Uoumps | @oumps  Woumps B watch1l  Pellocals s Struct

Address | Hex | AscIT A
01450000 40 T4 E 22 02 00 00 00|04 OO OO O0|FF FF OO UU-!-'IZ..........;'S;'..
01450010| B8 00 00 0000 00 OO0 00|40 OO0 O0 OO0 (00 00 00 00| ..vee.. ~ it
01450020|00 00 OO OO (00 OO0 OO 00|00 OO OO OO0 (00D OO OO0 00|

01450030 | 00 00 OO0 00|00 OO0 OO OO |00 OO OO 00|10 01 OO0 o Fi
01450040 | 0OE 1F BA OE |00 B4 09 CD |21 B8 01 4C |(CD 21 54 & ..J~I!I.LI!T|‘|
01450050 | 69 73 20 70|72 6F &7 72|61 & 20 &3 |61 GE BE & 5 program canno
01450060(74 20 62 65/20 72 75 6E|20 €9 GE 20|44 4F 53 20|t be run in DOS
01450070 | 6D &F 64 65 |ZE OD 0D 0A|Z4 0.0
01450080 | CD DB 94 TA|BS B9 F4 29|89
01350090|CZ C1 F7 28|82 B9 F4 23|C2
0O14500A0 | C2 C1 FD 2B (90 B9 F4 29|9C
01450080 9C C6 FO 28|98 29 F4 29|%C

Figure 17: Unpacking second payload (sha256:
0160c14c3d84dcc5802a329a4d4bedcabd23b3a7761clcd95d16bd0b7a7bb8eb).

The second payload contained a configuration file that attempts to establish a connection to a command-and-control server.
The connection is directed to the URL:

hxxps://45.129.185.24:1896/22c0d3 1ace677b/digpu6k5.xditc
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w BOS5 FC Tea eax,oword ptr Ssifeop-40 = =
. 53 push ebx OF 0 SF O DFO
. 50 push eax CFoO TF1 IF1
. FF75 OC push dword ptr ss:febp+Cl)
. E8 653DFFFF call 1431040 LastError 00000000 (ERRO
. 015D 10 add dword ptr ss:[lebp+10],ebx LastStatus COODD09F (STAT
. 015D 14 add dword ptr ss:febpr14],ebx
. 33C4 0C add esp,C G5 0028 FS 0053
s 2BF3 sub esi,ebx ES DO2E DS 002
* aE dec ed €S 0023 55 0028
. ~ 75 BC | jne 1487308
e SE | pop esi
. 58 pop ebx <
. SF op edi .
e (0148 C (] | ;l]cgve = D_'e'f?llt {shdcall)_ = i |_5:_
ol e 3 |33 [esp+a] 00000158 000D,
~ 2: [es5p+§] 00000102 000D
s1=2 3: [esp+C] DFSOGFE3 DFSOEI
4: [es5p+10] OOC3F930 0OC3I
5: lesp+ld] 014872E0 0148
14873439
WWoumpi  YWoump2  YHoump3  YMoumps  Houmps | B wawhi  bellecds | Struct
ASCIT ] ~

F E9 1D 38 41 DO 26 B1|91 3F DO 3B|CC 75 11 FB
OC3FBEF(E2 98 FC 93|94 AA 4C C2(D1 48 30 88|91 4D C1 B1|Aa.d.
OC3FBCF |12 68 74 74|70 73 3A 2F(2F 34 35 2E(31 32 39 2E|.|
OC3FEDF| 31 38 35 26|32 34 3A 31[38 39 36 2F(32 32 63 30
OC3FBEF | 64 33 31 61|63 65 36 37(37 62 2F 64|69 67 70 75
OC3IFBFF| 36 6B 35 2E|78 64 69 74(63 00 00 00 00 00 00| 6
OC3FCOF |00 00 00 00|00 00 00 O0(00 00 00 00|00 00 00 00
0CIFCIF | 00 o0 o0 oolon oo oo aaloo oo oo oolon oo oo oo

FZEO|return to 014B72E0 from 014872ES

OO0C3FGEE
O0C3FGEC
OO0C3FCS0
B4 (| ODC3FSFE

Figure 18: C2C config.

TTPs
Tactics Techniques ATT&CK code
Spear phishing Attachment T1566.001
Initial Access Spear phishing Link T1566.002
Drive-by Compromise T1189
Execution User Execution — Malicious File T1204.002
Defence Evasion Obfuscated Files or Information T1027
Credential Access OS Credential Dumping T1003
Discovery System Information Discovery T1082
Collection Data from Local System T1005
Command and Control Application Layer Protocol: Web Protocols T1071.001
Exfiltration Exfiltration Over C2 Channel T1041
Automated Exfiltration T1020
PREVENTATIVE MEASURES

The following measures are recommended to prevent falling victim to a GrassCall or similar attack.

¢ Verify job opportunities: always confirm the authenticity of job opportunities and the companies offering them. Use
official and verified channels to validate any recruitment-related communications.

» Exercise caution with downloads: avoid installing software from unknown or unverified sources, particularly when
requested as part of unsolicited interactions.

« Install reliable security tools: utilize reputable anti-virus and anti-malware software to safeguard your system against
threats.

» Conduct regular system checks: perform frequent scans on your device to detect and remove malware or other
potentially harmful files.

10Cs
File name Hash
VibeCall.exe b63367bd7daSaad9afef5e7531cac4561¢8a671fd2270ade14640cf03849bf52

videosolution_vibecall b.exe | 386b61ccdd4b785c835a064179d5fa58dc0d5fe34970a04487968e1ee0189ce6d
contry_solution_vibecall e.exe | 4b371777¢2c638c¢97b818057ba4b0a2de246479776eaaacebect41f467bb93c3
aisolution_vibecall_a.exe f2e8f1£72abbc42f96c5599b8127f620d91ae1680aal4b4{f0bbf3daabd7bee30
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