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Initial Access

TA looks into buying

valid credentials via
the dark web

IAB provides stolen
helpdesk credentials

TA successfully acquires
helpdesk credentials
with access to Atera




Initial Access

L NTAUTHORITY\SYSTEM

cen o ¥
&7 Para @
(;E’/i \.> (j-,;.i t ‘\/:/ 1

] T2y

AteraAgent.exe < services.exe AteraAgent.exe AgentPackageRunCom...

TA purchased a valid credential
(helpdesk) on the dark web

=

cmd.exe

=

PING.EXE




tomers v = Filters £33 Table settings

Initial Access

Available patc... Pending reboot Remote access Actions

&£ Manage (3) ( #% Connect [v) ( Manage v)

Patch Management
Software Inventory
Software Installation

L NTAUTHORITY\SYSTEM Run Script

cen Service Manager

4 .. i 2 i Task Manager E g

/]

AteraAgent.exe = services.exe Shutdown actions » cmd.exe PING.EXE

HelpDesk Agent » Command Prompt

File Transfer PowerShell

Event Viewer User Activity

Registry Editor Apps » D
Chat > More Tools

TA purchased a valid credential

TA performed “ping” command

(helpdesk) on the dark web via Atera terminal feature




Defense Evasion

PE~ Linearv PseudoC~

0x14004bf64 .rdata {0x14002c000-0x14004fd20} Read-only data

P D B Fi Ie N a m e: 14004bf64 uint32_t debugInfoType = 'RSDS'

14004bf68 uint8_t PDBGuid[@x10] =
14004bf68 {
14004bf68 [exe] = ©x3b

D:\EDR\EDRSandblast-master prosribem pun L Kl
o 14004bf6a [0x2) avA8
. 14004bf6b [6x3] = ©x8e
\x64\Release\disabler.pdb 1acoabfoc | [oxa] - oxfo
14004bf6d [8x5] 0x8a

14004bf6e [ex6] 0x9b

14004bf6f [6x7] Ox4d

14004bf70 [0x8] 0x8d

& waves Sandblast (pubiic £ Nof 14004bf71 [ex9] = exa7
14004bf72 [exa] 0x44

<> Code () Issues 6 17 Pullrequests () Actions [ Projects © Security |~ Insights 14004bf73 [exb] Oxd4
e —— 14004bf74 [Bxc] ox1a
14004bf75 [exd] 0x33

¥ master ~ ¥ 2Branches © 0 Tags Q Go tofile 14004bf76 [oxe] ox3e
14004bf77 [exf] = ©x9%e

Qk rafaelscheel and themaks Update EDRSandblast_APl.c - MiniFi... @3 0710fad - last year ) 92 Commits 14004bf78 }
14004hf78 1int22 + DNDRAca - 0Ov3

8 EDRSandblast Merge pull request #27 from nuts7/Sentinel... last year 14004bf7c char PDBFileNéme[0x34] = "D:\\EDR\\EDRSandblast-master\\x64\\Release\\disabler.pdb", @
14904DTDY  UlNT8_T debug_type_vc_teature|uXl4]| =
I EDRSandblast_CLI CLI: bugdfix: the output path was too small to... 2 years ago 14004bfbo {
) ) 14004bfbe [ox00] = ©0x08
I8 EDRSandblast_LsassDump visual studio configuration changes 2 years ago 14004bfb1 [BXBT ] 0x00
B EDRSandblast_StaticLibrary Update EDRSandblast_API.c - MiniFilter Call... Jast year 14004bfb2 [ex02] 0x@e
14004bfh3 [ox03] 0x00
I Offsets [new feature] Implements EDR minifilter call... 2 years ago 14004bfb4 [0x04] 0x2a
B
0O

14004bfb5 [ox05] 0xa1
.gitignore D3FCON 30 release: Obj callbacks, firewallin... 3 years ago 14004bfb6 [BXBS] 9x00
14004bfb7 [ox07] 0x00
14004bfb8 [ex08] 0x2a
14004bfb9 [0x09] = 0x01

EDRSandblast.sIn D3FCON 30 release: Obj callbacks, firewallin... 3 years ago

https://qgithub.com/wavestone-cdt/EDRSandblast



https://github.com/wavestone-cdt/EDRSandblast

Defense Evasion

E¥ Administrator: Windows PowerShell
Directory: C:\Users\Administrator\Desktop\Demo
LastWriteTime Length Name
3/20/2024 3:44 AM 436736 disabler.exe

3/13/2024 6:17 AM 31040 WNBIOS.sys

PS C:\Users\Administrator\Desktop\Demo> .\disabler.exe

USER MODE PowerShell session where

(]
disabler.exe (C:\Users\Administrator\Desktop\Demo\disabler.exe): 0x00007FF609840000 the dlsa bler.exe tOOI WaS
No hooks found in this module.

ntdll.d1l (C:\Windows\SYSTEM32\ntdll.dll): 0Ox00007FFA17860000 executed’ displaying its

No hooks found in this module.
KERNEL32.DLL (C:\Windows\System32\KERNEL32.DLL): 0©x00007FFA175B0000 1 1
o houke foum i Sis aade inspection of loaded DLLs
KERNELBASE.d11 (C:\Windows\System32\KERNELBASE.d11l): 0©x00007FFA17240000
T T GRS A S s, for user-mode hooks.
apphelp.dll (C:\Windows\SYSTEM32\apphelp.dll): ©x00007FFA129B0000
No hooks found in this module.
SHLWAPI.d11l (C:\Windows\System32\SHLWAPI.d11l): ©x00007FFA16D20000
No hooks found in this module.
msvcrt.dll (C:\Windows\System32\msvcrt.dll): 0x00007FFA16590000
No hooks found in this module.
dbghelp.dll (C:\Windows\SYSTEM32\dbghelp.dll): ©x00007FFAQ84F0000
No hooks found in this module.
ADVAPI32.d11 (C:\Windows\System32\ADVAPI32.d1l1l): 0x00007FFA15C60000
No hooks found in this module.
ucrtbase.dll (C:\Windows\System32\ucrtbase.dll): 0x00007FFA14CC0000
No hooks found in this module.
sechost.dll (C:\Windows\System32\sechost.dll): 0x00007FFA164E0000




Defense Evasion

Kernel-mode execution
[+] Loading required offsets for ntoskrnl.exe... phase Of disabler.exe’

[*] System's ntoskrnl.exe file version is: ntoskrnl_20348-4050.exe

Ntoskrnl version is ntoskrnl_20348-4050.exe, hashed: 289408374 where it loads a vulnherable
System's fltmgr.sys file version is: fltmgr_20348-3932.sys

Installing vulnerable driver... driver (WNBIOS.sys) as a
'igmKagGq' service was not present new Service (iquaqu) tO

'igmKagGq' service is successfully registered

'iqmKagGq' service ACL configured to for Everyone gain kernel-level access.

'igmKagGq' service started

Checking if any EDR kernel notify rountines are set for image loading, process and thread creations...
[NotifyRoutines] Enumerating process creation callbacks

[NotifyRoutines] No EDR driver(s) found!

[NotifyRoutines] Enumerating thread creation callbacks

[NotifyRoutines] No EDR driver(s) found!

[NotifyRoutines] Enumerating image loading callbacks

[NotifyRoutines] No EDR driver(s) found!

[+] Checking if EDR callbacks are registered on processes and threads handle creation/duplication...
[+] [ObjectCallblacks] Enumerating Process object callbacks :

Unexpected value in callback entry (ObjectTypeField), exiting...

PS C:\Users\Administrator\Desktop\Demo>




Defense Evasion

)

20

< explorer.exe T S ricEs e
i ]
2 CORP\Administrator

2 NTAUTHORITY\SYSTEM




Command & Control

Threat actor abusing the Atera RMM platform as a C2
channel to manage and control compromised systems.
Through Atera, they remotely deployed multiple Cobalt
Strike beacon executables across endpoints using
admin$ shares for lateral movement and persistence

\\<IP Address>\admin$\5d01c51.exe

\\<IP Address>\admin$\3d85fd4.exe

\\<IP Address>\admin$\74b1e10.exe

\\<IP Address>\admin$\8c5c39c.exe

\\<IP Address>\admin$\0a648e4.exe

\\<IP Address>\admin$\d06e15b.exe

\\<IP Address>\admin$\f5dbfib.exe

\\<IP Address>\admin$\5bb646d.exe

\\<IP Address>\admin$\0bffbb8.exe



Command & Control

ThreatFox Database

Indicators of Compromise (IOCs) on ThreatFox are usually associated with certain tags. Every I0C can associated with one or more tags. Using tags, it is easy to
navigate through the huge amount of I0Cs in the ThreatFox corpus. The page below gives you an overview on IOCs that are tagged with cs-watermark-1357776117.

You can also get this data through the ThreatFox API.

Database Entry

Tag:
First seen: 2023-09-26 23:19:48 UTC
Last seen: 2025-04-02 22:16:04 UTC
Sightings: 182
I ¢ of I0Cs

A2 P 2 > P P o o 5 B o ® ® o A8 X ® 2 &
w‘ﬂ’ S oS o 8 on® S xS u—° w O o a—“i Lv“ " xS u—°5 5 w@' 5 on® p S S & u—“:’l S - w“a 8O o b b op S oS " u—“em &
o “'l o qp'l o '1 G G P T (@ (@ (@ @1 o “'z G G G @ (@ (@ @ (@ T

license-id 1357776117

File: vm32.dll

payloadType: 0x00000001

payloadSize: 0x00000000

intxorkey: 0x00000000

id2: 0x00000000

Skipping 32 bytes

payloadType: 0x00002430

payloadSize: 0x0004b007

intxorkey: 0xe26a7260

1d2: 0x00000000

MZ header found position 11

Config found: xorkey b'.' 0x00044440 0x0004affc

0x0001 payload type 0x@001 0x0002 0 windows-beacon_http-reverse_http

0x0002 port 0x0001 0x0002 30

0x0003 sleeptime 0x0002 0x0004 19299

0x0004 maxgetsize 0x0002 0x0004 1864740

0x0005 jitter 0x0001 0x0002 39

0x0007 publickey 0x0003 0x0100
30819300d06092a864886f70d010101050003818d003081890281810@dcbdc317b1bcbbc7024bc854786653d8eed66c1d
773904ddeelad75ea2fac708f51b2e6b921ecb3eldedbf3cdelaebe372cdad2704dd82f6b@8F195d3458d06bd6faaddeet
59b2966c894705aca576d5a8ad069cIbc@8000bA19fcO7f17359857beb5b0775503ac4f636cb45ale953e0f adabe@Iect@
6405831ba716982cbf4102030:

0000000000000000000000
0x0008 server,get-uri 0x0003 0x0100

0x@043 DNS_STRATEGY 0x0001 0x0002 0

©0x@044 DNS_STRATEGY_ROTATE_SECONDS 0x0002 0x0004 -1

0x@045 DNS_STRATEGY_FAIL_X 0x0002 0x0004 -1

0x0046 DNS_STRATEGY_FAIL_SECONDS 0x0002 0x0004 -1

0x000e SpawnTo 0x0003 0x0010 (NULL ...)

0x001d spawnto_x86 0x0003 0x0040 '%¥windir¥\\syswow64\\regsvr32.exe'
0x001e spawnto_x64 0x0003 0x0040 '¥windir¥\\sysnative\\regsvr32.exe'
® Cr‘yptoScheme 0x0001 Ox%(/)Z )

0x0026 bStﬂgeCleanup 0x0001 0x0002 1

0x0027 bCFGCaution 0x0001 0x0002 @

0x004c 0x0002 0x0004 16

©0x0047 MAX_RETRY_STRATEGY_ATTEMPTS 0x0002 0x0004 @
0x0048 MAX_RETRY_STRATEGY_INCREASE 0x0002 0x0004 @
0x@049 MAX_RETRY_STRATEGY_DURATION 0x0002 0x0004 0
0x0009 useragent 0x0003 0x0100 'Mozilla/5.0 (Linux; Android 8.0.0; SM-G96@F Build/R16NW)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/62.0.3202'
0x000a post-uri 0x0003 0x0040 '/avatars'

0x000b Malleable_(2_Instructions 0x0003 0x0100
Transform Input: [7:Input,4,2:600,3,3]

Print

Remove 600 bytes from begin

BASE64

BASE64

0x000c http_get_header 0x0003 0x0200

Const_header Connection: close

Const_header Accept: */*

Const_header Accept-Language: en-GB;q=0.9, *;q=0.7
Build Metadata: [7:Metadata,11,3,2:LSID=,6:Cookie]




Persistence

GEN>

schtasks /query /v /fo LIST /tn Indexer

Folder: \

HostName:

TaskName:

NexT Run |1me:
Status:

Logon Mode:

Last Run Time:

Last Result:

Author:

Task To Run:

Start In:

Comment:

Scheduled Task State:
Idle Time:

Power Management:

Run As User:

Delete Task If Not Rescheduled:

Stop Task If Runs X Hours and X Mins:

Schedule:
Schedule Type:
Start Time:
Start Date:
End Date:
Days:
Months:
Repeat:
Repeat:
Repeat:
Repeat:

Every:

Until: Time:

Until: Duration:

Stop If Still Running:

Ci\>
schtasks /delete /tn "Indexer" /f

SUCCESS: The scheduled task "Indexer"

\Indexer

Ready
Interactive/Background

-1

C:\Windows\System32\rund1132.exe C:\Windows\temp\vm32.d1l1,StartW
N/A

N/A

Enabled

Disabled

Stop On Battery Mode, No Start On Batteries
SYSTEM

Disabled

72:00:00

Scheduling data is not available in this format.
One Time Only, Minute

N/A

N/A

N/A

0 Hour(s), 5 Minute(s)
None

Disabled

Disabled

was successfully deleted.

Malicious scheduled
task named Indexer
that was set to execute
rundll32.exe with
vm32.dll (a Cobalt Strike
beacon) from the
C:\Windows\temp\
directory, configured to
re-run every 5 minutes
indefinitely as a
persistence mechanism




Data Exfiltration

C:\Users\dfir\Desktop>vmware.exe -h

Rclone syncs files to and from cloud storage providers as well as
mounting them, listing them in lots of different ways.

See the home page (https://rclone.org/) for installation, usage,
documentation, changelog and configuration walkthroughs.

Usage:

rclone [flags]
rclone [command]

Users > dfir > Downloads > rclone.conf > rclone.conf
[remote]
type = sftp
host
user
pass 173vACkUgRDQKdg
md5sum_command = md5sum
shalsum_command = shalsum




Data Exfiltration

|
Rclone “REVEAL” Command IMPORTANT!

rclone.conf X

> Drop Zone > rclone.conf

[remote]
t sftp

ACkUgRDQKdg
= md5sum
shalsum

3 rclone — -zsh — 98x8

dfir@Mac rclone % ./rclone| reveal |-- VACKUgRDQKdg
zteOCKg0OC
dfir@Mac rclone %

THIS IS THE ORIGINAL
PASSWORD!




High Level Chain of Events

Lr Initial Access via Atera j r Lateral Movement, R rInternal Discovery, Credentialj
. Persistence and C2 Activity ' Access and Defense Evasion
Threat actor gained accesstoa o

victim's network upon purchasing

Dropping of PsExec as well as Series of internal discovery
Atera access from another deployment of Cobalt Strike commands executed on the
independent hacktivist. beacons to victim's network, compromised domain controller.
routinely executed via scheduled Credential access performed via
tasks Mimikatz and LSASS process

dump. An AV/EDR disabling tool
disabler.exe was executed.

<l
[ ‘FRogue Machines Connected tojI
Victim receives an extortion email e ictimis/Cortex XDR Tenant, | Relone used to exdfiltrate data from
from the threat actor, claiming to Multiple malicious toolkits captured victim's network.
have gained access to their

from these threat actor-controlled

network and exfiltrated a significant rogue virtual machines.

amount of files.

%y paloalto’ | FuNITAa2




Threat Actor Communication &
Negotiation

~~~~~~



Negotiation with the Threat Actor

As | have told you before, | have gained access to the
network and downloaded 97 GB of data.

What | want to offer:

- | will provide you with the electronic wallet address

- <CLIENT> pays $350,000 to this wallet

-When | receive payment the data will be deleted

- <CLIENT> gets data deletion log

- <CLIENT> get details of data breach incident if needed
- <CLIENT> never see me again

- Everyone is happy

Otherwise | will have to start terrorizing <CLIENT> social
media and disturbing business. That is the plan.

Hello, Sir. You are doing very good
job over there, but i am afraid this

amount is still low. You have just cut
50% from already cutted price. Let's
make it at least $225,000, i can wait
until tomorrow.$125,000 is a good
discount; it cuts more than 33.3% off
the original price.

We are getting very close to close the
deal, a little bit of effort from you and
we are finally done with this.




Negotiation with the Threat Actor

Such a tough
negotiator you are. Ok,
let it be so. | accept BTC.
Wallet address to
perform the payment

would be provided soon.

Initial Demand: $350,000
Final Demand: $180,000
Percent Reduction: 46%




One morning with DESKTOP-JB8AOTJS

Z:\distr

DES KTO P_J8AOTJS NAME CREATION DATE LAST MODIFIED SIZE FILE OWNER

10.152.152.157

Disconnect

Task Manager

File Explorer

7-Zip.zip
ADOBEPHOTOSHOP.EXE
AnyDesk.exe

bin2hex.exe
ChromeStandaloneSetupé4.exe
DB Browser for SQLite.zip
Double Commander.zip
doublecmd-1.0.11.x86_64-winé4.exe
DriverMon.zip

driverview-x64.zip

kidbgdrv.sys

KMSAuto.zip

mimik.zip

ObjExp.exe
OBS-Studio-30.0.2-Full-Installer-x64.exe
peid.zip

pestudio.zip

ProcessExplorer.zip
processhacker-2.39-setup.exe
ProcessHacker.zip

procexpbd.exe
VS_RemoteTools_vs2022_xé4.exe

WinObjExé64_2.0.4.zip

Mar 14th 2024 18:25:00
May 21st 2014 17:36:54
Oct 27th 2023 03:26:53
Oct 11th 2022 22:33:41
Apr 21st 2018 16:40:49
Mar 14th 2024 18:27:55
Feb 28th 2024 07:19:28
Jan 26th 2024 12:33:43
Feb 28th 2024 04:12:21
Feb 28th 2024 05:18:11
Feb 28th 2024 04:26:39
Feb 20th 2024 09:20:20
Jan 27th 2024 05:07:14
Feb 28th 2024 04:26:38
Jan 26th 2024 05:54:12
Mar 14th 2024 18:30:53
Mar 14th 2024 18:27:36
Jan 26th 2024 12:42:48
Jan 26th 2024 12:33:36
Feb 29th 2024 09:48:54
Jan 30th 2023 03:48:11
Mar 13th 2024 06:51:08

Feb 28th 2024 04:34:30

Mar 14th 2024 18:25:05
May 21st 2014 17:36:54
Oct 27th 2023 03:26:54
Aug 1st 2022 19:59:28

Apr 21st 2018 16:40:49

Mar 14th 2024 18:28:05
Feb 28th 2024 07:19:37
Jan 26th 2024 12:33:45
Feb 28th 2024 04:12:22
Feb 28th 2024 05:18:11
Feb 28th 2024 04:26:39
Feb 20th 2024 09:21:45
Jan 27th 2024 05:07:14

Feb 28th 2024 04:26:39
Jan 26th 2024 06:05:21

Mar 14th 2024 18:30:53
Mar 14th 2024 18:27:37
Jan 26th 2024 12:42:49
Jan 26th 2024 12:33:37
Feb 29th 2024 09:48:54
Nov 16th 2018 09:22:34
Mar 13th 2024 06:51:40

Feb 28th 2024 04:34:30

N/A
240MB
178.83 MB
5.23MB
181 KB
48.56 MB
17.29 MB
13.87 MB
8.68 MB
447 MB
59 KB
23 KB
235MB
649 KB
3.37MB
129.75 MB
389 KB
1.07MB
3.35MB
216 MB
822 KB
1.38 MB
82.90 MB

645 KB




Who is selling this Bypass Tool?

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

~~~~~~



Z:\freelance

Initial Leads: Identifying |
Potential Aliases o

alex

e Discovered suspicious

blackedge

folder names in the

@ Underground forum

CREATION DATE

Mar 27th 2024 07:08:00
Mar 19th 2024 16:02:12
Apr 3rd 2024 07:41:52

Mar 19th 2024 09:07:47

Feh 29th 2024 08:13:13

LAST MODIFIED

Apr 9tw2024 14:27:17
Apr 19th 202%14:20:52
Apr 8th 2024 18:06:13
Apr 20th 2024 1 2
Anr 19th 2024 13:35:53

24 06£57:08

Z:\freelance directory. e | Usernames/monikere? | Fos

e Pivoted to search these =
names on cybercrime

kabal

forums like XSS and

:
Exploit.

pvl

e Relevant hits suggested
some names were potential

root1lk

threat actor aliases.

zorg

Mar 20th 2024 15:02:46
Mar 20th 2024 11:01:08
Mar 20th 2024 10:55:59
Mar 9th 2024 19:03:01

Mar 25th 2024 18:10:58
Mar 20th 2024 10:58:46
Mar 22nd 2024 12:19:38

Mar 28th 2024050286

Person of Interest

Apr 11th 2024 08:44:42
Jan 30th 2024 07:40:28

Apr 5th 2024 13:12:03

)24 12:52:06
Apr 4th 2024 11:53:42
Apr 6th 2024 22:57:46
Apr 16th 2024 07:13:56
Mar 9th 2024 19:04:45
Apr 17th 2024 19:26:34
Apr 18th 2024 13:18:19
Mar 22nd 2024 12:21:42
Mar 28th 2024 05:02:28
Apr 20t 2024 0 8
\pL26rd 2024 17:41:10
Aar 4th 2024 12:59:04
Apr 17th 2024 19:30:59
Apr 22nd 2024 16:26:43

Apr 9th 2024 14:20:23




Hunting down the Seller

Toprosas nnowaaka > MALWARE: BpefjoHOCbI, KPUNT, UHXKEKTbI, ... >

AV KILLER

& Marti71 - ® Dec 25, 2023

Posted in multiple ESCROW AVAILABLE IN THIS THREAD!
places looking for
AV/EDR bypass tools

Watch
Dec 25, 2023 0 #
Bcem npuseT!
MOXET Y KOro TO eCTb pelueHne 13 KOpoBoUKm Ansi CHoca HeKoTopbix AB? roToB NPMo6GPecTt Ha HECKONBKO LTYK C MOCTOSAHHON NOAAepXKOM\NOANMCKONA.
arti
cache
.

Joined: Jun 30, 2019 T I .

ranslation:

Reaction score: 83 .

Boowedss 1 ORepon Greetings, everyone! Quote. 5 Foply

Does anyone have an out-of-the-box solution to Kill
antivirus software? I'm ready to purchase several
solutions with regular support/subscription.




Hunting down the Seller

Jan 25, 2024

npegnarato - https://xssforumv3isucukbxhdhwz67hoa5e2voakcfkuieqdch257vsburuid.onion/threads/105937/

av/edr disabler https://xssforumv3isucukbxhdhwz67hoa5e2voakcfkuieq4ch257vsburuid.onion/threads/105937/

KernelMode
Kernel mode developer

Joined: Apr 27, 2023 User KernelMode suggesting an

Messages: 92 AV/EDR bypass tool.

Reaction score: 31
Escrow deals: 12 L Report




Hunting down the seller

KernelMode
Kernel mode developer

Joined: Apr 27, 2023
Messages: 92
Reaction score: 31
Escrow deals: 12

Jan 16, 2024 1 #
Thread by KernelMode offering -

i o AV/EDR bypass tool subscriptions

RU

Mpopato av/edr disabler. OcHoBHOe npenmyLecTBo - npouecckl AB\EDR CKAHEPOB He 3asepluatotcs, T.e. BHELLHE 3awmTHoe peleHne npogonxkaeT pyHKUMOHUpoBaThk, Ho MO OAKTY
cKaHupoBaHue aiinoB\naMsATh He BbINONHAETCS.

Pa6oTocnoco6HocTb nposepeHa Ha windows 7sp1-11, windows server 2008 r2 - 2022 co cneaytowmmmn AVAEDR: Bitdefender, CrowdStrike, Cylance, Palo Alto Networks, Kaspersky, DrWeb, ESET,
Avast, Avira, Symantec, Sophos, Sentinel One, TrendMicro, Webroot, Windows Defender 10/11.

MecsuyHas nopaep>ka kaxaoro AV/EDR - 15008, MuHUManbHbI 3akas - 7500$. Ecnm HyxHoro Bam AV/EDR HeT B crivicke - nuiumTe, noctapaemcsi fo6asute. Habupaio He 6onee 7 KIIMEHTOB.
[apaHT npuBeTCTBYETCA.

Mepen 3aknoyeHneM cAenkv NpefocTaBnso BUASOAEMOHCTPaUMIO ¢ 3anyckom mimikatz u akTyansHble ckaHbl AB\EDR no scanner.to.

EN

Selling av/edr disabler. The main advantage is that the processes of AV/EDR SCANNERS are not terminated, i.e. externally the protection solution continues to function, but in fact the scanning of
files/memory is not performed.

Tested on windows 7sp1-11, windows server 2008 r2 - 2022 with the following AV/EDRs: Bitdefender, CrowdStrike, Cylance, Palo Alto Networks, Kaspersky, DrWeb, ESET, Avast, Avira, Symantec,
Sophos, Sentinel One, TrendMicro, Windows Defender 10/11.

Monthly support for each AV/EDR is $1500, minimum order is $7500. If the AV/EDR you need is not in the list - write, we will try to add it. | recruit no more than 7 clients. Escrow is welcome.

Before concluding the deal | provide a video demonstration with the launch of mimikatz and current scans AB\EDR on scanner.to.

Last edited: May 21, 2024

av/edr disabler https://xssfor i dh h kefkui h257vsburuid.onion/threads/105937/

£ Report oy Like +Quote <5 Reply

(@ Rodrigo4 and Inf3acTOR



Hunting down the seller

KernelMode
Kernel mode developer

Joined: Apr 27, 2023
Messages: 92
Reaction score: 31
Escrow deals: 12

Thread by KernelMode offering o
Gt g AV/EDR bypass tool subscriptions
RU

Mpopato av/edr disabler. OcHoBHOe npenmyLecTBo - npouecckl AB\EDR CKAHEPOB He 3asepluatotcs, T.e. BHELLHE 3awmTHoe peleHne npogonxkaeT pyHKUMOHUpoBaThk, Ho MO OAKTY
CcKaHupoBaHue annos\namaTy He BbINONHAETCA.

PaboTocnoco6HocTk npoBepeHa Ha windows 7sp1-11, windows server 2008 r2 - 2022 co cnepytowmmn AV\EDR: Bitdefender, CrowdStrike, Cylance, Palo Alto Networks, Kaspersky, DrWeb, ESET,
Avast, Avira, Symantec, Sophos, Sentinel One, TrendMicro, Webroot, Windows Defender 10/11.

MecsuyHas nopaep>ka kaxaoro AV/EDR - 15008, MuHUManbHbI 3akas - 7500$. Ecnm HyxHoro Bam AV/EDR HeT B crivicke - nuiumTe, noctapaemcsi fo6asute. Habupaio He 6onee 7 KIIMEHTOB.
[apaHT npuBeTCTBYETCA.

Mepen 3aknoyeHneM cAenkv NpefocTaBnso BUASOAEMOHCTPaUMIO ¢ 3anyckom mimikatz u akTyansHble ckaHbl AB\EDR no scanner.to.

EN
Selling av/edr disabler. The main advantage is that the processes of AV/EDR SCANNERS are not terminated, i.e. externally the protection solution continues to function, but in fact the scanning of
files/memory is not performed.

Tested on windows 7sp1-11, windows server 2008 r2 - 2022 with the following AV/EDRs: Bitdefender, CrowdStrike, Cylance, Palo Alto N
Sophos, Sentinel One, TrendMicro, Windows Defender 10/11. :
Monthly support for each AV/EDR is $1500, minimum order is $7500. If the AV/EDR you need is not in the list - write, we will try to add it. =

Before concluding the deal | provide a video demonstration with the launch of mimikatz and current scans AB\EDR on scanner.to.

\

kbxhdh h kefkuieqdch257vsburuid.onion/threads/105937/ ;

av/edr disabler https://xssfort
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Hunting down the seller

Apr 24, 2024

AVATAR

B uenom nonget, AONUNNBAIOTCS Kakme TO MOMEHTbI, CTapaeTCs YCKOPUTLCS. BVITAGQ)\CGHTMK oTneTarwT 6bICTpO

Marti71

(L3) cache Translation:
In general, it will go, finishing some moments,
| trying to speed up. Bitdef/sentic fly off quickly.
Reaction score: 83
Escrow deals: 1 £ Report

Marti71 seemingly provided a

positive feedback for the tool




Peek into Rogue System
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Peek into Rogue System

CREATION DATE

212771344861 rar

e (Conti ransomware playbook

ContiTraining.rar
u ) DB.Browserfor.SQLite-3.12.2-win32.zip
e Suite of tools and
EDRSnowblast-master.zip

EDRSnowblast_old-main.zip

documents

MSlAfterburnerSetupd62Beta2.exe

MessageBoxCPP_x86.exe

e Host IP addresses and —

SigFlip-main.zip
: System Volume Information
credentials
‘WinSDK10.zip

av

e File with possible escrow

conversations

details

down

draiv

LAST MODIFIED.

e EXxpense spreadsheet (P-1

gdrv-loader-v2-masterzip

gdrvisys

form $ cat data.txt

al 7 [escrol

e Demo recordings 43ds

N/A

N/A

153 MB
267 KB
16.99 MB
203KB
237KB
239KB
259 MB
395KB
4833 MB
71KB

76 KB
893KB
66 KB
N/A
101MB

31207 MB

91.53 MB.

N/A




Peek into Rogue System

e Conti ransomware playbook

e Suite of tools and
documents

e Host IP addresses and , ;
Credentials = Exactly as the demo video

e File with possible escrow
details

e EXxpense spreadsheet (P-1
form) 3 caEmdata.txt

al 7 [escrol

e Demo recordings 43ds

obtained from KernelMode




The P-1 Form

e A document used for Eaasrzglc;lfn P??;jkhstan
iInvoices, completed
work, and services

Venonwutens
12 ionHoe HaumeHosaHus, a0pec, daHHsie o cpedcmeax cesau

15 poren oo QD

13

7.8 9 101112

EREEE L

Rara

44 45 46 47 48 49

B liability corporation ke

K npuKasy Murucmpa duHaHcos
Pecny6nuku Kasaxcman
om 20 dexabps 2012 200a Ne 562

®opma P-1

WUNH/BUH

.
[

e Exposedthe nameofa

Caenenuis 06 OTuETE O HayuHBIX
Hauwierosaue pacor (ycayr) (e paspese wx 10SHAOS 1o
s c i

BinonHeHo paoT (okasawo yenyr)

17 Howmep no Enusmua
[ L] [] PabOT (OKaBaHHA | KOHCYTALYIOHHBIX H NPONIIX YCRYrax
NOPAAKY |3anakyen, rpachiKom BLINONHEHIs PaBoT (ycnyr) npH X amepenis
Hanuamm) yenyr) (naTa, HoMep, KONWIECTBO CTPaHAL) (1P KonuyecTso LeHa 3a eauHuLY cTOMMOCTS
18 Wi Hanus)
u 197 1 2 T 3 I 4 s 6 7 8
20" 1 |Apenna TC Mercedes-Benz 240 oyr 30 4,386.67 131,600.00
. . . 21 Viroro 30 x 131,600.00.
22
O =
24 CaeneHus 06 HCNONb30BAHHM 3aNAC0B, NONYuEHHSIX OT IaKAMKA
25 HauMeHosaHue, Konu4ecmeo, cmoumoc s
26
N N N N 27 Mpunoxenie: Mepeuent AokyMeHTaku, B Tom uncne oTveT(s) o , HayuHsix ¥ Apouix yenyrax (o6RIaTeNsHSI MU er0
28 (MX) HanUUMK) Ha cTpaniy
V I I I I 5
30
31 Cpan (VcnonwuTens) ) I} I i . Mpunsin (3akaauuk) 11 !
32 BonxHocrle nodnuce pacwugpposka nodnucu BomxHocms. rodnucs pacuuppoexa nodnucu

t h e t h re at Cto rS 34 . [lata noanicarus (puHSTUS) paboT (yenyr) 29.03.2024
E ' 35
- 36

Organization submitting

an expense for renting 30
Mercedes.




Hiding in Plain Sight: Clues in the
Recordings
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Analysis of Demo Recording

B8 v 100 H L ser el [Funning] - Orecie VI Virtaelt

E DESKTOP-JBAOTJS

12/7/2019 01:14:52 d-------

1/27/2024 00:06:25 dr---

6/9/2023 16:28:46 dr
Sat, 27 Jan 2024 00:06:54
1/27/2024 00:41:25 d
/A
St 2024 0019:51 1/27/2024 00:07:02 dr------
N/A
AGENT DETAILS 1/25/2024 04:40:56 d
hitpe.temo.vxshnet
NA

A

A ot protected: is disabled

Selectod: D.of 1.0 M of 2, foldors: 0 of Selected: 0 of 0, filos: 0 of 0, foiders: 0 of 5

test\>

Delete te ferminal k9

Directory 7

who T cebin. T vmo. W wint. W winni. W wns g vl Hfwn). Ffwni. Efwnl. @ ae @



Analysis of Demo Recording

Oracle VirtualBox

252G hree

\ E DESKTOP-JBAOTJS

12/7/2019 01:14:52 d-------
1/27/2024 00:06:25 dr------
6/9/2023 16:28:46 dr
1/27/2024 00:41:25 d
1/27/2024 00:07:02 dr------
NA

AGENT DETAILS 1/25/2024 04:40:56 d-

hitps.temp.xstnet
WA

A

A ot protected: is disabled

Multiple virtual
Mmachine instances

view £3 Directory F/ Celete b Terminal 19

Selectod: 0 of 1.0 M files: 0 of 2, foldors D of

\test\>

D Type here to search .

Fwno. T)esie FOvme | i wne. W wintt. Wfwns. Fwer. Ffwn) Ffwni Ffwni. @ e @




Analysis of De

&

mo Recording

relbic

qe

Oracle VirtualBox

AGENT DETAILS

A ot protected:

[o===.|
Hostname of the

... rogue system

.51 1/27/2024 00:07:02 dr------

is disabled

Multiple virtual
Mmachine instances

1/25/2024 04:40:56 d-- -



Analysis of Demo Recording

J G

! irtaelbc «

Oracle VirtualBox

[E===1
Hostname of the

... rogue system

1/27/2024 00:07:02 dr------

AGENT DETAILS 1/25/2024 04:40:56 d-- -
htt o.rxstLnet

To bypass

authentication and
install EDR agent?

A ot protected: is disabled

Multiple virtual
machine instances




Analysis of Demo Recording

J (R 2 intaalbic s

Oracle VirtualBox

252G hree
\ E DESKTOP-JBAOTJS — B,
- o

Hostname of the ==
.., rogue system )

24

25 d
1/27/2024 00:07:02 dr------

AGENT DETAILS 1/25/2024 04:40:56 d-- -
htt o.rxstLnet

To bypass
authentication and

install EDR agent? THREAT
” ACTOR??

A ot protected: is disabled

Multiple virtual

I machine instances
= T“,r,p ':.a»p to search . - - -




Analysis of Demo Recording

e Another video
recording revealed
a critical clue: a
larger portion of the =
actor's username o kb i"’”“ 9
was now visible.

WinBox

OBS Studio

Extended username of
suspected threat actor



Unmasking KernelMode
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Unmasking the Actor

e OpSec Failure: The demo video
and P-1 form exposed two key
identifiers: the name "Andry" and a
specific company.

e Linkedin Pivot: |dentified a profile
for "Andry" showing employment at
the company from the P-1 form.

e Corroboration: Found a matching
profile on VKontakte (VK), further
confirming the individual's identity.




Profiling the Organization

e Company Background:
Registered in early 2023 as a
"software development”
business.

e Location: Multiple sources list
the company's legal address in
Saran, Kazakhstan.

e The Critical Link: The actor's
VK profile lists Saran as their
hometown, connecting them to
the company's location.




Connecting the Dots

e Recordings of an AV/EDR bypass
tool were found on the rogue system.

e These videos matched those sold by
the user KernellMlode on cybercrime
forums.

e Demo recordings exposed a name
("Andry") and a P-1 form revealed a
company name.

e We pivoted on these two data points
to uncover the actor's identity.




Assessment: The KernelMode Connection

e Moderate Confidence: The
Identified individual is the actor
KernelMode.

e Likely Role: We believe they T
are also the primary developer | GRC]C/EU LTI
of the AV/EDR bypass tool. LTI

e Caveat: No evidence suggests
the rogue system was used for
anything beyond testing the
AV/EDR bypass.
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