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Initial Access

TA looks into buying 
valid credentials via 
the dark web

IAB provides stolen 
helpdesk credentials

TA successfully acquires 
helpdesk credentials 
with access to Atera
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Initial Access

TA purchased a valid credential 
(helpdesk) on the dark web
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Initial Access

TA purchased a valid credential 
(helpdesk) on the dark web

TA performed “ping” command 
via Atera terminal feature
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Defense Evasion

PDBFileName:

D:\EDR\EDRSandblast-master
\x64\Release\disabler.pdb

https://github.com/wavestone-cdt/EDRSandblast

https://github.com/wavestone-cdt/EDRSandblast
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Defense Evasion

PowerShell session where 
the disabler.exe tool was 
executed, displaying its 
inspection of loaded DLLs 
for user-mode hooks. 
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Defense Evasion

Kernel-mode execution 
phase of disabler.exe, 
where it loads a vulnerable 
driver (WNBIOS.sys) as a 
new service (iqmKagGq) to 
gain kernel-level access.
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Defense Evasion
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Command & Control \\<IP Address>\admin$\5d01c51.exe

\\<IP Address>\admin$\3d85fd4.exe

\\<IP Address>\admin$\74b1e10.exe

\\<IP Address>\admin$\8c5c39c.exe

\\<IP Address>\admin$\0a648e4.exe

\\<IP Address>\admin$\d06e15b.exe

\\<IP Address>\admin$\f5dbf1b.exe

\\<IP Address>\admin$\5bb646d.exe

\\<IP Address>\admin$\0bffbb8.exe

Threat actor abusing the Atera RMM platform as a C2 
channel to manage and control compromised systems. 
Through Atera, they remotely deployed multiple Cobalt 
Strike beacon executables across endpoints using 
admin$ shares for lateral movement and persistence
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Command & Control

license-id 1357776117
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Persistence

Malicious scheduled 
task named Indexer 
that was set to execute 
rundll32.exe with 
vm32.dll (a Cobalt Strike 
beacon) from the 
C:\Windows\temp\ 
directory, configured to 
re-run every 5 minutes 
indefinitely as a 
persistence mechanism
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Data Exfiltration
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Data Exfiltration
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High Level Chain of Events
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Threat Actor Communication & 
Negotiation
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Negotiation with the Threat Actor
As I have told you before, I have gained access to the 
network and downloaded 97 GB of data.
What I want to offer:
- I will provide you with the electronic wallet address
- <CLIENT> pays $350,000 to this wallet
-When I receive payment the data will be deleted
- <CLIENT>  gets data deletion log
- <CLIENT> get details of data breach incident if needed
- <CLIENT>  never see me again
- Everyone is happy

Otherwise I will have to start terrorizing <CLIENT>  social 
media and disturbing business. That is the plan.

Hello, Sir. You are doing very good 
job over there, but i am afraid this 
amount is still low. You have just cut 
50% from already cutted price. Let's 
make it at least $225,000, i can wait 
until tomorrow.$125,000 is a good 
discount; it cuts more than 33.3% off 
the original price.
We are getting very close to close the 
deal, a little bit of effort from you and 
we are finally done with this. 
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Negotiation with the Threat Actor

Such a tough 
negotiator you are. Ok, 
let it be so. I accept BTC. 
Wallet address to 
perform the payment 
would be provided soon.

Initial Demand: $350,000
Final Demand: $180,000
Percent Reduction: 46%
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One morning with DESKTOP-J8AOTJS
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Who is selling this Bypass Tool? 
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Initial Leads: Identifying 
Potential Aliases
● Discovered suspicious 

folder names in the 
Z:\freelance directory.

● Pivoted to search these 
names on cybercrime 
forums like XSS and 
Exploit.

● Relevant hits suggested 
some names were potential 
threat actor aliases.

Underground forum 
usernames/monikers? 

Person of Interest
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Hunting down the Seller

Translation:
Greetings, everyone!
Does anyone have an out-of-the-box solution to kill 
antivirus software? I'm ready to purchase several 
solutions with regular support/subscription.

Posted in multiple 
places looking for 
AV/EDR bypass tools
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Hunting down the Seller

User KernelMode suggesting an 
AV/EDR bypass tool.
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Hunting down the seller

Thread by KernelMode offering 
AV/EDR bypass tool subscriptions
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Hunting down the seller

Thread by KernelMode offering 
AV/EDR bypass tool subscriptions
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Hunting down the seller

Translation:
In general, it will go, finishing some moments, 
trying to speed up. Bitdef/sentic fly off quickly.

Marti71 seemingly provided a 
positive feedback for the tool
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Peek into Rogue System
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Peek into Rogue System

● Conti ransomware playbook
● Suite of tools and 

documents
● Host IP addresses and 

credentials
● File with possible escrow 

details
● Expense spreadsheet (P-1 

form)
● Demo recordings
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Peek into Rogue System

● Conti ransomware playbook
● Suite of tools and 

documents
● Host IP addresses and 

credentials
● File with possible escrow 

details
● Expense spreadsheet (P-1 

form)
● Demo recordings

Exactly as the demo video 
obtained from KernelMode
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● A document used for 
invoices, completed 
work, and services 
rendered.

● Exposed the name of a 
specific corporation.

● This information was 
vital for identifying one of 
the threat actors.

The P-1 Form

Name of Kazakhstan 
based limited 
liability corporation

Organization submitting 
an expense for renting 30 
Mercedes.
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Hiding in Plain Sight: Clues in the 
Recordings
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Analysis of Demo Recording
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Oracle VirtualBox

Multiple virtual 
machine instances

Analysis of Demo Recording
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Oracle VirtualBox

Multiple virtual 
machine instances

Hostname of the 
rogue system

Analysis of Demo Recording
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Oracle VirtualBox

Multiple virtual 
machine instances

Hostname of the 
rogue system

To bypass 
authentication and 
install EDR agent?

Analysis of Demo Recording
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Oracle VirtualBox

Multiple virtual 
machine instances

Hostname of the 
rogue system

To bypass 
authentication and 
install EDR agent? THREAT 

ACTOR??

Analysis of Demo Recording
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● Another video 
recording revealed 
a critical clue: a 
larger portion of the 
actor's username 
was now visible.

Extended username of 
suspected threat actor

OBS Studio

WinBox

Analysis of Demo Recording
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Unmasking KernelMode
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● OpSec Failure: The demo video 
and P-1 form exposed two key 
identifiers: the name "Andry" and a 
specific company.

● LinkedIn Pivot: Identified a profile 
for "Andry" showing employment at 
the company from the P-1 form.

● Corroboration: Found a matching 
profile on VKontakte (VK), further 
confirming the individual's identity.

Unmasking the Actor
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Profiling the Organization

● Company Background: 
Registered in early 2023 as a 
"software development" 
business.

● Location: Multiple sources list 
the company's legal address in 
Saran, Kazakhstan.

● The Critical Link: The actor's 
VK profile lists Saran as their 
hometown, connecting them to 
the company's location.

Andry
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● Recordings of an AV/EDR bypass 
tool were found on the rogue system.

● These videos matched those sold by 
the user KernelMode on cybercrime 
forums.

● Demo recordings exposed a name 
("Andry") and a P-1 form revealed a 
company name.

● We pivoted on these two data points 
to uncover the actor's identity.

Connecting the Dots
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Assessment: The KernelMode Connection

● Moderate Confidence: The 
identified individual is the actor 
KernelMode.

● Likely Role: We believe they 
are also the primary developer 
of the AV/EDR bypass tool.

● Caveat: No evidence suggests 
the rogue system was used for 
anything beyond testing the 
AV/EDR bypass.
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Thank You
paloaltonetworks.com
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