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INTRODUCTION

Niranjan Jayanand – Director of Threa t Hunting Service  @CyberProof

Deepak Nayak – CTI Lead, India   @CyberProof

Big Thanks to Proofpoint team!!!
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SEMI CONDUCTOR ORGS TARGETING
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SETTING EXPECTATION – MORE FROM THREAT HUNTING STYLE

• MITRE based hunting

• Inte l based hunting

• Custom based hunting

<< CONTEXT AROUND EVENTS AND HITS FOR QUERIES >>

 TLDs - .shop, .space  e tc

 DLL Side loading re la ted EDR a le rts

 Chinese  info in metada ta  of File  IOCs  collected

 Google  shee t abused for C2

 Victimology

 File  name pa tte rn – region specific [ language , govt or country name or theme like   geo-politica l e tc], double  extens ion

 Combina tion of few of above  re la ted events   – URL > ZIP >DLL Side loading 

APPROACHES TAKEN
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INFECTION VECTOR – THROUGH EMAIL
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TOOLS OBSERVED

Source- Proofpoint

Started to enrich using RC4 key and 
Infrastructure hunting 

Some code level analysis gave new 
samples possibly linked to  APT41

Possible new loader related to 
StealthVector, MoonWalk backdoor but 
“TELEMETRY CHALLENGE”

Challenge: Unknown infection vector + 
No telemetry
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INFRASTRUCTURE HUNTING

166.88.61[.]35

Analyzing the  hos t banner on port 443—commonly associa ted with 
CobaltS trike
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 Based on banner response  sea rch
Query:
HTTP/1.1 404 Not Found 
Content-Type : text/html 
Server: IIS /7.5 
Connection: close  
Content-Length: 137

 12 IPs  observed us ing same banner response  
on the  port 443.

Query:
HTTP/1.1 404 Not Found 
Content-Type : text/html 
Server: IIS /7.5 
Connection: close  
Content-Length: 137
Port:443
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  Validin sea rch response  for the  same IP :

 Search based on banner hash – gives  57 
additiona l hos t connections

Query :
HTTP/1.1 404 Not Found 
Content-Type : text/html 
Server: IIS /7.5 
Connection: close  
Content-Length: 137
port:443
ss l.ja rm:
2ad2ad16d2ad2ad00042d42d00042ddb04deffa1705e2edc44ca
e1ed24a4da

 New SSL certifica te
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  Additiona l IP based on the  newly identified Certifica te

 Infras tructure  Reuse :

IP addresses  112[.]213[.]108[.]49 and 112[.]213[.]108[.]209. Initia lly, both 
were  us ing SSL certifica tes  linked to slack.com , but they have  recently 
trans itioned to certifica tes  spoofing gotomeeting.com
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• Top 10 ASN used by the Threat Actor
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FILE CONTENT HELPED IN HUNTING FURTHER IOCS

Search based of RC4 key
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• Upon analyzing the files, we observed that the same being used. A C2 IP is reported 
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CONCLUSION

• Key findings  include  the  reuse  and rota tion of SSL certifica tes  impersona ting legitimate  
se rvices  like  s lack.com and gotomeeting.com, dynamic IP pivoting through banner hashes  
and JARM fingerprints , and cons is tent use  of Coba lt S trike  as  a  command-and-control 
framework.

•  P la tforms  like  Shodan and Validin proved ins trumenta l in uncovering over 25+ re la ted IPs , 
5 domains  and 6 hashes  with notable  clus te ring observed a round ASN.
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  Q&A

                       THANK YOU!!!
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