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Disclaimer

• This research material is based on my personal findings. Any 

actions or implications resulting from its use are solely the 

responsibility of the user; Forescout Company shall not be held 

liable for any consequences arising therefrom.

• Findings might not be new currently, as that can be discover by 

anyone in the past.
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Agenda
• Rise of ClickFix

• Attack Surface & Social Engineering 

Vectors

• Clipboard-Based Payload Delivery

• Obfuscation & LOLBin Abuse

• Cross-Platform Variants (Windows, 

macOS, Linux)

• Threat Actor Attribution

• Evasion & Anti-Analysis Tactics

• Detection Strategies

• Infrastructure & C2 Analysis

• Recommendations & Conclusion
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Rise of ClickFix 
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Attack Surface & Social Engineering Vectors

Fake CAPTCHA / CAPTCHA impersonation pages
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Attack Surface & Social Engineering Vectors

Impersonation of Trusted Brands
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Clipboard-Based Payload Delivery
Social engineering technique that leverages the system clipboard to deliver malicious 

commands or code.

Attacker injects payload via:

• Malicious websites (e.g. fake CAPTCHAs, "error" pop-ups)

• Compromised documents or files

• Applications with clipboard access
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Clipboard-Based Payload Delivery

Why Do Attackers Use This Technique?

• Evasion: Bypasses download and attachment scanning, as no file is 

directly transferred.
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Clipboard-Based Payload Delivery

Why Do Attackers Use This Technique?

• Evasion: Bypasses download and attachment scanning, as no file is 

directly transferred.

• Trust Abuse: Users trust “copy/paste” instructions from forums, blogs, or 

help sites.

• Simplicity: Single action by user (copy, paste, run) can lead to full 

compromise.

• Obfuscation: The code on display may differ from the code actually 

copied to clipboard.
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Clipboard-Based Payload Delivery
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Obfuscation & LOLBin Abuse

• Obfuscation Techniques

• Base64 Encoding: Payloads are encoded and execute
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Obfuscation & LOLBin Abuse

• Obfuscation Techniques

• Variable Splitting: Command fragments stored in variables and 

concatenated at runtime.
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Obfuscation & LOLBin Abuse

• Obfuscation Techniques

• Polyglot Scripts: Payload works across multiple interpreters.



16

Obfuscation & LOLBin Abuse

• Obfuscation Techniques

• Environmental Checks: Malware inspects system info.
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Obfuscation & LOLBin Abuse

LOLBin Abuse (Living Off the Land Binaries)

• Windows: certutil.exe downloads/decodes payloads.
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Obfuscation & LOLBin Abuse

LOLBin Abuse (Living Off the Land Binaries)

▪mshta.exe, regsvr32.exe, Msiexe.exe run remote code.
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Obfuscation & LOLBin Abuse

LOLBin Abuse (Living Off the Land Binaries)

• powershell.exe, cmd.exe runs encoded or remote scripts.
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Obfuscation & LOLBin Abuse

LOLBin Abuse (Living Off the Land Binaries)

• macOS/Linux: curl, wget fetch remote payloads.
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Obfuscation & LOLBin Abuse

LOLBin Abuse (Living Off the Land Binaries)

• macOS/Linux: osascript executes AppleScript.
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Cross-Platform Variants (Windows, macOS, Linux)
Windows:
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Cross-Platform Variants (Windows, macOS, Linux)
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Cross-Platform Variants (Windows, macOS, Linux)
Windows:
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Cross-Platform Variants (Windows, macOS, Linux)
Windows:

First stage downloader-> a.cmd bat
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Cross-Platform Variants (Windows, macOS, Linux)

Second stage powershell to 

download further QuasarRAT 
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Cross-Platform Variants (Windows, macOS, Linux)

macOS/Linux:
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Cross-Platform Variants (Windows, macOS, Linux)

macOS/Linux:
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Cross-Platform Variants (Windows, macOS, Linux)

macOS/Linux:
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Cross-Platform Variants (Windows, macOS, Linux)

macOS/Linux:

AppleScript payload
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Cross-Platform Variants (Windows, macOS, Linux)

macOS/Linux:

AppleScript payload
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Cross-Platform Variants (Windows, macOS, Linux)

macOS/Linux:

Odyssey stealer persistence
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Cross-Platform Variants (Windows, macOS, Linux)

macOS/Linux:

Odyssey stealer shell script 
execution
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Cross-Platform Variants (Windows, macOS, Linux)

macOS/Linux:

Odyssey stealer connection
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Cross-Platform Variants (Windows, macOS, Linux)

macOS/Linux:

Wallets
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Threat Actor Attribution

Windows:
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Threat Actor Attribution

MacOS:
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Threat Actor Attribution

Linux:
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Evasion & Anti-Analysis Tactics
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Detection Strategies
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Detection Strategies
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Detection Strategies
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Infrastructure & C2 Analysis
•  Domain Infrastructure

• Rapid Domain Churn: Domains used are short-lived (often less than a week), cycling 

rapidly to evade blocklists and security monitoring.

• Trust-Embedded Naming: Domains frequently include words such as `fix`, `patch`, 

`update`, `verify`, and `cdn`.
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Infrastructure & C2 Analysis
•  Domain Infrastructure

• Rapid Domain Churn: Domains used are short-lived (often less than a week), cycling 

rapidly to evade blocklists and security monitoring.

• Trust-Embedded Naming: Domains frequently include words such as `fix`, `patch`, 

`update`, `verify`, and `cdn`.

• Registration Patterns

• Use of privacy-protecting registrars.

• WHOIS details are often masked or use fake identities.

• TLS Certificates

• Automation via Let’s Encrypt: TLS certificates are issued automatically, enabling quick 

and cost-free setup of HTTPS. Hosting & Evasion Tactics
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Infrastructure & C2 Analysis
•  Command-and-Control (C2) Characteristics

• Beacon Traffic:

▪C2 communications are typically compact, using JSON posts or GET queries.

▪Parameters often include:

–Hardware ID

–Build version

–Time zone offset

▪Traffic is designed to appear benign, minimizing content and mimicking legitimate 

web requests.

• C2 Endpoint Patterns:

▪Endpoints may use paths like `/api/fix`, `/update`, `/patch`, `/verify`.

▪Some endpoints rotate or are abandoned when detected.
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Recommendations & Conclusion
•  Application & System Restrictions

• Restrict execution of non-approved scripts and binaries.

• Disable or restrict LOLBins.

• Enforce strong browser security settings.

•  Endpoint & Network Controls

• Deploy EDR/XDR with behavioral detection.

• Monitor process trees.

• Network controls.

•  Privilege & Persistence Management

• Limit admin rights.

• Monitor and restrict persistence mechanisms

• Alert on creation/modification.
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Q&A
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Thank you.

• https://x.com/prashanttilekar

• https://www.linkedin.com/in/pr
ashant-tilekar-08741580/
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